-PELHEH3IA
Ha JAucepTauiifay po6oTty
Mariiiko Anekcanapu AHAPIIBHU
Ha TeMy «MeToa no0y10BH 0OOIPYHTOBAHO CTIHKMX CHMETPHYHHX
NTRU-noaioHnx mudpocucrem»,
IpecTaBieHy Ha 3000yTTs CTyneHs qoktopa dinocodii

B rajysi 3HaHb 12 TndopmauiiHi TexHoJOTIT
3a cnerjanbHicTIO 125 KiGep6e3neka

AKTyaJIbHICTh TEMH AHCEpTALT.

OcraHHi poxu Mae Micie OypXJHMBUHM pPO3BUTOK KBAaHTOBHMX KOMIT'IOTEPIB Ta
CUCTEM KBAHTOBUX OOYMCIIEHB, SIKI BUKOPHCTOBYIOTH KBAaHTOBO-MEXaHIUHI SIBUIIA
Il PO3B’A3aHHSA OOYMCIIIOBAIBHUX 3a/4ad, SIKI € [PaKTHYHO HEPO3B’SI3HHUMH ¥
KJJAaCUYHUX OOUUCITIOBAIBHUX MoAensx. CTBOpeHHS TIOBHOIIHHUX KBaHTOBHX
KOMII'IOTEPIB Hapasi BHIVIAJA€ JIMIIE IHUTAHHIM 4Yacy, 1 1€ CTBOPIOE PH3MKH
KOHO®IZEHIINHOCTI Ta LUIiCHOCTI iH(opMmauii y crneniampHux iHGOpMAILIiiHO-
KOMYHIKalllHHUX cucTeMax. Okpema rary3b KpWIITOJIOrii, a came, HOCTKBAHTOBO
CTiiika  Kpunrtorpagis, 3aiiMacTbcs  NUTAaHHAMM  MOOYIOBH = Ta  aHAI3y
KpUnTorpagiuHuX alrOpUTMIB, CTIMKMX y KBaHTOBi# Mopeni oOumciens. Cepen
3aIllpOIIOHOBAHUX AITOPUTMIB, y TOMY YHCJ TakKWX, SKi MOJAHO SK KaHIUOATH Ha
MaiiOyTHI crannaptu CIIJA, 3Ha4Ha YyacTWHA N0OY/10BaHa Ha OCHOBI KPHUIITOCHUCTEMH
NTRU ta 11 momudikauisi. NTRU-nonibHum € i craHmapTu3oBaHuit B YkpaiHi
INOCTKBAHTOBUM alropuTM. Binkpuroro mudpysanus «Ckens» (JICTY 8961:2019).
TaxuM 4rHOM, TeMa qucepTallii € akTyalbHOIO.

Ouinka  oOrpYHTOBAaHOCTI. HAyYKOBHUX  pe3yJbTaTiB  JAucepranii, ix
AOCTOBIPHOCTI Ta HOBU3HH. ' '

HaykoBa HOBHU3HA pe3ynbTaTiB JAWCEpPTAliMHOTO MOCIIKEHHS IIOJIIrae B
HaCTYITHOMY. _ v

1. Bmepwie oTpUMaHO aHaNITHYHI CHIBBIAHOIIEHHS JJS  OLHIOBAHHSI
MMOBIpHOCTI 0OOPOTHOCTI BUITAIKOBUX IIOJIHOMIB, SKi BUKOPHUCTOBYIOThCSI B NTRU-
nonibHuX mudpocucTeMax, ki € CIpaBeUIMBUMU sl GBI 3arajJbHOrO BUMAJIKY,
HDK BiZomi aHamoru. BoHu 0a3yroThCs Ha 3aCTOCYBaHHI amapary TepeTBOpEHHS
®yp’e po3noAUIIB HMOBIpHOCTEH Ha CKIHYEHHOMY IIOJIi Ta HAJAIOTh 3MOTY
OLIHIOBATH 1 B OKPEMHMX BUIIQJKaX OOYMUCIIOBATH 3HAYEHHS MMOBIpPHOCTI
0DOpPOTHOCTI BHIIaJKOBHX IOJIHOMIB, III0 BUKOPHUCTOBYIOTHECS B POJIi. KOMIIOHEHTIB
cexkpernux knouiB NTRU-nogi6HuX mudpocucreM.

2. VIOCKOH&JICHO aHAJITWYHI CHiBBIAHOIIEHHS /I OLIHIOBAHHS MMOBIPHOCTI
ITOMMJIKOBOTO po3mudpysanHHs noBinomienb B NTRU-nomibuux mudpocucremax,



AK1 € CHpaBeIUIPIBHMI/I ans yeix Bumi cywacEmx NTRU- noz[16HHx Hm(ppOCHCTeM
BOHM [03BOJAIOTH OLIHIOBATH MMOBIPHICTS IIOMHUJIKOBOLO pO3IMIHGMPYBAHHS
nositomsiens B NTRU-nonibuux mudpocructeMax Tmpu (PiKCOBAHOMY KITHOUI,
Hajarouy Oinbll afeKkBaTHY iHGopMallilo Ipo 4acTOTy BUHUKHEHHS [TOMMJIOK IIPH
po3umudpyBaHHI.

3. JlictaB momanbmMii pO3BUTOK METOJ OILIHIOBAHHS CTIHKOCTI CHMETPHYHHX
mudpocucreM NTRUCipher ta NTRUCipher+ 3a paxyHOK AOCJiIKEHHS TpbOX
Kpunrorpad@iuHux artak Ha i mudpocucteMu. s 3a3HaYeHUX aTak OTPHUMAHO
AQHAJIITUYHI OLIHKM CKJIAJHOCTI Ta MOKa3aHo, II0 MPHUHANMHI OfHA 3 HUX MOXe OyTH
peali3oBaHa B peXXUMi pEaTbHOTO Yacy.

4. Bpnepume 3anpomOHOBaHO MeETON IOOYAOBH OOIPYHTOBAHO  CTIMKHX
cumeTpuyHux NTRU-noxibuux mmdpocuctem. Ilokazano, mo, Ha BigMiHY BiX
BinoMux  cumeTpuuHux ~ NTRU-momibHux — mudpocucreM,  3ampOIOHOBaHI
mupocHCTEMH MaroTh OOIPYHTOBAaHY CTiMKICTh BIHOCHO aTaKk Ha OCHOBI -
MiAiOpaHUX BiIKPUTHX IIOBIIOMJIEHB, fKa 0a3yeTbcs Ha CKJIAJHOCTI E€TAJOHHOT
obuncmoBaIbHO ckitaaHoi 3a1aui Decision-Ring-LWE. - v
- HaykoBi  pmocmimxeHHs Oynu BuKOHaHl 3p00yBaueM Ha = CreuianbHil
Ka(bezxpl Nel ICC3I KII im. Irops Cikopchkoro 1z KeplBHI/ILITBOM JA.T.H., JOHEHTa
Onekcituyka AHToHa MukoaiioBuua
_ Otxe, B AucepTaliiiHiit poOOTi mocTaBieHe HAyKOBE 3aBIaHHS, a came: 1)
TPOBECTH aHaii3 BIIOMUX METO.IB. MOOYAOBM Ta OLIHIOBAHHS i OOIPYHTYBaHHS
crifikocti - NTRU-noaibHux  mubpocucrteM; 2)  OTpUMaTH  aHAIITHYHI
CHBBiTHOMEHHS /Ui MMOBIPHOCTI OGOPOTHOCTI BHMAKOBHX MOJIHOMIB, sKi
BUKOpUCTOBYIOTbCSE B NTRU-nonibuux muppocucremax; 3) oTpuMaTH aHATITHYHI
CIIIBBIJHOMIEHHS “JUI1 OIIHIOBAaHHA MMOBIPHOCTI TOMHIIKOBOTO pO3IIM(pPYBaHHS
nosigomsedb B NTRU-mopibHux mudpocuctemMax npu (QIKCOBAaHOMY KITFOUI;
4) oTpUMaTH aHaNITHYHI OIHKM CKJIQJHOCTI CTaTUCTUYHMX aTaK Ha CHUMETPUYHI
mudpocuctemun NTRUCipher ta NTRUCipher+; 5) po3pobutu meTon moOymoBu
cumerpruuaux NTRU-nogibHux mudpocucreM, ki MalOTh OOIPYHTOBaHY CTIiHKiCTB
BIJIHOCHO aTak Ha OCHOBI MiJiOpaHMX BIIKPUTHX TEKCTiB; — BUKOHAHO MOBHICTIO,
3000yBay MOBHOKO MipOIO OBOJIO/IIB MéTononorierojHayKOBo'f TiSUTBHOCTI.

Ouinka 3micTy auceprauil, il 3aBeplIeHiCTh Ta JOTPUMAHHSI NPUHLMITIB
aKajaemMiuHOi 100pOoYecHOCTI.

3a cBOIM 3MicTOM AucepraliiiHa poboTa 3100yBauku Mariiiko A.A. MOBHICTIO
BIATIOBiZia€ HanpsMKaM JOCHI[KeHb BIAIOBITHO IO OCBITHBRO-HAYKOBOI IIpOTpamu
«besneka gepxkaBHuX IH(opMmauiliHuX pecypciB». [lucepramiiiHa pobora €
3aBEpINEHOI0 HAyKOBOIO 'Ipallel0 i CBIAUUTH PO HASBHICTH . OCOOMCTOIO . BHECKY
3pobyBaga y HaAyKOBMH HampsM = acUMETpU4HOl Kpunrorpadii, 30kpema, y
JOCIUKEHHS TOCTKBAHTOBO CTIMKUX KPUIITOAITOPUTMIB. -



PosrnsHyBIIM 3BIT MOAIOHOCTI - 32 pe3yJbTaTaMu IEepeBIpKH OAMCepTaliiHOI
poOOTH Ha TEKCTOBI CIIBMAJIHHSA, MOXHA 3pOOUTH BUCHOBOK, IO OHUCEpTallifiHa
po6ota Mariiiko Anexcanapu AHPIIBHU € pe3yJbTaTOM CaMOCTIHHHMX JOCIIKEHb
3p06yBaya i He MICTUTh eJIeMeHTIB Qanbcudikaiii, komninsiil, padpukarii, nnariaty
Ta 3alo3W4eHb. Bukopucrani ifeil, pe3yjabTaTH 1 TEKCTH IHIOUX aBTOPIB MaroTh
HaJIe)KH1 IIOCHUJIaHHS Ha BIANOBIIHE [HKEPEIO.

MoBa Ta CTHJIb BUKJIa/IeHHsI pe3yJIbTaTiB.

Huceprarniiina po0oTa HanK“caHa yKpaiHCHKOX0 MOBOIO.

Marepian BHKJIa[JI€HO YiTKO, Y JIOTIYHIM TOCIIZOBHOCTI. ABTOpKAa HEYXWIHHO
OOTPUMYETBCS HAYKOBOTO  CTIJIFO IIPEACTAaBICHHS Marepiany. TeopeTwuHi
pe3ysibTaTl  MalTh CTpore JoBeAeHHS abo HajeXHe OOIPYHTYBaHHS |
CYIIPOBOIKYIOTHCS LItOCTpaTUBHUMHU pe3yIbTaTaMu eKCIIEpUMEHTATTBHUX
HOCHiIKeHb. Y poOOTI BHUKOPHCTOBYETHCS 3arajbHONPUMHATA y KPHUIITOJOTI]
TEPMIHOJIOTIS Ta CHCTEMA IT03HAYEHE.

JlucepTailii CKJIagaeThcsi 3 BCTYILy, YOTHPBOX PO3ILIiB, BUCHOBKIB, CITHCKY
niTepaTypy Ta JOJAATKiB. 3arajsHUM o0car aucepranii 178 cTopiHOK. - . L ‘

VY BCTyIi OKPECIEHO aKTYaJbHICTh TEMHU TOCHIIKEHHS, CPOPMYIHOBAHO METY,
3aBIaHHs, 00’ €KT, IpeIMET Ta METOH TOCIIIKEHHS, 3a3Ha4€HO HayKOBY HOBU3HY Ta
IpaKkTUYHE 3HAYEeHHS OJIepXKaHUX PEe3y/IbTaTiB, HABEJEHO BIJOMOCTI PO alpodariiro
pe3ysbTariB. Ta mybuikamil 3ao00yBayky, Ta.il ocOOMCTHI BKIaa Ul MyOikamii y
CIIBaBTOPCTBI.

VY mepmoMy po3AiuIl HaBeAeHO OIVISJl CTaHy PO3BUTKY [OCTKBAHTOBO CTIMKKX
KPUITTOCHUCTEM, a TaKOX BIIOMI pe3yibTaty 1obynoBu ta aHaiizy cucteMu NTRU ta
il MoauIKaLii. . .

-V apyromy po3aiii.cpopMyNbOBAaHO Ta JOBEAECHO aHAIITUYHI CIiBBIIHOIIEHHS
[J1 ‘OLIHIOBaHHS WMOBIPHOCTI OOOPOTHOCTI IOJIHOMA Y. Kiblli 3pi3aHuX TIONTIHOMIB
OpU OeSKUX IIPUIYLIEHHSIX IIPO PO3MOALI 3HaueHb Horo koeoiuieHTiB. Takox -y
po3aijii copMyIIbOBaHO Ta JOBEAEHO aHAIITHYHI CIIIBBIIHOMIEHHS Ul OLIHIOBAHHS
IMOBIPHOCT] TIOMHJIKOBOTO: po3IIM(pyBaHHS IOBIIOMIIEHb ITPH (HIKCOBAHOMY KJIFOUI
y mudpocucreMi NTRUEncrypt ta s nosinbHux NTRU-nogibHMx mmpocucrem.

-V TpersOMy pO3AiTl IIPUCBSIYEHO JMAOCIIIKEHHIO CTiMKOCTI Mmudpocuctem
NTRUCipher Tta NTRUCipher+, BiZHOCHO JABOX CTaTUCTUYHUX  aTak.
CbhopMynmbOoBaHO Ta [IOBENEGHO AaHAIITHYHI = CIIBBIAHOMIEHHS M1 HMOBIPHOCTI
0€3MOMIIKOBOTO po3MU(pyBaHHS WMPPOBAHUX IIOBIIOMIIEHh Yy MHPPOCHCTEMI
NTRUCipher+, anamitiusi owiHkw ckiagHocti BKW-atakm Ha mudpocucremu
NTRUCipher Ta NTRUCipher+, a Takox 3anpOIOHOBaHO IIBUAKY PO3Pi3HIOBATBHY
araky Ha mudppocucremy NTRUCipher+ i oTprMaHO aHaNiTUUHI OLIHKM CKJIaJHOCTI
TIPOBEICHHS 3aIlPOIIOHOBAHO] aTaKH. '



VY geTBepTOMY PO3ALIL 3aIIPOIIOHOBAHO METOJ TOOYI0BH OOTPYHTOBAHO CTIMKIX
cumerpuuanXx ~ NTRU-momiGrmx — mmdpocucteM  Ha  OCHOBI  €TaJIOHHOT
00YHCITIOBAILHO éKﬂaﬂHoi’ 3apaul Decision-Ring-L WE. BukianeHo HaykOBI OCHOBH
3alIpOIIOHOBAHOI0 METO[Y, HAaBEIEHO aIrOpPUTM BHOOpPY MapaMeTpiB Ans moOyaoBu
mmdpocucTeMm, ski 3abe3medyioTh IXHIO CTIHKICTh Ha 3a3jaierifib BH3HAUEHOMY
PIBHI.

Huceprariiitna po6ota opopMieHa BIATIOBIIHO A0 BUMor Hakazsy MOH Yxkpaiuu
Bia 12 ciunst 2017 p. Ne 40 «IIpo 3aTBepaKeHHS BUMOT 10 O(OPMIIEHHS JHUCEPTALIii.

OnpuiroaHeHHs pe3yJ/ibTaTiB AUcepTaliiHOl po0oTH.

HayxoBi pe3ynpTaTu [ucepTalii BHUCBITJIEHI y 9 HayKOBUX ITyOJIiKamisxX
3no0yBada, cepel SIKMX: 7 CTaTed y HAyKOBUX BUJAHHSX, BKJIIOUEHHUX Ha [aTy
oImyOJIIKyBaHHA [0 TIepeliKy HayKoBUX (axoBMX BUAAHb YKpalHW; 2 CTarTi y
NepiOMYHUX HAyKOBUX BHJAHHSX, IpOiHAekcoBaHUX y Oa3ax manux Web of Science
Core Collection Ta/abo Scopus, BiIHECEHHUX OO APYroro Ta TPETHOTO KBAPTHIIIB
(Q2 mna mybmixkauii [8], Q3 mng myOmixamii [9]) BII[HOBIJIHO o xJjacuikaitii
SCImago Journal and Country Rank. , .

-Taxkox pe3ynapTaTd AucepTauii 6me anpo6OBaH1 Ha 6 HayKOBHX (baXOBMx
KOH(MEpeHIlisX Ta y 2 HAyKOBO-AOCIIAHUX poboTax.

VYei HaykoBl ImyOmikauii 3700yBaukyd MarOTh BHUCOKHM piBeHb Ta: BHUKOHAHI .13
JOTpUMaHHs NPUHLMUIIIB aKaJeMIuHol foOpouecHocTl. [l myOimikanii, ki BUKOHAHI
y CHiBaBTOPCTBi (31€6iMBIION0 i3 HAYKOBMM KEPIBHMKOM) y TEKCTi aHMCepTawii
BHOKPEMIJIEHO - OCOOMCTHH BHECOK 3100yBayky, SKWH BiIIOBigae pesynLTaTaM, SIK1
BUHOCSITBCS HAa 3aXHUCT.

Taky¥M UWHOM, HAyKOB1 pe3yJIbTaTH OINMCaH! B zmcepraummn po60T1 MIOBHICTIO
BHCBITJIEH] Yy HAyKOBHX ITyOsikawisx 3000yBaya.

HepgoJiku Ta 3ayBajkeHHs1 0 AUcepTaUiHHOI poOOTH.

- o 3ayBaxkeHb 10 AucepTaliliHol poOOTH MOXHA BiIHECTH Take.

1. Ina piBHOCTI (2.19) Ha cTop. 80 3a3HayeHO, 110 BOHA € HAOIVIKEHOIO, OJJHAK B
caMifi (GopMyni BHKOPUCTOBYETBCS 3HAaK piBHOCTI. Tak camMo HabImXKeHHMH
Ha3HBaIOTHCS JESAKI OlepKaHi HepiBHOCTI (Hampukiaf, (2.15), crop. 78). OpHak y
TEKCTI TUCepTaIliiHOl pOOOTH HETOCTATHRO YiTKO C(HOPMYIIBLOBAHO, IO CAME MAETECS
Ha yBasi mig HaOMMKEHICTIO AN 3a3HAueHMX . CIiBBIJHOIIEHb, IO, pasoM 13
BUKOPUCTAHHSM CHMBOJIY «=» MOXE MPUBECTH 0 HeKOpeKTHOI iHTepIpeTarii
pGByJII:TaTlB OllepXKaHUX 3400yBavyKOI0. R v :

o 2. YV orabmum 3.1 (crop. 105) 3ipoukamu I03Ha4eHO HaOOpu MapameTpiB
kpuntocucteM NTRUCipher Ta NTRUCipher+, npu sikiux iMOBiIpHiCTh TTOMHITKOBOTO
po3mubpyBaHHs p,, OOPIBHIOE HYNIO, — 1 B LiH xe Tabaumi I 1€l IMOBIpHOCTI
HABOIUTHCS OLHKA, SIKA. € HEHYJIHOBHUM (XO4a ¥ Jyxe MajleHBKUM) 3HaueHHsM. Ha



MO0 I[yMKy, SIKIO YMOBH, HaBeleni y ¢opmynax (3.3) Ta (3.8) He € mpamuMu
HACJTIIKAMH 3 TBEPIDKEHb, SKi HABOAATECA Y po3aini 3.1 Ta GOpMyIIOIOTh OLIHKY IS
iMOBipHOCTI p,,, Tpeba UiTKillle apTUKYIIOBATH BiAMIHHICTD MK HHMH, 100
3aro0irTM HEKOPEKTHIl IHTeprpeTailii pe3ybTariB.

3. OdopmieHHs qucepTauiiHol poOOTH Mae OKpeMi HENOJIiKH, 30KpeMa, JesKi
Tabnuii po30UTI MK CTOpiHKaMH, a JesKi 3arOJIOBKM PO3ZALIIB CTOSTH HAIPHKIHII
CTOPIHKH OKPEMO BiJl TOJANBIIOTO TEKCTY.

BBaaro, 0 BUCIIOBJIEHI 3ayBaXXCHHsS HE € BU3HAYIBHHMHU i HE 3MEHIIYIOTh
3arajibHy HayKOBY HOBHM3HY Ta NPAKTHYHY 3HAUMMICTh PE3YNbTATiB Ta He BILIMBAIOTH
Ha MO3UTUBHY OLIIHKY AucepTaliiHol poboTH.

BucHoBOK npo auceprauiiiHy po6ory.

Baxaro, mo auceprauiiiHa pobota 3700yBayky CTyTEHsS TOKTopa (imocodii
Marifixo Anexcanzpu AwHApiiBHH Ha Temy «MeToa moOYAOBH OGIPYHTOBAaHO
criikux cumerpHyHHX NTRU-noaioHux mudpocucrem» BUKOHAHA Ha BUCOKOMY
HayKOBOMY DiBHi, HE IIOpYyIIye IPUHLIMIIB akaneMiyHol mOOpOYECHOCTI Ta €
3aKiHUYEHUM ' HAYKOBUM JIOCJIiPKEHHSM, cyKynHicTL- TEOPETHUYHHUX Ta IPAKTUYHUX
pe3ysibTaTiB SKOTO pPO3B'A3y€ HAayKOBE 3aBAaHHS, IO Mae iCTOTHE 3HAUSHHS IS
ramy3i 3HaHb 12 Indopmaniiini TexHonorii. Juceprarniitia poboTa 3a aKTyaibHiCTIO,
MPaKTUYHOIO' LIHHICTIO Ta HayKOBOKO = HOBU3HOIO IIOBHICTIO BiAIMOBiZaE - BUMOTaM
YWHHOIO ~3aKOHOJAaBCTBa  YKpaiHd, Io - mepeabadeHi B  10..6-9  «Ilopsaky
IIPACYIKEHHSI. CTyTIeHs JAOKTOpa  (inmocodii Ta ckacyBaHHS pIilIEHHS pa3oBOl
| CrelliaTi3oBaHol  BYEHOI Paju 3aKialy BHIIOI OCBiTH, HAayKOBOi YCTAaHOBH ‘IIPO
TPUCYKEHHs CTYIEeHs JOKTopa dinocodii», 3atBepmxenoro Ilocranosoro Kabinety
MinictpiB Yxpainu Big 12-ciuns 2022 p. No 44.

3no0yBauka Mariiiko AﬂeKcaHﬂpa AHIpiiBHA 3aCilyrOBy€ Ha NpPUCYKEHHS
CTymeHst nokTtopa ¢inocodii B ramysi 3HaHb 12 IH(bopMamHHl TEXHOJIOTIT 3a
CHeHIaJ'IbHICTIO 125 Kibepbesneka
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