PELLEH3IA
Ha JUCEPTaIiiHY POOOTY
Masypka Banentuna Onerosuya
Ha TeMmy «CTBOpeHHs 3ac001B 3aXUCTy OMEPATUBHOI IMaM ST BiJ] aTaK TUITY
RowHammer»,
MIPEICTABIICHY Ha 3100y TTS CTYIEHs TOKTopa (imocodii
B raiy3i 3HaHb 12 [Hpopmarliiini TexXHOIO0T1i
3a cnenianbHicTio 125 KiGepOesneka Ta 3axucT iHdopmarii

AKTYaJILHICTh TeMH JAUCEPTANil.

VY cyuacHOMy CBITI 3pOCTaroui 3arpo3u Kidepoesmnelni jenaini 4acTiiie BUXOIATh
3a MexXI1 rmporpamMHoro piBHia. RowHammer € npukianomM araku Ha Qpi3UYHUN PIBEHbD,
Ky HEMOJKJIMBO BIJICTe)KUTH 3BUYHHUMH METOJAMH 3aXHUCTy, TAKUMHU SK aHTHUBIPYCH
Yl MDKMEpEXeBl ekpaHu. Takuid TUI aTaku CTaBUTH I 3arpo3y SIK MEPCOHAbHI
MIPUCTPOI, TaK 1 CEPBEPHI CUCTEMH, aJKE BIH JO3BOJISIE 3MIHIOBATH JaHl B IaM’sIT1 0e3
HAsSIBHOCTI aJIMIHICTpaTUBHUX MPaB YU JOCTYIY JIO SiApa CUCTEMHU.

VY 1bOMy KOHTEKCTI JucepraliiiHa poOoTa € HaJI3BHYaliHO aKTyaJIbHOIO,
OCKIJIbKM BOHA (DOKYCY€THCS HE JIMIIIE HA BUSIBJICHHI TaKUX aTak, a ¥ Ha MPaKTUYHIN
peanizalii 3aco0iB 3aXUCTy, SIKI MOXYTh OyTH 1HTErpOBaHI B peasibHi cucteMu. lle
Mae Barome 3Ha4eHHS 715l MOOYA0BH O1IbII Oe3MeYHOoro Mu(poBoro cepeaoBuIa, Ae
3aXUCT OXOIUTIOE HE JIMIIIE IPOTPaMHYy, a il arapaTHy CKJIaI0BY.

Ouninka O0OOrpyHTOBAHOCTI HAYKOBHX Ppe3yJbTaTiB  aucepramii, Ix
JAOCTOBIPHOCTI TA HOBU3HHU.

HaykoBa HOBHM3HA pe3yNbTaTiB AUCEPTAIIMHOTO JOCHIKEHHS TIOJISrae B
HACTYITHOMY:

- BIIepIIe PO3POOJIECHO METOJOJOTII0 300pYy EKCIHEPUMEHTAIbHUX JTaHHUX IIPO
BpasznuBicTb DRAM-uinmiB g0 arak RowHammer 13 BukopucTaHHSIM YyHi(1KOBaHOI
FPGA-nnardopmu;

- 3aIIPONIOHOBAHO MOJIETb 3aXMCTy Ta amapaTHO-IPOTPaMHUN KOMILIEKC st
tectyBaHHs moayiniB DDR3, DDR4 1 DDRS, mo 3a0e3neuye aBTOMaTHU30BaHE
BUSIBJICHHSI 3MIH O1TiB y pealibHUX YMOBAaX €KCILTyaTarlii.

- YIOCKOHAJICHO METOJOJIOTII0 TeCTyBaHHS BpasziuBocted uinmiB DDRS Ta
CTBOPEHO TPOTpaMHy OOOJIOHKY /I pOOOTH 3 PI3HUMU THIAMHU TaMm’sTi, IO
JI03BOJIMJIO TIPOBECTH iX MaclITaOHE TECTyBaHHS 1 cHopMyBaTH YHIKaJIbHUN HaAOIp
JTAHUX ISl TTOAJIBIIIOTO aHAITI3Y .

Takoxx y poOOTI BIOCKOHAJEHO MiAXiJl JO CTBOPEHHS 3aco0iB 3aXHUCTy Bij
BpaznuBocTi TMny RowHammer. Bynu Bu3HaueHi 4wiTki Kputepli €(eKTHBHOCTI,
po3pobieHo yHi(iKOBaHI TMPOIEAypH TMOPIBHSHHS Ta 3alpPOIMOHOBAHO MIAXiT O



BUSIBJICHHSI BPA3JIMBOCTEH Y B)KE ICHYIOUMX amapaTHUX 1 MporpaMHuX pimeHHsx. [li
JOCSITHEHHSI CTAHOBJIATH OCHOBY ISl CTaHAApTH3aIlli MalOyTHIX AOCIIJKEHb B IIii
ramy3i Ta J03BOJISIIOTH MPOBOAUTH OO €KTHUBHY OLIHKY €(EeKTUBHOCTI 3aco0iB
3aXUCTY MaM’sTi.

HayxoBi nocnimxennst Oynu BUKOHaHI 3400yBaueM Ha kadeapi iHpopmaiiitHoi
oesnekn KIII im. Iropst Cikopebkoro B pamkax HJIP Ha kadeapi iHdopmariitHOi
Oe3MeKu 3TiIHO BUMOT IIOJI0 3a0e3MeUeHHs] 3aXHUIIEeHOCTI Ta Oe3nepeOiifHoro
dbyHKIIOHYBaHHS 1H(QOPMAIIMHUX Ta KOMYHIKAIIMHUX CHUCTEM 00’ €KTIB KPUTHYHOI
iHppacTpykTypHu, Bu3HaueHuX B Konremniii 3a0e3meueHHs HaI[iOHAJIbHOI CHCTEMH
cTiiikocTi, yxBaneHoi YkazoMm Ilpesunmenta Ykpainu Ne 479/2021 Bix 27.09.2021
POKY IiJ KEpIBHUIITBOM KaHAMUaTa TEXHIYHUX HayK, noreHTta Jlynenko Bonogumupa
MukonaioBuya.

Otxe, B aucepraiiiiHiii poOOTI MOCTaBlieHE HAYKOBE 3aBJIaHHS CTBOPCHHS
METO/IIB Ta METOJOJIOTIi 3aXUCTy OMEpaTUBHOI mam’sTi Bij atak Tumy RowHammer
BUKOHAHO TMOBHICTIO, 3700yBay MOBHOIO MIpPOI0 OBOJIO/IB METOOJIOTIE€I0 HAYKOBOI
TISUTBHOCTI.

Ouinka 3MmicTy auceprauii, il 3aBeplICHICT, Ta AOTPUMAHHSA NPUHLIUIIB
aKaJeMi4HoI 100p0YeCHOCTI.

3a cBOiM 3MICTOM JucepTaliiHa poOora 3100yBaua Masypka BanenTtuna
OneroBuua MoBHICTIO BifnoBigae CraHmapTy BHINOI OCBITH 31 cremiagbHOCTI 125
KiGepbesneka Ta 3axuct iH(oOpMalii Ta HampsMKaMm JOCITIKCHb BIATOBIIHO [0
ocBiTHROT porpamu KiGepOesneka.

Hucepraiiiina po0oTa € 3aBEpIIEHOI0 HAYKOBOIO Mparelo 1 CBIIYUTH MPO
HAsSIBHICTh OCOOMCTOTO BHECKY 3700yBaya y HayKOBUW HampsM [HopmaliiiHi
TEXHOJIOTII.

PosrasHyBmM 3BIT MOAIOHOCTI 3a pe3yJbTaTaMU MEPEBIPKU JIUcepTaliiiHOL
poOOTH HA TEKCTOBI CHiBMaAiHHS, MOXXHA 3pOOMTH BUCHOBOK, IO AMCEpTalliiiHa
pobota Ma3zypka Banentuna OsieroBuua € pe3yJbTaTOM CaMOCTIMHUX HOCIIIKEHb
3100yBaya 1 HE MICTUTh €JIEMEHTIB (aibcudikalii, KoMmnusuii, padpukarii, miariaty
Ta 3amo3uyeHb. Bukopucrtani iaei, pe3ynbTatd 1 TEKCTU IHIIMX aBTOPIB MalOTh
HaJICXKHI1 TTOCWJIAHHS Ha BIAMOBIIHE JHKEPEIIo, a MOPYIICHHS MPUHITUIIIB aKaAeMIdHOT
100pPOYECHOCTI BiJICYyTHI.

MoBga Ta cTHJIb BUKJIAJeHHS pe3yJbTaTiB.

Huceprariitna po0OoTa HamuWcaHa YyKpaiHChKOIO MOBOK. CTWib HaNUCaHHS
ucepTalii BiJ3HAYA€ThCS aKaJIeMIYHOK CTPOTICTIO M JIOT1YHOK MOCIIIOBHICTIO, IO
3a0e3mnedye BHCOKHHA PIBEHb HAYKOBOI KYJBTYPH BHUKIAICHHSA. ABTOP €(PEKTHBHO
BUKOPHUCTOBYE YCTAJICHY TEXHIYHY TEPMIHOJIOTII0, TMOJAar4M ii B JOCTYMHIN 1
cucTeMartu3oBaHii Qopmi. 3aBIasgku BAano NOOYNOBaHINA CTPYKTypli TEKCTy W



y3rOHKEHOCTI MK pO3iIaMy, 4YUTa4 Ma€ 3MOTYy JIETKO TMPOCTEXUTH X1
JOCJTIDKEHHS B1J1 IOCTAHOBKHU MPOOJIEMH 10 OTPUMAHUX PE3yJIbTaTIB.

Jlucepraliisi CKJIaga€eTbcsi 3 BCTymy, 4 pO3AUTIB, BHUCHOBKIB Ta CIIHCKY
JiTepatypu. 3aranbHuit o0csr nucepraitii 208 CTOpIHOK.

Betyn nucepraliii BUCBITIIIOE aKTyaldbHICTh TEMHU JOCTIIKEHHS 3 ypaxXyBaHHSIM
Cy4acHOro cTaHy KiOepOesnekoBux 3arpo3 10 DRAM, oOGrpyHTOBY€E BaXKIIMBICTH ii
pPO3B’sI3aHHS JUISI CTAJIOTO PO3BUTKY OOUYMCIIOBAIILHUX CHUCTEM. Y IIbOMY PO3ILTI
BU3HAYEHO METY, 3aBJIaHHS, 3B A30K JOCIIKEHHS 3 HAYKOBUMHU MPOEKTAMHU, a TAKOXK
OTIMCAHO MOT0 1HHOBAIIWHICTh 1 MPAKTUYHY 3HAYYIIICTh.

Poznin 1 dopmye dbyHnameHTanbHe MATPYHTS A7 PO3YMIHHS CYTI HpoOIeMHU
RowHammer, nouynnaroun 3 mosicHeHHs] NMpUHIUMNIB po6otu DRAM 1 3akiHuyroun
OrJIsIIOM icHYIouuX 3aco0iB 3axucrty. Ilimpo3min 1.1 po3kpuBae (QyHKIIIOHYBaHHS
Kell-1aM’siTi, 11 po3MeXyBaHHs Ha piBHI L1, a TakoXX poJib KEHI-MOTPaIUIsiHb 1 Kell-
IpoMaxiB y Mpolecax JOCTYIy IO ONEpaTHUBHOI mam’sTi. 3aBEpUIYEThCS MiAPO3ALT
IpeICTaBICHHAM (OpMai30BaHOI MOJIEI MaM SITi.

Y miapo3aini 1.2 ngeranbHO JOCHIIKYIOTHCS AaKTyallbHI BEKTOPU arTak, 3
dbokycom Ha RowHammer, siky depe3 CXO0XICTh 3 HOPMAJIBHOIO POOOTOI0 CHUCTEMHU
ckianHo BusiBUTH. [limpo3nin 1.3 Hajgae aHanmi3 amapaTHUX 1 MPOTPpaMHUX 3aco0iB
MPOTH/IIi, BKA3ylOUX HAa iXHI OOMEKEHHS: MIJBUILIEHE EHEProCIOXWUBAaHHS, BTpaTy
MPOJYKTUBHOCTI ab0 HAJIMIPHY 3aJIEKHICTh BIJ CTaTUYHUX MapameTpiB. Takwuii
aHaI3 MiJAKPECIIOE aKTyalbHICTh MONTYKY OUIbII €(peKTUBHOTO MEXaHI3MY PaHHbOTO
JIETEKTYBaHHS aTaKH.

Po3nin 2 MICTUTHP ONHUC EKCIEPUMEHTANbHOI YaCTUHU  JOCIIDKCHHS,
COPSIMOBAaHOI Ha BHUABJICHHS pealbHUX 3arpo3, MoB’s3aHux 13 RowHammer.
[Tigpo3ain 2.1 posrasgae apXITEKTypy CHellalbHO CTBOpPEHOI IiaTdopmu Ha 0Oasi
FPGA nnsa nopyuieHHst TunoBux TaiMinrie DRAM 1 MoaentoBaHHsST HECTaHIaPTHUX
pexumiB  pobotu. OcoOnmBYy yBary MNPUAUIEHO MOXJIMBOCTSM  BHSBJICHHSA
HEOYIKyBaHOI MOBEAIHKH YiITiB 32 MEXaMHU CTaH/IapTy.

VY migpozaini 2.2 y3araJibHEHO JaHi TecTyBaHHsA coTeHb DRAM-uiniB Tpbhox
MOKOJIIHB. Y Mipo3Ait 2.3 30cepe/HKeHO yBary Ha OOMEXEHHSIX 1CHYIOUHX 3aC001B
3axucty. [Tokazano, mo ECC Ta iHII1 MeXaHI3MH MOKYTh HE BCTUTaTH pearyBaTy Ha
CKJIaJIH1 CIIeHapii aTak, a 301IbIIICHHSI YAaCTOTH OHOBJICHHS HE BUpIIIye TTpodiieMy 0e3
1ICTOTHUX KOMIIPOMICIB Y IPOAYKTUBHOCTI.

Poznin 3 3ocepemkeno Ha moOyA0Bl €EeKTUBHUX METOMIIB JACTEKTYBaHHS aTak
RowHammer. Iligposmin 3.1 anamizye KiIacMYHUWA METOA BHOIPKH pPAIKIB, 1€
AKTUBOBAHWI PAOK BUITAJIKOBO BKJIIOYAETHCS JI0 MOHITOPUHTY. 3ampONOHOBAHO
BJIOCKOHAJICHHs 1Ii€1 cTpaTerii uepe3 dopmaiizalito WMOBIPHOCTI BHUOIpKH Ta
BpaxyBaHHs "pajniyca ii ataku", 10 JO3BOJIAE€ BUSIBISATA HE JHINE TpsMi, a U
HETpsIMi BIUTUBY Ha CYMDKHI1 Ta BiJIJIaJieH] PSIKH.



Y migpo3mini 3.2 omucaHO BUKOPHUCTAHHS Cy4YaCHUX METOJMIB MAaIlMHHOTO
HaBuaHHs, 30kpema wmojaenert LSTM, MLP 1 CNN. Vci T1pu mnigxoau
MPOJEMOHCTPYBATM BHUCOKY €(EKTHUBHICTh Yy BHSBICHHI CHUTHaTYpH aTakd
RowHammer Ha OCHOBI BEIMKHX MACHBIB JaHMX, IO HaaxoiaaTrh Big DRAM-
TiJICUCTEM.

[Tizpo3ain 3.3 nNpuUCBSIYEHO METOJY BHUSBIICEHHS Ha OCHOBI YaCTOTHOTO MAacCHUBY,
SKAM 0a3yeThCsl Ha JIYWIBHUKAX aKTUBAIlli PAAKIB 1 J03BOJISE BUSBISATH
NePEBUINICHHS Oe3MeYHUX IOPOTiB aKTHBaIil Ui KOMIPOK Iam’sTi. Xo4da METO/I
JEMOHCTPY€E HaAWBHIIY TOYHICTh B yMOBax BIJIOMUX KOH(QIrypaiiil mam’sTi, HOro
e(eKTUBHICTh 3HIKYETHCA MPHU BIAXUICHHI BiJ] amapaTHUX MapaMeTpiB KOHKPETHHUX
JimiB mamM’ATi. TUM HE MEHII, BiH 3aJIMIIAETLCS OJHUM 13 HAWHAMIMHIIIMX BapiaHTIB
3aXHCTY MPH MPABUILHOMY HaJIAITYBaHHI CUCTEMHU.

Y uyerBepTOMy pPO3AUI JAMCEpTaIllii JETadbHO OMHCAHO IMIIEMEHTAIlIIO
MexaHI3MIB 3axucty Bim RowHammer-arak y pealibHy amapaTHy CHCTEMY.
[leprioueproBo MmiJIKPECICHO BAXKIUBICTH BUKOPUCTAHHS MOTYXKHOTO MpoIecopa s
MOJIEJIIOBAaHHSI BUCOKOYACTOTHOTO JOCTYNy A0 mam’ati. OkpeMy yBary MpuIijIeHO
TEXHIYHUM JEeTalAM peaji3amii 4YacTOTHOIO MAacCHBY, 30KpeMa IUTaHHAM
MEPETBOPEHHS YaCOBUX IMapaMeTpiB y AMCKPETHI 3HAYEHHS ISl JIYWIBHUKIB, IO
J03BOJISIE A/IalITyBaTH 3axXUCT g KOHKpeTHY DRAM-KkoHpirypariito.

B miapoznin 4.3 onucaHe TeCTyBaHHSI B peaIbHOMY CEpPEIOBUILI, SIKE OXOIUTIOE
K HEUpPOMEpEeKeBl MOJEN, TaK 1 METOJ 4acTOTHOTO MacuBy. I[loka3aHo TOYHICTH
BUSBJICHHSI aTaKy SIK [IPH JIOKAJIbLHOMY HaBYaHHI Tak 1 Ha 3arajJibHOMY J1aTa CETi.

VY BUCHOBKax AMCEpPTalIiHOI pOOOTH OMUCAHO PO3B’s3aHy aKTyaJlbHY HayKOBO-
MpUKIaAHY MpoOiieMy po3poOKH METOJIB 3aXUCTy oneparuBHOi nmam’siti DRAM Bia
cydacHux arak tTuimy RowHammer. [IpoeMOHCTpOBaHO cIOCOOM NE€TEKTYBAHHS, 110
3natHi BUSBIATU 10 99.8% arak Ha cywacHi Tunu nam’sati DDR4 ta DDRS. Takox
OMKCAHO OTPUMAHO TaKi HAYKOBI Ta MPAKTUYHI PE3yJIbTATH.

Huceprartiitna podoTta oopmieHa BiAMOBIIHO 10 BuMmor Hakasy MOH Ykpainu
BiJ 12 ciuns 2017 p. Ne 40 «IIpo 3aTBepxeHHs: BUMOT 10 O(POPMIIEHHS AUCEPTALIII.

OnpuiaHeHHs pe3yJIbTATIB JUCEPTALIITHOI po0OTH.

HaykoBi pesynbTaTé amcepraiiii BHUCBITICHI y 4 HAayKOBHX ITyOJIKaIisax
3m00yBada, cepen sSkux: 4 CTaTTl Yy HAyKOBUX BHUIAHHSX, BKJIIOYCHUX Ha JaTy
omyOIIKyBaHHS JI0 TMEpETiKy HAyKOBUX (paXxOBUX BUJAHb Y KpaiHU.

Takoxx pesyapTatu aucepraiii Oynau ampoOoBaHi Ha 5 HayKoBUX (axoBHUX

KOH(epeHIIsX.

HaykoBi nmy0Omikanii 3100yBada cBiidaTh NpO TINIMOOKE PO3YMIHHS TEMATHUKU
JOCIIJIKEHHS, MOCTII0BHICTh HAYKOBOI'O MUCJIEHHS Ta 3[aTHICTh 10 (GOPMYIIIOBaHHS
BJIACHHMX BHCHOBKIB. ¥ po0OTax MpOCTEKY€ETbCS MOEAHAHHS TEOPETUUHUX MOJIOKEHb
13 TPAaKTUYHUMH PE3yJIbTaTaMH, IO JAEMOHCTPYE CHOPMOBAHICTH JOCTITHUIIBKUX



HaBU4YOK. [limroTomneHi warepiaav BiAMOBIAAIOTH CTAHAApTaM  aKaJeMIdyHOI
I0OpOUYECHOCTI: yCi JKepena 3a3Ha4YeHO KOPEKTHO, (paKkTH HAYKOBUX 3alo3WYeHb
YITKO 1/IeHTHU(IKOBAHO, BIICYyTHI O3HAKH IjIariary.

Takum yuHOM, HAYKOBI pe3yJIbTaTH OINKCAaHI B JUCEpTAIliiiHiil poOOTI OBHICTIO
BHCBITJICH] Y HAYKOBHX MyOiKaIlisfx 3100yBaya.

HepnoJuiku Ta 3ayBaskeHHsI 10 JUCEPTALIMHOI pO0OTH.

He3naunum HemomikoM AucepTaIiiiHoi poOOTH € oOMeKeHa JieTaizallis 00csary
Ta CTPYKTYpPH HABYAJIBHOTO JaTaceTy, M0 BUKOPHCTOBYBABCS IJIsI TPCHYBAaHHS
MOJIeJIel MAITMHHOTO HAaBUaHHS. X04a JOCATHYTAa BUCOKA TOYHICTHh BUSBJIICHHS aTak,
OB PO3TOPHYTHM aHali3 BUOIPKH, 30KpeMa ii pernpe3eHTaTUBHOCTI HIOJ0 Pi3HUX
nokosiHb ~ DRAM-uiniB, mocuiuB OW  JOCTOBIPHICTH  BHCHOBKIB  IIOJO
YHIBEPCAITBHOCTI 3aIIPOIIOHOBAHOTO MiAXOY.

BBaxkato, 1110 BUCJIOBIICHI 3ayBa)K€HHSI HE € BU3HAYaJIbHUMHU 1 HE 3MEHIIYIOTh
3arajbHy HAyKOBY HOBH3HY Ta MPAKTUYHY 3HAYUMICTh PE3YJIbTaTiB Ta HE BIUIMBAIOTh
Ha TTO3UTUBHY OIIHKY AUCEPTAIIAHOT POOOTH.

BucHoBOK npo gucepraniiiny pooory.

Braxaro, mo jgucepramniiiHa poOoTta 3100yBaya cTymneHs JokTtopa diutocodii
Masypka Banentuna OneroBuya Ha TeMy «CTBOpEHHS 3aC001B 3aXHCTY ONEPATUBHOI
nam’siTi B atak Tuimy RowHammer» BukoHaHa Ha BUCOKOMY HayKOBOMY pPiBHI, HE
MOpYIIyEe TPUHIUINB aKaJeMIidHOI JOOpPOYECHOCTI Ta € 3aKiHYeHUM HayKOBUM
JOCIIJKEHHSIM, CYKYIIHICTh TEOPETUYHUX Ta TMPAKTUUYHUX PE3YyJbTaTIiB SKOTO
pPO3B'I3y€ HAayKOBE 3aBJaHHs, 110 Ma€ ICTOTHE 3HAYECHHS JUIs Trajdy3l 3HaHb
[npopmamiitni TexHosorii. JucepramniiiHa podoTa 3a aKTyaldbHICTIO, MPAKTHYHOIO
IIHHICTIO Ta HAyKOBOIO HOBHU3HOI TMIOBHICTIO BIAMOBIJa€ BUMOIraM YHUHHOTO
3aKOHOJIaBCTBA YKpaiHu, 1o nepeadayeHi B m.6 — 9 «llopanky mnpucymkeHHs
cTyneHs TokTopa (itocodii Ta ckacyBaHHS PillIEHHS pa30BOi CIEIiali30BaHOi BUCHOT
paay 3akKiaay BWINOI OCBITH, HAYKOBOI YCTAHOBU TMPO NPUCYHKEHHS CTYIICHS
nokTopa dinocodiin, 3aTBepkeHoro IloctanoBoro Kabdinery MinictpiB Ykpainu Bin
12 ciuns 2022 p. Ne 44,

3n100yBau Ma3ypok Banentun OseroBuy 3aciiyroBy€ Ha NPUCYAKEHHS CTYTICHS
nokTopa ¢imocodii B rayy3i 3HaHb 12 [HpopmaliiiHi TE€XHOJOTII 3a CHEIIATbHICTIO
125 KibepOesneka Ta 3axuct iHPpopMmariii.
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