PELLEH3IA
Ha JucepTaliiHy poOoTy
Masypka Banentuna OneroBuua
Ha TeMy «CTBOpEHHS 3aC001B 3aXUCTY ONEPATUBHOI MTaM’ ST BiJl aTaK TUITY
RowHammery,
MpeACTaBIICHY Ha 3100yTTs CTyMeHs JToKTopa dimocodii
B ranysi 3HaHb 12 [HdopmariitHi TexHonorii
3a criemianbHicTiO 125 KiGepbesneka ta 3axuct iHdopmariii

AKTYyaJIbHICTh TeMH JMCEePTALIi.

31 3MEHIIEHHSIM PO3MIPY TPAH3UCTOPIB 1 30UIBLICHHSIM IIIILHOCTI 3allUCy B
Mikpocxemax mam’sati DRAM, ¢i3uuni sBUINA, SKI paHIlle BBaKaJIUCS
HE3HAUYIIMMH, TOYMHAIOTh CYTTE€BO BIUIMBATH HA HAAIMHICTH 30epiraHHs JaHUX.
OpHuM 13 Takux KpUTHYHUX e(dekTiB € BpasnuBictb RowHammer, ska no3Bossie
3MIHIOBATH 3HAY€HHs OITIB y CYCIJIHIX KOMIpKax mam’sTl HUIIXOM Oararopa3oBOro
3UMTYBaHHS MEBHOTO psijka. Lle cTBoproe pu3uKky HE JUIe BTPATH HITICHOCTI JaHUX,
ajie i MOTEHIIHHOr0 HECAaHKIIIOHOBAHOTO JOCTYIY /10 KOH(1eHLIHHOI 1HpopMmalii Ha
anapaTHOMY pIBHI.

AKryanbHICTh  TpencTtaBieHoi  Masypkom  Banentunom — OneroBuuem
JUCEepTaliifHOi poOOTH mMoJsArae y mNOTpedl CTBOPEHHI MNPAKTUUYHUX METOIIB Ta
MoJenel JUIsi BUSBIEGHHS Ta MPOTUAIl TaKuM aTakaM 13 ypaxyBaHHSM pealbHHUX
xapaktepuctuk cydacHoi nam’sati DDR3-DDRS. 3ocepemxkyrounch Ha moOyaoBi
yHIBepcaJabHOI TeCTOBOI IIaT(opmu Ta ehEeKTUBHUX METOIB AETEKTYBaHHS, 30KpeMa
3 BUKOPUCTAHHSAM HEHPOMEPEKEBUX MIJIXOJIB, aBTOP MPONOHYE I'PYHTOBHE PIIICHHS
JUTSL 3aXUCTY HOBMX MOKOJIHB MaM’sTi, 0 30epirae e(heKTUBHICTh MPU 0OMEKEHUX
pecypcax CUCTEMH.

Ouinka OOIPYHTOBAHOCTI HAYKOBHX pe3yJabTaTiB  aucepTramii, ix
JOCTOBIPHOCTI TA HOBU3HM.

HaykoBa HOBHM3Ha pe3ynbTaTiB AHCEPTAIIMHOTO JOCHIIKEHHS TIOJISTae B
HACTYITHOMY:

— Brepmie po3po0iieHO METOM0JI0TiI0 300py JaHMUX IIOAO 3aXHCTY BiJ aTak
turty RowHammer HoBux cuctem mam’siti DDRS.

— Bnepure po3po6neHo mozens 3axucty mam’ari DRAM cucrem Ha OCHOBI
MaIIMHHOTO HaBYaHHS, 110 MPAIIOE€ B peaJbHOMY Yacl.



— Bnepme po3pobneno mozens 3axucty nam’siti DRAM cucrem Ha OCHOBI
JTYWIBHUKIB JIOCTYITY, 110 HE MAa€ BPA3IMBOCTEH HEPIBHOMIPHOTO OHOBJICHHS.

— VYIOCKOHaJIeHO METOJOJOrI0 TeCcTyBaHHs BpasznuBocTed uiniB DRAM
DDRS5 mono arak tuny RowHammer nmisixom po3poOKH amapaTHO-IPOrpamMHOrO
KOMILIEKCY TECTOBOI'O 00JIaTHAHHS.

Jlani 1mon0 pe3ydbTaTiB  JIOCUTh TMOBHO MPEICTAaBIECHO B MaTepiajiax
JTUCEPTAIIMHOTO JTOCTIIKEHHS, OnmyOJiKkoBaHO B ()aXOBHX HAyKOBHX BHUIAHHSAX Ta
anpoOOBaHO Ha HAYKOBO-TIPAKTUYHUX KOH(PEPEHILIISIX 3 KI0epOe3neKH.

HaykoBi nocnimxenHs Oynu BUKOHaHI 3700yBadeM Ha kadenapi iHopmariiHoi
oesnexku KIII im. Iropst Cikopcbkoro B pamkax HJ/IP Ha xadenpi ingopmamiitHoi
0e3meKu 3TigHO BUMOr IIOAO 3a0e3MeyeHHs 3aXUIICHOCTI Ta Oe3nepeOiifHoro
dbyHKIIOHYBaHHS 1HGOPMAIIMHUX Ta KOMYHIKAI[IHHUX CUCTEM 00’ €KTIB KPUTUYHOI
1HpacTpykTypH, Bu3HaueHux B KoHuenuii 3a0e3nedyeHHs HallOHAJIbHOI CHUCTEMHU
cTifikocTi, yxBajeHoi Ykazom Ilpesunmenta Yipainm Ne 479/2021 Big 27.09.2021
POKY MiJi KEpIBHUIITBOM KaHJIUJaTa TEXHIYHUX HayK, AolieHTa Jlynenko Boronumupa
MuxkonaioBuya.

B nawucepraniiiniii po0oOTi MOCTaBlieHE HAYKOBE 3aBJAaHHS WIO0JI0 CTBOPEHHS
3aco0IB 3aXHUCTy OINEpaTUBHOI maM’sATi Biag arak Tuny RowHammer BukoHaHo
MOBHICTIO, 3/100yBa4 MOBHOI MIpOIO OBOJIOAIB METO0JIOTIEI0 HAYKOBOT JAisSTILHOCTI.

Ouinka 3micTy Aucepramii, ii 3aBeplIeHICTb Ta AOTPUMAHHSA NPUHUMIIB
aKaJeMi4HOI 100pPOYeCHOCTI.

3a cBoiM 3MICTOM JucepTaliiiHa podora 3100yBaua Masypka Banentuna
OneroBuya mMOBHICTIO BiAnoBizae CTaHAapTy BHINOI OCBITH 31 CHEIAIbHOCTI
125 KibepOesneka Ta 3axucT iHQOpMAIll Ta HampsMaM JOCITIKEHb BIAMOBIIHO 10
ocBITHBOI porpamu KibepOesneka.

HuceprariitHa po0OOTa € 3aBEPIICHOI0 HAYKOBOKO TMparelo 1 CBITYUTH MPO
HAsIBHICTh OCOOMCTOrO BHECKY 3700yBada y HaykoBuil HampsMm [Hopmarliiini
TEXHOJIOT].

3riHO 31 3BITOM MOIOHOCTI 3a Pe3yJIbTaTaMH MEePEBIPKHU TUCEPTAIIHHOT POOOTH
Ha TEKCTOBI CHIBMAAiHHSA, HUCepTalliiina pobora Masypka Banentuna OseroBuua €
pe3yabTaTOM CaMOCTIMHUX JOCHIJKEHb 3700yBaya 1 HE MICTUTh €JIEMEHTIB
danscudikarii, kommisamii, hadpukariii, miariaty Ta 3amo3udeHb. Bukopucrani ief,
pe3yabTaTH 1 TEKCTH IHIIUX aBTOPIB MAlOTh HAJEXKHI MOCWUJIAHHS Ha BIANOBIIHE
mxepeno. [TopyleHHs: TPUHITKITIB aKaJIeMi9HO1 JOOPOUYECHOCTI BiACYTHI.

MoBa Ta cTHJIb BUKJIAJIEHHS Pe3yJIbTATIB.

ucepTarniiina po0OoTa BHKOHAHAa YKpaiHChKOO MOBOI0. CTHIIP HaIMCaHHS
aucepTalii BiI3HAYA€ThCS aKaJIeMIYHOK CTPOTICTIO M JIOTTYHOK MOCIIIOBHICTIO, IO



3a0e3nedyye HaJICKHUNH pPIBEHb HAYKOBOI KYyJIbTypHM BHKIAJCHHSI. ABTOpP BMLIO
BOJIOZ[I€ BCTAHOBJICHOIO TEXHIYHOIO TepMiHoorieto. CTpyKTypa Ta TEKCT AMcCepTarlii
BUKJIQ/ICHI Y IOCTYITHOMY JIJIsl CIIPUHHSTTS BU1, HAJAI0Th MOKJIMBICTh HECKIIQTHOTO
CTeKEHHS 3a XOJIOM JOCHIKEHb BiJl IOCTAHOBKM 3aBIaHHS [0 OTPUMaHHUX
pe3yJIbTaTIB.

Hucepranist ckianaeTbca 3 BCTynmy, 4 poO3IUIiB, BHUCHOBKIB Ta CIHUCKY
JiTeparypu. 3araibHui oocsT nucepTani ckiagae 208 cTopiHOK.

Y BeTym JIeTaNbHO PO3TISIAAETHCS CydacHUM CTaH mpoOJjeMu aTrak Ha
ONEPATUBHY ITaM’STh Ta JOBOJIMUTHCS HEOOXIAHICTH MOIIYKY HOBHUX IIAXOIIB JO i
3axucty. llopsin 13 nuM (QOpMYITIOIOTHCS HAyKOB1 3aBlIaHHS, BU3HAYAETHCS MeETa
JOCIIJIDKEHHS, OOTPYHTOBYETHCS MOro0 HOBHM3HAa Ta AaKTYallbHICTh, a TaKOX
M1KPECITIOETHCS BHECOK POOOTH Y PO3BUTOK MPUKIAJTHUX ACTIEKTIB KiOepOe3meKH.

[lepmmii po3aul aucepranli NPUCBAYEHUN aHaNI3y ICHYIOUMX JOCSTHEHb 3a
TeMor0 pobotu. Poskpuro TexHiuHi 3acanu yskiionyBaHHs DRAM, mokaszano i
BPa3JIMBICTh JI0O aTaKk Ta aHali3 Cy4aCHHUX CrmocoOiB 3axucty. OcoOiuBy yBary
NPUILICHO MOOYIOB1 Kell-1aM’siTi, MeXaHi3MaM OOpOOKH 3amuTiB 1 KIIOYOBIA poii
KeUI-BIIy4aHb/TIPOMaxiB y BH3HAYEHHI XapakTepy MAOCTyMy J0 MaMm’aTi, L0 €
BaXJMBUM B KOHTeKCTI RowHammer. IlpoBegeHo kmacudikamito aTak Ha
OMEPaTUBHY IMaM’ ATk 1 AeTalbHUN aHaji3 MexaHi3My RowHammer. 3aificHeHo ors
3aXHMCHUX METOJIIB 1 IXHIO OIIIHKY 3 TOYKH 30pY €(PEKTUBHOCTI W MPAKTHUYHOCTI.
[TinkpecieHo moTpedy y CTBOPEHHI HOBUX PIIIEHbB, SKi I03BOJISTH BUSBIATH 3arPO3y
0 TOrO, SIK BOHA 3aBJaBaTUME IIKOIU. Bce 1€ € OCHOBOIO Ta YTBOPEHHSAM
MOJIaJIbIIOT0 BEKTOPY JOCIIKEHb B paMKax AUCEPTaLIiHOI pOOOTH.

VY npyromy po3aiii po3risaeThCs MPaKTUYHA peatizallis eKCIIepUMEHTaIbHO1
cuctemMu 11 ouiHKM BpasznuBocTi DRAM no RowHammer-atak. Onucano mpoiec
CTBOpEHHs crerianizopanoi miatgopmu Ha FPGA, sika m03BOJISIE BIAXOAUTH Bij
KOPCTKO BHM3HAYEHUX 1HTep(EMCHUX CTaHAApTIB TMaM’sATI Ta HaAae 3MOry
EKCIEPUMEHTAILHOTO BHUABJIIEHHSI CJIa0KUX Micllb MikpocxeM. lIpeacrtaBineHo
pe3ynbTaT  MacmTabHoro pgociipkeHHs 4yiniB DRAM  pi3HHX BUPOOHUKIB 1
MOKOJIIHb, a TAKOXK aHaNi3y €()EKTUBHOCT] MOLIIMPEHUX MEXAHI3MIB 3aXHUCTY.

Y TperboMy pO3IUII JHUCEpTAaIii ONMWCAHO TIAXOAW JIO0 JETEKTYyBaHHS
RowHammer-arak, skuMu € BUOIpKa PsIAKIB, BAKOPUCTAHHS MAIIMHHOTO HaBYaHHS
Ta 4YacToTHHM MacuB. I[lpeacraBieHo woaudikoBaHUN MIAXiA A0 BHOIPKH
AKTUBOBAHMX PSJKIB, SKUM JIO3BOJISIE€ TIIJBUIYBAaTH WMOBIPHICTh BHUSBIICHHS
He0e3MeYHOro AOCTyMy. 3almponoHOBAaHO HOBUM MapaMeTrp — pajalyc Ali aTaku, 110
BpaxoBye (i3U4HI XapakTepucTuku miibHOCTI DRAM Ta moTeHIiaga HeoueBHIHOTO
BIUIMBY Ha cycigHi psiaku. llpencraBieHo cuctemy JeTeKTyBaHHS Ha 0asil TPhOX
TUIIB HEWPOHHHX MEpPEXK, J€ HalepeKTHBHIIIOKW BHsSBWIAch Mojaeas MLP 3
TouHicTIO 99,7%. IlpoBeaeHo aHami3 YacTOTHOTO METOAY, IO BHUKOPUCTOBYE
JIYWIBHUKY aKTUBALli JUIs 1AeHTU (KAl aTakyrounx psakie. Llei miaxin gocsrae no



99,8% TOYHOCTI, OAHAK BHMAara€ TOYHOT'O HANAINTYBaHHS AJs KOXHOTO YiMy Ta
YaCTOTHOI CHHXpOHi3alii. YCl 3ampornoHOBaHi CTpaTerii MalTh CBOi MepeBarud Ta
HEJOJIIKA, a iX pOo3rJs] J03BOJsA€ CPOpMYyBaTH KOMIUIEKCHE OauyeHHS MUIAXIB
e(pEKTUBHOT O 3aXHUCTY MaM SITi.

Y uyerBepTOMY pO3AUN AMCEpTallii AeTadbHO OMNKHCAHO IMIIJIEMEHTAIIII0
MexaHI3MIB 3axucTy Bii RowHammer-atak y peanbHy amapaTHy CHUCTEMY.
[lepuioyeproBo MmiKPECICHO BaXKIUBICTb BUKOPUCTAHHS MOTYXHOTO MpoIecopa s
MOJICTIOBAaHHS BHCOKOYACTOTHOTO JOCTYMy 10 Mam’aTi. OKpeMy yBary HpUIiICHO
TEXHIYHUM JICTallsIM  peaiizamii dYacTOTHOTO MacHuBY, 30KpeMa MHUTaHHSIM
NEpPETBOPEHHSI YaCOBUX MapaMeTpiB y NUCKPETHI 3HAYEHHS Uil JiuuibHUKIB Lle
J03BOJIE€ alanTyBaTH 3axucT i KoHKpeTHy DRAM-koH(irypamito. TecTyBaHHS B
pEIbHOMY CEpEIOBHINI OXOIUIIOE SIK HEeHpoMepekeBl MoOjeni, Tak 1 METOA
YaCTOTHOT'O MacHBY.

Y BHCHOBKax JuWCEpTAliiiHOI pOOOTH ONHCAHO CYTHICTh BUPIIICHHS
aKTyaJIbHOTO HAayKOBOI'O 3aBJaHHS IIOJ0 CTBOPEHHS 3aCO0IB 3aXUCTY OINEpPATUBHOI
nam’sTi Bix atak tuny RowHammer. [IponemoncTpoBaHO criocobu IeTeKTyBaHHS,
o 37aTHI BUSBIATH 10 99.8% atak Ha cywacHi Tunu mnam’siti DDR4 ta DDRS.
Tako onrcaHo HAYKOB1 Ta MPAaKTUYHI pe3yIbTaTH POOOTH.

HMucepTartiitna po6oTta odopmieHa BiAMOBIIHO 10 BuMmor Hakasy MOH VYkpainu
Bi1 12 ciuns 2017 p. Ne 40 «IIpo 3aTBepakeHHS BUMOT 10 OOPMIICHHS JUCEPTALII».

OnpuiirogHeHHs pe3yJbTATIB IMCePTALIHHOI poOOTH.

HaykoBi pesynpTaTé amcepraiiii BUCBITIEHI y 4 HayKOBHX IyOIKaIIsax
3mo0yBada, cepem sSKMX 4 CTaTTi y HAyKOBUX BHUIAHHSAX, BKIIOUCHHX Ha JaTy
OITyOJIIKYBaHHS JI0 MEPENiKy HAYKOBUX (PaxoBUX BUAAHb YKpaiHH, alipoOOBaH1 Ha S
HAyKOBO-TIPAKTUYHUX (PaXxOBUX KOH(DEPEHIIISIX.

[lyOmikamii  3100yBaya  BiI3HAYAIOTHCA  HAJICKHUM  PIBHEM  HAayKOBOI
aprymMeHTaIli, akTyaJbHICTIO TEeMAaTHUKHA Ta CTPYKTYpPHOIO IUTICHICTIO. Ycl poboTu
BIJIMOB1IaIOTh BUMOTaM J10 (haxOBUX BUJIAHb 1 3aCBIIUYIOTh JOTPUMAaHHS MPUHIIUIIIB
aKaJIeMigyHOT JOOPOYECHOCTI, 30KpeMa KOPEKTHOTO ITUTYBaHHS JHKepesl, aHali3y Ta
BIJICYTHICTh 3allo3WueHbh Oe€3 mocuiaHb. HaykoBi pe3ynbpTaTu, IO OTPUMaHi B
qUcepTaliifHiil poOOTI, MOBHICTIO BUCBITIEHI Y HAYKOBHX IyOJiKalisx 3700yBaya.

Henousiku Ta 3ayBakeHHs 10 AMcCepPTaLiiiHOI po00OTH.

B po60Ti BUsBIEH] HACTYITHI HEIOTIKHU Ta 3ayBa)KCHHS:

1. Tlpm anamizi icHyroumx MaaTGopM oOcHOoBHa yBara mpumiieHa FPGA-
riatrgopMi TEeCTyBaHHS. Mayio MpHUAUIEHO YBard 1HIIMM TUiatopmaM, HarpuKIa,
Ha npouecopax apxitektyp ARM, RISC-V Toro.



2. HeuiTkO BHKOHaHO OOIPYHTYBAaHHS BaXXJIMBOCTI BXIJHUX O3HAK Yy
noOymoBannx ML-moxpensax. lle yckimamHioe iHTEpHpeTaIiio pe3yibTaTiB 1 3HUKYE
JOBIPY A0 iX 3aCTOCYBaHHS B CUCTEMAaX KPUTHUYHOI 1HYPACTPYKTYpH.

3. He moBHOIO MIpOI0 PO3KPUTO THTAHHS MACIITA0YBAaHHS CHCTEMH
JETEeKTYBaHHS B BEIIMKMX MeEpexeBUX KomIiuiekcax. He BkazaHo, $K BIUIMHE
IMILJIEMEHTAIlisl MOJIeJIel 3aXUCTy Ha 3aTPUMKHU B pOOOTI MPU PO3MIUPEHHI CUCTEM 10
IPOMHUCIIOBOTO PiBHSI.

4. He HaBeIeHO TOBHOI'O IMEPENiKy BIJOMOCTEH 00 POOOTH CUCTEMH B
pealbHUX yMOBax. TecTyBaHHS MPOBOIWUIOCH Yy TEPEBAKHO KOHTPOJIHOBAHOMY
cepenoBuIll, 0e3 HaleXHOI KUIBKOCTI peaiCTUYHUX 0aratroakTOpHUX CIIEHApIiB.
MoxyTh 3’SBUTHCH IOJAATKOBI MUTAHHS IOJI0 BUSBJICHHS aTaKk B YMOBax 3HAYHHUX
30BHINIHIX ITYMiB.

5. He mpoBeneHo OIiHIOBaHHS BIUIMBY TEMIIEPAaTypHOTO pEXUMY Ha
pe3ynbTaTu TecTyBaHHS. lle muTanHa He Oyno mependadyeHO EKCIIEPUMEHTOM SIK
OJTHOT'O 3 KJTFOUOBHUX (paKkTOpiB, 10 BIUIMBAE Ha cTabUIbHICTE DRAM 1 epekTHBHICTD
RowHammer-araxk.

6. 3ampomoHOBaHAa METOJIOJOTIA JETEKTYBaHHS aTak RowHammer na ocHoBi
YaCTOTHMX MAacCHBIB HE IMepeadadae MpOrpaMHOTO MOAYJIIO Il aBTOMATHYHOL
aganTanii 70 HoBuX 4imiB DRAM B yactoTHuX MacuBax. BoHa BUMarae moBTOPHOTO
HaBYaHHS YU PYYHOI KOPEKIIii MOPOTy BUSABIICHHS aTaku Ary BIIMIOBITHO 1O KOKHOTO
quIa mam’sari.

7. Bukopucrani Mojel MaIIMHHOTO HaB4YaHHsA, Hampukiaan, MLP, CNN,
LSTM B Meronmax BUSBJIEHHS aTak € 0a30BUMH Ta HE € HAa CHOTOJHIIIHINA J€Hb
HallepeKTUBHIMMMH. AJKE MArOTh MICIIE 1 1HIIN, HOBITHI MOJEII, SIKI MOXYTh JaTH
Kpallll pe3yJbTaTH.

BBaskato, 110 BUCIIOBJIEH] 3ayBa)KCHHS Ta HEAOJIIKA HE 3MEHIITYIOTh 3HAYYI[OCTI
OTPUMaHUX HaYKOBHUX PE3YJIbTATIB Ta MPAKTUYHOI IIIHHOCTI AUCEPTAIliiHOI pOOOTH B
LLTIOMY.

BucHoBOK npo aucepraniiiny pooory.

BBaxkato, mio pgucepramiitHa poborta 3m00yBaua cTymeHs gokTtopa digocodii
Masypka Banentuna Onerosuda Ha TeMy «CTBOpPEHHS 3aC001B 3aXHCTY ONEPATUBHOL
nam’sTi Bij atak Tuny RowHammer» BukOHaHa Ha BUCOKOMY HayKOBOMY PIBHI, HE
MOPYIIy€e TPHUHIMIIB aKaJIeMI4HOi JOOPOYECHOCTI Ta € 3aKiHUeHUM HayKOBHUM
nocaipkeHHs M. CyKynHICTh OTPMMAaHUX HAYKOBUX Ta NMPAKTUYHUX PE3YNbTATIB €
BUPIIIIEHHSM HAayKOBOT'O 3aBJaHHS, IO Ma€ ICTOTHE 3HAYCHHS /I rajdy3l 3HaHb
[ndopwmarriitai Texuosmorii. Jluceprariiiina po6oTta 3a aKTyaJbHICTIO, TMPAKTHUYHOIO
IIHHICTIO Ta HAyKOBOIO HOBHM3HOIO TIOBHICTIO BIJMOBia€ BUMOTaM YWHHOIO
3aKOHOJaBCTBa YKpaiHu, mo mependadeHi B m. 6 — 9 «llopsanky mnpucymkeHHs



CTyIeHs JOKTopa (iocodii Ta ckacyBaHHS PIIIEHHS Pa30BOi CHENiali30BaHO] BYEHOI
pagd 3aKiajy BUINOI OCBITH, HAyKOBOI YCTaHOBM IPO MHPUCYIXKEHHS CTyIEH:
nokTopa dimocodiiy, 3aTeepmreroro Iloctanosoro Kabinery MinicTpiB Ykpainu Bif
12 ciuns 2022 p. Ne 44.

3n00yBau Masypok BamenTrH OyeroBud 3aciayroBye Ha IIPUCYIPKEHHS CTYIIEHS
nokropa dimocodii B ramysi 3HaHs 12 I[HPOpMAIiHHI TEXHOIOTr 3a CHELIaJbHICTIO
125 KibepOesmeka Ta 3axuct iHpopmarii.

Penenzenr:
[Mpodecop Creniansuoi kadenpu Nel IC331 K . Irgpsa Cikopcpkoro
I.T.H., Ipodecop  Cepriit I BAHUYEHKO
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