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Kyo’vwok €.10. Anajgiz nporpaMHOro Koay 3 BHKOPHCTAHHAM
riopuaHoro meroay momyky Ta kiaacudikamii  BpasamBoOCTel. -
Kpanigikaiiitna HaykoBa mparis Ha IIpaBax PyKOIHUCY.

Hucepraiist Ha  3100yTTS  HAayKOBOTO CTYIEHS  JIOKTOpa
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HamionanpHuit TexHiyHUN yHIBepcuTeT YKpaiHu «KuUiBCHKHI MOMITEXHIYHUMN
1HCTUTYT 1MeHl [ropst Cikopcekoroy, 2024.

AKTYaJIbHICTh TeMH. Y KOHTEKCTI CTPIMKOI'O PO3BUTKY 1H(QOpMaLIHHUX
TEXHOJIOT1i Ta u(poBi3allii CyCHiILCTBa, MpobdiieMaTka KibepOe3neku HabyBae
0COOJMBOI TOCTPOTH. 3T1THO 31 CTATUCTUKOIO, Y 2022 poll KUIBKICTh KibepaTak
3pocia Ha 42% MOPIBHAHO 3 MOMEPEIHIM POKOM, a (HiHAHCOBI 30UTKHU CATHYJIU
$6 TpiH.

OCHOBHOIO MPHUYMHOIO TakOi CHUTyalli € 3pOCTaHHsS KUIBKOCTI
BPa3NIMBOCTEN y MPOTpaMHOMY 3a0e3MeUeHHI, Ki aKTUBHO BUKOPHCTOBYIOTHCS
3I0BMUCHUKaMU. 3okpeMa, y HarioHanbHiil 0a3i nanux BpasznuocTeidt CIIIA
(NVD) 3a 2022 Gy 3apeectpoBano noHana 25 000 HOBUX Bpa3IMBOCTEH, 1110 HA
20% Oinbmie Hixk y 2021. bineme 75% ycmimuux kibepatak 6a3yBaiucs Ha
eKCIUTyaTallii BXKe BiJIOMUX BPA3JIUBOCTEH.

Ile cBimUUTH PO TOCTPY HEOOXIAHICTH PO3POOKU €()EKTUBHUX 3aXOJIIB
10710 CBOE€YACHOTO BHSIBJIICHHS Ta YCYHEHHS BPAa3IMBOCTEH y IPOrpaMHOMY KO/II.
OpgHuMm 3 HaAWOUIBII MEPCHEKTUBHUX HANpPSIMIB BUPILMIEHHS Ii€l MpoOjieMu €
CTBOPEHHSI aBTOMATHM30BAaHUX CHUCTEM aHalli3y KOAY Ha OCHOBI TEXHOJIOTIH
IITYYHOTO 1HTEJEKTY.

Taxki cucremu 31aTHI €()EKTUBHO BHUSBIISTH MPUXOBaHI AePEKTU OC3MEKH
Ha eramax po3poOku II3, 1o q03BOJIsAE 3HUBUTU PUBMKU Ta MIABUILIUTH
3aXMIIEHIiCTh. IX iHTerpamis y mHpoliecd po3poOKH MHOJIMIIMTH JOTPHMAHHS

MPAaKTUK 0€3MEeYHOro MPOrpaMyBaHHs Ta CKOPOTUTH Yac Ha TECTyBaHHS O€3MeKH.



OTxe, CTBOpPEHHS IHHOBAIIMHUX METOJIB Ta 3aco0iB aBTOMAaTH3aIlil

aHaiizy Oe3NeKd MNPOrpaMHOrO KOAY € BKpaill aKkTyaJbHUM 3aBIaHHSIM IS

M1JBHUIICHHS PiBHS K10€P3aXUCTy CYy4aCHUX MPOTPAMHHUX CUCTEM.

Merta i 3aBIaHHA J0CHiTKeHHs. MeTOr0 AUCEepTaifHOTO JOCTIHKCHHS €

pO3po0OKa Ta yTOCKOHAJICHHS] METO/11B BUSBIICHHS Ta Kiacu(ikallii Bpa3IuBOCTen

B MPOTrpaMHOMY KOJA1 3 BHKOPUCTaHHSIM HEHPOHHMX MEpEeX Ta METOIIB

BUSIBJICHHSI IOJ1IOHOCT1 KOJY.

OcHoBHI 3aBJaHH I[OCJIi,Z[}KeHHﬂ BKJIIOYalOTh:

JlocmiauTy METOIM BUSIBJICHHS BPA3JIMBOCTEH B IPOTPAMHOMY KOII.
JocmiauTtu e€heKTUBHICT, METOIIB BUSBJICHHS MOAIOHOCTI KOy B 3aj1adi
kJacuikaiili Bpa3JinuBOCTEH.

JlocmiauTH MOJIENi MPECTABICHHS TPOTPAMHOIO KOY.

Po3pobutu MeTo moOy10BU MPOMIKHOTO MPEACTaBICHHS MPOrPaMHOTO
KOAY JJIs TTOJIaJIbIIIOTO aHalli3y Ha MPEAMET BPa3TUBOCTEH.

Po3pobut MeTon BUSIBICHHS Bpas3MBOCTEH Ha OCHOBI HEHWPOHHHX
MEPEK.

Po3pobutn meton kmacudikailii Bpa3IMBOCTEd Ha OCHOBI METOAY
BUSIBJICHHS ITOIIOHOCTI KOJTY.

Buxonatu nporpamMHy peaiizaiiro CHCTEMH aHalli3y IPOrpaMHOTO KOy, 3
BUKOPUCTAaHHSAM TiOpMIHOTO METOAY TMOWIYKYy Ta  Kiacudikaiii
Bpa3JIMBOCTEN MTPOTPAMHOTO KOJTY.

[IpoBecTn OOYMCIIOBaJIbHI EKCIIEPUMEHTH Ta OIIHKY pO3p00JIeHOT
CUCTEMH.

[IpomemMoHCTpYBaTH MPAKTUYHY IIHHICTH PO3pOOJIEHOT CHUCTEMHU Ha
NPHUKJIaal  BIPOBAKCHHS B TMPOIECH IKUTTEBOTO IHUKIY PO3POOKH
MIPOTPAMHOTO 3a0€3MeUCHHS.

O0’ekTOM JOCJTIZKEHHST € TIpoIleCc TOIIYKy Ta Kiacudikarii

Bpa3MBOCTEN O€3MEKH B MPOrPaMHOMY KOJI.



IIpeamMeTroM gocCHiIKeHHSI BUCTYNAIOTh METOAM, AJITOPUTMU Ta
CTPYKTYpH JaHUX JOJs1 €PEKTUBHOTO aHAJI3y MPOTPAMHOTO KOJYy Ha MpeaMeT
Bpa3MBOCTEN OE3MEKH.

Metoau nociigkeHHsi. B po0oTi 3aCTOCOBYIOThCSI HAaCTyIHI METOIU
JAOCTKEHHS:  aOCTpaKTHO-JIOTIYHUN  aHami3 MpoOJieMH, EeKCIEPUMEHTH,
MOJICJTFOBaHHS, aHaJli3 JaHWX, MOPIBHSAHHA. 3a3HadeHl METoau Oyiu oOpaHi 3
OTJISiy Ha MOCTaBJIEHI METY Ta 3aJadi JOCTIHKCHHS, a TAaKOX Ha MPAKTUIHICTh
iX 3acTocyBaHHA IMpUd BHUPILIEHHI NOpOOJEMH aBTOMATUYHOIO  aHAII3Y
IPOrpaMHOro KOy Ha IPEeIMET BPa3JIUBOCTEH Oe3MeKH.

HaykoBa HOBH3HA OTPUMAaHUX pe3yJbTATIiB.

Brnepiie 3anponoHoBaHO TiOpUAHHMI METOJ aHai3y MPOrPAMHOIO KOY,
IO MOEJIHYE METOJU TJIMOOKOTO0 HAaBYAHHS Ta METOJM BUSIBICHHS MOJ1IOHOCTI
KOOy JUIsl TOIIYKY Ta Kiacu(ikaimii Bpa3iIMBOCTI B KOAl, SIKUW JI03BOJISIE
e(eKTUBHO BUKOHYBATH TOIIYK BPA3JIMBOCTEH B KO/JI1, & TAKOXK KiIacu(piKyBaTH 3
BHCOKOIO TOYHICTIO 3HAWJIEH1 BPa3JIUBOCTI.

OTpumaB TONANBIINN  PO3BUTOK METOJ TOOYJOBH  MPOMINKHOTO
IPEICTABICHHS MPOrPaMHOTO KOy Vy BHIJISAI KOJOBOTO TaJDKETy, SKUUN
BIJIPI3HSAETHCS Bl ICHYIOUMX METOJIB HAasBHICTIO OOMEXKEHHS MO PO3Mipy
JIOKaJBbHOTO KOHTEKCTY BIJTHOCHO KJIFOYOBOi TOUYKH, IO JO3BOJIUIIO 3MEHIIUTU
PE3YJbTYIOUHM pO3MIp KOJOBUX Ta/PKETIB Ta MIJABUIIUTH TOUHICTh Kiacudikarii
IpU MOJANBIIOMY aHalli31 HEHPOHHOIO MEPEXKEIO.

Bnepmie 3ampormoHoBaHo wmerton  kiacudikarii  Bpa3iIMBOCTEH B
NpOrpaMHOMY KOl 3 BHUKOPHCTAHHSM KOB3HOTO XEIIyBaHHS aOCTPaKTHOTO
CUHTAaKCUYHOTO JIepeBa, SKUW BIAPIZHAETHCSA Bi ICHYIOUYHUX METOJIB THUM IIIO
BUKOPHCTOBYE METO/T BUSIBJICHHSI MMOIIOHOCTI KOAY JIJIsl €PEKTUBHOI Kiacudikarii
Bpa3nuBOCTEN 0e3 HeoOX1JHOCTI BUKOPUCTAHHS HAaBYAJIbHOI BUOIPKH BEIMKOTO
00’emy.

IIpakTHyHe 3HAYeHHSI OTPUMAHMX pe3yJabTaTiB. Po3pobienuii meton

JA03BOJII€ 3HAXOAUTU BpaBHI/IBOCTi B IIpOorpaMHOMY KOI[i, HaIlUCAaHOMY Ha MOBi
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C/C++, a Takox kiacuiKyBaTHU THUI 3HAWJICHOI BPA3JIMBOCTI, IO JI03BOJISIE
CIPOCTHUTH MPOIIEC MPIOpETU3allii Ta BUNPABICHHS 3HAWICHUX BPa3TUBOCTEH 15
PO3POOHUKIB TPOTPAMHMX MPOAYKTIB.

TexHosoris nomyky Ta kiacudikaiili Bpa3aIuBOCTEH B IPOrpaMHOMY KO/I1
YCHIIIHO BIPOBaHKEHA B mpoiiecu po3podku I'T koMmaHii Ta BUKOPUCTOBY€ETHCS
JUTS aHaJli3y NPOrpaMHUX MPOAYKTIB Ha MPEAMET BPA3IMBOCTEN y KOCTI CEPBICY
aHamizy koxy. Takoxk, KoOMaHAHMIA 1HTepdeldc CHUCTEMHU  JO3BOJISIE
BUKOPUCTOBYBATU ii y SIKOCTI YTWIITH JJIsl aHami3y Koay, 0e3 HeoOX1JIHOTO
PO3rOpTaHHS Yy BUIJIAMI CEPBICY, IO JO3BOJISE CIEMiamicTaM 3 KioepOes3reku
BUKOPHUCTOBYBAaTU JAHWM IHCTPYMEHT B SIKOCTI PEKOMEHJALIMHOI CUCTEMHU B
paMKax MpOILECiB OIIHKU OC3MEeKH IMTPOTPAMHOTO KOY.

Po3pobnenuii meTon Oysno HPOTECTOBAHO Ha peajJbHUX MPOEKTaxX 3
BIIKDUTHM BHXIJTHUM KOJOM. 30KpeMa, 3a JIOIOMOTOK PO3pOOJIEHOT CUCTEMHU
BJAJIOCS 3HAWTH BPA3JIMBICTh B TPOEKTI 3 BIAKPUTHUM BHUXITHUM KOJIOM -
Microsoft Terminal.

Iyoaikaunii. 3a  pe3yapTaTaMud  JMCEPTALIMHOTO  JOCIHIKEHHS
omyOIIKOBaHO 5 HAYKOBHUX IIpallb, 3 SKUX 4 CTaTTl y HAyKOBUX (DaxoBUX
BUJIAaHHAX YKpainu (3 3 AKUX BXOJATh JO MIKHAPOJHUX HAYKOMETPUUYHUX 0a3)
Ta | myOumikaiis B 30ipHUKY MaTepiajiB KoH(epeHilii.

PesyabTatn pociimkennsi. Po3poOineHo mnporpamHe 3a0e3nedeHHs
CUCTEMHU aHaNi3y KOAY, IO peani3ye 3anpONOHOBAHUI TIOpUIHUN METO/.
ExcriepMeHTaIbHO MiITBEPAKEHO €PEKTUBHICTH CUCTEMH Y 3a/1ayax MOIIyKY Ta
Kkiacudikalli Bpa3aMBOCTEN B MPOrpaMHOMY KOJII.

Crpykrypa Tta obcar podoru. [ucepramisi ckiagaerbes 31 BCTymy, 4
PO3/1TiB, BUCHOBKIB, CIIUCKY BUKOPUCTAHUX JiyKkepen. [loBHui obcsr nucepTariii
ctaHoBUTh 140 cTopiHok. PobGoTa mictuth 27 pucyHkiB Ta 9 Tabmuis. Crnrcok
BUKOPHUCTAHUX JKepen Haliuye 81 HailMeHyBaHb.

OcHoBHuUIi 3MicT podoTH. Y BCTyIl OOTPYHTOBAHO aKTYaJIbHICTh TEMU,

c(hopMyJILOBAaHO METY Ta 3aBJIaHHS JOCIIHKEHHS, BU3HAYEHO 00'€KT, TPEeIMET Ta
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METOJM JOCIHIJKEHHS, PO3KPUTO HAyKOBY HOBU3HY Ta NpPAKTUYHE 3HAYCHHS
OTpUMAaHMUX PE3yJIbTaTIB.

VY mnepmomy po3miii mpoBeNeHO aHaji3 CydacHOro cTaHy y cdepi
Ki6epOe3neKku Ta TeHASHIIIN 3pOCTaHHS KIJTLKOCT1 BPa3IUBOCTEH y MPOTPaMHOMY
3a0e3neyeHHl. PO3rIssHyTO KITIOYOBI CTaHAAPTH Ta METOAOJOTIT 3a0e3NneUeHHs
oesneku 13, 30kpema Microsoft SDL, OWASP ta ISO 27034.

[IpoanarnizoBaHO cy4acH1 BUKJIMKH, TTOB’sI3aHi 31 3pOCTAHHSIM CKJIaTHOCTI
CUCTEM Ta TOSIBOK0 HOBHX TEXHOJIOTIH. PO3risiHyTO iCHYrOYl CTaHIapTH Ta
MeTozoJiorii 3abe3nedyeHHs Oesmeku I13. JlocmimkeHo MOMKIHMBOCTI METO/IIB
MITYYHOTO I1HTEJIEKTY, 30KpeMa MAaIlMHHOTO HaBYaHHS, JUIsI aBTOMAaTH3allil
IIPOIIECIB aHAIII3y O€3IMeKH KOy.

Po3risiHyTO pi3Hi apXiTEKTYpH HEUPOHHUX MEPEK Ta iX 3aCTOCYBAHHS TS
JeTekIli Bpa3nuBocTei. [IpoananizoBaHo nepeBaru Ta HEAOJIKHU T1IXO0/1B.

Y apyromy po3aijai copMyaIp0BaHO IMOCTAHOBKY 3a/1a4i JTOCTIKEHHS Ta
noOy10BaHoO 1i MareMaTu4Hy Mojenb. dopManizoBaHO (PYHKIIi MepeTBOPEHHS
JaHUX Ha BXOJ1 Ta BHUXOJl CHUCTeMH. PO3rIISIHYTO pi3HI MOJEII IOJaHHS
IPOrPAMHOTO KOJIy Ta OOIPYHTOBAHO JMOIIIBHICTh BUKOPUCTAHHS a0CTPAKTHUX
CUHTaKCHYHUX JICPEB.

3anpoIrOHOBAHO BJIACHHWM TIOPHIHUH IMAXIM aHATI3y KOAY, IO TOEIHYE
nepeBaru TiMOOKOro HaBYaHHS Ta ajJrOpUTMIB MOMIYKY moAioHocTi. HaBeneno
JNCTANbHUN OMHUC apXITEKTypH Ta MaTeMaTHYHHX MOJCICH CKJIaIOBUX
KOMITOHEHT CUCTEMH, 30KpeMa HeHpoMepeKeBO1 MOJIeTl Ta MOJIYJIS KOB3HOTO
xenryBaHHa AST.

Y Tperbomy Ppo3aiili TpEeACTaBICHO pO3pPOOKY KITIOYOBUX MOIYIIB
3aMpONMOHOBAHOI CHUCTEMU aHali3y MPOTPAMHOTO KOJY 3 BHUKOPHCTAHHIM
riOpyUIHOTO METOly TOLIYKY Ta Kiacudikallii Bpa3auBOCTEH.

Onucano ynockoHaneHui MeTo ], GopMyBaHHs MPOMIKHUX MPECTaBICHb

KOy Ha 0a3l KOJOBMX Tra/DKETIB Ta iX IMojajbila BekTopu3zaiis. HapeaeHo



apXITEKTypy Ta alropuTMu (yHKIIIOHYBAaHHS MOl TJTMOOKOTO HAaBUYaHHS Ha
ocaoBi BLSTM Ta mozayns koB3Horo xenryBanus AST.

Takox neranizoBaHO po3po0IeHUN MeTO I Kilacudikalli Bpa3aMBOCTel Ha
OCHOB1 KOB3HOro xemryBaHHsi By3/iB AST Ta mopiBHSHHSA 3 0a3010 €TaJOHIB.
Omnucano npouenypy GopmyBanHs 0a3u 3HaHb XEIIIB BPa3JIMBOT0O KOy Ta METO/
BHU3HAYCHHS ONTUMAJILHOTO BiKHA XemryBaHHs AST.

YerBepTHii PO31J1 TPHUCBIYCHO EKCIMEPUMEHTATBHUM JOCIIHKCHHIM
pPO3pO0JICHOI CUCTEMU 3 BUKOPUCTAHHSM CIEIlai30BaHUX HAOOpIB JaHUX Ta
KOZOBHUX 0a3 peanbHuX MPoeKTiB. [IpencraBiieHo aHai3 OTpUMaHuX pe3yJIbTaTiB
Ta TOPIBHAHHA 3 ICHYIOUMMH aHAJIOTaMH 32 KpPUTEPIIMH SIKOCTI Ta
IPOAYKTUBHOCTI. OOTPYHTOBAHO MPAKTUYHY IIHHICTH CUCTEMHU Ta MOMKJIHBOCTI
1HTerpatii B mporecu o6e3nepepBHOi iHTerparlii Ta joctaBku 113,

Mopens nmomyky Bpa3jIMBOCTEM 3 BUKOPHUCTAHHSAM HEHPOHHUX MEPEK
npoaeMoHcTpyBana 94.1% TouHOCTi, a MoAeNnb Kiacudikaiii Bpa3aIuBOCTEH 3
BUKOPHCTAaHHSAM KoB3HOTO XenryBanHsa AST miis 40 kinaciB BpaznuBocteit - 51.1%
TOYHOCTi. OOTPYHTOBAHO MOYKJIMBI IIJISIXU BJIOCKOHAJICHHS CHCTEMH.

BucnoBku. VY nucepTariiiinii po0OTI BUPINIEHO aKTyajbHE HAYKOBO-
NPUKIAAHE 3aBJaHHS pPO3POOKM METOAIB Ta MPOrpaMHUX 3aco0iB IS
aBTOMATHU3AIll] TIPOLIECIB aHAII3y MIPOTrPaAaMHOTO KOy Ha MPEAMET Bpa3IuBOCTEH
Oe3reKu:

1. 3amponoHoBaHO TOPUIHUN MIAX1 A0 aHAI3y KOAY Ha OCHOBI MO€THAHHS
METO/IIB TTMOOKOT0 HABYAHHS Ta AJITOPUTMIB MOIIYKY MOAIOHOCTI KOXY.
Po3po06eHo BIAMOBIIHY CUCTEMY, IO peali3ye TaHUM MiaXii.

2. Po3pob6ieno meTo no0y10BU MPOMIKHOTO MPEACTABICHHS MPOTPaMHOTO
KOy Yy BHIJISAI KOAOBOTO TapKETy, IO JO3BOJIHJIO TiABUIIUTH
e()eKTUBHICTb MOAAJIBIIOTO aHaNi3y 3a JOIMOMOT0I0 HEUPOMEPEK.

3. 3ampormoHoBaHO MeTOJ Kiacuikarlii Bpa3IMBOCTEH Ha OCHOBI KOB3HOTO
xenryBaHHst AST, 1110 1eMOHCTpY€ MepeBaru 3a MBUIKOIIEIO Y MOPIBHAHHI

3 icHytounMu RNN-monensamu.



4. ExcrnepuMeHTaJIbHO MiATBEPKEHO €(EeKTUBHICTh PO3POOICHOT CUCTEMU,
30kpema  94.1%  ToYHICT, TOMIyKy BpasznuBocTedr Ta 51.1%
0araTokJIacoBO1 TOYHOCTI iX Ky1acuiKarlii.

KirouoBi cioBa: aHamiz mporpamMHOTO KOXy, TOIIYK Bpa3JMBOCTEH,
Kkiacudikailisi Bpa3IuBOCTEH, HEHPOHHI Mepexi, KOB3HE XEUTyBaHHS, MAlIHHE
HaBYaHHS, TIMOOKE HaBYaHHsI, K1I0epOe3neKka, BUSBICHHs aHOMalil, aOCTpaKTHE

CUHTaKCHYHE JEPEBO, 0a3a 3HAHb.

ABSTRACT

Yevhenii Kubiuk. Source code analysis using a hybrid method of
detecting and classifying vulnerabilities. Qualifying scientific work in
manuscript copyright.

Thesis for the degree of Doctor of Philosophy in specialty 122 "Computer
Science". — National Technical University of Ukraine "Igor Sikorsky Kyiv
Polytechnic Institute", 2024.

Relevance of the topic. Relevance of the topic. In the context of rapid
advancements in information technology and the digitization of society,
cybersecurity issues become particularly acute. According to statistics, in 2022,
the number of cyber attacks increased by 42% compared to the previous year,
resulting in financial losses reaching $6 trillion.

The main reason for this situation is the growing number of vulnerabilities
in software actively exploited by malicious actors. Specifically, the U.S. National
Vulnerability Database (NVD) recorded over 25,000 new vulnerabilities in 2022,
a 20% increase compared to 2021. More than 75% of successful cyber attacks
were based on exploiting already known vulnerabilities.

This highlights the urgent need for the development of effective measures
for timely detection and elimination of vulnerabilities in software code. One of
the most promising solutions to this problem is the creation of automated code

analysis systems based on artificial intelligence technologies.



Such systems are capable of efficiently detecting hidden security defects

during the software development stages, reducing risks, and enhancing overall

security. Integrating them into development processes will improve adherence to

secure programming practices and reduce security testing time.

Therefore, the creation of innovative methods and tools for automating the

analysis of security in software code is an extremely relevant task for enhancing

the cybersecurity of modern software systems.

Purpose and objectives. The purpose of the dissertation research is to

develop and improve methods for detecting and classifying vulnerabilities in

source code using neural networks and code similarity detection methods.

The main objectives of the research include:

Investigate methods for detecting vulnerabilities in source code.
Investigate the effectiveness of code similarity detection methods in
the task of vulnerability classification.

Investigate code representation models.

Develop a method for constructing an intermediate representation of
source code for further analysis for vulnerabilities.

Develop a method for detecting vulnerabilities based on neural
networks.

Develop a method for classifying vulnerabilities based on the code
similarity detection method.

Implement software for a source code analysis system using a hybrid
method for searching and classifying source code vulnerabilities.
Conduct computational experiments and evaluate the developed
system.

Demonstrate the practical value of the developed system using the
example of implementation in software development life cycle

Processes.



The object of the research is the process of searching for and classifying
security vulnerabilities in software code.

The subject of the research is methods, algorithms and data structures for
efficient analysis of source code for security vulnerabilities.

Research methods. The following research methods are used: abstract-
logical analysis of the problem, experiments, modeling, data analysis,
comparison. These methods were chosen in view of the set purpose and objectives
of the study, as well as the practicality of their application in solving the problem
of automatic analysis of source code for security vulnerabilities.

Scientific novelty of the results. For the first time, a hybrid method for
analyzing program code is proposed, combining deep learning methods and code
similarity detection methods to search for and classify vulnerabilities in code.
This method allows for efficient vulnerability detection in code and high-
precision classification of the discovered vulnerabilities.

The method of constructing an intermediate representation of program
code in the form of a code gadget has been further developed. It differs from
existing methods by the presence of a restriction on the size of the local context
relative to the key point, which allowed reducing the resulting size of code
gadgets and improving classification accuracy during subsequent analysis by a
neural network.

For the first time, a method for classifying vulnerabilities in program code
using sliding hashing of the abstract syntax tree is proposed. It differs from
existing methods in that it uses a code similarity detection method for efficient
vulnerability classification without the need for a large training dataset.

Practical value of the results obtained. The proposed method allows
detecting vulnerabilities in C/C++ code, as well as classifying the type of
vulnerability found, which simplifies the process of prioritizing and fixing
discovered vulnerabilities for software developers.
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The technology has been successfully integrated into the software
development processes of an IT company and is used to analyze software
products for vulnerabilities as a code analysis service. Also, the command-line
interface of the system allows using it as a utility to analyze code without
deploying it as a service, which allows cybersecurity professionals to use this tool
as a recommendation system in software code security assessment processes.

The proposed method has been tested on real open source projects. In
particular, the developed system helped to find a vulnerability in the open source
Microsoft Terminal project.

Publications. The results of the dissertation research have led to the
publication of 5 scientific works, including 4 articles in specialized scientific
journals in Ukraine (3 of which are indexed in international scientific databases)
and 1 publication in a conference proceedings compilation.

Research Results. The developed software for code analysis implements
the proposed hybrid method. The effectiveness of the system in tasks such as
vulnerability detection and classification in software code has been
experimentally confirmed.

Structure and Scope of the Work. The dissertation comprises an
introduction, 4 chapters, conclusions, and a list of references. The total volume
of the dissertation is 140 pages, including 27 figures and 9 tables. The list of
references includes 81 sources.

Main Content of the Work. The introduction justifies the relevance of the
topic, formulates the purpose and tasks of the research, defines the object, subject,
and research methods, and highlights the scientific novelty and practical
significance of the obtained results.

In the first chapter, an analysis of the current state of cybersecurity and
the trends in the increasing number of vulnerabilities in software is conducted.
Key standards and methodologies for software security, including Microsoft

SDL, OWASP, and ISO 27034, are discussed.
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Modern challenges related to the complexity of systems and emerging
technologies are examined, along with existing standards and methodologies for
software security. The possibilities of artificial intelligence methods, particularly
machine learning, for automating code security analysis processes are
Investigated.

Various neural network architectures and their application for vulnerability
detection are explored, along with an analysis of the advantages and
disadvantages of these approaches.

The second chapter formulates the research problem, builds its
mathematical model, and formalizes the data transformation functions at the input
and output of the system. Different models for representing software code are
considered, justifying the use of abstract syntax trees.

A hybrid code analysis approach that combines the benefits of deep
learning and similarity search algorithms is proposed. The architecture and
mathematical models of the components of the system, including the neural
network model and the abstract syntax tree sliding hash module, are detailed.

The third chapter presents the development of key modules of the
proposed code analysis system using the hybrid method for vulnerability search
and classification.

An improved method for generating intermediate code representations
based on code gadgets and their subsequent vectorization is described. The
architecture and functioning algorithms of the deep learning model based on
BLSTM and the abstract syntax tree sliding hash module are provided.

The developed vulnerability classification method based on sliding hash of
AST nodes and comparison with a reference database is detailed. The procedure
for creating a knowledge base of vulnerable code hashes and the method for
determining the optimal sliding hash window for AST are also described.

The fourth chapter is dedicated to experimental research of the developed

system using specialized datasets and codebases of real projects. The analysis of
12



the obtained results is presented, comparing them with existing analogs in terms
of quality and performance criteria. The practical value of the system and its
integration possibilities into continuous integration and software delivery
processes are justified.

The vulnerability search model using neural networks demonstrated an
accuracy of 94.1%, while the vulnerability classification model using AST sliding
hash for 40 vulnerability classes showed an accuracy of 51.1%. Possible ways to
improve the system are discussed.

Conclusions. The dissertation successfully addresses the relevant scientific
and applied task of developing methods and software tools for automating the
processes of analysing software code for security vulnerabilities:

1. A hybrid approach to code analysis, combining deep learning methods and
code similarity search algorithms, has been proposed. A corresponding
system implementing this approach has been developed.

2. A method for constructing an intermediate representation of the software
code in the form of a code gadget has been developed, enhancing the
efficiency of subsequent analysis using neural networks.

3. A vulnerability classification method based on sliding hash of Abstract
Syntax Trees (AST) has been proposed, demonstrating advantages in terms
of speed compared to existing RNN models.

4. The effectiveness of the developed system has been experimentally
confirmed, achieving a 94.1% accuracy in vulnerability detection and a
51.1% multi-class accuracy in their classification.

Keywords: code analysis, vulnerability detection, vulnerability classification,

neural networks, sliding hashing, machine learning, deep learning, cybersecurity,

anomaly detection, abstract syntax tree, knowledge base.
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HEPEJIIK YMOBHHUX ITO3HAYEHD

AST — Abstract syntax tree (abctpakTHe CHHTaKCHUYHE JICPEBO)
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CNN — Convolutional neural network (3roptkoBa HeiipoHHa Mepexa)

GRU — Gated recurrent unit (BeHTHJIBHHIH PEKyPEHTHHUI BY30.1)

LSTM — Long short-term memory (J1oBra KOpoTko4acHa mam’sTh)

BLSTM - Bidirectional long short-term memory (nBoHampaBlieHa JOBra
KOPOTKOYAaCHA MaM’sITh)

DBN — Deep belief networks (rnmmboka mepexa BipyBaHb)

NVD — National vulnerability database (narionanpHa 6a3a TaHUX BPa3IMBOCTEH )
SARD - Software assurance reference dataset (Habip maHux I 3a0€3MCUCHHS
SIKOCT1 ITPOTPAMHOTO 3a0e3T1CUCHHS )
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CTaHAApTIB Ta TEXHOJIOT1H)
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BUKPHUTTS)
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Oe3IeKn)

OWASP — Open worldwide application security project (BCECBITHbO BIIKPUTHI
MPOEKT OE3MeKU TOAATKIB)

CFG — Control flow graph (rpad motoky kepyBaHH:)

PDG — Program dependency graph (rpad 3anexHocTteii mporpamm)

JSON — Java script object notation (06'extHa HoTarist JavaScript)

XML — Extended markup language (po3muperHa MoBa pO3MITKH)

UML — Unified modelling language (ynidikoBana MoBa MOJCITIOBaAHHS )
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BCTVYII

AKTYaJbHICTh JOCTIUKeHHs. Y KOHTEKCTI CTPIMKOTO PO3BUTKY
iH(OpMAIIHHUX TEXHOJOT1, MHUTAHHS KibepOesnekn HaOyBae Bce OUIBIIOL
rOCTPOTH. 3TiTHO 31 CTATHCTHKOIO, Y 2022 polii KUTBKICTh KidepaTak 3pociia Ha
42% TOPIBHSHO 3 MOMEPEIHIM POKOM, a (piHaHCOBI 30UTKHU carHyu $6 TpiH [1].
OCHOBHOIO MPUYUHOIO TAaKOi CUTYyaIlll € 3pOCTaHHSA KUIBKOCTI BPa3jIUBOCTEH y
porpaMHOMY 3a0€3MeUeHHI, SIKI aKTHBHO BUKOPHUCTOBYIOTHCS 3]IOBMUCHUKAMH.

3okpema, gk mnpoaeMoHcTpoBaHOo Ha puc l.1ITomumaka! [I:kepesio
NMOCUJIAHHSAL He 3HaiineHo., B HamionanpHil 6a31 manmx BpasznuBocted CIIIA
(NVD) 3a 2022 6yno 3apeectpoBano nonan 25 000 BpaznmuBocteit, mo Ha 20%
ounbiie HiXK y 2021[2]. [Ipuyomy Oinbine 75% ycnimnux kibepatak 0a3yBanucs
Ha eKcrutyaTarlii Bimomux BpaznmuBocTed [3]. Ile cBigumTth mpo TroCTpy
HEOOX1AHICTh PO3POOKH €(PEKTUBHUX 3aXO0/I1B MO0 iX CBOEYACHOTO BHUSBIICHHS

Ta yCYHEHHS.

25,227
25,000

20,171
18,325
17,344
16,557

14,714

20,000

Num ber of CVEs

7,946
6,480 6,447

5,000 . 4,155

2 ‘\\ ‘\q" '\1) ’\i>§ \{.—, '\Q‘\
S

Puc. 1.1 - Jlunamika KiIbKOCTI 3apeECTPOBAHUX BPA3IMBOCTEN 32 POKaAMHU
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OpnuM 3 HAMOLIBII MEPCTIEKTUBHUX HAIPSIMIB BUPIIICHHS 11i€i TpodieMu
€ CTBOPEHHSI aBTOMATH30BAaHUX CHCTEM aHalli3y MPOrPaMHOI0 KOIy. 3aBISKH
MOXJIMBOCTSIM ~TEXHOJIOTIA IITYYHOTO 1HTENEKTY, TakKli CHCTEeMH 3JaTHI
e(eKTUBHO BUSBIIATU MMPUXOBaHI BPa3JIMBOCTI HA PaHHIX cTafdisx po3pooku I13,
10 JO3BOJISIE CYTTEBO 3HU3UTH PU3HUKHU Ta MIABUIIUTH 3aXUILECHICTb.

MeTta Ta 3aBIaHHS I0CJHiI:KeHHA. METOo MaHOTO IHUCEPTAIIAHOTO
JTOCIIDKEHHST € po3poOka Ta YJOCKOHAJEHHS METO/AIB BUSBICHHS Ta
kjacu@ikaili Bpa3MBOCTEH B MPOTrpaMHOMY KOJII MPOTpaMHUX MPOIYKTIB 3
BUKOPUCTAHHAM HEMPOHHUX MEPEK Ta METO/IIB BUSBIICHHS MOAIOHOCTI KOy .

JIns OCATHEHHS TIOCTaBJICHOI METH HEOOXIJIHO BHUPIMIMTH HACTYIIHI

3ada4i JOCTIKeHHA

e JlochmiauTH METOW BUSBJICHHS BPA3JIMBOCTEH B MPOrPAMHOMY KOJII.

e Jlocmiautu eheKTUBHICT, METOIIB BUSIBJICHHS MOAIOHOCTI KOy B 3ajaul
kJacudikailli Bpa3JIuBOCTEH.

e JlocmauTy MOJIEIN MPEICTABICHHS ITPOTPAMHOTO KOY.

e Po3poOutu Meto noOyJOBH MPOMIKHOIO MPEACTaBICHHS MPOTrPaMHOro
KOy JUIsl TIOJJaJIBIIIOrO aHalli3y Ha MPEIMET Bpa3IMBOCTEH.

e Po3poOuTH METOJ BHUSBIICHHS BpPA3JIMBOCTEM Ha OCHOBI HEUPOHHUX
MEPEK.

e Po3poOutu MmeTon Kiacudikaiii Bpa3IUBOCTEH Ha OCHOBI METOIY
BUSIBJICHHS MMOJIIOHOCTI KOJTY.

e BuKoHaTH MPOTpaMHy peaji3ailiio CUCTEMHU aHaATII3y MPOTPAMHOTO KOy, 3
BUKOPUCTAHHSM TIOpUIHOTO METOJy TIOMIyKy Ta Kjacudikarii
BPa3JIMBOCTEH POTPaMHOTO KO .

e JlpoBecTt O0OYMCITIOBATbHI EKCIIEPUMEHTH Ta OILIHKY pO3po0IeHOi

CHUCTCMMU.
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e [IponeMoHCTpyBaTH MPaKTUYHY I[IHHICTh PO3POOJIEHOI CHCTEMH Ha
NPUKIAAl BIPOBAKEHHS B TMPOLECH >KUTTEBOTO IHKIY PO3POOKH

IMporpaMHoro 3a0e3IIeUeHHS.

O0’ekTOM J0OCHiIKEHHS € Tpolec TMOmyKy Ta Kiacudikamii
Bpa3NMBOCTEHN O€3MeKH B MPOrPaMHOMY KOJI.

IIpeaMeToM JoOCHiAKEeHHS] BUCTYNAIOTh METOAHW, aJITOPUTMU Ta
CTPYKTYpPH JaHHUX Ui €PEKTHUBHOTO aHAIN3y MPOTPAMHOTO KOAY Ha MPEAMET
Bpa3NMBOCTEN OE3MEKH.

Metoan nociigkeHHsi. B poOoTi 3aCTOCOBYIOTbCS HAacTylHI METOIU
JOCIIJKEHHS:  a0CTPAaKTHO-JIOTIYHUN  aHali3 MpoOJieMH, EKCIIEPUMEHTH,
MOJICTFOBAHHS, aHaJli3 JaHUX, MOPIBHSAHHA. 3a3HadueHl MeToau Oynu oOpaHi 3
OTJISTy Ha MOCTaBJICHI METY Ta 3ajJiayul JOCIIPKEHHS, a TAKOXK Ha MPAKTUYHICTh
iX 3acTocyBaHHA TpU BHUPIIMIEHHI TPOOJIEMH aBTOMATUYHOTO  aHAII3Y
MIPOTPaMHOTO KOy Ha TPeIMET BPa3IMBOCTEH OC3IMEKH.

HaykoBa HOBH3HAa OTPMMAaHUX pPe3yJIbLTATIB.

Brnepiie 3anponoHoBaHO TiOpUAHHMI METOJ aHAi3y MPOrPAMHOIO KO,
1[0 MOEJHYE METOAM TIMOOKOTO HAaBYAHHS Ta METOAM BUSBJICHHS MOAIOHOCTI
KOy I8 TIOIIYKYy Ta Kiacudikailii Bpa3auMBOCTI B KOJI, SKHH JI03BOJISIE
e()eKTUBHO BUKOHYBATH MOIIYK BPa3JIMBOCTEN B KOJII, @ TAKOXK KIacU(IKyBaTH 3
BHCOKOIO TOYHICTIO 3HAWJIEH1 BPa3JIUBOCTI.

OTpumaB TONANBIINN  PO3BUTOK METOJl TOOYAOBH MPOMINKHOTO
IIPEICTABIICHHS TPOTPaMHOTO KOy Y BHIJIAAI KOJOBOTO TaKETy, SKHI
BIJIPI3HSIETHCS BiJl ICHYIOUMX METOJIB HASBHICTIO OOMEXKEHHS IO PO3MIpy
JIOKaJBHOTO KOHTEKCTY BIJJHOCHO KJIFOYOBOi TOUKH, IO JTO3BOJMJIO 3MEHIITUTH
PE3YJbTYIOUHM pO3MIp KOJOBUX Ta/PKETIB Ta MiJIBUIIUTH TOUHICTh Kiacudikari
MIPU MOAATBIIOMY aHaJi31 HEHPOHHOIO MEPEXKEIO.

Bnepmie 3anporoHoBaHo MeTon  kiacudikaiii  Bpa3iIUBOCTEH B

I[MporpaMHoOMYy KOI[i 3 BHKOPHCTAHHAM KOB3HOI'O XCIIyBaHHSA a6CTpaKTHOI‘O
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CHHTAKCHYHOTO JIepeBa, KWW BIJPI3HAETHCA BiJl ICHYIOUHMX METOJIB TUM IO
BUKOPHCTOBYE METOJI BUSBICHHS TOIIOHOCT1 KOY /ISt €pEKTUBHOI Kacudikarii
Bpa3JIMBOCTEH 0€3 HEOOX1THOCTI BUKOPUCTAaHHS HAaBYAIbHOI BUOIPKH BEJTUKOTO
00’ eMmy.

IIpakTHyHe 3HAYEHHSI OTPUMAHUX pe3yabTaTiB. Po3polOieHnii MmeTon
JI03BOJISIE 3HAXOJIUTU BPA3IMBOCTI B MPOTPAMHOMY KOJi, HATUCAHOMY Ha MOBI
C/C++, a Takox kiacu(ikyBaTH THUI 3HAWIEHOT BPA3IMBOCTI, IO JTO3BOJISE
CIIPOCTHUTH MPOIIEC IPIOpETU3aIlii Ta BUMPABIICHHS 3HAWICHUX BPa3INBOCTEH M1
PO3pPOOHUKIB TPOrPAMHUX MPOJTYKTIB.

TexHo0r1s YCHIIIHO BOpOBakeHa B mpoiecu po3pooku IT kommanii Ta
BUKOPUCTOBYETHCS JIJII  aHAi3y NPOrpaMHUX TMPOJAYKTIB Ha MpeaMer
BPa3NIMBOCTEN y SKOCTI CEpBICY aHamizy koay. Takox, KOMaHIHUN 1HTepdeiic
CUCTEMU JJ03BOJISIE BAKOPUCTOBYBATH 11 y SIKOCTI YTHIIITH JIJIsl aHANI3y KOAy, 0e3
HEOOX1THOTO PO3TOPTaHHS y BHUIJISAAI CEpBICY, IO JO3BOJISE CHEIIalicTaM 3
Ki0epOe3neKu BUKOPUCTOBYBATH JaHUIN IHCTPYMEHT B AKOCTI PEKOMEHIAIHHOT
CUCTEMH B paMKax IMPOIIECIB OIIHKU O€3MEKH MPOTrPaMHOTO KOY.

Po3pobnennii Merom OyJi0 MPOTECTOBAHO HA PEATbHUX MPOEKTaX 3
BIJIKDUTUM BHXIJTHUM KOJOM. 30Kpema, 3a JIONOMOIOK pO3pO0JIEHOT CUCTEMHU
BJAJIOCS 3HAWTH BPA3JIMBICTh B TPOEKTI 3 BIJKPUTHUM BHXITHUM KOJOM -
Microsoft Terminal.

OcoOuctuii  BHecok  3100yBaya. YCI  OCHOBHI  pe3yJbTaTH
JTUCEPTAIIIHOTO JTOCHIKEHHS, TPEACTABIICHI IO 3aXHCTY, OJIEpKaHl aBTOPOM
ocobucTo. Y nyOikaiisx y CiiBaBTOPCTBI 3700yBavueBl HANEXKATh: TOCIKEHHS
ICHYIOYMX METOIB, MPOEKTYBAHHS CHUCTEMH, PO3POOKa CUCTEMH aBTOMATH3AIlil
MIPOIIETyPH OIIHIOBaHHS O€3MEeKH MPOTPAMHOT0 KOy 3a IOTIOMOTO0 T10pHIHOTO
METO/y TIOIIYKY Bpa3JIMBOCTEH Ha OCHOBI aHai3y a0CTPAKTHOTO CUHTAKCHUYOTO
JIepeBa, EKCIEPUMEHTAIbHE MIATBEP/KEHHS €()EKTUBHOCTI 3alpOIIOHOBAHOTO

METO.Y.
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Amnpobania MartepiajiiB aucepranii. OCHOBHI MOJIOKEHHSI Ta OTpUMaH1
HAyKOB1 pe3yJbTaTH, II0 BUKJIAJCHI B AaHIM aucepTalii, MpoHIuid anpoodario
gyepes Mmyostikaii B (paxoBUX HAYKOBUX JKypHaJiax.
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1 AHaJii3 Cy4acHOro CTaHy Ta BU3HAYEHHS HANPSIMKIB PO3BUTKY

aBTOMAaTH3alil B MPoLecax aHAJIi3y NPOrPaMHOI0 KOIY

1.1 Beryn

VY KOHTEKCTI CTPIMKOTO PO3BHUTKY 1H()OPMALIMHUX TEXHOJOTIH, MUTaHHSA
ki0epOe3rneku Ha0yBae Bce OIBINOI TOCTPOTH. 3T1HO 31 cTaTuCcTUKOMO [ 1],y 2022
poli KUIbKICTh KiOepaTak 3pocia Ha 42% MOpIBHSIHO 3 MOMNEPEIHIM POKOM, a
¢inaHcoBi 30uTKH CATHYIH $6 TpiaH. OCHOBHOIO NMPUYHMHOIO TaKOi CHUTYyaIlii €
3pOCTaHHS KUIBKOCTI Bpa3IMBOCTEN y IPOrpaMHOMY 3a0€3MeUYeHH], sIKi aKTUBHO
BUKOPHUCTOBYIOTHCS 3TOBMHUCHUKAMH.

30kpema, SIK MpoJeMOHCTPOBAHO B JociipkeHH1 [2], y HarlonansHii 6a3i
nanux BpaziauBocteit CIIIA (NVD) 3a 2022 6yno 3apeectpoBano nonaza 25 000
BpasznuBocTel, mo Ha 20% Oinbime Hix y 2021 [3]. [Ipuyomy Oinmbine 75%
yCHIIIHUX KibepaTak 0a3yBalMcs Ha eKCIUTyaTallii BIIOMUX BPa3IuBOCTEH [4].

Ile cBiAYUTH MPO rOCTPy HEOOXIAHICTH PO3POOKK €(PEKTUBHUX 3aXOJIIB
IIOJ0 iX CBOEYAaCHOTO BHUABJIEHHS Ta YCyHeHHsS. OJHuUM 3 HaWOUIbII
MEePCHEKTUBHUX HAMNpsAMIB  BUPIMIEHHA 1€l TOpoOJeMH €  CTBOPEHHS
aBTOMATH30BaHMWX CHCTEM aHaji3y MpPOTPaMHOTO KOy Ha MPEAMET
BpAa3JIMBOCTEM.

3aBASKA MOKJIMBOCTSIM TE€XHOJIOT1M IITYYHOTO 1HTENEKTY, TaKl CUCTEMH
3maTtHi €(EKTHUBHO BHUSBJIATH NPHUXOBAaHI BPA3JIMBOCTI HA PaHHIX CTaisfgX
po3poOku I13, 1o J03BOMSIE CYTTEBO 3HU3UTH PUBUKKA Ta IiJBHUIIUATH
3aXMINEHIiCTh. IX iHTerpamis y MpoIecH PpO3POOKH J03BOJIUTH IOJiMIIATHU
JOTPUMAHHS TPAKTUK O€3MEeYHOr0 MPOTpaMyBaHHS Ta CKOPOTHTH dYac Ha
TECTyBaHHS OE3MEKHU.

ABTOMAaTH3AaIlis TAKOX HAJACTh MOKJIMBICTh IBUJIIE pearyBaTh HAa HOBI

3arpo3u, aJanTylo4yd CUCTEMH M1l 3MIHIOBaH1 yMOBHU. TakuM 4MHOM, po3poOKa
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TaKuX PIIICHb € HAJ3BUYANHO aKTyaJIbHOIO JIJIS IT1ABUIIIEHHSI PiBHS KiOepOe3neKku
Ta CTIMKOCTI Cy4aCHUX MPOTPAMHUX CHCTEM.

VY naHiil T7aBi po3MIISIIAIOTECSA Cy4YacHl TEHJIEHIII Ta BUKJIMKU y cdepi
kibepOe3neku. OHUM 13 OCHOBHUX BUKJIMKIB € IIBUJIKE 301JBIIIEHHS KIJTBKOCTI
HOBUX TEXHOJIOTIH Ta 3aco0iB TporpaMmyBaHHS, $KI BHOCSITb HOBI THITU
BpazMBOCTel Ta 3arpo3. lle Bumarae Big po3poOHUKIB Ta (axiBIIB 3
KiOepOe3neKu MOCTIMHOTO OHOBJICHHA CBOiX 3HAaHb Ta HABHYOK, a TaKOX
3aCTOCYBaHHS HOBITHIX METO[IB T IHCTPYMEHTIB JIJIsl OLIHKHU Ta 3a0€3NEUYCHHS
Oe3neKu.

Kpim Toro, y ri1aBi BUCBITIIOIOTHCS 1CHYIOUl METOAOJIOrII Ta HIAXOAN 10
aBTOMATH3alIl1 ITPOIIECIB OIIIHKU O€3MEKH, OLIIHIOIOTHCS iX IepeBaru Ta HeI0J1KH,
a TaKOX PO3TJISAJAIOTHCS TOTEHINHI HAmpsIMKH TMOJAJBIION0 PO3BUTKY Ta
BJIOCKOHAJICHHS.

BaxxnuBuM acmekToM € TakoXk I1HTEerpailisi aBTOMAaTH30BaHUX CHCTEM
aHayi3y MPOTPaMHOrO KONy Yy 3arajlbHUd Mpolec po3poOKH MPOTrpaMHOTO
3a0e3ne4eH s, 10 JO3BOJIUTH 3a0E€3MEeUUTH BUCOKUH pIBEHb OE3MEeKu
IPOrpPaMHUX MPOJIYKTIB HA BCIX €Tarax iX )KUTTEBOTO ITUKITY.

TakuMm 4yMHOM, JaHa IJaBa MPEJCTaBIsie COOO0 aHalll3 MOTOYHOIO CTaHY
aBTOMATHU3aIlli B OILIHII O€3MeKM MPOrpaMHOro 3a0e3MedYeHHs] Ta BU3HAYAE
CTpaTeriyHi HampsIMKWA ii PO3BUTKY, IO € BKpail BaXJIMBUM IJIs1 PO3YMIHHS

Cy4acHUX BUKJIMKIB Ta MOXKIIUBOCTEH y cepi KibepOe3neKku.

1.2 AKTyaJIbHICTDH XOCJIIXKEHHS

VY koHTeKcT! HUGPOBOi €MoXU CTaOUIbHICTh Ta HAAIMHICTh MPOTPAMHUX
CUCTEM HaOyBalOTh KPUTUYHOTO 3HAYCHHS BHACIHIIOK 1HTEHCHiKaIiii 3arpos,
00yMOBJIEHUX KIOEPHETUYHUMH BPA3JIMBOCTAMU. Bpa3nuBOCTI y IbOMY acCIeKTI
MPENICTaBISIOTE CO00I0 NeeKTH UM cadKl TOUKH y Ipoleaypax 3a0e3nedeHHs

Oe3neku, nu3aiHi, BIPOBAHKEHHI, a00 BHYTPIIIHIX KOHTPOJBHUX MeXaHi3Max,
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SIKI MOXYTh OyTH MOTEHIIIMHO €KCIUTyaTOBaHI 3 METOI0 MOPYIICHHS MOJITHKU
0€3MeKr CUCTEMH.

AHaniTuyHu# 3BiT, onmyOnikoBanuid Comparitech [2], akueHTye yBary Ha
TPUBOXKHIM CTATUCTHIN, IO CTOCYEThCA KIOCPHETHYHUX BPa3JIMBOCTEH,
MIIKPECTIOIYNA TOCHJICHHS TPOOJIEMAaTHKH B JaHId cdepi. 3riqHo 3 JaHUMH
HamionansHoi 0a3um nmanmx BpasznuBocted (NVD) ypsagy CIHIA, 3aranbHa
KUTBKICTh 3apEECTPOBAHMX Bpa3auBocTel nmepesuirye 176,000, 1o cBiII4UTh PO
MHO>XHUHHICTh PU3UKIB, IHTETPOBAaHUX Yy KIOEPCUCTEMMU.

[Ipotsirom mepmoro kBapraimy 2022 poky, NVD 3apeectpyBasia moHan
8,051 HOBuX BpazIMBOCTEH, W10 BigoOpaxkae 25-BIICOTKOBE 3pPOCTAHHS
MOPIBHSHO 3 aHAJIOTIYHUM TMEPIOJIOM MHUHYJIOTO poKy. Ll TeHaeHIis CBITYHUTH
IpO MOXJIMBE 30UIBIIEHHS KUIBKOCTI HOBHMX Bpa3JIMBOCTEH, SKE MOXKE
nepeBUIUTH ToKa3HUKU 2021 poky, kKoiau Oyyo 3apeecTpoBaHO MPHUOIU3HO
22,000 BumaakiB, BKa3ylUd Ha HAPOCTAIOUy XBUIIKO 3arpo3, SKUMU MarOTh
KEepyBaTH sIK OpraHi3alli, TaK 1 IHAMB1lyalbHl KOPUCTYyBaYl.

3BIT TaKOX akKIEHTYE YyBary Ha CEpPHO3HOCTI IMX BPa3IUBOCTEH.
Hanpuknan, maibke ITOJOBHHA Bpa3IMBOCTEH, IO BHABICHI B CHCTEMax
BHYTPIIIHBO OpIEHTOBAaHUX Be0-3aCTOCYHKIB, KJIAacU(DIKyeTbC 5K
BUCOKOpHU3UKOBi. KpiMm Toro, opraunizariii 3 yncenapHICTIO iepcoHany moHaa 100
0ci0 MaroTh OUIBII BUCOKY UMOBIPHICTh 31ITKHEHHS 3 BUCOKUMH 200 KPUTUUHUMU
pU3MKAaMU Bpa3JMBOCTEH, 10 MIATBEPIKYE KOPEIALII0 MK po3MipaMu
oprasizairii Ta piBHEM PU3UKY BPa3JIUBOCTI.

OnHi€ero 3 HAMOUTBII KPUTUYHUX BPA3JIUBOCTEH, 3apeECTPOBAHUX Y TIEPIOI,
oyna CVE-2021-44228 [5], mo Mana BB Ha yTwiity Log4j, akTHUBHO
BUKOPUCTOBYBaHY B PI3HOMAHITHUX MporpamMHuX mnpoekrtax. Lls cmemmdiuna
Bpa3JIMBICTh HaJlaBaJla MOXKJIUBICTh 3JTOBMUCHUKAM BHUKOHYBATH JOBUILHUN KOJ
Ha CKOMIIPOMETOBAHMX CHCTEMax, MPEACTaBISIOYN COO0I0 CEplo3HYy 3arposy

oesrerl.

29



Baprto 3ayBaxkuTu, 110 JIesKl BPa3IMBOCTI 3aJIMIIAIOTHCS HEBUPIIICHUMHU
npoTsroM TpuBasioro 4acy. Hampuwknan, Bpasmmsicte CVE-1999-0517 [6],
BUsiBIIeHA 1€ y 1999 poiri, mpoaoBxye OyTH 3arpo30r0 BHCOKOTO piBHA. Taki
00CTaBUHM  aKIICHTYIOTh  HEOOXIAHICT,  O€3MepepBHOr0  yIpaBJiHHS
BPa3JIMBOCTSAMHU Ta CHCTEMAaTUIHUX OHOBJICHb CUCTEMHU.

3BIT [2] Takoxk BKa3ye, 1o moHan 11% BpaznmMBOCTEW OTpUMAIH
KPUTUYHUH CTATYC, 1, IO OCOOIMBO TPUBOXKHO, 75% Kibepartak y 2020 pori Oyau
3M1CHEH] NUISIXOM €KCIUTyaTalli Bpa3IuBOCTEH, BIIOMUX MPOTATOM NPHUHANMHI
JBOX POKiB. s cTaTUCTHKA CIY>KUTh CYBOPUM HaraJyBaHHSIM PO BaXKIUBICTb
OTIEPATHBHOTO BUSIBJIICHHS BPA3JIMBOCTEH Ta X CBOEYACHOTO yCYHEHHSI.

HaykoBe pocinipkeHHs HacHiAKIB BpaszauBocTedl B kibepOesmerii [10]
CBIIUUTHh MPO CEPHO3HI HACHIAKK JUIS 1HAUBIAIB 1 mianpueMcTB. LI Hacmigku
MOXYTb OyTH pI3HHUMH, BlJ HE3HAYHUX HE3PYYHOCTEH IO KaTacTpo(PiuHHX
aBapiit. Cepe/1 HUX BUJIUISETHCS MOPYIIEHHS KOH1IEHIIIHHOCTI JaHUX, SIKE MOXKE
BUKJIMKATH BUTIK KOH(P1AEHIIHHOT 1HpOopMallii 1 TpU3BECTH A0 (PIHAHCOBUX BTPAT
Ta BUKPAJCHHS 1ICHTUIHOCTI I (Pi3MIHUX 0C10 Ta KOMIaHIH.

[HIIIMM cepiio3HMM HACHIAKOM € BTpaTa JIOBIpH, 10 MOKE MPU3BECTH 10
HETaTUBHUX HACIIJKIB I MIANPUEMCTB. KiieHTM MOXyTh CyMHIBaTHCS B
IpPOBE/ICHHI Oi3HeCy 3 KOMIIaHI€l0, SKa Mae 1ICTOpito mpobiieM y cdepi
Ki0epOe3Meku, 110 MOXe MPU3BECTH 0 3HKEHHS JOXOAY Ta IIKOJU PeImyTallii.

[TopymieHHst BUMOT 110710 KiOepOe3eKu MoKe MPU3BECTH J0 MPABOBUX 1
PETYISTOPHUX CaHKIIM, TAaKUX SK BENUKI ImTpadu, BUTpATH HA HOPUIAYHI
NOCIIyTM Ta HaBITh MOXIIMBICTH CYIOBOro mnepeciiayBaHHs. Kpanaikka
1HTEJIEKTYaJIbHOI BJIACHOCTI Ta KIOEPIIMUTYHCTBO TAKOK MOXYTh MPU3BECTH 10
CEpHO3HUX HACTIIKIB JIJIS T TPUEMCTBA.

BaxxnmuBo mam'staT, 1O HABITh OJWH BHUIAJOK MOPYIICHHS
KOH(DIICHIIITHOCTI JaHWUX MOXKE€ MaTH CEpPHO3HI HACHIJIKH, BIUIMBAIOYM Ha

peryTaliro oprasizaiii Ta ii piHaHcOBuUM cTaH. JloBipa HaOyBa€eThCs CKIIAJIHO, alle

30



JIETKO BTPAvYa€eThCs, 1 Bpa3IMBOCTI B KibepOe3nel MOXXyTh OyTH (paKkTopoMm, SKU
CIIpUYHMHSE 11 BTpaTy.

3aranom, Bpa3iauBOCTI B KiOepOe3nelni MaloTh Cepilo3Hl HAcCHiAKU. Tomy
Jy’K€ BOKIIMBO CEPHO3HO CTaBUTHCS J0 KiOepOe3mekH 1 BKUBATH 3aXOJIB IS
3amo0iraHHs BPa3IUBOCTSM IIIE 10 iX BUHUKHCHHSI.

[cHYIOTB TPaKTUKU Ta CTaHIAPTH, Takl sik Microsoft Security Development
Lifecycle (SDL) [7], OWASP [8] a6o ISO/IEC 27034 [9], sixi BU3HAYAIOTh
KOMIUIEKCHHM T1IX1/] 0 YIpaBIiHHS O€3MEKOI0 Ha BCIX eTanax KUTTEBOTO ITUKITY
po3poOku I13. Bonu BKJIIOYAIOTH 3aXO0JM 3 aHANi3y BUMOT IOJ0 Oe€3MeKH,
apXiTEKTYpHOTO TMPOEKTYBaHHs, OE3MEKH HaNMUCaHHS KOy, IEHEeTpalliiiHe
TECTYBaHHS, @ TAKOXX MPOIIECH pearyBaHHs Ha BPa3JIUBOCTI Ta X YCYHEHHS.

JloTpuMaHHSA TaKUX PEKOMEHJAIN JO03BOJISIE 3HAYHO 3HU3UTU PHU3UKH
MOSIBU BPA3JIMBOCTEH Ta MIJABUIIMTH 3arajlbHU pIBEHb 3aXUIIEHOCTI CUCTEM.
Opnak ix eeKTHBHA peai3allis BUMarae 3aayueHHs (axiBiiB 3 0€3MeKku Ha BCIX
eTanax po3poOKHM Ta IHTerpalii MPOIECIB aHali3y BPa3JIMBOCTEH Yy 3arajibHUI
k1 ctBopeHHs [13. ToMy akTyanbHUM 3aIUIIA€THCS TMTAHHS aBTOMATH3alll Ta
onTUMI3aIlli TpoLeayp aHamizy OC3MEeKH MPOrpPaMHOTO KOMy JJis JIOCATHCHHS
HEOOXITHOTO PIBHS 3aXHUCTY.

3pocTaHHs KUIBKOCTI MPOTPAaMHUX BPA3JIMBOCTEH MITKPECTIOE KPUTUUHY
noTpedy B po3poOlll Ta BOPOBAIKEHHI MIIHUX CTpaTerii KidepOe3neku.
Opranizanism ciij] HaiaBaTH a0CONIOTHUHN MPIOPUTET MpouecaM Oe3rnepepBHOro
MOHITOPUHTY, OIEPaTUBHOTO pearyBaHHs Ha IHIUJCHTH, a TaKoOX
3ampoBaHKEHHIO NMPO(PITaKTUUHUX 3aXOJIIB JJIsI 3aXUCTY Bij HernepeadaduyBaHO
3MIHIOBAaHOTO CIIEKTpy KiOep3arpos. [lomana craTucTuka He JIMIIE aKIEHTYE
yBary Ha IMOCHJICHHI BUKIIUKIB y cdepi KibepOe3neku, aje il BUCTYNAa€e 3aKITUKOM
0 1A 100 MIABUILECHHS PIBHSA KIOGPCTIMKOCTI B yMOBax BCEOCSKHOI
dpoBizarlii CydacHOTO CBITY.

OnHoyacHO 3 MMM, ICHYE€ mnoTpeda ONTUMI3yBaTH IPOIECH OIlIHKU

Oe3neku, o0 BOHM OyiM OUIbII THYYKHMH, HMIBHJIKHMH Ta IHTETPOBAHUMH.
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CyyacHull MBUAKUN TEMIT PO3POOKHU MPOTrpaMHOTro 3a0e3MeUeHHs BUMarae, oo
METOJI OLIHKH Oe3neKu Oy TaKUMU K JUHAMIYHUMHU, K 1 3arPO3H, 3 SIKUMHU
BOHU OoproTbes. lle o3Hauae BHpOBaKEHHS aBTOMATHU30BAHMX CUCTEM, SIKI
MO>KYTb IIPOBOJIUTH MOCTIMHI IEPEBIPKU, aTANTYBATUCS 10 HOBUX BPa3IUBOCTEH
Ta HETalfHO pearyBaTH Ha MPOOJIEeMH, 110 BUHUKAIOTh, TUM CAMHUM 3MEHIITYIOUU
yac Ha pearyBaHHS Ta BIJTHOBJICHHS.

M tyurawit inTenexT (I1II) BigkpuBae HOBI MOKIJIMBOCTI JIJIs1 aBTOMATH3AIII1
Ta onTUMI3alli npoueciB y cdepl kibepOe3neku. 3aBAsSKu CBOIM alrOpUTMam
MAIIMHHOTO HaBYaHHS Ta aHaMTHYHUM 3ai0HocTsM, I moxe edexkTuBHO
BUSIBJISITH, aHAJI3YBaTH Ta KiacU(iKyBaTh 3arpo3u B peasibHOMy 4aci. Lle He
TIJIBKUA CHPUSE IBUJIKOMY BHSIBICHHIO BPA3JIMBOCTEW Ta aTak, ajie W JI03BOJISE
cucTteMaM O€3IeKH aJlalTyBaTUCA O HOBUX Ta PO3BUBAIOYUXCS BUKIIMKIB, TUM
CaMUM MIJBUIIYIOYH 3arJIbHUIA PIBEHb 3aXHUILEHOCTI.

Buxopucranns I Takoxx Moxke ONTUMI3yBaTH MPOIECH MOHITOPUHTY Ta
BIIMOBIAI HAa I1HIWACHTH. ABTOMATHU30BaHI CHUCTEMH MOXYTh HENEPEPBHO
MOHITOPUTH MEpEXEeBUN Tpadik Ta MOBEIIHKY CUCTEM, BIICTEKYIOUU OY/Ib-Ki
BIJIXWJICHHSI B1Jl HOPMH, III0 MOXE CBIYUTH TIPO MOTEHITIMH1 3arpo3u. Lle 3HauHo
3MEHIIlye€ HaBaHTaXEHHS Ha (axiBLUIB KiOepOe3neKku, [T03BOJSIOUM  IM
30CepeAUTHCS Ha OUTBIN CKJIaHUX 3aBJAAHHIX Ta CTPATETIYHOMY IIaHYBaHHI.

Kpim Toro, interpamis Il y cucremu Oe3nexku crnpuse po3BUTKY Tak
3BaHUX '"CaMOHaBYalOUMXCs'" CHUCTEM, 3JaTHUX aHAJI3yBaTH JIaHl PO MOMepeaH1
aTakd Ta BPA3IMBOCTI, MO0 Kpalie MPOTHUCTOATH MalOyTHIM 3arpo3am. Taka
MOCTIMHA ajanTailisi Ta BIOCKOHAJICHHS CUCTEM O€3MEeKH € KIIOUOBUM (PaKTOPOM
y 60poTh0I1 31 3pOCTaIOUOI0 CKIIATHICTIO KiOep3arpos.

Takum 4YMHOM, THTEHCUBHHUI PO3BHUTOK Yy cepi KiOepOe3neKku He TUTbKH
M1JKPECITIOE 3HAYYIIICTh posi (axiBLiIB Y 11Kl 00JacTi, ajne il aKleHTy€e yBary Ha
HEOOX1THOCTI MOCTIHHOTO BAOCKOHAJICHHS MPOLIECIB, IHCTPYMEHTIB Ta MiIXOI1B,
SIKI BUKOPUCTOBYIOTHCS JIJIsI OLIHKU Ta 3a0e3nedeHHs Oe3leku B HMUudpoBOMY
IPOCTOPI.
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1.3 Onuc npodJemu

Ha cporoanimHiii JeHb €TAJOHOM TMpPAKTUK 3a0e3MeueHHs Oe3NeKH
PO3pOOKH Ta pOOOTH IPOTPAMHOTO 3a0€3MEUCHHS MOYKHA BBAYKATH METOIOJIOTIIO
"Security Development Lifecycle" (SDL) [7], siky po3poOuina koproparis
Microsoft. I{g MeTomoJioris BKIIOYAa€ KOMIUIEKC ITIAXOMIB Ta METOJMK, SKI
3aCTOCOBYIOTBCS JIJISi CTBOPEHHSI MPOTPAMHUX MPOJIYKTIB Ta OHJIAMH-CEPBICIB B
YMOBax BUCOKHX pU3MKIB Yy cepi O6e3neku. OcobnuBictio SDL € iHTerpanmis
NpUHLMMIB O€3Meku Ta KOH(MIICHIIIHHOCTI Ha KOXXHOMY €Taml MpoIecy
PO3POOKH.

BrpoBamxeHHsT KOHILIENIIN Oe31euHO01 PO3pOOKU B YK€ 1ICHYIOU1 MPOLIECH
MOXKe OYTH CKJIQJIHUM 1 BUTPATHUM, OCOOJIMBO y pa3i HEKOPEKTHOTO MiJIXO.y.
EdexTuBHUN KOHTpOJIb HAJl BIUIMBOM IIMX CKJIAJHOIIIB MOXJIMBHM 3aBISKU
PO3YMIHHIO  KIIIOYOBHX €JIEMEHTIB MpakTUK Oe3Me4Hoi pPOo3poOKH Ta
IPUOPUTETHU3ALIIT 3aX0/IIB 3aJIEIKHO BiJ] PIBHS 3p1LIIOCTI KOMAaHIU PO3POOHUKIB.

Merononoris SDL Microsoft mepen0ayae HacTynHl €Tanu: TpPEHIHT,
BUMOTH, TPOEKTYBaHHsS, pO3poOKa, Bepudikaiis, pemi3, pearyBaHHs. JlaHa
METOJIOJIOTIsl BKJIFOYA€ OOOB'SI3KOB1 3ax0AM O€3MeKH, sKi BUKOHYIOTHCS Ha
KOKHOMY eTarli po3poOku. CxemaTuyHe 300paKeHHs €TaliB KUTTEBOTO IUKITY

po3po0OKH Ta npakTuk 3rigHo Microsoft SDL 306paxeno Ha Puc. 1.2:

TpeHiHr Bumoru NpoekTyBaHHA Po3pobka Bepudikauis Penis PearyBaHHS

Bu3HaueHHs LOvHaMi4HNA QiHanLHui

apXiTeKTYpU aHanis kogy aHanis
CratnyHui Gesnekun N3
AHanis BexkTopis aHanis kogy dasiHr
Bu3Ha4eHHS aTaku TecTyBaHHA Mnax PearyBaHHs Ha
BUMOT 6e3nekn BukopucTaHHs pearyBaHHs Ha iHUMAEHTK 3rigHo
BasoBsi TpeHiHru Mo6ynoBsa nepesipeHnx AHani3 nosepxHi IHUMOEHTH po3apobneHoro
3 Besneku OuiHKa pr3uKiB Mmogeni 3arpo3 IHCTPYMEHTIB arakn Besnekn nnaxsy

Puc. 1.2 - Eranu xwurreBoro nukity po3pooku 13, 3rimno MSDL
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Opniero 3 kimodoBux a3z merogoiorii SDL € daza po3pobku. Lleit etan
Mae€ BUpIIIATbHE 3HAUYEHHS Y BU3HAUEHH] CTYTEHS BPa3IMBOCTI PO3POOIIOBAHOTO
nporpaMHoro mnpoaykty. Ilim gac ¢asu po3poOku, po3poOHHKHA BTUIIOIOTH Y
KUTTS TIONEpPEAHBO CIUIAHOBaHI BHUMOTH Oe€3leku Ta KOHQIICHIINHOCTI,
BTUIIOIOYM iX y KOJI MporpamMHoOro mpoaykry. Lleil mporec BkiItoyae He JHIIe
HAlMCaHHs KOJy, a 1 MOro TecTyBaHHsI, MEpPEBIPKY Ha HASBHICTH MOMUJIOK,
Bpa3JIMBOCTEHN Ta IHIIUX MOTCHLIHHUX PU3HKIB.

Came Ha etami po3poOKH peani3ylOThCid OCHOBHI MEXaHI3MHU Oe3NeKu
MalOyTHHOTO MPOTpaMHOrO TMpoaykry. Hemoniku B peanmizaiii MOXYTh
MPU3BECTH 10 CEPHO3HUX BPA3IMBOCTEH B MPOTPAMHOMY MPOAYKTI, SIKI CTAHYTh
BIJIKDUTHUMH JIJIs 37IOBMUCHUKIB Ta MOXKYTh OyTH BUKOPUCTAHI1 JJIs aTakK.

Tomy, ocobiuBy yBary Ha (pa3i po3poOKy MOTPIOHO MPUAUISITH TOUHOMY
JOTPUMAaHHIO crieuu@ikaniii Oe3MeKH, a TaKOoXK MPOBEAEHHIO PETEIbHUX
TECTyBaHb 1 MEPEBIPOK KOy, TAKUX SK CTaTHUHMUNA aHami3 koxay. CraTnyHuit
aHajii3 KONy BKJIIOYae B ceOe MepeBipKy KOAYy Ha BIAMOBIAHICTH CTaHIapTam
IporpaMyBaHHs, MOIIYK I1a0JOHIB, SKI MOXYTh BKa3yBaTH Ha MOMUIKH abo
BpPa3NMBOCTI, Ta aHali3 koay Oe3 ioro BukoHaHHs. llel migxim mo3BojsiE
11eHTU(PiKyBaTH MPOOJIEMH IIe 10 TeCTYBaHHS UM BHUITYCKY MPOJIYKTY, 3HAYHO
M1BUIIYIOYH PIBEHb O€3MEKH Ta HAAIMHOCTI MPOTPAMHOTO 3a0€3MEUCHHS.

Ha ¢a3i Bumycky mnporpamMHOro mnpoayKTy, CTaTUYHUN aHaJi3 TaKOX
BIJIIFPA€ BAXJIMUBY poJib. BiH onmomarae BIEBHUTHUCH, IO BCl BUIPABJICHHS Ta
OHOBJICHHS, BHECEHI1 IIiJl Yac Po3pOOKH, HE BBEIU HOBUX BPA3IMBOCTEH Ta IO
3arajJbHUN piBeHb O€3MEeKU MPOTrpaMHOTO MPOIYKTY BIAMOBI/IA€ BCTAHOBIECHUM
BHMOTaM.

Jlis cTaTUYHOTO aHaji3y KOy iICHY€ 3HauHa KUIbKICTh 1HCTPYMEHTIB, 5K
B OLIbIIOCTI 0a3yrOThCSA HA MPUHIIMII TOIIYKY MEBHHUX IA0JOHIB y koal. Llei
METOJl J103BOJISIE BUKOPHCTOBYBaTH CTaTH4YHI aHalmi3atopu Koay 0Oe3

HEOOX1IHOCTI JOAATKOBHX HaJjalTyBaHb, IO pPOOUTH iX B3pyYHUMH Y
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BUKOPHUCTaHHI Ta e(PEKTUBHUMHU TSI IBUJIKOT 1IeHTU(IKAIT TUITOBUX TOMUJIOK
Ta BPA3JIMBOCTEH.

[Tomyk miaGioHIB y KOJI 3a3BHYail 30CEPEIKYEThCS Ha BUSIBJICHHI
BIJIOMHX IATEPHIB, K1 MOKYTh BKa3yBaTH Ha MOTEHIIIMHI POOJIEMH — TaKl SIK
BUKOPHUCTAHHA 3acTapiinX (PyHKIIN, BITOMHX Bpa3auMBOCTEeHd a00 HEOE3MeYHUX
MPAKTUK MPOTpaMyBaHHS.

Hanpuxmnan, inctpymentu, Taki sik Checkmarx [12], Google's Code
Search[13], Coverity Scan[14], Micro Focus's Static Code Analyzer [15] Ta
Flawfinder[16], BUKOPUCTOBYIOTH METOAM MOIIYKY 32 MIAOJIOHOM JIsl BUSIBJICHHS
MOTEHI[IHHUX TMpolOjeM 3 Oe3nmeKko B HIporpaMHoMy 3a0e3nedeHHi. L1
IHCTPYMEHTH Ay>Ke €(PEKTUBHI Yy BUJIKOMY CKaHYyBaHHI BEJIUKUX OOCSTIB KOy
JUIS BUSIBJICHHS IAOJIOHIB, SKI CXOXI Ha BiZoMi Bpa3muBocTi. Lled mimxing
0COOJIMBO KOPUCHUI AJIA TOYATKOBUX CKaHyBaHb a00 /IS 1HTErpalii Oe3neku Ha
paHHI eTany >UTTEBOTO IUKIY PO3POOKH MPOTPAMHOTO 3a0€3MEUCHHS, e
BUIKHUI 3BOPOTHUH 3B'SI30K € KPUTHUHUM.

OnHak OCHOBHUM OOMEKEHHSM METOJIB MOIIYKY 3a IIa0JIOHOM € IXHS
TEHJICHIIIS /10 BEJIMKOT K1JIbKOCT1 TOMUJIKOBHX MO3UTUBHUX pe3yibTaTiB[11][17].
[Iss mpoGieMa BUHUKAE uepe3 Te, MO JaHI METOJM YacTo 1MEHTU(PIKYIOTh
1abJI0OHY KOy SIK Bpa3JIuBi, HE BPAXOBYIOUHU 3araibHUI KOHTEKCT 400 KOHKPETHI1
BUKOPHUCTaHHS KOay. B pe3ynbTaTi po3poOHUKH MOKYTh BUTpadaTH 3HAYHHH Yac
Ha PYYHUU Meperisi Ta NATBEPIKEHHS BI3HAYEHUX MPOOJeM, 1110 MOXKe OyTH
HE TIPOYKTUBHO 1 TPU3BOUTH JI0 3aTPUMOK y TPOIIECT PO3POOKH.

Tomy, Xoua METOIY MOIIYKY 3a A0JOHOM 1 € MBUAKUMHU JIJIsI TOTIEPEAHIX
CKaHyBaHb, iXHS HEJOCTATHA TOYHICTh 1 BHCOKAa KIJIbKICTh TOMHUIKOBUX
MO3UTUBHUX PE3YJIbTaTIB POOUTH iX MEHI €(PEKTUBHUMH JJII KOMIUIEKCHOTO 1
TOYHOT'O BUSBJICHHS BpasziuBocTeld. CaMe TOMy BUHUKA€E TOTpeda B PIllICHH], IKe
J03BOJIUTH TTPOBOJUTH aHAJI3 MPOTPAMHOTO KOy HE TUTBKHM MIBHUIKO, aje U 3

O1IBIIIOI0 TOYHICTIO Ta MIHIMAJIBHOIO KUIBKICTIO XMOHMX cIipaitoBab. e crae
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O0COOJIMBO BAXJIMBUM JUIS TIJBUILCHHS O€3MEKH TIPOIECIiB PO3POOKH Ta
Bepu(ikallii mporpaMHOTO 3a0€3MEeUCHHS.

Po3Butok TexHoNOTIH, 0COOJHMBO Yy cdepl MITYYHOTO IHTEIEKTY Ta
MAIIMHHOTO HAaBYaHHS, MOKE MPOMOHYBATH PIIICHHS, 3/1aTHI BUSBIATHA OUIbII
CKJIa/IHI 1 MEHIII OYEBH IHI BPA3JIMBOCTI, HE OOMEXYIOUHCh JIUIIEC CTAHIAPTHUMHU
mabysoHamMu. Taki IHCTpYMEHTH MOXKYThb aHaJli3yBaTH KOJ Ha IIMOIIIOMY PIBHI,
BpPaxoOBYIOUH KOHTEKCT, JIOTIKY MpOTrpaMd Ta MOTEHIINWHI NIISXH BUKOHAHHS
KOZY.

BukopuctanHs poO3MIMPEHUX METOIIB aHali3y JO03BOJIUTh HE JIUIIE
BUSBIISITU BPa3JIMBOCTI, ajie ¥ 3a0e3medyBaTH OUIbII TOYHI MPOTHO3M IOJ0
MNOTEHIIIHUX TPOOJIeM, MIHIMI3YIOUM TIPHU 1bOMY XHOHO MO3UTHUBHI Ta XHUOHO
HeraTuBHI pesynbTaT. lle, B cBOIO dYepry, 3poOUTH MPOIECU PO3POOKH Ta
Bepudikallii mporpaMHOro 3a0e3nedyeHHsl 3Ha4HO €(PEKTUBHIIIUMHU, 3HIHKYIOUU

PH3UKH Ta IMABUIIYIOYH SKICTh KIHIIEBOTO IIPOIYKTY.

1.4 TlocTanoBKa 3aaa4i JOCTiTKEeHHSA

OCKUIBbKY Tally3b MITYYHOTO 1HTEIEKTY CTPIMKO PO3BUBAETHCS, OKPIM BiKE
YaCTKOBO PO3MVISIHYTUX METO/IIB Ha OCHOBI MOIIYKY NAaTEPHIB, ICHYIOTh YUACIEHH1
pIllIEHHs] Ta MOJETI, SKI MalTh TOTEHIiaJl BHECTH CYTTEBI IOJIMIICHHS B
ICHY10Y1 TIpoliecH Po3poOKU Ta Bepuikallli mporpaMHOro 3a0e3rneueHHsl.

Meroau aHaiizy NporpaMHOro KOAy Ha OCHOBI MOJIOHOCTI CTalOTh BCE
OUTbLI aKTyaJIbHUMH, OCOOJIMBO TMpPH BUSBIEHHI Bpa3IMBOCTEH Yy BEIUKUX
KoJ0BUX 0Oazax. Lli mMeTroam mpalroroTh, MOPIBHIOWOYM (parMeHTH Koay, 1100
BUSBUTH "KJIOHU KOJIy", SIK1 B CyTHOCTI € YAaCTUHAMU KOAY, 1110 OyJIM PEeTUIiKOBaH1
BCEpPEANHI UM MIXK MPOTPaAaMHUMHU CHCTeMaMH. Takl KJIOHU YacTO MOIIHUPIOIOTH
BPA3IMBOCTI 1 TOMMUJIKHA, TOMY BHUSIBJICHHs iX € BaKJIMBUM Ui 3a0e3meueHHs
Oes3rmekn mporpamMHoro 3adesneueHHs. E(QEKTUBHICTh MUX METOIB MOJSITAE B
iXHIM 34aTHOCTI BHUSBJISITH HE JIMILIE TOYHI KOMIi KOy, ajle ¥ BapiaHTH, SKi

MOXYTh MICTUTH HE3HA4H1 3MiHU a00 OyTH nepepoOiieHuMu. [HCTpyMEeHTH, Taki
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ak VulPecker[20] 1 VUDDY[19], u1tocTpyloTh AOCATHEHHA Yy MM Tamysi,
BUKOPHUCTOBYIOUHM CKJIQJHI QJTOPUTMH Ta TEXHIKH, TakKi SK TPaHYJSPHICTh Ha
piBHI (QyHKIIM Ta aOCTpakiiisl 3 IIJABUIICHOI YBarow 10 Oe3meKu s
MOKpAIIEHHS] TOYHOCT1 BUSIBJICHHS.

[Ipore i MeToIM MarOTh Jesiki oOMexeHHs. OHIEI0 3 OCHOBHUX MPoOIeM
€ TXHS BUCOKa OOUYMCITIOBAJIbHA CKIIAAHICTh, 110 MPU3BOAUTH A0 BUCOKUX BUMOT
70 4Yacy, a TakoX 10 00’eMy mam’siTi, OCOOJIMBO TIPH aHATI31 BEIMKUX Ta
CKJIQJHUX TporpaMHux mpoaykriB [18]. Ile poOuTh mporec BUTpaTHUM Ha
pecypcu Ta 1HOJI HEMPAaKTUYHHUM JUIS MIBUAKUX NOTped y aHamizi. Kpim toro,
X04Ya Il METOAW BMUIO BUSIBJISIIOTH BPa3JIMBOCTI, BOHU YacCTO CTUKAIOTHCS 3
BHCOKOIO KUJIBKICTIO NMOMUJIKOBUX TMO3UTHUBHHUX pe3yibTaTiB. Lle o3Hauae, 1m0
BOHU MOXKYTh HETIPABUJILHO 1IEHTU(]IKYBATH HE-BPa3IUBUN KO SK BPa3IMBUH,
[0 TIPU3BOJUTH 10 JOMATKOBOI PYYHOI MEPEBIPKH 1 MOKIUBUX 3aTPHUMOK Yy
nporeci po3poOku. 30amaHCyBaHHS TOYHOCTI BHUSBJICHHS BpPa3JIMBOCTEH 3
MIHIMI3al1€10 TOMUJIKOBUX MO3UTUBHUX PE3YJIbTATIB 3AMHMIIAETHCA KPUTUYHOKO
0o0JIacTIO NJisi TOKpAIIEHHS METOJIB aHalli3y MPOrpaMHOro KOJYy Ha OCHOBI
HOJIIGHOCTI.

3actocyBaHHA peKypeHTHuX HelpoHHux wMepex (RNN) B oOnacti
BUSIBJICHHS BPA3JIMBOCTEH MPOTPaMHOrO 3a0€3MeUeHHs MOKa3alo MePCreKTUBHI
pe3yJIbTaTH, K II€ MiATBEPKYETHCS YUCICHHUMH J0CaipKkeHHsamu [21-26]. 1li
Mepex1, BIZIOM1 CBOEIO 3JJaTHICTIO 0OPOOJISATH MOCTIJOBHOCTI JaHUX, €PEKTUBHO
BUKOPHUCTOBYBAJIUCA JJI BUSBIICHHS MATTEPHIB 1 aHOMaITIN y KO, SIKI MOXYTh
BKa3yBaTH Ha BPa3jIUBOCTI.

B pobGorax [21] [22] aBTOpWM JOCHITKYBaJIM BUKOPHCTAHHS TEXHIK
rMOOKOTO HaB4YaHHS, BKJIouaroun RNNS, miis MmiJBHUINECHHS BIiJICTEKYBaHHS
MIOMIJIOK B TIPOTpaMax Ta BHSIBJICHHS KJIOHIB Koay. BoHM mpoaeMoHCTpyBaiH,
110 rIMOO0Ke HaBYAHHS MOXXE CEMAHTUYHO OOpOOJIATH BENUKiI OOCATH KOAY Ta

1meHTUiKyBaTH CX0Xi a00 KJIOHOBaHI ()parMEeHTH KOIY 3 BHCOKOIO TOYHICTIO.
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s 30aTHICTh € KPUTHUYHOIO JJIsi BUSIBJICHHS MOTEHIIIMHUX BpPA3JIMBOCTEH, K1
MOXYTh OyTH MPUCYTHIMHU B PEITIKOBAaHUX (PparMeHTax KOJy.

ABTopu [23] BHUKOpUCTAIIM HOBATOPCHKUM MIAXiJ, 3aCTOCOBYIOUH
HEHWPOHH1 MEPEXi I po3mizHaBaHHs (YHKIN B OiHapHUX (aitnax. s TexHika
0COOJIMBO BaXKJIMBA JIJIs1 BUSABIICHHS BPA3JIUBOCTEH Y CKOMITIJILOBAHOMY KO/, 1€
BUXIJTHUM KOJI HE 3aBXK I JIOCTYITHUM. iX poOoTa miakpecitoe moTeHiaa RNNs y
pPO3YMiHHI Ta aHami3i OuIbll aOCTPaKTHUX MPEACTABICHb MPOrPAMHOTO
3a0€3MeUeHHs.

HocmimkeHnHs: aBTopiB [24] mpoaeMoHCTpyBaio MOXIUBICTH RNNs
HABYATUCA NPEICTABICHHAM (DYHKIIN 3 HEPO3MIYEHUX MPOTrPaMHUX MPOEKTIB,
110 J0TIOMarae B BUSIBIICHHI Bpa3iuBocTel. Lle miaxia BaxKJIMBUM, OCKUTBKH BIH
3MEHIIIy€ 3aJCKHICTh BIJ] BEJIMKHUX PO3MIYEHHX HAOOPIB JaHUX, SIKI 4YacTo
BIJICYTHI B 00J1aCTi Bpa3JIUBOCTEM MPOrpaMHOTO 3a0€3MEUEHHS.

B po6orax [25] [26] aBTOpH TIpeacTaBriIM cUcTeMH, Taki sk VulDeePecker
1 SySeVR, sKki BHUKOPUCTOBYIOTh TJIMOOKE HaBUaHHS ISl BUSIBJICHHS
BpaznuBocTedt. L1 cucremu pemoHcTpyroTh, sk BLSTM (Oimepukiiiini
PEKYpPEHTHI HEMPOHHI MEpeki) MOXYTh €()EeKTHBHO BUBYATH IPEJCTaBICHHS
KOJy Ta BUSBIISATA CKJIQJHI MAaTT€PHU, MOB'3aHI 3 PIZHUMH BPA3IUBOCTIMHU
porpamMHoro 3abesneueHHs. Ix po6oTa Takok MiJIKPECIIoe BaKIIMBICT BUOOPY
O3HAaK Ta BUKJIHMKHM, I[OB'A3aHI 3 OaJlaHCYBAHHSIM BHSBJICHHS CIPaBKHIX
BPa3IMBOCTEH MPOTH MOMIJIKOBUX TIO3UTUBHHUX PE3yJIbTATiB.

EdextuBuicte RNNS B 1iux TOCTIKEHHAX CBITYUTH MPO TXHIM BEITUKHIMA
NOTEHII1aJ Y BUSIBJIEHHI BPa3JIMBOCTEN mporpamMHoro 3ade3nedenHs. L1 HeliponHi
MepeKi BIIMIHHO PO3MI3HAIOTH CKIAAHI MATTEPHU Y TIOCIITOBHOCTSIX JIAHUX, 1110
poOuTh iX iAeaqbHO MIAXOMALIUMH JI1 aHaji3y pSAKIB KOy, BHUSBJICHHS
aHOMAaJIIM 1 BU3HAYEHHS ITOI10HOCTEMN.

OTxe, MOCHIHKEHHA MOKa3yioTh, 1m0 RNN geMOHCTpyIOTh 3Ha4YHUN

NOTEHIIaNl Y aHali31 Bpa3JIMBOCTEH MPOrpaMHOro 3a0€3MeUeHHs 3 TAKUX MPUYHH:
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31aTHICTh €(peKTUBHO 0OPOOJISATH MOCIIIOBHOCTI — KOJ[ CKJIATA€ThCS
3 MOCJIIJOBHOCTEH PSAIKIB, IHCTPYKIIIM, BUKIUKIB (DYHKIIIH.
MOXIMBICTh BUSBJIATH CKJIAQJHI IIa0JIOHHW BpPA3JIUBOCTEH, SKI
CKJIAJHO IMOMITUTH 1HIITUMH METOJAMHU.

3MaTHICTh TPAIIOBATH 3 aOCTPAKTHUMH TPEACTABICHHIMH KOIY,
TaKUMU K O1HapH1 (aitnm Ta GyHKIIII.

[lotenmian  HaBuaTucsi  Oe3mOcepeHbO 3 HEPO3IMIUCHUX
MPOTPAMHUX MIPOEKTIB, YHUKAIOUH 3aJIKHOCTI BiJl BETUKUX HAOOPIB
PO3MIYCHHUX JIAHHX.

['HyukicTh 1010 TOEIHAHHS 3 I1HIIUMU METOJAaMU TJIMOOKOTO

HaBYaHHA IJIA IIOKPAIICHHA e(i)eKTI/IBHOCTi.

OpHak ICHYIOTb 1 TI€BHI BUKIIUKH:

1.

CknafHICTh HaJAITYBaHHS apXITEKTypd Ta TCilepHapaMmeTpiB
MEpexi.

HeoOxiHICTh BEMMKUX OOYUCIIOBAILHUX PECYPCIB JI1 HABYAHHS
rimOokux RNN.

CxnanHicTh 1HTEpHpeTanii BHYTPINIHIX MPEACTaBICHb MEPExi,
HaOyTUX Mij] Yac HaBYaHHS.

Pusuk nepeHaBuaHHs Ta MJUIAIITYBaHHS /10 KOHKPETHUX HaOOpIB

TaHUX.

[Toganeini  gociipkeHHsT MarTh (OKYCyBaTHCS Ha TOAOJAHHI IUX

oOMexeHb, a TakoK Ha peanizaiii RNN-monenelt y mpakTHYHUX THCTPYMEHTax
ananizy 6e3neku [13. Lle 103BoauTH peainizyBaTH MOBHOO MIPOIO iX MOTEHIIAN Y

BUSIBJICHHI BPA3JIMBOCTEH.

Buxopucranns 3roptkoBux HeponHux mepex (Convolutional Neural

Networks, CNN) mJist BUSIBJICHHS Bpa3JIMBOCTEH Y MpOrpaMHOMY KOJIi TTOKa3ajio

3Ha‘—IYI]_Ii pe3yJibTaTH, aJI€ CYIIPOBOLIKYETHCA IICBHUMH BUKJIIMKAMMU.
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3ropTKoB1 HEHPOHHI MEPEXi, sIKI B OCHOBHOMY BIJIOM1 CBOEIO YCIIIIHICTIO
y 3aBAaHHSAX 00pOOKH 300pakeHb 1 po3Mi3HaBaHHs MIa0JI0HIB, OYJIM aJanToBaH1
JUIA aHAJi3y 1 IPOrHO3yBaHHS Ae(eKTiB i Bpa3aMBOCTEl POrPaMHOro Koy. Ix
NEePEeBarol0 € 3/aTHICTh €(heKTUBHO BUSIBIISTU JIOKAIbHI MATTEPHU B JAHUX, 1110
pOOUTH X MPUIATHUMU IS TIOIIYKY MOTSHINIHHO HEOE3MeUHUX KOHCTPYKIIHN y
KOJIl.

Hocmimkenns Jli ta iH. [27] IEeMOHCTpYe 3acTOCYBaHHS 3TOPTKOBUX
HEHPOHHMX MEpPEeX y NPOrHO3yBaHHI Je(EKTIB IPOrpamMHOro  KOIy.
Posrnsgatoun kon sik GopMmy JaHUX, SKYy MOXKHAa OOpOOJSTH aHAJIOTIYHO
300pakeHHSIM, BOHM [I0OKa3ajH, I[I0 3FOPTKOBI HEMPOHHI MeEpexXl MOXKYTh
e(eKTUBHO 1IeHTU(PIKYBATU IAOJIOHH, SIKI BKa3YIOTh Ha HAsIBHICTH JE(EKTIB.

[le#t minxiy BKa3zye HaA 3/IaTHICTb 3TOPTKOBUX HEUPOHHUX MEPEK
3aXOIUTIOBATH T4 BUBYATH CKJIAJHI OCOOIMBOCTI MPOrPaMHOrO KOAY, SIKI 4acTo
CBIJTYaTh MPO MOTEHIINHI Bpa3nuBocTi. Hampukias, nmeBHi koMOiHamii QyHKIIIHI
YU CTPYKTYp AAHUX MOXKYTh OyTH 1HAMKATOPAMH ypPa3IMBUX IiISHOK KOIY.
3ropTKOBi1 MEpExXi 100pe MIIXOAATh AJI BUSBICHHS TAKMX KOMOIHAIIH.

Jocmigauku ['eHr Ta iH. [28] Ta Banr Ta iH. [29] y ¢cBOiX po6oTax AeTaabHO
aHaTI3YIOTh 3aCTOCYBAaHHS 3TOPTKOBUX HEUPOHHUX MEPEXK UISi CEMaHTHYHOI
CerMeHTarlii 300paxkeHb. BoHU po3riianaloTh K CHIbHI, TaK 1 CJIa0Ki CTOPOHHU
3rOpTKOBUX HEUPOHHUX MEpEeX Yy LN 3a1aul.

30KkpeMa, aBTOpPU 3a3HAYyarOTh, WIO0 3TOPTKOBI HEWPOHHI Mepexi
JEMOHCTPYIOTh BHUCOKY €(eKTHUBHICTh y Kiacu(ikaiii Ta po3mi3HaBaHHI
JIOKAJIbHUX Bi3yaJIbHUX MAaTEPHIB Ha 300pakeHHsX. Lle MosCHIOETHCSI HAsIBHICTIO
3TOPTKOBUX IIAPIB, AKI BUIIISIOTh O3HAKU 3 BXITHUX JAHUX, Ta BAKOPUCTAHHSIM
omeparlii myJIiHTy, KOTpa MiABHUIIYE CTIHKICTh 0 HEBEIUKUX 3CYBIB 1 TOBOPOTIB.

[Ipore poOCHIAHUKKA 3a3HA4YalOTh, LIO0 YKMCTO 3TOPTKOBI apXITEKTYpH
MOXYTh HEMPAaBWIHLHO 1HTEPNPETYBAaTH 3arajJbHUN KOHTEKCT 300paKeHHS Ta
CeMaHTH4YH1 3B's3kM MDK oO0'ektamu. lle BimOyBaeThCsi TOMy, IO 3TOPTKOBI

HEHWPOHHI Mepexki OOpoOJAIOTh 300pakKeHHS MOCHIJIOBHO, Iap 3a IIapoM,
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(oKycylouMCh JHMIIE Ha JIOKAIbHOMY OTOYEHHI KOXKHOro nmikcens. Taka
0COOJIMBICTD YCKIIATHIOE MOJICTIOBAHHS TJI00ATbHOTO KOHTEKCTY CIICHH.

AHQJIOTIYHI TPYJHOII BWHHUKAIOTh IIPH 3aCTOCYBaHHI 3TOPTKOBHUX
HEHPOHHUX MEPEXK JJIs aHaJl3y IPOrpaMHOro KoJy. 3 0HOro 00Ky, BOHU 100pe
PO3MI3HAIOTH JIOKAJIbHI CHHTAKCHUYHI KOHCTPYKINi, ajie MOXXYTh HEMpPaBUIHHO
IHTEPIIPETYBATH X POJIb TA B3a€EMO3B’SI3KM Y 3arajibHii nporpami. Lle ycknanHioe
TOYHE BUSBICHHS BPA3JIMUBOCTEH, OCKIIBKM MOTPIOEH aHami3 SK OKPEeMHX
(parMeHTiB KOy, TaK 1 iX B3a€MOJI1.

OTxe, He3BaXalOuW Ha TMOTEHIal 3TOPTKOBUX HEHPOHHUX MEPEXK,
MOJAJIBIIT  JOCITIPKEHHS MarTh (POKYCyBaTUCS Ha BHPILIEHHI MpoOJIeMHU
BpaxyBaHHS KOHTEKCTHHX 3B’SI3KIB SIK Y 300paK€HHSX, TaK 1 y MpOrpaMHOMY
koai. lle n03BOJMMTH MOBHICTIO PO3KPUTH IEpPEBarv JaHUX HEHPOMEpEx s
CKJIaJIHUX 3a/1a4 KOMII I0TEPHOI0 30py Ta aHamizy Oe3mneku [13.

I'mu6oxi mepexi BipyBanb (Deep Belief Networks, DBNSs), sik onna 3 hopm
apXITEKTYpH MNHOOKOI0 HABYAHHS, JEMOHCTPYIOTh OOIISHI pe3yibTaTh y cdepi
BUSIBJICHHSI BPa3jMBOCTEH MPOrPaMHOTO 3a0e3MeyeHHs], sIK 1€ BUIHO 3 POOIT
nocmigaukiB [30] [31]. Lli Mepexi mposBISIOTH OCOOIMBY €(PEKTHUBHICTH Y
BUJIUVICHHI BHUCOKOPIBHEBUX Ta CKJIAJHUX aOCTpakilii 3 JaHuX, I10 BKpai
BXXJIMBO JJI aHATI3y Ta niepeadadeHHs 1e(eKTiB Ta Bpa3aIuBOCTEN MPOTrpaMHOTO
KOTY.

B po6oti [30] 6ysi0 mpoeMOHCTPOBAHO BUKOPUCTAHHS MEPEX TIIMOOKHUX
BIpYBaHb I aBTOMATUYHOTO HABYaHHS CEMAaHTHYHUX O3HAK, SIKI BKa3ylOTh Ha
HasBHICTh Je(pexTiB y mporpamHomy komi. Lled miaxin HaOyBa€ BEJIHMKOTO
3HAY€HHs, OCKIJIbKM BIH BUXOAMTH 33 MEXI MOBEPXHEBOTO aHaJi3y KOy Ta
JOCTIKY€E MTUOMHHY CEMaHTHKY KOJTy, SIKa YaCTO MICTUTh Ba)KJIMBI BKa31BKU Ha
MOJIHBI Bpa3imuBocTi. [1Insixom HaBYaHHS IUX TIHOOKUX CEMaHTUYHHUX O3HAK
rIMOO0KI Mepexi BIpyBaHb MOXYTbh MPOTHO3YBAaTH A€(PEKTH 3 BUILOIO TOUHICTIO,

HDK JIesK1 TpaJauIliiHI METOIH.
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JocmipkeHHss  aBTopiB  [31] po3risjgae  BUKOPUCTaHHS TJIMOOKOTO
HABYaHHSI, BKJIIOYAI0YM TIHMOO0KI MepexXi BipyBaHb, ISl IPOTHO3YBaHHS JE(PEKTIB
B peXuMi peasibHOro 4vacy. Lleit miaxis ocoOJMBO BaXXKJIMBUU JJIs1 BUSBIICHHS
BPa3IMBOCTEH Ha MOYATKOBUX €Tanax po3poOKu MporpaMHOro 3a0e3neueHHs, 110
JI03BOJISIE BYACHO BHIIPABJISATH TMOMUJIKM Ta 3MEHIIYE PHU3UK BIPOBAIKECHHS
BPa3IMBOIO KOJY.

HesBakatoun Ha 0OOIlsfHI pe3yJbTaTH, ICHYIOTh MOMITHI OOMEXEHHS B
3aCTOCYBaHHI TIJIMOOKMX MEPEX BIpyBaHb JUIsl BUSIBICHHS BpasJIMBOCTEU
IPOrpPaMHOr0 KOJy. TNIMOOKI MEpeXi BIpyBaHb € CKJIQJHUMH MOJCISIMH, SK1
BUMAararoTh 3HAYHUX OOUYUCITIOBAIBLHUX PECYPCIB JIJI TPEHYBaHHS Ta 1HQEPEHCY,
10 MOK€ YCKJIQAHIOBATH iX MPAKTUYHY BUKOPUCTAHICTh Y MEHIITUX MTPOCKTAX YU
KOMaHJ1aX 3 00MekeHUMH pecypcaMu. EQeKTUBHICTh IMOOKHX MEPEX BIpyBaHb
B 3HAYHIM Mipi 3aJEKUTh BIJl SIKOCTI Ta 0OCSATY HABYAJIBHUX JAHUX, IO MOXKE
OyTH CKJIQJJHUM 3aBJIaHHSM B KOHTEKCTI BUSBIICHHS BPA3JIMBOCTEH MTPOTrPaMHOTO
kony [32]. KpiM Toro, rimmboki Mmepexi BipyBaHb, MOJIIOHO A0 OaraTh0X Mojienein
IMOOKOT0 HaBUaHHSI, CTUKAIOTHCS 3 IPOOJIeMaMH 1HTEPIPETOBAHOCTI, IO MOXKE
YCKJIQAHIOBATH PO3YMIHHS MPUYUHU Kilacudikaliii meBHOTO (pparMeHTy KOay K
BPa3JIMBOro, U0 € MPOOJIEMaTUYHUM, KOJIU PO3POOHUKH MOBUHHI NIEPEBIPSITH Ta
BUIIPABIISATH 111 TPOTHO3U. 3aTHICTh TIMOOKUX MEPEXK BIpyBaHb JI0 3arajibHI3allii
pe3yIbTaTIB MIXK PI3HUMH IPOTPAMHUMU MPOEKTAMH Ta MOBaMH ITPOTrpaMyBaHHs
HE 3aBXJIU TapaHTYETHCsI, OCOOJIUBO SKIIO ICHYIOTh 3HA4H1 BIAMIHHOCTI B CTHIII
MporpamMyBaHHS, apXITEKTypl YA MOBI.

Benuki moBui mozeni (Large language model, LLM) e nepcrniektuBHUM
HANPSMKPM PO3BUTKY TEXHOJIOTIH IITy4HOro iHTENEKTy. IXHA yHiKanbHa
apxiTeKTypa Ta MOTY>KHI OOYMCIIOBAJIbHI MOXIJIMBOCTI JO3BOJISIIOTH BEITUKUM
MOBHHM MOJEIsAM e(EeKTUBHO OIpallbOBYBaTH NPUPOJHY MOBY, PO3YMITH
KOHTEKCT Ta T€HEPYBaTH 3MICT.

OctaHH1 TOCHIKEHHS IEMOHCTPYIOTh, 110 BEJIMKI MOBHI MOJENI TaKOX

MOXXYTh YCHIIIHO 3aCTOCOBYBATHUCS JJI aHaji3y IMPOrPaMHOrO KOy 3 METOI0
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BUSBJICHHS MIPUXOBaHUX BpaznuBocteil [7/8]. Ilo cyTi, mporpamMHuil KoJ MoxKe
po3rasaaTucs K oco0auBa popma IPUPOTHOI MOBH 3 BIACHUM CUHTAaKCHCOM Ta
CEMaHTHUKOIO.

Ile mo3Bomsie aganTyBaTH apXITEKTypy Ta IMIAXOAU, POo3poOJeHi s
OOpoOKM TEKCTiB, IJs IiJeH aHamizy KOAy. 3aBISKHA BEIWYE3HIN KUIBKOCTI
napaMeTpiB (10 JACCATKIB MUIbAP/IIB), BETUKI MOBHI MOJIEJ 371aTHI BJIOBJIIOBATH
CKJIa/IH1 3aKOHOMIPHOCTI Ta 3aJIeXKHOCTI MK PI3HUMH (pparMeHTaMu KOAY.

Hampuknan, mogens CodeBERT [63], momepeiHR0 HaBUYE€HA Ha BEITUKHX
MacuBax JaHUX, JNEMOHCTPY€ 3[aTHICTh O CEMAaHTHUYHOIO aHali3y KOIy Ta
MOTIYKY JIOTIYHUX ITOMUJIOK, SIKi MOXKYTh BKa3yBaTH Ha HAsSBHICTh BPa3JIMBOCTEH.
[Toxibni Momeni TakoX €QEKTUBHO 3aCTOCOBYIOTHCS [JIsl BHU3HAYCHHS
CTPYKTYpPHOI Ta (PYHKIIIOHAJIBHOI MOAIOHOCTI MK (hparMeHTaMu KOAY PI3HHUX
nporpam [79].

BukopucTtanHs BETUKHX MOBHHX MOJIEICH HAJa€ MOXKIIUBOCTI "TIepEHOCY
3HaHb'", KOJM MOJENb, MONEPEeIHHO0 HABYCHA HA OJHMX MOBaxX Ta MPOEKTaX,
YCHIIIHO 3aCTOCOBY€E HAOyTI HABUYKH JIJIS aHAII3y 1HIIUX MPOrpaM, HAMCAHUX
B IHIIIMX MOBAX Ta JIJIs 1HIIUX IIUIeH. [le cyTTeBO po3IMIHMPIOE MOKIUBOCTI CUCTEM
JIETEeKIIii Bpa3IMBOCTEN Ta CIPOIILYE iX ajanTailito.

BTiMm, BeauMki MOBHI MOJEJI CTHKAaIOThCS 3 IIEBHHUMH OOMEKEHHSIMH,
TaKUMH SIK CKJIQJHICTh 1 PECYpPCOEMHICTh TPEHYBAHHS, YyTJIMBICTH 1O SIKOCTI
BXIHUX JaHUX Ta MPOOJIEMH TIIyMadeHHs OTPUMAaHUX pe3yJbTaTiB. Tomy Hapasi
BEJIMKI MOBHI MOZENl JOLUIBHO KOMOIHYBaTH 3 IHIIMMHU JIETIIUMH Ta
IIPO3OPIIIIUMU METOJaMHU aHaJli3y KOAY JHJIsi CTBOPEHHS HAHONTHMAITbHIIINAX
CUCTEM MOILIYKY BPa3JIMBOCTEN.

I'padosi neiiponni mepexi (GNN) € MOpiBHSIHO HOBHM, ajieé BKpai
NEPCTICKTUBHUM THIIOM apXiTEKTyp MTYYHUX HEHPOHHUX MEPEK, OPIEHTOBAHUX
HA aHAi3 TONOJOTiuHUX TpadoBux cTpykTyp nanux [80]. Ixms ywmixambHa

0COOJIUBICTB MOJIATAE Y 3AATHOCTI OOPOOJISATU HE PETyJISIpHI BEKTOPH YU TEH30PH,
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a came rpadu 31 CKIaJHOI TOMOJIOTIEI0, TaKl sIK MOJEKYJsIpHI Tpadu, rpadu
3HaHb, MEPEXK1 3B'SI3KIB TOIIO.

s BmactuBicTh poOUTH TpadoBl HEHUPOHHI MEpEki OCOOIHMBO
pEeBAaHTHUMU 1 MPUAATHUMU Ui aHAI3Y CTPYKTYPOBAHMUX JaHUX HA KIITAJIT
MPOrPaMHOTO KOy, SIKUHA TaKoXX Mae€ CKJIaJHy rpadoBy Mpupody. 30Kpema,
PI3HOMAHITHI 3aJICKHOCTI, B3a€EMOAIl Ta IOTOKM JaHUX MK (DYHKIISIMHU,
MOJYJISIMHM, 3MIHHUMH y TporpamMax MOXYTb OyTH MpEACTaBICHI y BHIJISIL
CKJIaHUX rpadiB.

Ha BigmiHy BiJl TpaguliiHUX HEUPOMEPEXK, SIKI OOpOOJSIOTH JIiHIMHI
MTOCJIIIOBHOCTI JJAaHUX, IpadoBl HEUPOHHI MEPEX1 CIELiaIbHO a/allTOBaHl s
MOJICJIIOBAHHSI TAaKUX TOMOJOTIYHUX 3aJIEKHOCTEH. 3aBAsSKU 1TEpalliiiHUM
rpadoBUM aJropuTMaM, BOHU 3JIaTHI MOUIMPIOBATH 1HQOpMaIlI0 MO pedpax
rpada, BUBYAIOYM 3B'I3KH SIK MK CYCIIHIMH, Tak 1 BifaIecHUMU By31amu [81].

Taka 3gaTHicTh GNN 10 rITHOOKOT0 KOHTEKCTHOTO aHAITI3y TOIMOJOTIUHHUX
CTPYKTYp JaHUX pOOWUTH iX HAI3BUYAWHO KOPHCHUM IHCTPYMEHTOM LISl
MOJICJIIOBAHHSI CKJIAHUX 3aJIe)KHOCTEW Ta TMOTOKIB JIAHUX Yy MPOTPAMHOMY
3abe3neueHHi. ['padoBe momanus komay gae GNN MOXIMBICTH OJHOYACHO
aHaII3yBaTH SIK JIOKaJIbHI 1a0J0HU (OKpeM1 (parMeHTH Koy ), TaK 1 riao0aibHui
KOHTEKCT (3arajbHa apXITeKTypa Ta JIOTiKa IPOTPaMH).

Taka koMOiHaIIs JIOKATBHUX Ta TJIO0AIBHUX 03HAK € KPUTUYHO BAXKJIMBOIO
sl €PEKTUBHOTO  BHSBJICHHS  KOMIUICKCHHUX,  KOHTEKCTHO-3aJIC)KHHX
BPa3NMBOCTEH, SIKI BUMAratoTh pO3yMIiHHS SIK KOHKPETHUX ()ParMeHTIB KOy, TaK
11X poJIi Ta B3a€EMO/IIH B 3arajibHIi CUCTEMI.

Tomy GNN € Bkpalli NEpPCHEKTUBHUM HAMNPSIMKOM JUIsI PO3BUTKY
IHTEJNIEKTyalbHUX CHCTEM aHajii3y Oe3leKu KOy, 3/JaTHUX OIepyBaTH
CKJIQIHUMHU CTPYKTYpaMH NaHUX Ta 3aJICKHOCTAMU y Tporpamax. [HTerparris
rpadoBux mMepex 3 iHmuMHU nigxogamu (LLM, nomryk momiGHOCTI TOIIO) MOXKe
1ICTOTHO PO3IIMPUTH MOKIIMBOCTI aBTOMATH30BaHOI Bepudikallii Ta miJBUIIUTH

CTIAKICTh CUCTEM J0 HOBHX THITIB KiOep3arpos.
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PosrasHyTi METOM IETEKITiT Bpa3auBOCTEH TEMOHCTPYIOTh, IO MOIIYK 3a
naTepHaMHu HE € €IMHUM €()EeKTUBHUM CIIOCOOOM aHali3y MPOTrpaMHOTO KOIYy.
[cHy€e moTeHIian aj1st CTBOPEHHS O1IBIIT KOMILIEKCHOT MOJIel, sika 6 00'e1HyBajIa
TOYHICTh HEHPOHHUX MEPEXK, IBHJAKICTh aHai3y Ha OCHOBI TMONIIYKYy 3a
aTepHOM, Ta THYUYKICTh MOJIeJIeH, K1 aHATI3YIOTh TOAI0OHOCTI KOAY.

Taka iHTerpoBaHa Mojenb Morja O 3HAYHO aBTOMATH3yBaTH IPOIIEC
Bepudikaiii Koay, eeKTUBHO BUSIBISIOUM BPA3JIMBOCTI Ta TOMUJIKH, IKI MOXKYTh
OyTH HEOYEBHUIHUMHM ISl TpaAUIIHHUX MeToniB. Ile 6 He mume miaBummio 6
IIBUJKICTh Ta SIKICTh aHaNI3y, ajie i 3po0nsIo O KIHLIEBHI MPOrpaMHU MPOTYKT
3HAYHO OE3MEYHIIINM.

MO>KJIMBI IIJISTXW CTBOPEHHS TaKOi KOMIUIEKCHOT MOJIEN1 BKITIOYAIOTh:

1. IloeqnanHs METOMIB MAIIMHHOTO HaBYaHHS (HEHpPOHHI Mepexi) Ta
EBPUCTUYHHUX TIAXOAIB (momryk 3a marepHamu). lle mo3BonuTh
BUKOPUCTOBYBATHU IepeBard 000X MiJXOMAIB - aBTOMAaTUYHE HAaBYAHHS Ta
IIBUJIKICTh €BPUCTHK.

2. 3acTocyBaHHs aHCaMOJI1B MOJIEJIEH, 110 KOMOIHYIOTh ITPOTHO3U JEKUTBKOX
anroputmiB. Taki MoJenal 4acTo JIEMOHCTPYIOTh Kpally TOYHICTh Ta
y3arajbHIOBaHICTh, HI)K OKPEM1 aITOPUTMH.

3. BuxopucrtanHs iepapxiyHMX CHCTeM, J€ Ha TepuioMy piBHI
3aCTOCOBYIOTHCS IIBUJIKI €BPUCTHYHI (PLIBTPH, a OUTBII NOBUIBHI Ta TOYHI
HEHWPOMEPEeKi BUKOPUCTOBYIOTHCS Ha IPYTOMY PiBHI.

Taka KOMIUIEKCHA cUCTeMa aHalli3y Bpa3jiMBOCTE Moriyia O iHTerpyBaTucs B
mporiec po3podku I13 BiAMOBIAHO 10 cTaHMAPTIB OC3MeKH, TakuxX Sk Microsoft
SDL, OWASP ta ISO 27034.

30KpemMa, BOHA MOKE 3aCTOCOBYBATHCS Ha €Talax MPOeKTYBaHHS apXiTEeKTypU
CUCTEMH, PO3pOOKH KOMIIOHEHTIB, 1HTErpallii Ta TeCTyBaHHS. ABTOMaTH30BaHa
nepeBipKa JIOMOMOKE CBOEYACHO BUSBIIATH JAePEeKTU O€3MEKU Ta BUIIPABIATH iX

710 BUXOAY FOTOBOT'O MPOJIYKTY.
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Taka iHTerpaitis cnpusitTume po3pooiii 0e3neunimoro [13, miaBuiyoun Horo
HAJIMHICTh Ta 3axMINEHICTh. B pe3ynpTaTi, NMOE€IHAHHS METOJIB aHali3y
BPA3IMBOCTEH y KOMIUIEKCHY CHCTEMY JO3BOJUTH 3HAYHO MOJIMIIUTH SKiCTh

nepeBipoK OE3MeKH KOY.

1.5 BucHoBku

TakyuMm 4YMHOM, Ha MiJICTaBl MPOBEACHOrO AaHaji3y, IO HABEJICHO B
MepuIoMy po3Aiil JaHOT JucepTaliiHoi poOOTH, MOXKHA 3pOOUTH BUCHOBKH, SIKi
3aJal0Th (PYHIAMEHT AJI1 MOJAJIBbLIOro JOCHIKEHHS. B 1eHTpi yBaru paHoi
po0OOTH 3HAXOIUTHCA PO3POOKA METO/AIB Ta CUCTEM JIsl MOLIYKY Ta Kiacudikarii
BpPa3JIMBOCTEN y TPOTPaMHOMY KOJII.

[lepmnii  po3Ail BCTAaHOBIIOE TEOPETUYHI OCHOBU JJISi PO3YMIHHS
Cy4acHOTO CTaHy Bpa3JIMBOCTEH Yy MPOTrpaMHOMY KOl Ta BH3HAya€ KIIOUYOBI
HAMPSIMKHA JUISl TIOJANBIIOTO PO3BUTKY METOMIB iX jaerekiii. OCHOBHA yBara
MPUAUIIETBCS aHAI3Y MMOTOYHUX BUKIHMKIB y cdepl KiOepOe3neku, a TaKokK
pPO3TISAAIOTECS ICHYIOUI METOJAM Ta MIiAXOAU JO BUSIBJICHHS Bpa3IMBOCTEH.
BcranoBneHo, 10 MIBHAKUI PO3BUTOK TEXHOJIOTIM Ta 3pOCTaHHS CKIJIAIHOCTI
MPOTPAMHOTO 3a0€3MEeUCHHS BUMAraroTh HOBUX, OUIbII €()EKTUBHUX METO/IIB
JETEKIIIi.

Jlana po0OoTa BUOKPEMIIIOE BAKIMBICTH PO3BUTKY CHUCTEM, SIKI MOXYTh
aBTOMATU3YBATU TPOLECH JIETEKI[ll BpPA3JIMBOCTEH, IHTErPyIOYM MEPEAOBI
TEXHOJIOT1I Ta Meronu aHamizy. lle BkiIowae B cebe 3acTOCYBaHHS TaKuX
IHHOBALIMHUX MIIXO/1B, SIK BAKOPUCTAHHS IITYYHOTO THTEIEKTY Ta MATMHHOTO
HAaBYAaHHS IS MIJABUIIEHHS TOYHOCTI Ta €(PEKTHUBHOCTI  BHSBJICHHS
BpAa3JIMBOCTEM.

VY momanbIIMX TNIaBax MIAHYETHCS PO3TISIHYTH MPAKTUYHY peallizalliio Ta
OLIIHKY TPONOHOBAaHUX METOJIB. 30Kpema, APYTrui po3Ail (OKYCYeThCS Ha
MOJIETFOBaHH1 00'€KTa TOCIIIKEHHS Ta HOTO perpe3eHTallli B KOHTEKCTI MOIITYKY

Bpa3NMBOCTEH, M0 € (PyHIaMEHTaJbHUM ISl PO3POOKU €PEKTHUBHOI CUCTEMU
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nerekiii. Tperit po3min mepeadadae po3poOKy caMoro MeToAy ACTEKIIil
Bpa3JIMBOCTEH, TOI SIK YETBEPTUN PO3ILIT 30CEPEIKYEThCS HA CKCIIEPUMEHTAX Ta
OIlIHIII Pe3YJIbTaTIB POOOTH PO3POOJIEHOT CHCTEMH.

BucHOBKH mepIioro po3miidy, TAaKUM YHHOM, ITiIKPECTIOIOTh BaXKIUBICTh
PO3pOOKH THTETPOBAHUX, AaBTOMATU30BAHUX CUCTEM JIJIS IETEKII1 Bpa3IMBOCTEH
B TPOTPAMHOMY KOJli, IIO BPaxOBYIOTH Cy4YacCHI BHUKJIMKH Ta TEXHOJIOTiUHi
TeHaeHIlli y chepi kidbepoesnekn. [{e mo3BOIUTH HE JUINE IMiABUIIUTH PiBEHb
Oe3MeKu MNpOorpaMHUX CHUCTEM, alie ¥ 3a0e3nmeuuTh OuUlbIl e()EKTUBHUN Ta

CBOEYACHUM BIATYK HA MOTEHIIIIHI 3arpo3H.
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2 MopesoBaHHs 00'€KTY H0CJiI:KeHHS Ta iOT0 pernpe3eHTalis B

KOHTEKCTI OUIYKY BPa3JjIMBOCTel

2.1 MogaeJti npeacTaBjeHHS IPOrPAMHOI0 KOAY

Ha cporognimHiii JaeHb ICHye KUIbka MOJAENEH MpencTaBICHHS
nporpamuoro koxay [25] [35] [36]. EdpexTuBHICTh BUKOPUCTAHHS IIUX MOJCICH
3aJIEKUTh BiJ 3ajaul fka BuUpllyeTbed. [l peamizamii cMCTEMH TOLIYKY
BPa3NMBOCTEN PO3IIISIIAIOTHCS HACTYIHI MOJENI MPEACTABICHHS MPOTPaAMHOTO
koxay: TekcroBa, AST (Abstract Syntax Tree), CFG (Control Flow Graph) ta PDG
(Program Dependence Graph). [lani Mojeni € HallOUIbII yKUBAHUMHU CEpen
HAYKOBUX POOIT, MPUCBSIUCHUX aHAII3y MPOTPAMHOTO KOJTY.

TexkcToBe mpencTaBiICHHS KOy, € HaWOLIbIl 0a30BUM, OCKUIBKA BOHO
IPOCTO BijoOpaxkae KOJA SIK MOCTIAOBHICTh TEKCTOBHUX CHUMBOJIIB a00 TOKEHIB.
Taki TOKeHH, 1110 YTBOPIOIOTHCS B pe3yjbTaTl JIGKCHYHOTO aHami3y,
MPEACTABISIIOTE  COOOK0  €JIEMEHTH CHHTAKCUYHHMX KOHCTPYKIIH  MOBH
nporpamyBaHHs. OHaK, OCHOBHOIO MPOOJIEMOI0 TEKCTOBOTO MPEACTABICHHS €
Horo Hu3bka 1HQOPMATUBHICTh Ta CUJIbHA 3aJICKHICTh BiJi KOHKPETHOI MOBH
nporpamyBaHHs. Lle o3Hauae, M0 OHAKOBI 32 (PYHKIIOHAIBHICTIO (DparMeHTH
KOy Ha pI3HUX MOBax OyayTh MaTW pi3HE TEKCTOBE MPEACTaBJICHHS, IO
YCKJIQJTHIOE TPOIIEC aJarnTalilii CHCTEMHU BUSIBJICHHS BPa3JIMBOCTEN 10 PI3HUX MOB
porpamMyBaHHS.

[Ipuknag TEKCTOBOTO TMPEACTABICHHS KOy, HAMHUCAHOTO MOBOIO

nporpamyBaHHs C, 300pakeHo Ha puc. 2.1:
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void random _function ()

{
while (! flag)
if(i1sValid(x))
flag = true;

}

Puc. 2.1 - TekcToBe npejcTaBicHHs koay Ha MoBi C [34]

AlGctpaktHe Cuntakcuune JlepeBo (AST) € CTpyKTypor MaHHX, SKa
BUKOPUCTOBYETHCS JJI MPEJICTABIICHHS CHHTAKCUYHOI CTPYKTYPH MIPOTPaMHOTO
KOJy Y BUIJISIZI 1€papXiyHOTO jAepeBa. EileMeHTaMu 1bOro JepeBa € TOKCHHU
BUX1JTHOTO KOy, III0 OpraHi3oBaHi y crenudiuHoMy NopsaKy. Y TakoMmy JepeBi,
BY3JIH, IO HE € JUCTKAaMHU, 3a3BUYail MPEJCTABISIOTh CHHTAKCUYHI KOHCTPYKIIi,
Takl sK ornepaTopu abo Aeknapanii, TOAl SK JUCTKOBI BY3JM B1IOOpaxaroTh
oTiepaH/ v, 3MiHHI a00 JIITepaIH.

Oco6muBictio AST € Te, 110 BOHO BiIoOpaXkae CTPYKTYypy MpOTrpamMu, a He
il paxTnuamii cuaTakcuc. lle o3Hadae, mo AST abctparyetbes Bif OaraThox
JeTaneil KOHKPETHOI MOBH MPOTpaMyBaHHS, TaKUX K PO3MIIIEHHS IYXKOK,
BIICTYIIM Ta IHILI €JIEMEHTH (OopMaTyBaHHs, 30CEPEIKYIOUHUCh Ha JIOTTYHIN Ta
CTPYKTYypHii opranizamii komy. Lls abGctpakiisi m03BoJiss€e OUIBII TIUOOKO
aHaII3yBaTy Mporpamy, 11eHTU(IKYBaTH 3aJI€KHOCTI Ta B3aEMOJI1T MK PI3HUMHU
YaCTUHAMHU KOJy, III0 € OCOOJMBO KOPUCHHUM Yy 3ajladyax OMNTHUMI3allii KO1y,
BUSIBJICHHS TIOMHJIOK Ta BPa3JIUBOCTEH.

I'pap TIlotoky KepyBanuss (Control Flow Graph, CFG) e
(GyHIAMEHTAIbHOIO ~ CTPYKTYpOIO  JAaHMX Yy  KOMM'IOTEpHIH  Hayil,
BUKOPHCTOBYBAHOIO JJII TPEACTABJICHHS JIOTIYHOT MOCTIJOBHOCTI BUKOHAHHS
nporpamHoro koxay. Lls cTpykTypa € opieHTOBaHUM Tpadom, 1€ KOXKEH BY307
MPE/ICTaBIsIE OKPEMI €JIEMEHTH MPOTPaMH, TaKl SIK MpeAuKaTH (YMOBHI BHUpPa3H)

Ta oreparopu. Pebpa rpa IK1 3'€IHYIOTH Il BY3JIH, UIIOCTPYIOTH IIOTIK
b
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KEepyBaHHS MK HUMH, TOOTO MOPSIOK, B IKOMY i1 OIlepaTOpu Ta YMOBH OYIyTh
BUKOHYBATHCSI i1 4ac poOOTH MPOTpamMHu.

OcobnuBicTio KokHOTO pedpa y CFG € HasiBHICTb MITOK, 5Kl BKa3yIOTh Ha
crienndiyHl YMOBH, 3a SIKMX TOTIK KEePyBaHHs Mepeie BiJ OJHOTO By3Ja J0
iHmoro. i MITKM € KpUTUYHO BaXKJIMBUMH JUJISI PO3YMIHHS JIOTIKH MPOTPaMH,
OCKIJIbKM BOHH JI03BOJISIIOTH BU3HAYATH, 32 SIKUX 00CTaBUH Oy1yTh BUKOHYBATHUCS
MIeBHI YaCTUHU KOIY.

CFG mmpoKO BUKOPHCTOBYETHCA Y 3aJadax ONTUMI3aLll MPOrpaMHOro
KOy, CTAaTUYHOTO aHalli3y, BUSBIECHHSA MOMMJIOK Ta BPa3JMBOCTEH, OCKUIBKH
JI03BOJISIE 3pO3YMITH TPOIIEC BHUKOHAHHSA MPOTPAMH Ta BHUSIBUTH MOTEHIIHHI
po0JIeMH B JIOTII OTOKY JaHUX.

I'pad 3anexnocreit Ilporpamu (Program Dependence Graph, PDG) e
CKJIQIHOIO CTPYKTYPOIO JAHHUX Yy Taly3i KOMIT'IOTEPHUX HAyK, MPU3HAYEHOIO JIJIS
JIETANBHOTO B1OOPaKEHHS 3aJIEKHOCTEN y mporpamHomy koji. Y PDG, By3nu
MPEACTABISIIOTh PI3HI €JIEMEHTH NPOrpaMH, 30KpeMa NpeaukaTd (yMOBHI
BUpa3u) Ta onepatopu. Pebpa 1mporo opieHTOBaHOTO Trpady CTBOPIOIOTH
Bi3yaJIbHE TPEJCTABIICHHS 3aJIEKHOCTEH, AKl ICHYIOTh MIX IIMMH BY3JIaMH,
MOAUIAIOYNCH HA JBA OCHOBHUX THUMH: peOpa 3aJIeKHOCTI BIJl YIpPaBIIHHS Ta
pebpa 3aIeKHOCTI BiJT IaHKX.

PeOpa 3anexxnocTi Big ynpasiiHHs B PDG uttocTpytoTh, ik BUOIp HUISIXY
BUKOHAHHS TPOTpaMu, BU3HAYCHHWH pE3yJNbTaTOM TpeAuKaTa, BIUIMBAE Ha
BUKOHAHHSI 1HIIIMX YaCTUH KoAy. Hanmpukian, SKio pe3yabTaT yMOBHOTO BUPa3y
BHU3HA4ae, 4u OyJie BUKOHYBATHUCS TIEBHUM OJIOK KOy, 11e peOpo BigoOpaxaTume
IO 3aJIC)KHICTb.

3 iH1I0TO OOKY, pedpa 3aJIeKHOCTI BiJl JaHUX B1IOOPaKAIOTh BIUIUB, STKHUMA
OJIHa 3MiHHA YW BUpa3 Mae Ha iHmI. [le BkiIrouae B cebe cuTyallii, KOJIM OJIHA
3MiHHa BUKOPUCTOBYETHCS NJIsi OOUYMCIICHHS a00 BIUIMBY Ha 3HAYCHHS 1HIIOI.
Take npencraBieHHs 103BOJISI€ TIMOIIE 3pPO3YMITH B3a€MO3B'SI3KM MIXK PI3HUMHU

JaCTUHAMH KOOy, 0COOJIMBO Y BHIIAJKaX CKIAJHHUX IIpOorpamM 3 OaraTbMa
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3anexHocTsmu. Puc. 2.2 nemonctpye AST, CFG ta PDG nnsa dparmenty komy

npecTaBiIeHoro Ha puc. 2.1:

—_— AST Edge
e CFG Edge

PDG Edge
DDG (DDG + CDG)

> AST Path
< CFG Path

random_function |~~——————5|METHOD RETURN, void

METHOD,

DDG

PDG Path

type, token | Node Format

CcDG

IDENTIFIER, true

IDENTIFIER, flag

Puc. 2.2 - AST, CFG Tta PDG s dparmenty xoay 3 puc. 2.1. [34]

Y pamkax 11€i pobotu 00paHO BHUKOPUCTAHHA AOCTPaKTHOTO
CunrakcuyHoro Jlepea (AST) sgK OCHOBHOTO CHOcOOy pempe3eHTarli
mporpaMHoro komy mig yac anamizy. Xoda 1 I'pad [loroky Kepysauns (CFG), 1
I'pad 3anexnocreii [Iporpamu (PDG) moram 6 3a0e3neunTy OiIbIN TITUOOKUI
KOHTEKCT 1, BIAMOBIJHO, MOTEHIIIHO MOKPAIUTH POOOTY aHATITHUYHOI MOJAEINI
3aBASKU iX 37aTHOCTI JIETaIbHO B1IOOpa)KaTHU MOTIK BUKOHAHHS MPOTPaMU Ta
B32€EMO3B'SI3KM MDK PI3HUMHU €JIEMEHTAMH KOJy, BUKOPUCTAaHHS IIUX METOMIB
pernpe3eHTallli B JaHOMY JOCHIPKEHH1 HEe BBAXKAETHCS JTOIIJTbHUM.

OCHOBHOIO TPUYUHOIO IIBOTO € 3HAYH1 BUTPATH Yacy Ta OOUYHCIIIOBATHHUX
pecypciB, HeoOXiaHUX 1151 cTBopeHHs Ta 00poOoku CFG ta PDG. Peanizaris nux
CKJIQJIHUX CTPYKTYp JaHUX BUMAarae 3Ha4yHOi KUJIBKOCTI OOUHCITIOBAaIbHOL MaM'sITi
Ta MPOIECOPHOTO Yacy, IO MOXE CTaTH OOTSHKIMBUM ISl CUCTEMH, 0COOIMBO
IIPU aHaJ131 BEJIMKUX 0OCATIB KOy a00 CKIaAHUX MPOTrPpaMHUX CUCTEM.

BpaxoByroun 1mi oOmexeHHs, BuOip Ha Kopucth AST sk Moxeni
perpe3eHTalli Koay € ontuManbHuM pimeHHsM. AST 3abesneuye qocTaTHIN

piBEHb JeTanizaiii s aHami3y CHHTAKCUYHOI CTPYKTYpH KOy, MIPH IIbOMY HE
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noTpedye BUCOKOTO OOYMCIIOBAILHOTO HaBaHTaXeHHs, Ha BiiMiHY Big CFG Ta

PDG.

2.2 AHali3 mporpaMHOro Kojay 3 BHUKOPHCTAHHSIM TiOpHIHOIO

MeTOy MOIYKY Ta Kjacudikaiii Bpa3jnBocren

B naniii poOOTI IPONOHYETHCSI CTBOPUTH CUCTEMY aHAJI3y IPOrPaMHOTO KOAY
3 BUKOPUCTAHHSAM TIOpUHOTO METOJy IMONIYKY Ta Kiacudikailii Bpa3JIuBOCTEH.
JlaHna cuctema NOBMHHA BUKOHYBAaTH 2 OCHOBHI (PYHKIIII:

1. IMomyk BpazmuBux (¢parmeHTiB BuxigHoro koay. lle mnependadae
1IeHTUIKAIII0 JUITHOK KOAY, SIKI 3 BHUCOKOIO HMOBIPHICTIO MICTSTh
BPa3IUBOCTI, 110 MOKYTh OYTH BUKOPUCTaHI1 3JI0BMHUCHUKAMHU.

2. Knacudikamiss 3HaljeHUX Bpa3iuBUX (parMeHTIiB BIAMOBIIHO 10
3araJIbHONPUUHSATOT TaKCOHOMI{ BPa3JIMBOCTEN IIPOIPAMHOI0

3abe3neuerdss CWE (Common Weakness Enumeration).

®opManbHO, poOOTY CUCTEMHU aHAIII3y MPOrPAMHOI0 KOAY 3 BUKOPUCTAHHSAM
riOpuUIHOTO METOy TIONIYKY Ta Kiacuikaliii Bpa3IMBOCTEH MOKHA BU3HAUYUTU
HACTYITHUM YHHOM:

Hexait, C - € Buxiguum kogom mnporpamu. ®yskumis g:C — A -
NEPETBOPIOE BUXIAHUNA KOJI Yy aOCTpaKTHE CHHTAaKCHuYHE JepeBo. DyHKIis
r:A — R CTBOpIOE MHOKUHY NPOMIKHUX MPE/ICTaBIEHb ()parMeHTiB Kooy R Ha
OCHOBI a0CTPaKTHOTO CMHTAaKCUYHOIO JiepeBa. MoJenb MONIyKy Bpa3iuBOCTEH
mg:R — Y mykae BigoOpaXxeHHST MPOMDKHOIO TMpeACTaBiIeHHS T;i€ R,
ie€{l,2,...,n}, 1e N - KUIBKICTh MPOMDKHUX TpejacTaBieHs, ¥ € [0,1], me 1
no3Havae Bpa3iuBicTb, a O BIACYTHICTb Bpa3iMBOCTI y MPOMDKHOMY
npeacraBlieHHI (parmMeHTy komy 1;. Tomi, skmo mg(r;) = 1, Mouenb

knacudikamii BpaznuBocTi M. :R — V 1mrykae BigoOpakeHHS IPOMINKHOTO

52



IpeCTaBlICHHS (parMeHTy KOXy 7;, JJIS BHU3HAYCHHS KJIacy BpAa3JIMBOCTI, JIe
Ve {vy,V,,...7}}, e | — KUIBKICTb KIIaCiB BPa3aMBOCTEH, a V - MHOKHMHA KIIaciB
Bpa3IMBOCTI 3riHO TakcoHoMii CWE [33].

AJTOpUTM pOOOTH CHUCTEMH aHai3y KOy 3 BUKOPHUCTAHHSAM TiOpHIHOTO
MiX0Ay MOIIYKY Ta Kiacu]ikallli Bpa3IuBOCTEH MOKEMO 3alicaTi HACTYITHUM
YUHOM:
a. = g(c)
R, =r(ac), ne Re = {(sy, t1,t'1,01), oo, (Spo try ' P }
Vr; € R,:

yi = ms(p;)

ify,=1:

Vi =mg (Si)

[Ipuntun poboTH 3anmponoHoBaHOi cuctemMu 300paxeHo Ha Puc. 2.3:

MHOXUHE MPOMIKHUX ifmg(r) =1
npedcmaenens meR—V

MHox)UHa pesynsmamie
Kiacuikaiyi
Y={01,

AbGcmpakmue
Cuxmakcuyre [Jepeso

Buxidrull kod
c

Puc. 2.3 - Ilpunanmn pob60TH CUCTEMU aHATI3y POTPAMHOTO KOy 3

BUKOPUCTAHHAM T1OpPHUIHOIO METOAY MOIIYKY Ta Kiacu(ikali Bpa3IuBoCTeN

Takum ymHOM, Briepiie Oys0 3ampOoNOHOBAHO TOPUIAHMIA METOJ aHaTi3y
IIPOTPAMHOTO KOy, IO TMOEAHYE METOAW TJIMOOKOr0 HABUYaHHS Ta METOIH
BUSIBJICHHS TTOJIOHOCTI KOy JUTSI TIOMIYKY Ta Kiacudikarii Bpa3IuBOCTI B KO/,
SIKUW J103BOJIsSIE €()eKTUBHO BUKOHYBATH IOIIYK BPAa3JIUBOCTEH B KO, a TAKOXK

KJacu(iKyBaTH 3 BUCOKOIO TOYHICTIO 3HAIIEHI BPa3IMBOCTI.
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3anporoHoBaHUM MOALT 3a/1a4l Kiacudikallii Bpa3IMBOCTEH Ha JIBa eTalu
J03BOJISIE TOCATTH O1IbIIOI €(EKTUBHOCTI 3aBISKH CHeIliami3aiii KOKHOI 3
MOJIEJIEN.

30kpeMa, MOJieNb IMONIYKY Bpa3duBOCTEH (POKYCYeThCS BHUKIIOYHO Ha
3aBAaHHI PO3Mi3HABAHHS O3HAK, XapaKTEPHUX IS BPA3IMBUX (PparMeHTIB KOY.
BoHa HaBuaeTbcs BU3HAYaTH y3arajbHEHI IAOJIOHW Ta aHOMAii, TUIIOB1 JJIS
PI3HUX KaTeropii c1abKUX MICIb POTPaMH.

Haromicte Monens OaratokiacoBoi kiacu@ikalii —cCHemiani3yeTbes
BUKJIIOYHO Ha PO3Mi3HABAHHI KOHKPETHUX THIIIB BpaziuBocTei. BoHa omepye
O1IbII BY3bKMMU I11a0JIOHAMHU Ta OCOOJIMBOCTAMH, XapaKTEPHUMU JIJIs1 TIEBHUX
KaTeropii Bpa3JMBOCTEW 3TIHO 31 CTaHJAPTHU30BAaHMMHU 0OazaMM, Ha KIITAIT
CWE.

Takuii TOAUT KOMIIETEHIINW Ja€ MOXKJIMBICTH KOXXKHIM MOJE TIUOIIe
CreIiagizyBaTucs y paMKax CBO€i MpPEeIMETHOI 00J1acTi, HE PO3MOPOIIYIOYN
3ycWUJIi Ha CyMDKHI 3amadi. lle mgo3Bossie gocsiraT OUIBIIOI TOYHOCTI
kiacuikarlii 3a paxyHOK BY3bKOIi CIieliasizarii KoHOro Kiacudikaropa.

OTxe, 3aITPONIOHOBAHA apXITEKTypa 13 MOIOM Ha CIeliaai30BaHi MOJei
MOIIYKYy Ta Kiacu@ikauli Bpa3auBOCTEH J03BOJSE JOCITTH  OUIBLIOTO
CUHEPTeTUYHOTO e(EeKTy 3aBASKA MOKJIMBOCTI HaJAIITYBaHHS KOXKHOTO
KOMITIOHEHTY T1Ji KOHKPETHY pOJib Yy 3arajJlbHOMy IIpoOLieCci aHamizy Oe3neku

POTPaMHOI0 KOJY.

2.3 Metoa moOy10BM NMPOMIXKHOTO NPeEACTABJIEHHS] MPOrPaAMHOTI0
KONy

Jliist epeKTUBHOTO aHaITi3y BPa3JIMBOCTEH Y TPOrPaMHOMY KO HEOOX1THO
noOylyBaTl aJIeKBaTHE MPOMIXKHE TIIPEJCTaBlICHHS, ske O BigoOpaxkaso
HAWOUIbII 3Hauyylll (pparMeHTH KOIy 3 TOYKM 30pYy aHali3y Ha MpeaMeT

BpaznuBocTed. Puc 2.1 gemMoHCTpye 3araibHUi Mpolec aHadi3y MporpaMHOro
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KOy, B paMKax SIKOTO mpoIec noOyJA0BHM MHOKHUHU MPOMDKHHUX MPEACTABICHb
¢parmenTiB koay R 3 AST A onucyetbes pynkuieror: A — R.

OyHKINSA T TPEACTaBIsIe COOOK KOMIIO3MINIO JEKUIbKOX (YHKINH, sKi
BUKJIMKAIOTHCS MOCHiOBHO. DOpMallbHO II€¢ MOKHA 3alUCaTH HACTyITHUM
YUHOM:

Hexait A — abcTpakTHe CHHTaKCHYHE AEPEBO MPOrpaMHOro Koay. OyHKIis
s:A X K — S Oyaye MHOXHHY 3pi3iB S aOCTpPAaKTHOTO CHHTaKCHYHOTO JiepeBa A,
e 3pi3 s; € S. KoxkeH 3pi3 Oyy€eTbess HABKOJIO KIKOYOBOI TOUKM K; € K, fie j =
{1,2, ..., z}, ie z — 3araJjibHa KiJIbKiCTb KJIIOYOBUX TOUYOK. PyHkmis t:S - T
Oynye BiIOOpakeHHS 3pi3y S; € S y TeKCTOBE npeAcTaBlieHHs t; € T. OyHKIIisA
t": T — T' BUKOHY€ HOpPMAJIi3allif0 TEKCTOBOIO MpeacTaBieHus t; € T. MyHKIis
p:T' > R Oymye TPOMiKHE NPEICTABICHHS Yy BEKTOPHOMY mpoctopi. Tosi
GyHKIIIS ' BUBHAYAETHCS K KOMIO3UIIS HACTYITHUX (PYHKITIH:

r=pot'otos (2.1)
EsneMmeHnTH 1; € R1upeAcTaBisioTh cOO0I0 BIOPSAIKOBaHUM HAOIp:
ry=(spty t',p) (2.2)

CxemaTuyHO MeToA MOOYI0BU MPOMIXKHOTO MPEACTABICHHS TPOTPAMHOTO KOy

| MuoxuHa l Mroxura
ppazmeHmie Kooy HOPMERIZ08aHUX
T

300paxeHo Ha Puc. 2.4:

Abcmpakmue
Curmaxcuyre [Jepeeo
Ao MHoxura 3pizie AST

ppaamermis xody

| MHOKURA MPOMEKHLI
npedcmaeneHs
R

Puc. 2.4 - MeToa oOy10BY MPOMI>KHOTO TIPEACTABICHHS MPOrPaMHOTO KOy

AnroputM TOOYJOBH MPOMINKHOTO MPECTABIEHHS MPOTPAMHOTO KOIY
MO>KHA 3aITUCaTH HACTYITHHUM YHHOM:
Vki €K,j={1,2,..z}
Sj = S(ac, kj)
55



t' =t'(t))
pj =p(t))

_ l;
n=(sttp))

TakuM 4YWHOM, OTpPUMaB MOJANBIIUNA PO3BUTOK METOJ MOOYIOBH
IPOMIDKHOTO TPEJICTABICHHS POrPAMHOI0 KOy Y BUTJISII KOJOBOIO TaJIKETY,
SIKAW BIAPI3HAETHCS B1J ICHYIOUMX METO/IB HAsABHICTIO OOMEXKEHHS M0 PO3MIPY
JIOKaJIBHOTO KOHTEKCTY BIJJHOCHO KJIFOYOBOi TOYKH, IO JIO3BOJWJIO 3MEHIIUTH
PE3YJbTYIOUHI pO3MIp KOJOBUX TA/KETIB Ta MIJBUIIUTH TOUHICTh Kiacudikarii
P NOJAIBIIOMY aHali31 HEHPOHHOK MEPEXKEIO.

3anponoHOBaHUM MiAX1]] J03BOJISE€ BUIIUTH HABKOJIO KOXKHOT KITFHOUOBOL
TOYKH JIOKaTbHUN (hparMeHT AST pa3om 3 KOHTEKCTOM, SIKUHA TPaHCHOPMYETHCS
y BEKTOpPHE MPEJICTABICHHS.

[lepeBaroro 3amporOHOBAHOTO MiXOAY € aKLEHTYBAaHHs yBark caMme Ha
MOTEHIIMHO HeOe3NeYHUX NUISHKAX KOAY, K1 OB’ s13aH1 3 KJIFOUOBUMHU TOUKAMHU,
IO CYTTEBO IMIJIBUIYE e(PEKTUBHICTH IMOJAATBINOT pOOOTH MoACIeH Kiaacudikamii

BPa3JIMBOCTEM.

2.4 Metoa mnomyky Bpa3jiuBOCTeili B NPOrpaMHOMY KoOai 3

BHKOPHUCTAHHAM HEHPOHHOI Mepexi

[Ticist moOGymOBH MPOMIKHOTO MPEACTABICHHS MPOrPaMHOTO KOAY (pHC.
2.2), cucreMa aHalily NPOrPaMHOrO0 KOJY BHUKOHY€E aHali3 OTPUMAHHUX
¢bparMeHTiB KOy Ha TpPEIMET HAasBHOCTI BPa3lMBOCTI Oe3meku. PDaKkTU4HO,
METOJ MOILIYKY BPa3IUBOCTEH B MPOrpaMHOMY KOJI BUPIIIYE 3a/iayy O1HApHOI
knacudikarii, ge kmac «0» mo3Havyae BiICYTHICTh BPa3JIUBOCTI B MPOTPAMHOMY

KOI[i, a Kiac «1» 1mo3Hadae HassBHICTh BpaSJII/IBOCTi.
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Meroa mouryky Bpa3auBOCTEH B MPOTPAMHOMY KOJII CKIIAJIA€ThCS 3 ABOX
OCHOBHUX (pa3 poOOTH: TpeHyBaHHs Ta BUKOHaHHs. Da3a TpeHyBaHHS MOJISTAE B
TOMY III0 MOJIEJIb HABYAE€ThCS PO3MI3HABATH MIA0JOHH BPa3IUBOCTEHN B KO, B
pe3ysbTari 4oro (OpMYIOThCS BHUXITHI KOEQIMIEHTH MOJACTI IOIIYKY
BpaznuBocTei. Jlani Barosi koediieHTH OyAyTh BUKOPUCTaHI y (a3l BAKOHAHHS,
JUIs 371CHeHHS O1HapHOT Kitacudikalii pparMeHTiB KOy Ha IpeaMeT HasBHOCTI
B HUX BPa3JIMBOCTI.

dopmanibHO, Pa3y TpeHyBaHHS MOKHA OMMHMCATH HACTYITHUM YHHOM:
Hexait, C; - € MHOXMHOIO CEMIUTIB MpoOrpaM siKi MICTATh ab0 HE MICTATh
BpaznuBocTi. dyHkuiss g: C — A - NepeTBOpro€ BUXITHUNA KO Y aOCTpakTHE
cuHTakcuuHe jaepeBo. DyHkuis r: A — R CTBOPIOE MHOXHUHY TPOMIKHUX
MpeAcTaBlieHb (PparMeHTIB Kooy R Ha OCHOBI aOCTPaKTHOTO CHHTaKCHUYHOTO
nepea. Tomi 3amadero ¢a3m TpeHyBaHHsS Oyne 3HaWTH BigoOpakeHHS [: R X
W — Y. CxematnuHo (aza TpeHyBaHHS JUIsl METOAY TOIIYKY BPas3JMBOCTEH B

KO/l 300pa’keHOo Ha puc. 2.5:

Mroxuna AST
A

MHoxuHa cemnnie
BUXiAHOTO Koy
s

MHoxuHa nedbnis

Y,

s

IMHOKUHE NPOMEXKHUX
npedcmasnexs

R
LRxW—=Y

Puc. 2.5 - ®a3a TpeHyBaHHS METOY MOUIYKY BpPa3iMBOCTEN 3 BUKOPUCTAHHSIM

Baezosi koediuieHmu
HeIpOHHOT MepexXT
w

HEHPOHHOI Mepexi

Anroput™ po6otu (a3u TpeHyBaHHS METOAY IOIIyKYy Bpa3lIMBOCTEH 3
BUKOPHUCTAaHHSM HEUPOHHOI MepExXi, 300pakeHoro Ha puc. 2.3, MOKHA 3alTUCaTH
HaCTy[THUM YHMHOM:

VCi eEC st

a; = g(c;)
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Ri =r(a), ae Ry = {(s1, t1, t'1,P1), -, (Spy by ', P03

VT'J € Ri:
vy =1U(p;, W)
e; = err(y;, ¥s;)
W = opt(W,¢j)

Puc. 2.6 cxemarnuHo mno3Hayae a3y BHUKOHAHHS METOJYy IOIIYKY

BPAa3JIMBOCTEN 3 BUKOPUCTAHHAM HEUPOHHUX MEPEXK:

AbcmpakmHe
Cuxmarcuyre [epeeo
A c

Buxidrutl kod
c

MHoxura npomixHUX
npedcmasnexsb
R

MHoxUHa pesynbmamis
rnacugixauy’
Y={01

g C—A IRxW-—Y

Puc. 2.6 - ®a3a BUKOHAHHS METOJLy MOIITYKY BPa3JIMBOCTEH 3 BAKOPUCTAHHIM

HEHUPOHHOI Mepexi

Ak nokazano Ha Puc. 2.6, Barosi koeditientn W, 1110 BUKOPUCTOBYIOTHCS
IUTsl TOOYIOBU B1IOOpa)KEHHS MPOMIKHOTO npeacTaBieHHs R y nei6n Y, Oynu
oTpuMaHi B paMkax (asu TpenyBanus (Puc. 2.5).

Anroputm pobotu (ha3zu BUKOHAHHS I METOAY TMOIIYKY BPa3JIMBOCTEH 3
BUKOPUCTAaHHSM HEHPOHHOI MEpPEXi BUTIISIIA€ HACTYITHUM YMHOM:
a. = g(©)
R.=71(ac),ne R. = {(sy,t1,t"1,01), oo, (Spo trs ' P }
Vrj € R

yj = U(p;,W)
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2.5 Metoa kjaacudikanii BpazjimBocTeili B NpPorpaMHOMY KO 3

BHKOPHUCTAHHAM KOB3HOI'O X€IIYBAHHHA

HactynmuuM eramoMm aHamizy Koay € Kiacudikaimiss 3HaAEHUX
BpaznuBocTted 3rigHo TakcoHomii CWE. Kiacudikamiss BpasznuBocrtei
3MIMCHIOETBCS 3 BHUKOPUCTAHHSIM KoB3HOro xemryBaHHs AST. Jlanuii meton
mpairoe y AB1 ¢a3u: miAroToBKa Ta BUKOHaHHA. Ha BiqMiHy Bil METOAY MOILIYKY
Bpa3IMBOCTEH, METO Kiacu]ikalii Bpa3IMBOCTEH HE BUKOPUCTOBYE HEWPOHHI
Mepexl Ta He moTpedye TpeHyBaHHA. HaTomicTe, B paMKax JaHOrO METOAY
BUKOHY€THCA MOMEPEAHs MIArOoTOBKAa 0a3u 3HaHb, SKa B MOJAIbIIOMY Oyle
BUKOPHUCTOBYBATHCS Y (ha3i BUKOHAHHS.

@da3zy NIATOTOBKM B paMKax METONy Kiacu@ikamii Bpa3iIuBOCTEH 3
BUKOPHUCTAHHSAM KOB3HOro xeuryBaHHd AST ¢opMaibHO MOXKHA BH3HA4aTU
HACTYITHUM YHHOM:

dopmanibHO, Pa3y TpeHyBaHHS MOKHA OMHUCATH HACTYITHUM YHHOM:
Hexait, C,,, - € MHOXXHMHOIO CEMIUTIB MPOTpaM SIKi MICTSATh Bpa3IuBiCTh V =
{v1,v2, ..., }, me ] — KUIBKICTB KJ1aciB Bpa3MBOCTeH, 3rigHo Takconomii CWE,
L,, — po3Mip BiKHa /11 KOB3HOI'O XelllyBaHHA. DyHKIIA g:C » A -
NEPETBOPIOE BUXITHUN KON y abCTpakTHE CUHTakcuuHe jaepeBo. DyHkiis
r:A — R CTBOpIOE MHOKHHY IPOMIKHHUX MPECTaBIEHb PparMeHTiB Koy R Ha
OCHOB1 a0CTpPaKTHOTO CHUHTakcuyHOTO jepeBa. Dyukimis h:R — H Oyxaye
MHOXXHHY XewiB Hjp i npoMiKHOro mnpeacrtaBieHHs. CxematudHo (asza
MITOTOBKH JJISI METOTY Kilacuikallii Bpa3auBOCTEH 3 BUKOPUCTAHHSIM KOB3HOTO

XeNryBaHHs 300paxkeHo Ha Puc. 2.7:
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MroxuHa cemnnis
CWE
C

A 4

cwe

MHoxuHa mpoMixHUX
npedcmasnens
R

Muoxuna AST
A

Y

Mroxuna xewis
Hp

Puc. 2.7 - ®aza miarotoBku MeToAy Kiacudikaiiii Bpa3mmBoCTeH 3

BHKOPHUCTAHHAM KOB3HOI'O XCIITYBAHHA

Anroput™m poOoTH (ha3u MIArOTOBKH METOAY KiIacu]ikaliii Bpa3auBOCTEN
3 BUKOPUCTAHHSIM KOB3HOT'O XEIIyBaHHS CKJIaJa€ThCS 3 HACTYIHUX €TalliB:
Vi € Cope:
a; = g(c;)
R =7(ap),ne Ry = {(s1,t1,t'1,01), o) (St t' 0 PR}
Vr; € R;:
Vn, € s, aen, = {njl,njz, e L, },
nek
={1,2,..,N — Ly}, ne N — KiJIbKiCcTb By3J/iB y S; :
hjx = h(ny)
hj = {hj1, hj1, s hin—p, }
Hyp = {hq, hy, ..., hj}

®da3a BUKOHaHHS MeTOAY Kiacuikalii Bpa3aIMBOCTEH 3 BUKOPUCTAHHSIM
KOB3HOI'O XC€IIyBaHHS MPOXOAWUTH Micas (a3sM BUKOHAHHA METONY TMOIIYKY
Bpa3NIMBOCTEH 3 BUKOPUCTAaHHSIM HEWPOHHOI Mepexi. BxigHumMu gaHUMU Ha
bOMY €Tamll BHUCTYNA€ MPOMDKHE NpPEICTaBlICHHS (QparMeHTy Kouy, SKUH

MICTUTh BPa3JIUBICTb.

60



B pamkax ¢a3u BHUKOHAHHS, MPOMDKHE MPEACTABICHHS MOTEHIIHHO
Bpa3nuBOro (¢parMeHTy Koay xemyerbcsa. OTpuMaHy MHOXHUHY XEIIiB
MOPIBHIOIOTh 3 BXKE€ HAasBHMMU B 0a3l 3HaHb Xemamu BpasznuBoctend. Kiac
BPA3JIMBOCTEH 3 SIKUM 0YJIO BUSBJICHO HAlO1IbIIIE CIiBIIAAIHb 1 0y/1€ BU3HAYCHUM
KITACOM.

dopmanbHO, poOOTYy  MeToay  kiacudikaiii  Bpa3jauBOCTEeH 3
BUKOPHUCTAHHAM KOB3HOTO XEIIyBaHHS MOXHA OMUCATH HACTYITHUM YHHOM:

Hexait R. — npoMixkHe npezcTaBJaeHHS ¢parMeHTy Kofy C. DyHKIis
h: R — H Oyaye MHOXUHY XelTiB H, sl MpOMiIXKHOTO npeacTaBieHHs. DyHKITisA
x: H. N Hy, — V BUKOHY€ NEPETUH MHOXWHU XEIIIB BX1IHOTO KOJY Ta XEIB 3
0a3u 3HaHb, OTpUMaHUX Ha etami miarotoBku (Puc. 2.7). Cxemarnuno (aza
BUKOHAHHS METOJy KiacH]ikaiii Bpa3lIMBOCTEW 3 BHKOPUCTAHHSM KOB3HOTO

XenryBaHHs 300pakeHo Ha Puc. 2.8:

MpomixHe
npedcmasneHHs

MuoxuHa xewe
H c

) 4

R

Knac epaznusocmi,
zeidHo CWE
"4

hR—H X.'HCﬁHb—»V

Puc. 2.8 - ®a3za BUKOHaHHS MeTOy Kjacudikallli Bpa3auBoCTeH 3

BUKOPHUCTAHHSM KOB3HOTO XEITyBaHHS
Anroput™M poboTtH a3y BUKOHAHHS, NpeacTaBieHoi Ha Puc. 2.8,

CKJIAA€THCA 3 HACTYITHUX KpOKiBI

VT'J € Ri:
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Vn, € Sj, e Ny = {njl,njz, T },
nek

={1,2,..,N — Ly}, ne N — KiJIbKiCTb By3/iB y S; :

hjx = h(ny)
hj = {hj1, hj1, s iy, }
v = x(h;, Hp)

V., = max (vq, Uy, ...,vj)

Takum uywmHOM, Bmepiie OyJO 3alpPOMOHOBAHO METOJ Kiacudikalii
BPa3NMBOCTEH B MPOrPAMHOMY KOJII 3 BHUKOPHCTAHHSIM KOB3HOTO XEIIyBaHHS
a0CTPaKTHOTO CHHTaKCUYHOIO JepeBa, SIKUW BIAPIZHSAETHCA Bl 1CHYIOUHX
METOJIB THM III0 BHKOPUCTOBYE METOJ BHUSBIEHHS MOAIOHOCTI KOAY s
edexTuBHOI Kiacudikaiii Bpa3aUMBOCTEd O0€3 HEOOXITHOCTI BUKOPUCTAHHS

HaBYaJIbHOI BUOIPKU BEJTUKOIO 00’ €My .

2.6 BUCHOBKH

VY npyromy po3auti po6otu Oyio 371HCHEHO IPYHTOBHE (opMalli3oBaHe
MOJICTIOBAHHSl ~ 3aJadyl  aBTOMAaTHM30BAaHOIO  MOUIYKY  Bpa3jIUBOCTEH Yy
MIpOrpaMHOMY KO/l 13 3aCTOCYBaHHSIM MaTeMaTUyHOro anapary. Lle no3sonmio 3
BHCOKOIO TOYHICTIO OINMWCATH BXIAHI JaHl, €Tamu TEpPEeTBOPEHHs Ta OakaHi
pe3yabTaTH CUCTEMH Y BUIJISAI MOCTIOBHOCTI (POPMaIbHUX MEPETBOPEHD.

KirouoBuM pe3ynbTatoM po3aily € MPOMO3UIlisi HOBOI TiOpHUIIHOI
apXITeKTYpH, SIKa IHTETPy€ MOTYKHOCTI TIMOMHHUX HEUPOHHUX MEPEK IS
KOHTEKCTHO-3aJIS)KHOTO aHalli3y BPa3JIMBOCTEH Ta METOJ] KOB3HOTO XEIIyBaHHS
a0CTpaKTHMX CHHTAaKCUYHUX JIEPEB 3 METOI0 TPUCKOPEHHS TOIIYKY 1
kiacudikaiii Bpa3TuBOCTEN 3a BiOMUMH mabmoHamu. Takuit cum0103 crpusie

B32€MO JJOMMOBHEHHIO MiAXOI1B Ta I03BOJISIE TTO0JATH OKPEM1 HETOJIKH KOKHOTO
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3 HUX, CTBOPIOIOYM HAWCTIPUSATIMBIII yYMOBH JJII BHUCOKOTOYHOTO TIOIIYKY
MIPUXOBAHKUX BPA3JIUBOCTEH y MPOTPAMHOMY KOJII.
Ha 6a3i miei riopuaHoi apXiTeKTypu po3poOJIeHO MaTeMaTH4yHI MOJel
CKJIQJIOBUX KOMITOHEHT CUCTEMHU:
e Moayns aHanizy KOay 3a JJOIMOMOTOI0 HEHPOHHUX MEPEK.
e Moayns knacudikamii Bpa3aMBOCTEH 3 BUKOPHUCTAHHSM KOB3HOTO
xemryBaHHs AST.

® 3arajbpHOI rOpUAHOI MOAEII CUCTEMHU, KOTpa IHTErpy€e 00MABA MIAXOAH.

Oco6nuBa yBara npuisiiacs popmanizaiii podoT CKIag0BUX MOJIEIICH,
BU3HAYCHHIO (DYHKIIA Ta BCTAHOBJICHHIO 3aJ€KHOCTEH MIXK 3MIHHUMH, SIK1
OMKCYIOTh TMEPETBOPEHHS [JAaHUX B MEXKax CHCTEMH. 3a PaxXyHOK IIbOTO
3a0€3Me4YeH0 MPO30pICTh Ta OJHO3HAYHICTH PO3YMIHHS 3alPOIOHOBAHUX
MaTEMaTUYHUX MOJIENEH, 10 € HEOOX1THUM MIATPYHTSM SIK JIJIs1 iX TIPAKTUYHOTO
BTUICHHS, TaK 1 MOJAIBIIOT0 aHaji3y Ta BIOCKOHAJICHHS.

OkpeMo, Oynu pO3IJIAHYTI PI3HOMAHITHI METOIM  PpeNpe3eHTallii
POrPaMHOTO KOy JJIsI ITiJIeH HOro aHauizy, BKIFOYAtOYH:

e TekcToBe MpeICTaBlICHHS Y BUTJISIII TOKEHIB-CUMBOJIIB Ta JIEKCEM.
e AOCTpakTHI CHHTAaKCHYHI JiepeBa, sKi BITOOPaKYIOTh JIOTTYHY CTPYKTYPY

KOZY.

e ['pad nmoTtoky kepyBaHHs Ta rpad 3ajneKHOCTEeW Mporpamu Ui aHali3y

B3a€EMO/IIN (PparMeHTIB KOTy.

[licns MOPIBHSAIBLHOTO aHAMI3y 3a PI3HUMH KPUTEPISIMH TaKUMH SIK
CKJIQJIHICTh, PECYPCOEMHICTH, 1HPOPMATUBHICTH, B POOOTI BUOPAHO aOCTPaKTHI
CHUHTaKCHUYHI JepeBa SK ONTUMAJIbHUI CMOCiO MOJAaHHS MPOTPAMHOT0 KOAY JJIsI
HACTYIHOTO aHaji3y Ha IpeaMeT HasgBHOCTI BpasznuBocTeil. Lle oOymoBieHo
palioHaJIbHUM 0ajaHCOM MK aJeKBaTHHUM PIBHEM JeTali3allii CTPYKTypH Ta

00csTOM pecypciB.
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Takum 4uHOM, y JpyroMmy po3aui poOOTH c(hOPMOBAHO METOOJIOTIUHE
OIATPYHTS K AN [OAANBIIOi  pO3pOOKM, Tak 1 HAYKOBOI  OIIIHKHU
PEe3yIbTATUBHOCTI 3alpONOHOBAHOI CHUCTEMU AaBTOMATH30BaHOI BepHdiKallii
porpaMHoro 3a0e3neueHHs. BU3HaueHHs] TOUHUX MAaTeMAaTHUYHUX MOJENeH Ta
dbopManbHUN OMKC TPOILETypPH TEPETBOPEHHS BXIAHUX JaHUX 3a0€3MeuyIoTh
OJIHO3HAYHICTh PO3YMIHHS Ta MOXKJIMBOCTI Bapiallii CKJIaJOBUX MOMIYJIIB
CUCTEMH, a TAaKOX 1X B3aeMo3aMiHHOCTI. Lle cTBOproe THyukuil GyHAaMEHT ISt
MOJANBIINX yIOCKOHAJICHh apXITEKTypd CHCTeMH. B Tol e wac, diTKa
dbopmaizaris BUpIITyBaHOT 3a/1a41 pa3oM 3 00paHUMHU METOIaMH ITPEICTaBICHHS
Ta MEPETBOPEHHS JAHUX 3aJal0Th IMOCHIIOBHICTh €TaliB PO3B'A3aHHSA, IO €
HE0OX1THOI0 YMOBOIO JJIsl TPOBEICHHS 00'€KTUBHOT HAYKOBOT OI[IHKH OTPUMAHUX

pEe3yJbTaTIB.
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3 Po3poOka cucremMu aHaJIi3y NPOrpaMHOro Koay 3

BUKOPHUCTAHHAM TOPUIHOI0 METOAY NMOIIYKY BPa3JjIMBOCTEN

3.1 IToOyxoBa NpOMIKHOTO NPEACTABJIEHHS IPOTrPAMHOI0 KOAY

3.1.1 ITo6ynoBa aGCTPAKTHOI0 CHHTAKCHYHOI'0 iepeBa

AOGcTtpakTHe cuHTakcumuHe paepeBo (AST) € ogHMM 3  KIFOYOBHX
IHCTPYMEHTIB aHaJI3y Ta NPEJACTaBICHHS CTPYKTypU MporpamHoro koay. Bono
J03BOJISIE IOJIATH BUX1IHUM KO y BUTJISIIL 1€papX1YHOTO AEPEBa, € KOKEH BY30J1
BIJIMOBIJIa€ IEBHOMY (hparMeHTy KOJy YU CUHTAKCHUYHIN KOHCTPYKIIii. 3aBIsSKU
AST MoxHa He JHIE Bi3yami3yBaTH JIOTIYHY OpraHi3aiiio Mporpamu, aie i
e(EeKTUBHO TMPOBOAUTH 1i aHali3, BKIIOYAIOUM TMOMIYK MOTEHIIMHUX
BpAa3JIMBOCTEN.

Opnak 11t KopekTHoi mooyaoBu AST HEOOXiTHO TOTPUMYBATHUCS TIEBHUX
BUMOT. 30KpeMa, SIKILO IPOrpaMHUI KO MICTUTh MOCUJIAHHS Y BUKOPUCTOBYE
30BHIIIHI O0101I0T€KH, BIAMOBIAHI 3aJEKHOCTI MalOTh OyTH HasBHUMHU B
cepenosuii moOyaoBu AST. [HakIIe MOKIMBA CUTYyaIlisl, KOJIU YaCTHHHA KOIY,
SK1 MICTSITh BUKJIUKY HEBITOMUX (DYHKIIIM Y 3BEPHEHHS JI0 BIJICYTHIX 010J110TEK,
He OyayTh BKIOYeHi 10 mooyaoBanoro AST. Lle, B cBoto uepry, yHEMOXKIUBHUTD
NOIaNbIINI MOBHOLIIHHUM aHali3 UX (PparMeHTIB KOy Ha MpeAMET Oe3MEKH.

[cHye pexinbka MOMyJSIPHUX THCTPYMEHTIB Ta O10710TEK AJs aHami3y Ta
00pobku C/C++ komy, 30KkpeMa JJisi TreHepallii aOCTPaKTHUX CUHTAKCUYHHUX
nepes (AST)

Ko’xeH 3 BKa3aHMX 1HCTPYMEHTIB Ma€ CBOi YHIKaJbHI OCOOJMBOCTI 1
3aCTOCYBaHHS B aHali31 Ta 00poOii koay C++:

1. Clang [37] - ue nepenoBa uyactuHa KommiasTopa aiast MmoB C, C++ Ta

Objective-C, 3acnoBana Ha iHdppactpykrypi LLVM. Clang cinaBuUTbCSA CBOEIO
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MILHICTIO, MIATPUMKOIO Cy4YaCHUX MOXIUBOCTEH MOBU C++ 1 BUKOPUCTOBYETHCS
B 0araTtboX 1HCTPYMEHTAX JJIsi CTATUYHOTO aHaJi3y Ta pepaKkTOPUHTY.

2. GCC-XML [38] - meit iHcTpyMeHT 3maTeH reHepyBath XML-
npeactasieHHss AST s koxy C++, ane BiH HE TaK aKTUBHO MIATPUMYETHCS, K
Clang.

3. Tree-sitter [39] - e yHiBepcabHa 010/110TEKa MTAPCUHTY, sIKa €(PEKTUBHO
o0pobiisie Benmuki 0a3u KoMy 1 MATpUMYe Oararo MOB MPOTpaMyBaHHS,
BKItOyaroun C++.

4. PyCParser [40] (nnst Python) - ie 616mioTexa Python nnst mapcunry komy
C i C++ i renepamii AST, 3pyuna jist pob6otu 3 C++ B cepenoBuii Python.

5. ROSE Compiler [41] - ue#t koMOiiaTop — BiIKpUTa iHPPACTPYKTYypa
JUTsI CTBOPEHHS MepeKyIagaviB 13 KOy B KO, IHCTPYMEHTIB CTATUYHOTO aHATI3y
tomro. Bin miatpumye C++ 1 Hagae APl na C++ miis po6otu 3 AST.

7. ANTLR [42] (3 rpamatukoio C++) — 1€ TOTY>KHUW TEHEPATOP
napcepiB, SKUH T03BOJIsIE BU3HAYATH BJIACHI ITPaBUIIa IPAMATHUKY JIJIS1 PI3HUX MOB
nporpamyBaHHs, BKItouatoun C++.

B naniit po6oti 06pano Clang uepe3 oro mupoki MOKJIMBOCTI, aKTUBHY
MIATPUMKY Ta 1HTerpamito 3 ekocucremoro LLVM, mo no3Bossie epexTuBHO
BUKOHYBaTH aHami3 Ta neperBopeHHs C/C++ xomy juisi BUPIIICHHS 3aBIaHb
JIETEKIlii Bpa3IMBOCTEH.

Otxe, nepen noOyaoBoro AST mjis KOHKPETHOTO MpOTrpaMHOro dailry

HEOOX1THO MMePEKOHATHUCS, TTI0:

1. BcraHoBnieHO yci G10I0TEKH Ta 3aJ€XKHOCTI, SIKI BUKOPUCTOBYIOTHCS Y
upoMy Qaiini. Ix BincyTHiCTH MOYe IPU3BECTH 70 YACTKOBOTO YK OBHOTO
ITHOpYBaHHS OKpeMUX (parMeHTiB KOay Tij yac reHeparii AST.

2. lIngxu momyky O107i0TE€K HaJaIITOBaHI KOPEKTHO BIJMOBIAHO [0
CepeoBHUINa, N1 Bin0yBaeThcs modymoBa AST. [HakIe cucrema He 3MOXKe

3HAWTH MOTPIOHI 3aJIEKHOCTI HABITH 3a X HASIBHOCTI.
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3. BUKOpHCTOBYEThCS aKTyajbHa BepCis IHCTPYMEHTApilO JJisd aHai3y Ta
KOMITUTAI. 3acTapisii KOMITUIATOPH MOXYTh HEKOPEKTHO 1HTEPIIPETyBaTH
cydacHuil cuHTakcuc MoBu C/C++, mo mpusBene A0 MOMUJIOK IiJi 4ac
renepariii AST.

Sxuro yci 11l yMOBH AOTPUMaHi, MOKHA CIIOIBATHCS, 1110 ToOynoBane AST
aJICKBaTHO BiJOOpakaTUME CTPYKTYPY Ta 3MICT BUXIJHOTO MPOTPaMHOTO KOY.
Inakme pesynbrytoue AST Moke OyTH HEMOBHUM ab0 MICTHTH CTPYKTYpHI
nedeKTH, 0 YHEMOKIUBUThH WOTO MOAAJbIINEe BUKOPUCTAHHS JUIsl aHATI3y KOAY
Yl TOILIYKy BpaznuBocTei. s neMoHcTpaiii mporecy mooymoBu AST

PO3MIITHEMO TIpoCcTH (pparMeHT Koy Ha MoBi C++, 300pakenwmii Ha Puc. 3.1:

<iostream>
e "helper.h"
;

void processArray(int array[], size_t size)

Helper helper;

helper.initialize();

for(int 1 = @; 1 < size; ++i) {
helper.update(array[i]);

helper.finalize();

std::cout << "Done!"™ << std::endl;

int main() {

int data[] = {1, 2, 3, 4};

processArray(data, 4);

return ©;

Puc. 3.1 - ®parment C++ koxy
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Ileit Kkox BUKOPHUCTOBYE CTaHAApTHY O10i0TEeKy 1ostream  JJis
BBC/ICHHS/BUBEICHHS, a TaKOX ITOCUJIAEThCSI HA KOPHUCTYBAIbKY O1010TEKy
helper.h, sxa MicTUTh OrosomIeHHs Ta peainisaliio kiacy Helper.

[Tepen mobymoBoro AST m1st 1iboro aiiay HeoOX1THO MEPEKOHATHCS, IIIO:

e biGmioTeka iostream jgocTyrHa. 3a3BU4yail BOHA BXOJIUThH JI0 CTaHAAPTHOL
610miorexu C++ 1 He mOTpeOye TOATKOBUX [IiH.
e @aiin helper.h Ta BiamosimHa 6i0mioTeka, mo peanidye kinac Helper,

MPUCYTHI Ta AOCTYIHI JAJig KoMIuigtopa. [Hakiie BinoBiIHI (hparMeHTH

KOAY MOXXYTh OyTH MpOirHOpoBaHi i yac rerepartii AST.

[IpunyctrimMo, 10 yCl YMOBH JOTPUMAHO 1 KOMIIUIATOP MOXE YCIIIIHO
IpoaHajizyBaTu Ta 00poOUTH HaBeAeHUM BUIlE KOA. To/l B pe3ynbTaTi poOoTH
BIJIMOBITHUX IHCTPYMEHTIB Oyne moOymoBano AST, @parMeHT sKOro

npeacTaBieHnit Ha Puc. 3.2:

onUnitDecl”,

"range":
"begin": {},
"end": {}

T

"inner”: [

"range”: {
"begin": {},
"end": {}

s

"isImplicit”
"name”: " i
“type": {
"qualType”: " int128"
b
"inner”: [

"qualType™: " int128"

Puc. 3.2 - ®parment nodynoBanoro AST: kopiHb AepeBa
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Sk 6aunmo, xopeneBuM enemeHToM AST € By3on TranslationUnitDecl,
KU penpe3eHTye BeCh TPAHCIALIMHUN OI0K. BiH MICTUTH MOUipHI BY3/1H i
KOYKHOT'O OKPEMOT0 €JIEMEHTa I[bOro OJI0KY: AupeKTUBH include, QyHKITIOHABHI
IPOTOTHUITH Ta BU3HAYCHHSI.

Ha nactynHomy piBHI BiioOpaxeHO Ti10 QYHKIIHN: Anst processArray 1ie
ook CompoundStmt (Puc. 3.3), a anmg main - ReturnStmt (Puc. 3.4). Koxen 3
1ux OJIOKIB, B CBOIO Yepry, CKIAJA€ThCA 3 JIOUIPHIX BY3JIB, IO BIAMOBIIAIOTH
KOHKPETHHM OIEpaTopaM YM KOHCTPYKIISIM MOBH: OTOJIOIIEHHS 3MIHHOT, ITUKII
ForStmt (Puc. 3.5), Bukiuk QyHKIIii TOIIO.

inner”: [

{
Ilidll: )3
"kind": "C

"range”: {
"begin”: {
"offset": 275,
"line™: 4,
"col": 12,

"tokLen": 1

}s

"end": {
"offset™: 350,
"line": 17,
"col": 1,
"tokLen™: 1

Puc. 3.3 - baTpkiBchKkuit 070K QyHKIIIT processArray
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"id": "ox127
"kind™: "ReturnStmt”,
"range": {

"begin": {
"offset™: 339,
"line": 25,
"col™: 3,
"tokLen™: 6

bs

"end": {

"offset™: 346,
"col": 1@,
"tokLen™: 1

"id": "ex1274220",

"kind": "ForsStmt",

"range”: {

"begin”: {

"offset™: 133,
"line™: 9,
"col": 3,
"tokLen™: 3

I

"end": {
"offset": 198,
"line™: 11,
"col": 3,
"tokLen": 1

Puc. 3.5 - baTbkiBchkuii 610K 1iukity for

3aBaAKM Takiil iepapxiuHid cTpykTypi, AST no3Boisise 4iTKO OayuTH
B3a€MO3B'SI3KM MIDK €JEMEHTaMHu IporpamMH Ta ix BkiIajaeHicThb. Lle cmpomye
aHali3 KOAYy Ta BUSBICHHS MOTEHLIMHO HeOEe3MeYHHX (PparMeHTiB, amke 3
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koHTekcTy AST Mo)XHAa BHM3HAUYUTH SK TIEBHA 3MIHHa Yd (DYHKIIIS
BUKOPHCTOBYETHCS B 1HIITMX YACTHHAX IMPOTPAMHU.
BapTo Bi3HaunTH JIeKiIbKa BaXKIMBUX MOMEHTIB 111010 ToOy 108U AST:
IcaytoTh pi3Hi cnocoOu BizyanbHoro mnomanHs AST - UML-noniOHi
niarpamu, JSON, XML Tomo. BTiM CyTHICTP 3aiMIIA€THCS HE3MIHHOIO:
lepapXxivyHa CTPYKTypa BY3JIiB 3 BiATOBITHUMHM 3B'SI3KaMH.

['mubuna geramizamii AST Moxke BapitoBaTHCS 3aJI€KHO BiJl HANAIITYBAaHb
aHajizaTopa Koay. IHKOIM JMOUUIBHO aOcTparyBaTUCS BiJ HaJAMIpHUX
HU3BKOPIBHEBUX MOJPOOUIIH 317151 KOMITAKTHOCTI.

3a HeoOxigrOCTi, AST MOXe OyTH JOIMOBHEHE JT0IaTKOBOIO 1H(MOpPMAITIEIO
npo aTpuOyTH Y BIACTUBOCTI OKpeMuX BY3diB. lle po3mmproe MoXIUBOCTI

o AaJIbIIoro aHaJIi3y.

3.1.2 TloOynoBa KOAOBHMX rajxKeTiB

KonoBuii rajgxer siBisic co0010 pparMeHT BUXITHOTO KOIY, IO OXOIUITIOE
CEMaHTUYHO TMOB'SI3aHI MDK COOO0I0 PSIKH TpOrpaMy 3 TEBHOK KJIIOYOBOIO
TOYKOI0 - TOTEHIIIITHO BPa3JIMBUM BUKIMKOM (DYHKIIIT UM OTIEpaIli€ro.

Kio4oBi ToOUkM SBISIOTH CO00I0 ()parMeHTH MPOTpamMu, SKi MOXKYTh
MICTUTH TOTEHIIiHO HeOe3neuyHl omnepamii. HaityacTimme 1e pi3HOMaHITHI
BUKJIMKU (DYHKITIH, OCOOJIMBO TUX, 110 HaJIekaTh O CTAaHAAPTHUX O10T10TEK -
po0oTa 3 maM’sITTI0, BBEICHHSIM/BUBEACHHIM, MEPEKEBUMHU OTEpallisM Ta 1H.

[IpuknagamMu TUMOBUX BPa3JIMBUX BUKJIMKIB PYHKIIA MOXYTb OyTH:

e malloc, calloc, realloc - Buainensst Ta 3BiIbHEHHS TTaM'sSITi
e memcpy, strcpy, strcat - po6ota 3 Oydepamu Ta psakaMu
e fopen, fread, fwrite - yntanus/3amnuc ¢aiiais

e system, exec - BUKOHAHHS 30BHIITHIX KOMaH/I

e connect, bind, listen - mepexesi oneparrii
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ToOTO KIFOYOBMMH TOYKAMH BHUCTYIAIOTh BUKIMKHA (PYHKIHN, SKI MpU
HEKOPEKTHOMY BUKOPHCTaHHI MOXXYTh MPHU3BECTH IO TUIIOBUX BPA3IUBOCTEH -
nepenoBHeHb OydepiB [47][48], BuTokiB nam'sTi [49], moABIMHOTO 3BIILHEHHS
[50] Tomo. BusBieHHsS TakMX TOYOK JO3BOJISIE 3BY3UTH OOJACTh MONIYKY
MOTEHUIWHUX J1e(eKTiB OC3MeKH.

Ha ocHOBI K0HOT KJTF0U0BOi TOUKH MOKe OyTH C(hOPMOBAHO BiITOBITHUM
KOJIOBUH TaJKET - KOHCTPYKIIis, IO CKJIATA€ThCS 3:

1. Camoi KJ1H040BOi TOUYKH (BUKJIUKY BpPa3IuBOi (DYHKIIIT)
2. ®parMeHTiB KoJy, SKi MOB’s3aH1 3 KJIIOYOBOIO TOYKOIO: apryMeHTU abo

MOBEPHEHI 3HAYCHHS

Takuii komoBUM Ta/KeT (POPMyE CEMAHTHUYHO 3aBEpIICHUN OJIOK
nmporpamu, SKdd Moxke OyTH TMpoaHalI30BaHO Ha MPEeIMET HasBHOCTI
BPa3JIMBOCTEH O1IBII 1307 Ib0BAHO B1JI PEIITH KO .

OcHoBHI eTanu (OpMyBaHHS KOJOBOIO FaKETY:

1. Bubip xiaro4uoBoi Touku. Ha ocHOBI 3a3/1aseriib BUBHAUYEHOTO CIUCKY

KIIFOUOBUX TOYOK, BUKOHYEThCs Tomyk mo AST kimrodoBux To4yok. Ha

JaHOMY €Tami Ba)KJIMBO BUPI3HATH KIIOYOBY TOUKY, SIKa BUKIHKAETHCS

came y KOJi, SIKHW aHaJi3y€eThCs, a HE B MEKaX BUKJIMKY B CTaHIApTHIN

6i6mioreni C++. 3a TOMOMOTOI0 METaIaHUX, MPUCYTHIX B AST, MOXKIUBO

BU3HAYUTH MMOXOKCHHS €JIEMEHTY JIepeBa.

2. Ilodynosa 3pizy AST. HaBkoso oOpaHOi KJIF0YOBOi TOYKU BUIUISETHCS

¢parment AST, skuil OXOIUTIOE BY3JHM, MOB'A3aHl 3 11€I0 (YHKIIELO.

['mubuna 3anypenHs B JepeBo AST BH3HAYAETBCS MapamMeTpoM

anroput™My. Yu OLIbIIMN pIBEHb BKIAJACHOCTI, TUM OLIBIIMMU OYyIyTh

Pe3yIbTYIOUl KOJOBI rajikeTH. Benukuii po3Mip KOJOBOTO TaJKETy MOXKE

HEraTWBHO BIUIMHYTH HA MOJAJIbIIY TOYHICTh Kiacudikalii, a TaKox

IIBUJIKOJIIFO METOJTY,, TOMY €MIIIPUYHUM HUISTXOM OYJI0 MiaI0paHo po3Mip

kozoBoro ramxery 100.
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3. Exkcrpakuisa koay 3 AST. I3 chopmoBanoro 3pizy AST BUTATYIOThCS
BIIMIOBIIHI PSAAKA BUXIAHOTO KOAY, SKI 00 €THYIOTBCS B €IUHY
KOHCTPYKITitO - KOJIOBUH TaJl)KET.

4. 3Heoco0JieHHs1 qaHMX. [neHTHdiKaTOpU 3MIHHUX, KJaciB Ta (PyHKIIIH
3aMIHIOIOTECS Ha y3arambHeHi imeHa: VAR1, VAR2, FUNCI1, CLASSI1
TOIIO JUIsi YHUKHEHHS TEpPEHABYAHHS Ta IMOKPAIICHHS Yy3arajlbHIOKYO1

BJIACTUBOCTI.

PizHOBMIM KOAOBHUX ra/KeTiB. 3aJIC)KHO BiJl TUITY KJIFOUOBOI TOUKH, BUILISIOTH

JIBa PI3HOBUIU KOJIOBUX T'a/KETIB:

1. TagkeTn NPAMOro MPOXoAy - KOJIM aHAII3yEThCSl BUKOPUCTAHHS 3HAUYCHHSI,

110 TIOBEPTAETHCS 3 MOTCHIIHHO-Bpa3mmBoi pynkii (Puc. 3.6):

* items = *) malloc(100);

items[@] = 123;

Puc. 3.6 - KogoBuii rapkeT mpssMoro mpoxomay

2. 'azkeTn 3BOPOTHOTO MPOXOAY - KOJM aHATI3YEThCS TIEpeiaya mapameTpiB

1o BpaznuBoi pyHkuii (Puc. 3.7):

strcpy(dest, src);

Puc. 3.7 - KonoBuii ragket 3BOPOTHOTO MPOXOTY
Taxuii po3nonin 103BOJISIE TOYHINIE MPOAHAII3yBAaTH BIUIMB KIIFOUOBOL
TOYKH Ha JIOTIKY IIPOTPaMHU B 3aJI€KHOCTI BiJ] HANIPSIMKY 3B'A3KY.

[TepeBaru KOAOBHX T'aJPKETIB JIJIS aHATI3Y BPA3THBOCTEH:
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e JlaroTh 1iJTiCHE YSABICHHS MPO (PparMeHT KOAY Ta MOro OTOUYEHHS

® MicTATh BOXJIMBUI KOHTEKCT HABKOJIO MOTEHIIMHUX BPa3IMBOCTEH

e Jlerme miggarOThCs aBTOMATH30BAaHOMY aHaTI3y IOPIBHSIHO 3 IOBHUM
KOJIOM MPOTpaMu

e CrhpolryroTh Mpollec Kareropusamii Ta Kiacudikaiili 3HaWIEHHX
BpPA3JIMBOCTEN

L Hoxpamy}oTL IMOBTOPHE BUKOPHUCTAHHA AAHUX IS MAIIMHHOTO HABYAHHS

TakuM 4YMHOM, KOJOBI TaJKETU SBJISIIOTH CO0OI0 3pYy4YHY OJMHUIIIO
aHami3zy, sSKa J03BOJISIE€ MIABUIIUTH €(PEKTUBHICTh BHUSBICHHS MPUXOBAHUX
BpPa3NMBOCTEH y TMPOTrpaMHOMY KOJAI KOMIUIEKCHHX CHCTEM 3a pPaxyHOK
BIJICIFOBaHHS HECYTTEBHUX JAeTalleld peanm3anii. PazoM 3 ThM, BOHU 30€piraroTh
IIHHY 1H(QOpMaIlI0 MPO CEMaHTUYH1 3B'A3KM MDK KIIOYOBUMH TOYKAMU Ta
OTOYCHHSAM, IO € BHU3HAYAIbHUM (akTopoM s (OpMyBaHHS aleKBaTHHUX
BHCHOBKIB 111010 OC3MEKH KOJIY.

CxemaTHuHe MNPEACTABIECHHS Mpollecy MNOOYIOBH KOJIOBOTO Ta/KeTy

300pakeno Ha Puc. 3.8:
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#define MAXSZE 40
void test{char *str)
{
. Name: test(char *), Type: FUNCTION_DECL
char buf{MAXSZE]; Name: str, Type: PARM_DECL
intunused=15; Name: , Type: COMPOUND_STMT
#(Ibuf) Name: , Type: DECL_STMT
’ Name: buf, Type: VAR_DECL
return; Name: , Type: INTEGER_LITERAL
strepy(buf, str); Name: , Type: IF STMT
) Name: , Type: UNARY_ OPERATOR
Name: buf, Type: UNEXPOSED_EXPR
Name: buf, Type: UNEXPOSED_EXPR
Name: buf, Type: DECL_REF_EXPR
Name: strcpy, Type: CALL_EXPR
Name: strcpy, Type: UNEXPOSED EXPR
Name: strcpy, Type: DECL_REF_EXPR
Name: buf, Type: UNEXPOSED_EXPR
Name: buf, Type: DECL_REF_EXPR
void test{char *str) Name: str, Type: UNEXPOSED_EXPR
{ Name: str, Type: UNEXPOSED_EXPR
char buf{40); Name: str, Type: DECL_REF_EXPR
intunused =15;
if{!buf)
return;
strepy(buf, str);
}
Variables
‘ mapping
module

Name: test.cpp, Type: TRANSLATION UNIT
Name: test(char *), Type: FUNCTION DECL
Name: str, Type: PARM _DECL
Name: , Type: COMPOUND_STMT
Name: , Type: DECL_STNT

Name: buf, Type: VAR _DECL
Name: , Type: INTEGER_LITERAL
Name: , Type: DECL_STNT

Name: unused, Type: VAR _DECL
Name: , Type: INTEGER_LITERAL
Name: , Type: IF_ST™T
Name: , Type: UNARY OPERATOR
Name: buf, Type: UNEXPOSED EXPR

void funci(char *var1)

Name: buf, Type: UNEXPOSED_EXPR {
Name: buf, Type: DECL_REF_EXPR
Name: , Type: RETURN_STMT char var2[40];
Name: strcpy, Type: CALL_EXPR
Name: strcpy, Type: UNEXPOSED_EXPR if(lvar2)

Name: strcpy, Type: DECL_REF_EXPR
Name: buf, Type: UNEXPOSED_EXPR
Name: buf, Type: DECL_REF_EXPR }
Name: str, Type: UNEXPOSED_EXPR
Name: str, Type: UNEXPOSED_EXPR
Name: str, Type: DECL _REF_EXPR

strepy(var, varl);

Puc. 3.8 - TIporec hopmMyBaHHS KOJTOBOTO TaIKETY

3.1.3 Ilo0OynoBa BeKTOPHOI0 NMPEJACTABJICHHS KOIY

Tpanchopmarliisi TEKCTOBUX JaHUX B CEMAaHTHYHI BEKTOPU € METOJOM
B3a€MO/II 3 OOYUCITIOBAILHUMH CUCTEMaMU JIJIi BUKOHAHHS 3aBJIaHb 00pOOKHU
MPUPOJHOI MOBH Ta BUPIMICHHS MpoOJieM 3a JOMOMOTOH MaTeMaTHYHHUX
miaxoaiB. B pamMkax JaHOro JOCHIKCHHS Tepen0adyaeTbcsi BUKOPHUCTAHHS
BEKTOpHU3AIlil JIJIsi MEPETBOPEHHS KOJIOBOTO TakeTa y popMar, mpuaaTHUMN Jist
MOJAJIBIIIOT0 BUKOPUCTAHHS B HEMPOHHUX Mepekax. B jaHiif riaBi po3riisHyTI

MOYJIMB1 aJITOPUTMH, SIK1 O I03BOJIMIIU 11€ 3POOUTH.
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Onucytoun npoOieMy MpeACTaBiICHHS JaHUX SK  OCOOJHUBICTD
0e3moCepeIHbOr0  MPEACTABICHHS TEKCTOBUX €JIEMEHTIB, BapTO TaKOXK
BIJI3HAYUTU CTPYKTYPY HE3MIHHOCTI TMpPEACTaBICHHS I  MOAAJBIIOL
KOHCTPYKIIii Mojieni. Mojens BekTopu3allli y ¢hopmi "Milka ciiiB" BUPIIIYE IO
npo0iemy.

Jist popMyBaHHS BXIJHOTO BEKTOpA JUIsl JTOKYMEHTY MpeICTaBICHHS
€JIEMEHT 3a €JIEMEHTOM arperyerbcs Ta OOUYMCIIOETHCS IX CepellHE 3HAUYCHHS.
BxinHuii BeKTOp X y NOpHKIaAl KiIacu(ikamii MOBH MICTUTh HOpPMAaJi30BaHY
KUIBKICTh Oirpam y gokymenTti D. el BekTop Moke OyTH pO3KJIaJIeHUN Ha
cepenHe 3HaYeHHS D BEKTOpPIB, KOKEH 3 SIKUX BIANOBIJA€ MEBHIN MO3UIIT y

JIOKYMEHTI 1:

ID|

1 Do
X = mZx [i] (31)
i=1

Pii) - e BexTop i3 ommiero

ne Dy - ue Girpama B JOKyMEHTI Ha MO3MILI 1, a x
OJIMHHUIICIO Y TTO3HII1, IO BIAMOBIAA€E Oirpami, 1 HyJISIMU Ha THIIMX MO3UITISX.
TakuM YUHOM, MH OTPHUMYEMO BEKTOPHE TPEICTaBICHHS IOKyMEHTa
(dikcoBaHOTO PO3MIPY CIIOBHHKA, IKE Oyne BUKOPUCTOBYBaTHCs mi3Hime. Lle
J03BOJISIE  3HU3WTH HABAaHTAXCHHS Ha OOYHCITIOBAILHY TIOTYXHICTH Ta
BUKOPHUCTOBYBATH Il MeToJ B Oararbox 3amadax. Cepes HEIOMIKIB LbOTO
MIIXO0y CJIiJ BII3HAUNTH, 110 BiH HE BPAXOBYE MOPSJIOK €JIEMEHTIB TEKCTY.
[IpoGnema BukopuctanHss merony '"mimka ciiB" (BOW) mnonsrae y
HEPIBHOMIPHOMY PO3IMOALT TEKCTOBUX E€JIEMEHTIB y BEKTOpaX MpeJCTaBICHHS,
TOOTO PIJKI €JIEeMEHTH a0o0 3arajbHOBXKHBaHI CJIOBa HE BIIPIZHAIOTHCA. s
BUPIIICHHS 1i€1 TpoOsiemMu OyB BIipoBaKeHui meton Bekropu3saiii TF-IDF [43],
KWW CKJIaIa€Thes 3 NBOX yacTuH: yactota TepMiHiB (TF) Ta oGepHena gactora

nokyMeHTty (IDF). OGuucieHHs Takux 3Ha4€Hb BUTIISAAE HACTYITHUM YHHOM:

TF ~ IDF,y = TF,y - IDF,, (3.2)

76



ne TF (HacToTa TepMiHIB) - OOYMCICHHS YaCTOTH BXO/IXKEHHS TEKCTOBOTO
eJIeMEHTa B JOKyMeHT. JJi1 BKa3aHOTO TEKCTOBOTO €JIEMEHTa Lel MOKa3HUK
MOXe OYyTH BH3HAUCHHMM SK BIJIHOIICHHS KUIBKOCTI pa3iB, KOJHU €JIEMEHT

3'SIBIIIETHCS B JOKYMEHTI, JIO 3arajbHOi KUIBKOCTI CJIIB Y JJOKYMEHTI.

N(t
TF,, = NLd) (3.3)

ne N(t) - me KiIbKiCTh BXOJDKEGHb t B JOKyMeHT d, a N; - 3arajibHa
KUIBKICTb CHIB y TOKYMEHTI d.

IaBepciitna uvacrota nokymeHTiB (IDF) - 1me meTpuka, ska BU3Haudae
BOXXJIMBICTh CJIOBAa B KOPITyCl OaraThboX JOKyMEHTIB. BoHa OOYHMCIIOETHCS SIK
JorapuMiuyHe BIJIHOWIEHHS KIIBKOCTI BCIX JOKYMEHTIB /IO KUIBKOCTI
JIOKYMEHTIB 13 3a3HaueHUM cioBoM. Dopmallizyroyu 1€, MAaeMO HACTYIIHE

BHU3HAauUCHHS (HOPMYJIU:

IDF,, = (3.4)

¢
Nc(t)

ne N, - 1e KUIbKICTh JOKYMEHTIB y Kopryci ¢, a N (t) - KUIbKICTh
JIOKYMEHTIB, SIK1 MICTATh CJIOBO t Y KOPIYCI C.

Takum ywmaoMm, Meron TFIDF xou4 1 BH3Hauae BaXIMBICTH CJIB Yy
JIOKYMEHTaX BIJIHOCHO KOPMYCY TEKCTIB, ajie¢ HE BPaxoOBYyE MOPSIOK CIHIB i
CEMaHTHKYy, BIH TaKOX MOXE€ BUMAaraTHd 3HAYHUX OOYHUCIIOBAJIBHUX PECYPCIB.
Ilei migxiy KOpPUCHUH JIJIs BUIIJICHHS KIIOYOBHX CJiB, aje HE J03BOJISE
BpPaxOBYBATH IHMOOKHI 3MICT TEKCTY.

Anroputm Word2Vec, mmpoko BiioMuii Ta BUKOPHUCTOBYBaHHM, OyB
po3pobienuit Tomamem MikooBHM Ta HOTO HAYKOBUM KOJIGKTHBOM B paMKax
cepii HaykoBux ctateit [44], [45]. Word2Vec iHimitoeTbcsi 6a30B0OI0 MOACILIIO
HepoMepexl I OOpOOKM NPHUPOJHOI MOBH Ta IMIJIJAETHCS IOJAIBITAM
Moau(iKalisiM 3 METO0 3a0e3reueHHs 011bII €()eKTUBHOTO MPOIECY HABUAHHS.
Baxnmuo 3ayBaxkutu, mo Word2Vec He mnpexacraBisie coO0K OKpeMHit

QITOPUTM, a CKJIQJA€ThCSA 3 MPOrPAMHOrO MakKeTy, M0 peaii3ye ABa PI3HUX
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criocobu mpencrasieHHs koHTekcty (CBOW Ta Skip-Gram) Ta aBa pi3HUX
BrockonaneHHs (Negative-Sampling Ta Hierarchical Softmax), sik mokazano Ha

Puc. 3.9:

INPUT  PROJECTION OUTPUT INPUT  PROJECTION OUTPUT
w(t-2) [_W(l-2)
| —
=
w(t-1) w(t-1)
\ SUM / L
: ]—»[ w(t) wit)| +——»
| / \[—\ s
wi(t+1
L
—
w(t+2) w(t+2)
L

CBOW Skip-gram

Puc. 3.9 - Apxitekrypa moneni Word2Vec [45]

Word2Vec neMoHCTpye 37aTHICTh 3aXOIUIFOBATH SK CHHTAKCHYHI, Tak 1
CEMaHTUYHI B3a€MO3B'SA3KM MDK PI3HUMH CJIOBAaMU y TEKCTOBOMY KOPIYCi, IIO
Hajae OaraTiIMid KOHTEKCT IS pO3yMiHHA acomiamii ciiB. Kpim Toro, BiH
BUPI3HAETHCS KOMIAKTHUMH Ta THYYKHMHU BEKTOpaMu BOYIOBYBaHHS, Y BIIMIHY
BiJl TOMEPEHIX aJTOpPUTMIB, i€ pO3MIp BEKTOpy BOYJOBYBaHHS OYB
MIPOTIOPIIIHHUM PO3MIPY CIOBHHUKA, ITI0 pOOUTH HoTo OLIbi ehexTuBHUM [46] Ta
MIPUCTOCOBAHUM JO0 PI3HUX HAOOPIB naHux. TakuM YMHOM, MOXHA MPUNUTH 10
BHUCHOBKY, 1110 BUKOPUCTaHHS Mojei word2vec € Oulbil AOUIBHUM, HiK BoW
ta TFIDF.

Bekropu3aitis KoJ10BUX rajKeTiB BiIOYBAETHCS HACTYITHUM YHHOM:

78



1. TokeHnizarlisi KOJOBUX TaJPKETIB: MEPIIMM €Tam IMOJsArae B PO3OHUTTI
KOJIOBUX Ta/DKETIB Ha OKPEM1 TOKEHHU.

2. TpeHyBaHHs MoOjeNi: Ha HACTYITHOMY e€Talll TOKEHI30BaHI KOIOBI

raJ’>KeTd BUKOPUCTOBYIOTHCS JIJIsl TPEHYBaHHs Mojieni word2vec.

OTpumaHHSI BEKTOPHHUX MPEJCTABICHB: IMICIS TPEHYBAHHS ISl KOXKHOTO
TOKEHa a00 ra/pKeTy MoXke OyTH OTPUMaHO BEKTOPHE MPEACTaBICHHS.

KosxeHn komoBuii rapkeT moTpedye MepeTBOPEHHSI BEKTOPOM depe3 Horo
CUMBOJIbHE TIpeACTaBieHHSA. JIsi 1bOTO MH  PO3OMBAEMO CHUMBOJIBHE
IIPEICTABIICHHS KOJIOBOTO Ta/PKETy Ha IMOCHIOBHICTh TOKEHIB 3a JOTOMOIOIO
JIEKCUYHOTO aHaJII3y, BKIIOYAIOUU 1AEHTU(PIKATOPH, KIIFOUOBI CIIOBA, OIEPaTOPU
1 cumBoM. Hanpukiian, CMMBOJIbHE MPEICTABICHHS KOJJOBOTO TAJIKETY,

"strcpy(VARS, VAR2);"

MIPEJICTABIICHE MOCIIIOBHICTIO 3 7 TOKCHIB:

"strepy", "(", "VARS", ",", "VAR2", ")", 1 ";"

Ile npwW3BOAWTH MO CTBOPEHHS BEIUKOTO KOPIMYyCYy TOKEHiB. J[s
MEPETBOPEHHS IMX TOKEHIB Y BEKTOPHM MH BUKOPHUCTOBYEMO IHCTPYMEHT
word2vec, gkuil BUOpaHO dYepe3 MOro HIMPOKE 3aCTOCYBaHHS y TEKCTOBOMY
anamizi [51]. Lledt iHCTpyMeHT 0a3yeThCs Ha 1/1€1 pO3MOIICHOTO MPECTABIICHHS,
SKe BIIOOpaka€ TOKEH y IIJIE YHCIO, SKE IOTIM IEPETBOPIOETHCS Y BEKTOP
(bikcoBaHOI TOBXKUHHU [52].

OCKUIbKM KOAOBI TaJKETH MOXYTh MaTH pIi3HY KUIBKICTb TOKEHIB,
BIJINIOBI/IHI BEKTOPU MOXKYTh MaTH pi3Hy A0BXKUHY. Ockinbkun BLSTM npuiimae
BEKTOPH OJIHAKOBOI JIOBKMHHM Ha BXiJ, HAaM MOTPIOHO BHECTHU KOPEKTUBH. JIjis
IIbOTO MU BBOJIUMO MapaMeTp T sIK (iKCOBaHY JIOBKMHY BEKTOPIB, BIAMOBITHUX

KOJOBHM I'alpK€TaM.

1. Komu BEKTOp KOPOTIIHUH 32 T, ICHYIOTb JBA BUMAIKH: SIKIIO KOJOBUH
rajpkeT CTBOPEHUH 31 3BOPOTHOTO Bijipi3ka a00 CTBOPEHUM MIJIIXOM

KOMOIHYBaHHS JE€KUTbKOX 3BOPOTHHX BIJIPi3KiB, MU JIOTIOBHIOEMO
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HYJISIMH B TI0YaTKy BEKTOpa; B IHIIOMY BUMAJKY, MU JTOTIOBHIOEMO
HYJISIMU B KiHIII BEKTOpA.

2. Konu BEKTOp AOBLIMIA 32 T, TAKOXK € J[BA BUIAIKHU: SKIIO KOAOBUHN
raJukeT CTBOPEHUN 3 OJIHOTO 3BOPOTHOTO Bifpi3Ka ab0 CTBOpEHHIA
[UIIXOM KOMOIHYBaHHSI JIEKUIBKOX 3BOPOTHUX BIJPI3KIB, MU
BUIAJISIEMO MTOYATKOBY YACTHHY BEKTOPA; B IHIIOMY BHIAJKy, MU

BHJIAJISIEMO KiHIIEBY YaCTHHY BEKTOpA.

Ile 3a0e3neuye, M0 OCTaHHIM ONEPATOp B KO)KHOMY KOJIOBOMY TaJIXKeTi,
CTBOPEHOMY 31 3BOPOTHOTO BIIpi3Ka, € BUKIMKOM QyHKIIi 010moTreku/API, 1 mo
HEepLInil oneparop B KOKHOMY KOJOBOMY TaJ»KeTi, CTBOPEHOMY 31 3BOPOTHOIO
BIJIp13Ka, € BUKIMKOM (pyHKIii 010mi0Tekn/APIL. B pe3ynbrari KoXKHUI KOJOBUI
rajpkeT TMpPEeACTaBICHUN y BUIJISAI BEKTOpa JIOBXKHUHOKO T OiTiB. JloBXHHA
BEKTOPIB TMOB'S3aHa 3 KUIBKICTIO MPUXOBAHUX BY3JIIB Ha KOXXHOMY pIBHI
HEHWPOHHOI MEpexi, AKUH € MmapaMeTpoM, M0 MOXe OyTH HaJlallTOBaHWM s

MOKPAIICHHS] TOYHOCTI BUSIBJICHHS BPa3JIMBOCTEH.

3.2 MeToa mnoOmYyKY Bpa3jMBOCTell B TMNPOrpaMHOMY KOIi 3

BUKOPHUCTAHHAM rJIM00KOro HABYAHHSA

3.2.1 Bubip apxiTekTypu HelipOHHOI Mepe:Ki /151 BUPilIeHHs 3a/1a4i NOITYKY

Bpa3jiuBoCTel

Jlist BUpilIeHHsT 3ajadl MOUIYKY Bpa3dUBOCTEH B MPOrpaMHOMY KOAI
3aCTOCOBYETHCS MTUPOKHM CIEKTP apXiTEKTyp HeUpoHHUX Mepek. KoxkHa 3 Hux
Ma€ CBOi TIepeBard Ta HEMOMIKKW. PO3riasHEMO OCHOBHI THMH, IO
BUKOPHCTOBYIOTHCS:

PexypenThi Hetiponni mepexxi (RNN) [73]. PekypeHTHI HEHpOHHI Mepexi
€ OJHUM 3 HAWOUIBII TMOIIMPEHUX MIAXOAIB JJIA BUSIBJICHHS BPa3JIMBOCTEH B

IpOrpaMHOMY KO/l 3a JOTIOMOTOI0 METOJIIB MaIllMHHOTO HaBuaHHs [/72]. Lle

80



noB's13aHoO 3 TUM, 1110 RNN no0pe miixoaath A1 MOJIeTIOBaHHS MOCI1I0BHOCTEH,
a TIPOrpaMHUI KO SIBJIsiE COOOI0 TOCIIOBHICTh TOKEHIB (3MIHHUX, KITFOUOBUX
cIiB, oneparopis Toiro) [25][26][60].

OcnHoBuoto mepeBaroro RNN € Te, 110 BOHM 37aTHI 3amam'sTOBYBAaTH
KOHTEKCT Y BUIJISI/II BHYTpIlIHBOTO cTaHy. lle mo3Boisie aHamizyBaTu KOJA HE
OKpeMUMH (hparMeHTaMH, a 3 ypaxyBaHHSM JIOT1KH Bciel mporpamu. Ha BimMiHy
Bin feed-forward meiiponnux Mepex, RNN po3yMifoTh MOPSAOK CIIiTyBaHHS
KOMaHJ Ta iXHii B3aeMO3B's30K. [[ns miaBuieHHs €(EeKTUBHOCTI poOOTH 3
JIOBI'MMH TIOCIIJJOBHOCTSIMU 3aCTOCOBYIOThCS crieniaiibHi Moaudikaiii RNN -
LSTM ta GRU [25][26][60].

3ropTkoBi HeiponHi Mepeki (CNN) [74]. Ha Biaminy Bix RNN, 3ropTkoBi
HEHPOHHI MEPEX1 PiJillle BUKOPUCTOBYIOTHCS B 3ajladyax aHai3y MpOrpamMHOro
KOJy, TIPOTE BCE OJHO MAarOTh MEBHI nepeBarn. OCHOBHUM TPHUHITUIIOM POOOTH
CNN € BUKOpHCTaHHS Ofepariii 3ropTKU - BOHA JO3BOJISIE MEPEKI aBTOMATHYHO
BUIUISATH BaXKJIMBI1 JIOKAJIbHI O3HAKHU 3 BXITHUX JaHUX.

Ockuibku 6araTo THUIB BPa3jIMBOCTEH MOB'sI3aHI 3 MEBHUMU I1a0JOHAMHU
KOAyBaHHSI a00 CMHTaKCUYHUMHU KOHCTPYKIisiMU, CNN MOXyTh €(pEeKTUBHO ix
posmizHaBatu. Hampuknan, wmepexa Idea2Code BukopuctoBye CNN st
knacudikaiii (yHKIIM Koay Ta TeHepallii BiJIMOBIIHOTO CHHTAKCHUCY MOBOIO
Python [75]. Taka 31aTHICTb JJO CHHTAKCUYHOT'O aHaJTi3y MOXKE 3aCTOCOBYBATHUCh
1 B CUCTEMax MOILIyKy Bpa3iauBocTeil Ha ocHOBI CNN.

OcHoBHUM Heg0a1KOM CNN € HeoOX1IHICTh BEIUKOI KIJIBKOCTI JJaHUX JUTS
HaBYaHHS, 10 € IPOOJIEMOI0 Yepe3 0OMEKEHY HasBHICTh JaTaceTiB BPa3IMBOrO
koxy. OmHAaK 116 MOXHA YacTKOBO BHUPIMIMTH 3a JOMOMOTOI0 MOTEPEIHbO
HAaBUCHUX Mojeliel 00pOoOKH MPHUPOIHOI MOBHM Ta TEXHIK MIiJACHJICHHS JTaHUX.
Takox CNN He BpaxOBYIOTh KOHTEKCT BCI€i Tporpamu Ha BiamiHy Big RNN.

JBonamnpasiena LSTM wmepexa (BLSTM) [76]. BLSTM e BapianTom
apxitektypu LSTM, mo Oyna choemiaibHO po3poOjieHa misi podoTH 3

MOCTIJOBHOCTSIMU JIaHMX. Y KOHTEKCTI aHaiizy BpaziauBocteii BLSTM moske
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BUSBUTHUCSI OCOOJIMBO KOPUCHOIO 3aBJIIKM CBOil 34aTHOCTI BUBYATU KOHTEKCT 3
000X KIHIIIB ITOCiIOBHOCTI.

BLSTM wmictuts nBa mapu LSTM, ski mpaifooTh y NPOTHIICKHUX
HaAMpsIMKaxX — OJIUH y IPSIMOMY, 1HIIHNI — Y 3BOpoTHbOMY. Lle 03Hauae, 110 KoxeH
YaCOBUU KPOK y TOCTIAOBHOCTI OTpUMY€ 1H(OpPMALIIIO K 3 MHUHYJIOTO, TaK 1 3
MaiOyTHBOT'O B KOHTEKCTI JaHOT MOCJI1IOBHOCTI.

Bxinmni mani: Ananoriuyno 3Bu4vaiHiii LSTM, BLSTM mnpuiiMae Ha BXif
MOCJIIOBHICTh JTAaHUX. Y KOHTEKCTI aHali3y BpAa3JIUBOCTEM L€ MOxke OyTu
MOCJTiIOBHICTh TOKEHIB a00 THCTPYKIIIH Yy KOJII.

[Ipsmuii map LSTM: O6po06uisie qaHi, MOYMHAIOYY BiJ] IEPUIOTO €JIEMEHTa
710 OCTaHHBOTO.

3BopotHiit map LSTM: OOpobiise naHi, MOYMHAIOYM BiJ] OCTAHHBOTO
€JIEMEHTA JI0 TIePIIOTO.

OO6'ennanns: Buxoau 3 06ox mapiB LSTM 00'eAHYIOThCS HA KOKHOMY
4acOBOMY KpOIIi, 100 OTpUMAaTH OUIbII NOBHUN KOHTEKCT.

3aBaskd CBOiM OimupekiiiiHii cTpykTypi, BLSTM wmoxe BuBYatu
3aJIeKHOCTI B KOfi, ki 3BuyaiiHi LSTM moxyThs nporaButu. Hanpukmnan, B
KOHTEKCTI MOIITYKY BPa3IUBOCTEH, BAKIIMBO HE TUTBKU TUBUTHCS Ha T€, IKHH KO/
fije mepej MOTEHIIHHOI0 BPa3NUBICTIO, ajie 1 Te, SKUM KOJ CIIAy€e 3a HElO.
BLSTM no3Bojisie 11e peani3yBaTh, BpPaxOBYIOUM KOHTEKCT 3 000X OOKIB

NOTEHIIIITHOT Bpa3JIMBOCTI.

3.2.2 Ilpouec NomyKy Bpa3/jMBOCTeil B IPOrpaMHOMY KOi

[licns moOynoBM MPOMIKHOTO BEKTOPHOTO TPENICTABIEHHS KOJIOBUX
ra/DKETiB, HACTYMHUM KPOKOM € O0e3MocepeHbhO TOMIYK Bpas3IMBOCTEH 3a
JIOTIOMOTOI0 Po3po0bJieHO1 HelipoMepekeBoi Mmoseni. Llel mporiec ckiamaeTbes 3
JNIEKIBKOX €TalllB:

IMonepenns o0podka nanmx. Ha npomy erami BXiJHI BEKTOPH KOJIOBUX

rajpkeTiB  MiAJAal0ThCsl HUBII TEePEeTBOPEHb ISl TPHUBEICHHS JaHUX J0

82



onTUMaJIbHOTO (opMaTy g TOAAJBIIOT0 aHajizy MOJE0. 30Kpema,
BUKOHYIOTHCSI HACTYITHI MPOTICAYPH:

Hopmanizamis BekTopiB uisi  MiHIMI3alii BIUIMBY BUKHIIB  Ta
EeKCTpEMaJbHUX 3HAY€Hb. 3aCTOCOBYIOThCS PI3HI CXEMH HOpMai3allii,
BKJIFOYA0YM HOopMadizamiro Min-Makc, Z-HopMaiizailito, TOIIO.

banancyBaHHs KJaciB i YCyHEHHs aucOajaHCy MiX Bpas3jiMBHUM Ta
HEBpa3IMMBUM KoJioM. Lle mocsraeTbes 3a paxyHOK AyOTIOBaHHS 3pa3KiB MEHIIIHX
KJ1aciB a00 BUJAIICHHS HAIJTMIIKOBUX MPEICTABHUKIB OIBIIMX KIIACIB.

Po30uTTs ngaHmMX Ha HaBYalbHY, BaifalliiHy Ta TECTOBY BHOIpDKH Yy
crmiBBigHoIeHH1 60/20/20 a6o 70/15/15.

Taki mepeTBOpeHHs! 3a0€3MeUyI0Th CTBOPEHHS ONTUMAJIBLHOTO BX1JHOTO
HAOOpy MaHMX, MPUAATHOTO SIK JUIsi €EKTUBHOTO HABYAHHS MOJEINI, TaK 1 JUIs
aJIeKBATHOI OI[IHKH i1 METPUK SIKOCTI.

Hapuanus wmoxem. Ha mnpomy eram BijnOyBaeThcsi Oe3MOCEPEIHE
TpeHyBaHHs po3podieHoi BLSTM-Mozeni Ha MiArOTOBICHUX BEKTOPHUX JaHUX
3 METOI0 HAJNAIITYBaHHSA 1i BaroBUX KOE(IIEHTIB JJIsl MOAANIBINOT Kiacudikarii
HOBUX 3Pa3KiB KOIY.

[Ipouiec HaBYAaHHS BUKOHYETHCS ITEPALIMHO HUISIXOM 0aratopa3zoBOro
IIPOXOJKEHHS BXIJTHUX JIAHUX Yepe3 MOJeNIb Ta KOPUTYBAaHHS i1 mapaMeTpiB 3a
JIOTIOMOTOI0 TPaJIEHTHUX METOJIIB ONTHUMI3aIlii 3 METOI MiHiMi3allii BTpaT i
noMmIoK kinacudikaii. Kirouosi mapametpu npouecy HaBYaHHS:

e OyHKIIS BTpAT - OiHApHA KPOC-EHTPOITIS
e Omnrumizarop - Adam

e [lIBuaxkicte HaBuauug - 0.001

e Kinpkicts enox - 15

e Po3smip Gatuy - 32

Jlunamika 3MiHM (YHKIIIT BTpAaT Ha HaBYaIbHINA Ta BaJidaIiiHii BUOIpKax

BioOpaXkae sIKiCTh HaBYaHHA Mojienl. Mloro 3aBepiiieHHs BinOyBaeThCs 32 yMOBU
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JOCSITHEHHSI TUIaTO JUIS IMX METPHUK (KOJIM MOojalibllie HaBYAHHS HE BEJAE J10
3HAYYIIOTO MOMIMIIEHHS pPe3yIbTaTiB).

Ouinka mopgesi. Ilicas 3aBepilleHHS HaBYaHHS BHUKOHYETHCS OILIIHKA
axocTi podotn BLSTM-moneni Ha TectoBomy HaOOpi JaHuX, Sk He OpaB
ydacTi B TpeHyBaHHI. lle 103Boisie 00'€KTMBHO BUMIPATH i1 y3araibHIOIOUY
3IaTHICTH J0 Kiaacudikallii paHilie HeBIIOMHUX 3pa3KiB KOy .

B sIKOCT1 KITIOUOBUX METPHUK OIIHKH BUKOPUCTOBYIOTHCS:

e TouHicTh (accuracy) - 3arajibHa 4acTKa MpPaBUJIBHUX PE3YJIbTaTiB
cepell yCciX BUIAIKIB

e Biacorok xu6HO mno3utuBHUX pe3yapTaTiB (FPR) - wactka
MTOMUJIKOBO 1IEHTU(DIKOBAaHUX BPa3IMBOCTEH

e AUC-ROC - iHTerpaJbHHIA TOKa3HUK SKOCTI, 3aCHOBAaHWW Ha
XapaKTEPUCTHUIII ONIEpaIliiHUX MapaMeTpiB

baxxannumu € Bucoki 3HaueHHs1 TouHocTi Ta AUC nipu Hu3bkomy piBHi FPR.
i MmeTpuku BimoOpaxaroTh 31aTHICTb MO/IeJi €(h)eKTUBHO BIAPI3HATH BPA3IUBUI
Ta 6€3MeYHUI KOI.

AHani3 pedyabrartiB. OTpuMaHi METPUKU SKOCTI MOJIEJII Ha TECTOBIM
BUOIPIIl aHATI3YIOThCS IS OIIHKM 3arajbHOi €(PEeKTUBHOCTI PO3pPOOJIEHOTO

pllIeHHS y 3a/1a4l JETeKLIi Bpa3IMBOCTEN B KOJII.

Takok BHUBYAIOTBCA PO3MOMIIM  KIIBKOCTI CEMIUTIB MO  Kjacax
(Bpa3nuBUIA/HEBPA3IUBUI KO/A) Yy pO3pi31 pi3HUX [1al1a30HIB BUXIAHUX 3HAUYEHb
WMoBipHOCTEH, oTpuManux Ha Buxoai BLSTM-moneni. Ile mo3Bosse
BCTAHOBUTH ONTUMAaJbHI TOPOTH MPUHUHATTA pIlIeHb MIOJ0 HASBHOCTI
BPa3IUBOCTI.

Kpim Toro, aHami3yrThCs OKpeMi TPHKIAAN XUOHO Kiacu(pikoBaHUX
3pa3KiB JIJIsl BUSBJICHHS MOXKJIMBHX 11a0JI0HIB MOMUIIOK Mojeni. [s indopmaris
MO€ BUKOPHUCTOBYBATHUCH ISl TIOJAJBIIOTO BIOCKOHAICHHS apXITEKTYpU YU

rineprapameTpiB HeHpoMepexKi.
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3a pesyibTaTaMu TOIIYKY Bpa3jiMBOCTE (QOPMYIOTHCS BIAMOBIIHI
aQHATITUYHI 3BITH, IO MICTITh SK 3arajbHy CTAaTHCTHKY IIOJ0 YAaCTKH
MOTEHIIIMHO HeOe3neyHux ¢parMeHTIiB KOAY, TaK 1 iX JIeTaJbHUN MepertiK 3
TOYHOIO JIOKAII3AII€I0.

Ili BimoMOCTI MOXYTh BHUKOPHCTOBYBaTHCh pO3pOOHHKAMHU  Ta
apxitektopamu I3 myig omepaTWBHOro pearyBaHHs Ha BUSIBICHI NPOOJIEeMH
Oe3MeKn, a TaKoXK ISl BJOCKOHAJICHHS 3arajlbHOi apXiTEKTypH MPOTPAMHUX
CUCTEM 3 METOIO 3a00IraHHs NOTEHLIITHIM BPa3IMBOCTSIM B MallOyTHHOMY.

Takum 4YMHOM, 3ampPONOHOBAHWI TpolLeC J103BOJSIE  €(EKTUBHO
peanizyBaTd TOIIYK BPA3IMBOCTEH B TPOTPAMHOMY KOJI 3a JIOMOMOTOIO
HeHpoMepeKEBOi MOJIeN, 10 0a3yeThes Ha TIMOOKOMY KOHTEKCTHOMY aHaii3i
JTaHuX 3 BUKOpUCTaHHsAM Oimupekiiitnux LSTM. 3a paxyHOK aBTOMaTUYHOTO
HaBUaHHS Ha BEJIMKAX MAacCHBax JIaHWUX, MOJEITh MOXE TOYHO iMeHTH(]IKyBaTH
CKJIaJIHI 1Ia0JIOHU, IO BKA3yIOTh Ha IMOTEHIIMHI AehEeKTH Oe3MeKH, 3HAYHO

ONTHUMI3YIOUH Ta MIABUIIYIOYH PE3yJIbTaTUBHICTD MPOIeCy BepudiKallii KOy .

3.3 Metoa kaacudikaunii Bpa3iuBocTeili B MporpaMHOMY KoOi 3

BUKOPHUCTAHHAM KOB3HOTr0 XxemyBaHHs AST

3.3.1 MixroroBKka 6a3u 3HAHb XellliB BPa3JIMBOCTEH

[TinroroBka 6a3u 3HaHb XEUIIB BPA3IMBOCTEH € EPIIUM €TANIOM peasti3allii
Merony kiacu@ikailii Ha ocHOBI koB3HOTO xemryBaHHs AST. Big moBHOTH Ta
SIKOCTI 1€l 0a3u Oe3nocepeHb0 3ajeKaTUME TOYHICTh PO3Mi3HABAHHS THIIIB
BpAa3JIMBOCTEN CUCTEMOIO.

[Ipomiec popmyBanHs Oa3u 3HaAHBb BKIIFOYAE HACTYMHI KPOKH:

®opmyBaHHs BUOIpkM Bpa3amBoro koay. Ilepm 3a Bce, HEOOXiaHO
310paTu penpe3eHTaTHBHI MPHUKJIAAXd BPA3JIMBOTO KOMYy, SIKI OXOILUIIOIOTH
MaKCHUMaJbHO IIMPOKUHM CIEKTp TMOTEHUIMHUX Bpa3nuBocTei. s mboro

JOIIJILHO CKOMOIHYBATH Taki JpKepena:
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e BinkpuTi 6a3u BpaznuBocteit (CVE Details, NVD)
e CnemianizoBani Habopu BpazmmBoro koxy (SARD)

IooynoBa AST. HacTymHuM KpOKOM ISl KOKHOTO (PparMeHTy KOIY
notpiOHOo nmoOynyBatu AST - abcTpakTHE CHHTaKCUYHE JIEPEBO, SIKE B1JI0OpaXkae
JIOTIYHY CTPYKTYpY Ta 3B'S3KM eleMeHTIB mporpamu. Came Il CTpPYKTypa
aHai3yBaTUMEThCSA JJIs TeHepallii XeIiB.

KoB3ne xemyBanus AST. Ilicns orpumanHs "nepeBoBUIHUX"
MPEJCTaBlICHb, KOXHE 3 HHUX MIJJIA€ThCS 1TEpalliiHIi Tpoleaypl KOB3HOTO
XemryBaHHs 3 (ikcoBaHuM po3Mmipom BikHa N. Pesynbrarom € Habopu
YHIKaJIbHUX OITOBHUX XEII-PSKIB, sIK1 ""3ropTatoTh" okaibHi pparmentu AST.

30epe:xenHs: pe3yabratiB. ChHopMOBaHI MHOKHHU XEIIIB JJIsl KOKHOTO
BUIIAJIKy BPa3IMBOCTI 30epiraroTbcst y 0a3i JaHUX YM 1HIIOMY CXOBHII, IO
N03BOJIsIE  €PEKTUBHO 1HJEKCYBaTU Ta BUKOHYBAaTU TOIIYK JaHUX. TaKox
3a3BUYail 30epiraeTbcs CymyTHs 1H(oOpMallisi: Kjiac Bpa3JIUBOCTI, JIOKami3allis,
CVE-inenTudikatop To1o.

[Tpuxman Bpa3nuBOCTi 3 AaTaceTy nokazano Ha Puc. 3.10:
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void CWE78_0S_Command_Injection__wchar_t_file_w32_spawnv_12_bad()

{
wchar_t * data;
wchar_t dataBuffer[100] = COMMAND_ARGZ;
data = dataBuffer;
if(globalReturnsTrueOrFalse())
{
{
/* Read input from a file */
size_t datalen = wcslen(data);
FILE * pFile;
/* if there is room in data, attempt to read the input from a file */
if (1@@-datalen > 1)
{
pFile = fopen(FILENAME, "r");
if (pFile != NULL)
{
/* POTENTIAL FLAW: Read data from a file */
if (fgetws(data+datalen, (int)(1@0-datalen), pFile) == NULL)
{
printLine("fgetws failed™);
/* Restore NUL terminator if fgetws fails */
data[datalen] = L"\0";
}
fclose(pFile);
}
3
3
}
else
{
/* FIX: Append a fixed string to data (not user / external input) */
wescat(data, L"*.%");
H
{
wchar_t *args[] = {COMMAND_INT_PATH, COMMAND_ARG1, COMMAND_ARG3, NULL};
/* wspawnv - specify the path where the command is located */
/* POTENTIAL FLAW: Execute command without validating input possibly leading to command injection */
b 13 _wspawnv(_P_WAIT, COMMAND_INT_PATH, args);
H
}

Puc. 3.10 - IIpuknan BpaznuBocti CWE78 3 natacetry SARD

CxeMaTuyHe TpEACTaBICHHS METOQy MOOyJ0BH 0a3u 3HAHb

BpasNMBOCTEH TpeacTaBieHo Ha Puc. 3.11:

XEIIIB

Etan 1: MNigrotoeka

|

e
Ba3a Kpok 1: Mobynoea Kpok 2: KoBsHe
3HAHb AST XellyBaHHA

CWE

Puc. 3.11 - Meton noOynoBu 6a3u 3HaHb XEIIiB BPAa3JIMBOCTEH

[Mpuknan ¢aitny 3 noOyJOBaHMMM XEIIaMHU Bpa3IUBOCTI Ta

iH(popMaltiero 300paxeHo Ha Puc. 3.12:

MECTa
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fingerprints > C vuln_si_1.cpp.fngrp.map
I
L
"7aefds4bebg85c114821f205746d72ad8": |

»

;23988bf4®d3e777de891fd9c1f4afbf5": [
s vuln_ ain.c i~ 5

Puc. 3.12 - OGuucrneni xenri 3 JoKallie y gaii s Bpa3auBOCTI IPH po3Mipi

BiKkHA N=3

CrtBopeHna 0a3a 3HaHb Ha OCHOBI XEII-BIIOWMTKIB Bpa3JIUBUX (PparMeHTIB
NpOrpaMHOro Koay € (yHpaMeHToM MeTody kiacudikarii BpasmuBocTei. [i
pEeNpEe3eHTATUBHICTh, IOBHOTAa Ta SAKICTh O€3MOCEPEIHHO BU3HAYATUMYTh
PEe3yIbTATUBHICTh CHUCTEMH B pPEalbHUX yMOBAaX 3aCTOCYBaHHS Ui aHAI3Y
oesneku I13. Tomy ¢opmyBaHHS, PO3MIUPEHHS Ta BIOCKOHAJEHHS 1€l 0a3u

3HAaHb € OJHUM 3 KIIFOUOBUX (PAaKTOPIB yCHIXY 3alIPOTIOHOBAHOTO T1IXOTY.
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3.3.2 Ilpouec kaacudikamii BpasjuBoCTell 3 BUKOPUCTAHHIM METOIY

KOB3HOI'0 XemryBaHHsa AST

IIpomnec knacudikaiii Bpa3IMBOCTEH € HACTYIMHUM JIOTTYHHM
KPOKOM pOOOTH CHUCTEMHU micisl imeHTU(diKaIii MOTeHIIHO HeOe3meYHnx
(dbparMeHTiB KOAY 3a JOMOMOIOI0 HEHpoMepeKeBO1 MOJIETI.

MeToro maHOrO eTamy € BHU3HAYCHHS THUITY 3HAWICHUX BPa3IUBOCTEH
BUIMOBITHO JI0 3araJIbHOMPUMHATOT CUCTEMU KJacH(iKallii Bpa3IMBOCTEH
nporpamuaoro 3abe3nedeHHss CWE.

Knacugikamiss CWE € iepapxiyHOIO TaKCOHOMI€IO, 110 MICTUTh COTHI
PI3HHUX THUIIIB BPa3JIUBOCTEH, CUCTEMAaTU30BaHUX 33 KaTETOPIsSIMU B 3aJIEKHOCTI
BiJl IPUPOAM YPA3IUBOCTI, MEXaHI3MY peatizallii aTaky TOIIIO.

[Tpomnec kinacudikaiii Bpa3IMBOCTEH BKIIIOUA€ HACTYIIHI €TaIu:

dopmyBaHHA BXiIHUX JaHuX. Ha nmpoMy kporii pparmMeHTH BHUXITHOTO
KOJy, sIK1 OyJiv 11eHTU(IKOBaH1 Ha eTarl JETEeKL1i Bpa3IMBOCTEH sIK MOTEHIINHO
ypasivBl 3 WMOBIPHICTIO BHIIE BCTAHOBJICHOrO mopory (Hampukian, 70%),
dbopMyrOThCS 1JIs1 TOAAIIBIIOT Kiacudikarii.

B skocti naHux BUKOPUCTOBYIOTHCS 3piu AST 1ux ¢dparmMeHTiB KOAY,
OTpMMaHi Ha ertami moOymoBu KomoBux TramkeTiB. Came AST MicTUTH yCIO
HEOOX1IHY 1H(OpPMAIIiI0 PO CTPYKTYPY Ta CHHTAKCUC KOJY, IO € KIFOYOBUMH
O3HaKaMHM JJis Kiacudikauii TUITy Bpa3auBOCTI.

Kos3ne xemyBanus By3aiB AST. Koxxen AST mignaerscst mporeaypi
KOB3HOT'O XEIIyBaHHS - 1TepaliiiHoro o0xoay aepeBa y MMOUHY 13 00YUCIEHHS
XeNI-3Ha4€Hb JIJIS1 TOCiTOBHUX (hikcoBaHMX BiKOH 3 N By3miB. Po3mip BikHa N €
BXJIMBUM TTapaMEeTPOM, 1110 BILTUBAE HA SKICTh Kiacudikarlii.

3actocyBaHHs KpUOTOrpadiyHO cTiikoi xem-(yHkiii (Hanpukiaa, MDS)
J03BOJISIE  OTPUMATH yHIKaJIbHI OITOBI psAnku (IKCOBAHOI JOBXKWUHHU, SKi
B1JI00pakaloTh CTPYKTYpy KoxkHOTo BikHa AST.

IlopiBusinnans 3 ©0a3o10 xewiB Bpa3auBocTeil. HabGopu xeris,

3reHepOBaHi sl KOXKHOTO (PparMeHTy KOAY, Jaji MOPIBHIOIOTHCS 13 3a37aJIeT1 b
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MirOTOBJICHOIO 04300 3HAaHb ETAJIOHHUX XENIIB BPAa3JIMBOCTEH PI3HUX THUIIIB
srigHo 3 CWE.

YumM Bumuii piBeHb 301T1B XeI11B KOHKPETHOTO (PparMeHTy KOy 3 SKUMOCH
€TajJoHOM 3 0a3u 3HaHb, TUM BHIIA WMOBIPHICTb, IO 1€ (parMeHT MICTUTH
Bpa3JIMBICTh BIAMOBITHOTO Ki1acy. TakuM YMHOM BiIOYBA€ThCS KIacH(piKaris.

BapTto 3a3HaunTy, 10 TaKUH MiIXi1 JO3BOJISE HE TIPOCTO BUSHAYUTH Kilac
Bpa3JIMBOCTI, a HA3BaTH KibKa MOTEHIIMHUX KiaciB Bpa3nuBocTi. Ha Puc. 3.13
CXEMaTHU4HO 300paXeHO METOJ Kiacu(ikalii Bpa3IMBOCTEW 3 BUKOPHUCTAHHIM

KOB3HOTO XenryBaHHst AST:

Ertan 2: PoBota anroputmy

h 4

parMeHTH Koay 3
BU3HAYEHUM
KNacom

Kpok 3:
Bu3sHa4veHHs
cnienagiHb

BpasnuBoCTi

AST Kpok 2: KoesHe

XELWYBaHHA

Puc. 3.13 - Po6oTa anroputmy MoIuryKy Bpa3InBOCTEH Ha OCHOBI KOB3HOTO

xenryBaHHg AST

[lepeBaru 3arpornoHOBaHOTO MIIXOY:

e MoxuBICTh  KJacU(iKyBaTH COTHI THUIIB  BpPa3IMBOCTEH  3a
yHiBepcaiabHOoI0 cuctemoro CWE;

e Bucoka mBuaKoist Ta MacIITabOBaHICTh METOY;

e [IpocToTa po3ropTaHHs Ta BAKOPUCTAHHS PIILICHHS;

e TloreHtian ayisi IHKPEMEHTHOTO HABYAHHS IUISIXOM MOMOBHEHHS 0a3u

3HAaHb.
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Henonikamu € neBHa 4yTJIMBICTD 10 CHHTAaKCUYHHUX MYTAIliii KOy, sIK1 HE
3MIHIOIOTh KOTO JIOTIKH, @ TaKOX 3aJIe)KHICTh SIKOCT1 Kiacudikalii Big oOcsry
0a3u 3HaHb €TAJIOHIB BPa3JIMBOCTEH.

ToMmy axkTyaJbHHUM HaNpsSIMKOM BJIOCKOHAJCHHS € JIOCHIIKECHHS
aNbTepHAaTUBHUX anropuTMmiB xemryBaHHs AST, ski 6 kpaie BpaxoBYyBasu
CEMaHTUYHY CXOXICTb KOJy, HE€ 3BaKal0UM Ha HEICTOTHI CHUHTAKCUYHI
BiIMIHHOCTI. [lepCeKTUBHUM BHIAETHCSI BUKOPHCTAHHS METOMAIB Ha 3pa3oK
SimHash nns moOymoBu Bpa3muBUX XeI-BiIOUTKIB KOTY.

[Ile ogHMM HaANpPSIMKOM € PO3BUTOK Oa3u 3HaHb XENIIB 3a PaxyHOK
J0/TaBaHHS HOBUX 3pa3KiB peaJbHUX BPAa3JIMBOCTCH, 3HAMJICHHX B MPOIECi
(QYHKI[IOHYBaHHS CHCTeMHU. IX iHTerpaiis B SKOCTi €TaJOHIB J03BOIMTH
MOKpAIIUTU PEJICBAHTHICTh 0a3M BPA3IMBOCTEH 1O KOHKPETHUX MPUKIATHUX
3a/1a4 Ta NPeIMETHUX 001acTel aHaji3y MPOrPaMHOTO KOMIY.

TakuM YUHOM, MOJAJIBII JTOCTIHKEHHS aJyTh MOXJIUBICTh MiABUIIATH
e(eKTUBHICTh Ta YHIBEPCAJIBHICTh METONY Kiacuikaiii Bpas3MBOCTEH Ha
OCHOB1 KOB3HOTO xenryBaHHS AST myis BUKOPUCTAHHS B HIMPOKOMY CHEKTpI

MPaKTUYHUX 3a/1a4 Bepu(ikallli mporpaMHoOro 3a0e3rneyueHHsl.

3.3.3 Bu3zHauyeHHs1 ONTHUMAJILHOTO PO3Mipy BiKkHA /Il XelIyBaHHS

Po3wmip BikHa N 1151 KoB3HOTO XemyBaHHS AST € BaKIMBUM apaMeTpoM,
10 BIUIMBAE HA PE3yJIbTATUBHICTH METOY KiIacH(piKailii Bpa3IuBOCTeH. 3aHAATO
MaJjie 3HaueHHs MPU3BEIC 10 BTPATHU IIHHOTO KOHTEKCTY Ta 3HM>KEHHS TOYHOCTI,
B TOW Yac SIK HaJAMIPHO BEJIWKE - 30UIBIINTH OOYMCITIOBAIBHY CKJIAIHICTH Ta
YHOOBUTBHUTH MIBUAKOIIO AITOPUTMY .
JUist  eMIipuyHOr0 BHM3HAYEHHS ONTHUMAIBbHOTO po3Mipy BikHa N
MPOTIOHYETHCSI HACTYITHA METO/IMKA!
1. I KOKHOTO 3 MOXJIMBUX 3HaueHb N B miama3oHi Bix 1 1o K BukoHatu
npouenypy kom3Horo xemryBaHHs AST 3 06a3u BpasznuBocTed Ta

OOYUCIINTU BIJICOTOK 30ITB 3 E€TAJIOHHAMM XEIIaMy JUId KOXKHOro N.
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Takox /1St KOHTPOIIO OOYMCIIUTH aHAIOTTYHUM TOKA3HUK JIJISl BUIIAJAKOBO1
BUOIPKU HEBPA3JIMBUX (PparMEHTIB KOAY 3 PI3HUX MPOEKTIB.

2. Jns xoxxnoro N moOyayBaTu rpadik 3aj1eXKHOCTI piBHS 301T1B BiJl pO3MIPY
BIKHA JIJI1 BPA3JIMBOTO T4 HEBPA3JIMBOIO KOJY.

3. BuOpatu 3nauennss N, mpu sikomy Oyzae crocrepiratucs HanOuibIna
pi3HUIA (KOHTPACT) MK TTOKa3HUKOM 301T1B JIs Bpa3JIMBUX Ta 0€3MEUHUX
(bparMeHTiB KOAy.

Take N Oyne onTUMalbHUM, OCKUIBKM JO03BOJISIE HAWKpAIIUM YUHOM
nudepeHIiIoBaTH Bpa3IuBUN KO/ BiJ] HEBPA3IUBOTO MPH Kiacudikarlii.
Takum grHOM, pe3yapTaT pOOOTH aITOPUTMY JIsi BHOOPY ONTUMAIBHOTO

3HAa4YCHHAA pOBMlpy BIKHa AJ XCIIYBAHHA BUIIIAA€ HACTYIIHUM 4YHUMHOM (pI/IC

3.14):

WIN_SZ Comparison
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e, AVG_CLONE - noporose 3Hau€HHs, IpU SIKOMY KOJI BBaXKa€TbCs
IJIariaTom,

AVG _ORIG - mnoporoBe 3Ha4YeHHS TMpPU SKOMY KOJI BBa)Ka€TbCs
OpPUT1HAJIBHUM,

DIFF - moayns pizauni AVG_CLONE ta AVG_ORIG.

Ax BuaHO 3 puc. 3.14, mpu N=6 cnioctepiraeTbcsi HAHOUIBIINI PO3PUB MK
KPUBHUMHM JIJIs1 Bpa3auBOro Ta Oe3nedyHoro koxay. Orxke, came 6 € onTUMalbHUM
PO3MIPOM BIKHA B [IbOMY BHIIAJIKY.

[lepeBaru 3arpornoHOBaHOT EBPUCTUKHU:

e ABTOMaTHYHE eMITIipUYHEe BU3HAYCHHsS N 0€3 HE0OX1IHOCTI pyYHOTO
mnioopy

e VYpaxyBaHHS crieni(}iKd KOHKPETHUX IaHUX, HA SKUX HABYAETHCS
cucremMa

e MoXIMBICTh TOBTOPHOT onrTuMi3allii N mpu 3MiHI BX1THUX JTaHUX

e Ilpocrora peanizailii METOAUKH

Pa3zoMm 3 TM, onrcaHUM MiAX1a Ma€ IesIKl OOMEKEHHS:

o [loTpeOye HasIBHOCTI penpe3eHTATUBHUX JIAHUX SIK JIJIs1 BPa3JIUBOTO,
TaK 1 6€3MEYHOr0 KoY

e Bumarae m0AaTKOBHX OOUYMCIIOBAJIBHUX BHUTpAT i Tmepedopy
BapiaHTiB N

e He rapanTye rio6ajbHOr0 ONTUMYMY AJISI BC1X MOYJIMBHX BHUITAIKIB

ToMy akTyaJlbHUM € JTOCTiIKCHHS aTbTePHATUBHUX METO/IIB BUSHAUCHHS
ONTHMAJBHOIO pO3Mipy BikHAa KOB3HOro xemryBaHHsS AST, ski moriu 0
BpaxOBYBaTU MPUPOAHI KIACTEpU JAaHUX, AlPIOpPHI 3HAHHS MIOJ0 TUIIOBUX
PO3MIpiB Bpa3JIMBUX KOHCTPYKIIIH TOIIIO.

MoxnuBocTi 111 BIOCKOHAJCHHS  BKIIOYAIOTh  3aCTOCYBAHHS

€BOJIIOIINHUX aJITOPUTMIB, METO/IIB KJIACTEPHOTO aHaTi3y, a TaKOoX MOOYIOBY
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aHcaMOJIiB Mojesnel 3 pi3HUMH N, 3 HaCTYITHMM arperyBaHHSM iX BHCHOBKIB
010 Kacugikariii Bpa3IuBOCTEH.

3arajaom, BU3HAUYCHHS ONTHUMAJILHOTO PO3Mipy BiKHA KOB3HOTO XCIITYBaHHS
AST s3anuiacTocs BaXXIUBOIO 3a7ayelo JUIS IJABHUILNEHHS 3arajbHOI TOYHOCTI
MeToy Kiacu@ikaiii Bpa3IMBOCTE Ha OCHOBI 3alPOMOHOBAHOTO MiIXOIY.
Kombinariss eMmipuyHuUX Ta aHAIITHYHMX CTpaTerii omTuUMi3alii I[bOTO

mapamMeTpa Haaae MOKJIMBOCTI JJI IO JaJIbIIOIrO BAOCKOHAJICHHSA CUCTEMMU.

3.4 BUCHOBKH

VY TperboMy po3.il aucepTalii 31MCHEHO JAeTaIbHUN aHalli3 1CHYIOUHX
METOJOJIOr Ta MIAXOMIB 10 AETEKIli BpPa3IMBOCTEH y MPOrpPaMHOMY KO,
METO/IIB MPEICTABICHHS MPOTPaAaMHOr0 KOAY, @ TaKOX METOJIB BEKTOpH3alll
MPOrpamMHOro KOy.

AHani3 TakoX OXOIUTIOE METOJAM, L0 TIPYHTYIOThCS Ha TEXHOJOTIAX
rIMOOKOTr0 HaBYAHHS, 30KpEMa Ha Pi3HOBUIAX HEHUpOHHUX Mepex. L1 meToau
MPOJIEMOHCTPYBAJIM ~ 3HAYHUI  MOTEHI[ladl y  BHUSABJICHHI  IPUXOBAHUX
3aKOHOMIPHOCTEH y BeTuKoMacTaOHuX Habopax nanux. OqHaK, BOHU MOXKYTh
CTUKATUCS 3 BUKJIMKaMHU, MOB'SI3aHUMU 3 MAaclITaOyBaHHSM Ta aJaNTalli€lo 10
HOBUX JIaHUX.

[lepcrieKTUBHMM HAMpPSIMKOM € TaK0XX BUKOPUCTAHHS aOCTpPaKTHUX
cuHTakcuuHux aepeB (AST), 1110 103BOJIAIOTH 3/IIMCHIOBATH CTPYKTYPHUM aHaI3
koxy. Ilpore Tpaaumiiini Meronu, mo Oasyrorbes Ha AST, MoXyTh OyTu
HaJIMIPHO PECYPCOEMHUMU Ta BUSIBUTHUCS HEEPEKTUBHUMHU ITPU 00POOII1 BETUKUX
MAacCHBIB JTaHUX.

VY BiAmoBiAbP HA 1i HEAONIKH, y JUCEpTaIlii 3amporoHOBAaHO JBI

1HHOBAI[IHI MOJIE1 JJ1s1 IETEKIIii BPa3JIuBOCTEH:

1. Monens Ha OCHOBI JBOHANpPaBJEHOI PEKYpPEHTHOI HEHUPOHHOI Mepexi

noBroi koporkodacHoi nam'ati (BLSTM) ska 3abesneuye KOHTEKCTHUN
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aHaJji3, BpaxoBYIOUH SK MONEPEH1, TaK 1 HACTYMHI PparMeHTH KOay HpH
imentudikaiii BpaznuBoctel. s momens moxke OyTh aganToBaHa Ta
JIOHABUYEHA Ha CHEIU(DIYHUX TaHUX MPOEKTY, IO MIABUIIYE ii TOYHICTH Ta
aJalTHUBHICTD.

2. Mopenb, 3aCHOBaHa Ha KOB3HOMY XelTyBaHHI By3miB AST i MOpiBHSHHI 3
0a3010 BIJOMHX Bpa3IMBOCTEH ska 3abe3mnedye IIBHIKE BHSIBICHHS

TUTIOBUX BPA3IMBOCTEH O€3 OTPEOH Y CKIIATHOMY KOHTEKCTHOMY aHai3l.
[{i Moxeni, TOMOBHIOIYM OJIHA OJIHY, (DOPMYIOTH KOMIUIEKCHY CHUCTEMY

JUISL TETEKIli Bpa3IMBOCTEH, MiABUILYIOUN HAAIWHICTh T4 TOUYHICTh BUSIBIICHHS

MOTEHIIIHUX MPOOJIeM y MPOTPaMHOMY KO/Ii.
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4 ExcriepMuMeHTH Ta Pe3yJbTaTH POOOTH CUCTEMH AHAJI3Y
NMPOrPAMHOI0 KOAY 3 BUKOPUCTAHHAM TiOPUAHOI0 METOAY

NMOIIYKY Ta KJacu@ikaumii Bpa3jauBocTeH

4.1 ExcnepumeHTajIbHI pe3yJbTAaTH POOOTH CHUCTEMHM AHAJI3Y

MPOrPaMHOr0 KOAY B 32/1a4i NOUIYKY BPa3JIMBOCTEH

VY naHiil T71aBl NMPOBOJMUTHCS EKCIEPUMEHTAIbHA OILIIHKA pPO3pOOJIEHOT
CUCTEMM OILIIHKH O€3MEKH MPOrpaMHOTO KOOy y KOHTEKCTI 3ajayl IMOUIYKY
BpasnuBocTel. OCKUIBKYM 3alpONOHOBAaHAa CUCTEMA BUPILIYE JB1 KJIFOYOBI 33124l
— 0OesnocepelHbO TIONIYK Bpa3IMBOCTEH Ta iX Tmojaniblna Kiacudikaris,
e(EeKTUBHICTD i1 pOOOTH OLIHIOETHCS OKPEMO JIJIST KOKHOTO 3 IIUX KOMIIOHEHTIB.

JUIst OIIIHKM MOJIEJII TMOILIYKY BPa3IMBOCTEN OyJO0 BUKOPHUCTAHO JATacET
SARD (Software Assurance Reference Dataset) [54] 3 6a3u qaHuX Bpa3auBocTel
NVD [55]. Haracet mictuth 38801 3pa3ok mporpamHOro KoAy HamMcaHOTO Ha
MoB1 C++ Ta 92645 3pa3kiB koay Ha MoBi C. KokeH 3pa30k CKIIaJaeThes 3 IBOX
BapiaHTIB OJIHI€T TPOrpaMu — OAWH MICTUTh TIEBHY BPA3JIMBICTh, a IHIIMKN €
Oe3neyHor0 Bepciero 0e3 maHoi BpasznuBocTi. LI ABa BapiaHTH po3aLIEH1
JUPEKTUBOIO MIPENPOIIEcopa.

Kox Oymo mepeTBOopeHO y BEKTOpHE MPEICTaBICHHS 3 BHUKOPUCTAHHSIM
KOAOBHUX rajpkeriB Ta Word2Vec, sik onucaHo y nonepeaHix posainax. Po3mip
BekTopy ckmanaB 100. Takum 4yuHOM, BXIIHHUMH JaHUMH JJISI MOJEl Oyiu
BeKkTOpH A0BkHUHOI0 100, siKi BigoOpaxkayiu (pparMeHTH KOAY.

Haracer OyB po3/iIeHN Ha HAaBYAJIbHY, BaJiAalliifiHy Ta TECTOBY BUOIPKH,
yacTKa SKHWX BII 3arajibHOI KIIbKOCTl ceMmiutniB ckiamaina 80%, 10%, 10%
B1JIIIOBITHO.

Jna xnacudikamii Koay Ha Bpa3/IMBUI/HEBpa3NuBUN Oylia BUKOpUCTaHA
JIBOHAIpaBJIeHa PEKYpEHTHA HEWpPOHHA Mepeka 3 JOBrOl0 KOPOTKOYACHOKO

nam’satTi0 (BLSTM). Mepexa ckmagamacs 3 4 BLSTM mapie mo 256
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IPUXOBAHUX OJMHUIIL KOXKEH, IIapy JporayTy 3 UMOBIpHICTIO Buna aiHHs 0.3 s
peryispusaiii, Ta BUX1THOTO CUTMOIAHOTO IIapy JJs OTPUMaHHS MMOBIPHOCTI
HaJICKHOCTI 70 Kiacy "Bpa3nuBicTh".’

OyHKINS BTpaT BU3HAYanacs sK OIHapHa Kpoc-eHTpomis. Mepexka
TpeHyBaiacs IpoTAroMm 15 emox i3 BUKOpUCTaHHSAM onTuMizaropa Adam [61],
mBuakicTio HaByanHsa 0.001 Tta po3mipom O6aTuy 32.

Jlist omiHKK €(pEeKTUBHOCTI MOJIETII TONIYKY BPa3IuBOCTEH Oysi0 0OpaHO
TPH KJIHOYOB1 METPUKHU:

1. To4HICTB - 111 METPHUKA MMOKA3y€ BiJICOTOK MPABUIIBHO KJIACU(PIKOBAHUX
Bpa3IMBUX Ta O€3MEeUYHUX (PparMeHTIB KOy BIJIHOCHO 3arajibHOi KIJBKOCTI

3pa3kiB. TOYHICTH PO3PaXOBYETHCS 32 (POPMYIIOLO:

2 _ TP+TN
Y S TP Y TN+ FP + FN
ne TP - mnpaBuwibHO 1aeHTU(IKOBaHI Bpa3nuBi ¢(parmeHtd, TN -

imeHTrdikoBaHi 6e3neyni ¢pparmenT, FP - XuOHO TIO3UTUBHI, TOOTO Oe3IeyH1
¢parmenTH, ineHTH]iIKOBaHI K BpasznuBi, FN - XUOHO HeratuBHi, TOOTO

BpasnuBi PparMeHTH, i1eHTU(IKOBaHI SIK O€3MeyHI.

2. Biacorok xubHo no3utuBHUX pe3yibTaTiB (FPR) - s MeTpuka nokasye
YaCTKy XWOHO TO3WUTHUBHUX PE3yJIbTAaTIB Cepejl yCiX HacCIpaBii HETAaTUBHUX

(6e3neunnx) BunaakiB. FPR po3paxoByeTrbcs 3a popmyioro:

FPR = ———
FP+TN

Huxue 3nHauenns FPR Bkazye Ha MeHIIy KUIBKICTh XMOHUX CHTHANIB,

11010 HASIBHOCTI BPa3JIMBOCTEH TaM, Jie 1X HaCIpaB/l HEeMae.
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3. Ilmoma mix xpuBoro ROC (AUC) - meil moka3HHK SBJISE€ COOOIO
IHTEeTrpaJlbHy METPUKY SKOCTI OiHapHOi Kiacu@ikaiii Ha BCIX MOXKJIHMBHUX
noporoBux 3HadeHHAX. AUC moxke npuiiMatu 3HadeHHs Big 0 1o 1, je Buie
3HAaYEHHS BKa3ye Ha Kpallly 3arajibHy e(eKTUBHICTh KiacudikaTopa.

[TokazHuku poOGoTH Moxeni sl TectoBoi BHOIpku naracety SARD

npojieMoHcTpoBaHi B Tabmurs 4.1:

Tabauusa 4.1. ITokazauku poOOTH MOJIEI MOIIYKY Bpa3IMBOCTEH 3
BUKOPUCTaHHAM HEMPOHHOI MEepexkKi Ha TeCTOBIM BuOipIi naracery SARD
TounicTs (%0) FPR (%) AUC

94.1 4.4 0.97

Pesynbratn  po3poOieHoi  Mojeni  MOUIYyKYy — Bpa3iIMBOCTEH 3
BUKOPUCTAHHSM HEUPOHHOI Mepeki OyiM TMOpPIBHSHI 3 IHIIUMU MOJEISIMU
MONIYKY BpPA3JIMBOCTEH B KOJII, 10 0a3yl0ThCS Ha PI3HUX MIIXO0JaX: MOIIYK 3a
mabionom  (Flawfinder [16], Checkmarx [12]), rnuOoke HaBYaHHS
(VulDeePecker [25], SySeVR [26]), momyx mnoxionocti (VUDDY [19],
VulPecker [20]). PesynbraTn HaBeneni y Taoumus 4.2:

Tadoauus 4.2. Pe3ynbratil HOPIBHSHHS MOJIEI MOLITYKY BPa3JIMBOCTEH 3

BUKOPUCTAHHSIM HEUPOHHOI MEPEXKi Ta IHITUMU PIIICHHSIMHU

Mopaean \ MeTpuka Tounictb (%) FPR (%)
Flawfinder 69.8 23.9
Checkmarx 72.9 20.8
Vulpecker 79.4 12.4

VUDDY 82.7 10.2
VulDeePecker 92.2 8.5
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SySeVR 97.0 2.3

3anponoHoBaHa MOJe/Ib MOUIYKY 94.1 4.4

Bpa3jMBoOCTel

Takox Oyya mpoBejieHa OLIHKAa BHIIEBKAa3aHUX MOJENEN 3a KpUTepieM
mBuakoii (T) Ta surpat mam’ati (RAM). Pe3ynbpTatu OIiHKM MpeCTaBICHI B

Taomurs 4.3:

Ta6auus 4.3. Pe3yabTaT OLIHKY MIBUAKO/II Ta BUTPAT PECYPCIB B MOJIEISAX

MOUTYKY BpPa3JMBOCTEN

Mopnean \ MeTpuka Cepennii yac MinimMasibHa 00’ em
00po0Ku ONepaTUBHOI MaM’ATI
nporpamu (c) (MB)
Flawfinder 0.9 512
Checkmarx 1.2 512
Vulpecker 8.4 2048
VUDDY 12.5 2048
VulDeePecker 3.2 1024
SySeVR 15.7 4096
3anponoHoBaHa MoJe/b 2.9 1024
NOIIYKY BPa3JIMBOCTel

OckuIbKH po3p00JieHa MOJIEIb MOIIYKY BPa3JIMBOCTEH 3 BUKOPUCTAHHAM
HEHpOHHOT Mepexi € imeiiHuM mnpoaoBkeHHsM wmogaeni VulDeePecker [25],
JOIILHO OyJie MPOBECTH OLIBII IeTalbHY OLIHKY Yy nopiBHsHHI 3 VulDeePecker.

Jlns naBuanHs mozenm VulDeePecker B sikocTi HaB4aibHOTO Ha0opy Oyin
BUKOPHWCTAaHI 3a3/1aJI€Ti/Ib MiITOTOBJIEHI KOJOBI TaJKETH, SIKi OyJIM OTpUMaHi Bi

aBTOPIB opuriHaILHOI cTaTTi [25]. [loyaTkoBUi HaOIp JaHUX MICTUB y cO01 8122
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MPUKIIAIA KOAY, SIKI Majld BPa3JMBOCTI MepernoBHEHHs Oydepa, a Takox 1729

MPUKIAIB KOAY 3 BPa3IMBOCTSAMU, OB’ A3aHUMH 3 HEKOPEKTHUM YIPaBIiHHAM

pecypcamu. Lleit HaGip OyB mojieHUN HAa HaBYAJIbLHUM Ta TECTOBUN HAOOpH B

criBBigHomenH1 80% ta 20%, BIIIOBIIHO.

Tabauusa 4.4. IopiBusaHHS TouHOCTI Kiaacudikaiii moaenei VulDeePecker Ta

3aIpOIOHOBAHOT MOJIENl Ha OCHOBI HEHPOHHOI MEpexi

Bubipka / TouHnicTh

3al1pOHOHOBaHa MOICJIb

VulDeePecker

Hasuanbua

97.9

96.4

TectoBa

94.1

92.2

Jlns 1o7aTKOBOi OIIHKK €(eKTUBHOCTI MOJIeeH, HaBUYCHUX Ha JIaHUX 3

PI3HMX JIKepe, OyJ0 IPOBEIEHO EKCIEPUMEHT, B pAMKaxX SIKOrO 3/1MCHIOBaBCSA

MOIITYK BPa3JUBOCTEN B y BUXITHOMY KO/JI1 MpOoTOKOy Bitcoin [56]. Pe3ynbTaTn

IIbOIO0 CKCIIEPUMEHTY, TpeicTaBiieHI B TaOimmmi 4.5. JlaHuii excrepuMeHT

J03BOJISIE POBECTH MOPIBHIHHS MOJIEJEH 3a pI3HUMU METPUKAMHU, 1110 BKa3yIOTh

Ha KUIBKICTh 3HaWJICHWX KOJIOBHMX Ta/pKeTiB. Takuil aHami3 gomomarae Kparie

3pO3yMITH, HACKIJIbKU €(heKTHUBH1 OOMBI MOJIEN1 B 3a/1a41 MOIITYKY Bpa3JIMBOCTEN

Y BCIIMKHUX KOJOBHX 0a3ax. Takox I[aHI/Iﬁ CKCIICPUMCHT JoIloMara€ BU3HAYUTU

mpane3aaTHICTh MOJIeJIed Ta 3aCTOCOBHICTh B NMPAKTUYHHX 3ajJladyax OC3IeKH

IPOTPaMHOI0 3a0e3MeYCHHS.

Tabauus 4.5. IlopiBHSAHHS MOJIeN1 MONIYKY BPa3IMBOCTEH 3 MOJEILTIO

VulDeePecker

MeTtpuka

VulDeePecker

3anponoHoBaHa Mo/e/b

NOLIYKY BPa3JIMBOCTeM

KinpKicTh KOOOBUX TraKETIB

1510
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KinpkicTh KOTOBUX IraKeTiB

970 1326

MO3HAYCHA SIK “‘HE Bpa3jIuBi”

KinpKiCcTh KOOOBUX raKETIB
540 184

MO3HAYCHA SIK “Bpa3iuBi”

KinpKiCcTh KOHOBUX TraKETIB
MO3HAYEHA SIK “‘HE Bpa3iuBi~ oOomMa 802 802

MOJIEJISIMU

KinbKicTh KOTOBUX raJKETIB
Mo3HavyeHa sk “BpasyiuBi” odoma 16 16

MOJEIAMU

KiIbKICTh YHIKaTBbHUX KOJOBHUX

168 524

raJIKeTIB MO3HAYEHA SIK “‘HE BPA3JIMBI~

KiIbKICTh YHIKaTBbHUX KOJOBHUX

524 168

rajpKeTiB IMO3HaYCHA K “‘BpasivBi”

OCKUTBKH MOJIeNb TIOIIYKY BPa3dUBOCTEH B KOJI BHUIAE pPe3yJbTaT B
miarma3oni Big 0 mo 1, 3HadyeHHs OnMu3bKi A0 1 MOXKHA IHTEPHpPETYBATH SK
HasIBHICTh YITKOrO I1a0JIOHY Bpa3IMBOCTI, TOAI SK 3HadeHHsA Oyu3bki 10 0
MOKAa3yIOTh BIJICYTHICTh ITIA0JIOHY BPA3IMBOCTI B Koi. Tabmnuiist 4.6 1eMOHCTpYe
pO3MOJT  BHUXIZHUX 3HAUY€Hb  MOJEIl MOUIYKY  BpasjiMBOCTEH  id
KJ1acu(p1KOBAHUX SIK «BPA3JIUBUI UM «HE Bpa3IUBUiD» PparMeHTIiB Koay, e P —

1€ pe3yJIbTaT MIPOrHO3yBaHHS BPa3nuBOCTi (hparmeHTty xoxy, P € [0, 1].

Tabaunusa 4.6. Po3noain BUXITHUX 3HAY€Hb MOJIEII MOIIYKY Bpa3IMBOCTEN IS

npoekTy Bitcoin

P Kaac KinbkicTh
09<P<1.0 Bpaznusnii 40
0.8<P<09 BpaznmuBuit 39
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0.7<P <08 Bpaznusuii 61
0.6 <P<07 Bpaznusuit 20
0.5<P<06 BpaznmuBuit 24
04<P<05 He BpaznuBuii 43
03<P<04 He BpaznuBuii 77
02<P<03 He Bpa3znuBnii 341
0.1<P<0.2 He BpaznuBuii 470
0.0<P<01 He BpasnuBwmii 579

4.2 PedyabTaTu pod0OTH CHCTEMH aHAJi3y NMPOIrPaAMHOI0 KOay 3
BUKOPHUCTAHHAM TiOPMIHOI0 MeTOAY NOIMIYKY Ta Kjaacu@ikamil

BPAa3JIMBOCTEN

V 1iii rnaBi mpeACTaBiIeH] pe3yJIbTaTH €KCIIEPUMEHTIB 3 OLIHKY 3/IaTHOCTI
po3po0JieHOl cucTeMu Kiaacu(ikyBaTH 3HaMACHI BPa3JIMBOCTI BIAMOBIIHO 0
3aranpHONpuUiiHATOI TakcoHoMli CWE (Common Weakness Enumeration) [33].
MeTo10 € BUBHAUE€HHS TOYHOCT] BIJIHECEHHSI BUSBJICHUX BPa3IMBUX ()parMeHTiB
KOJIy 10 KOHKPETHHUX KJi1aciB 3Ti1HO 3 6a30r0 CWE Ha 0CHOBI 3aIpOIIOHOBAHOTO
X0y 3 BUKOPUCTaHHSM KOB3HOro xemnryBaHHS AST. OCKUIBKHM KOXEH
¢parMeHT KOAy Yy BUKOpUCTaHOMY naraceri SARD mictuth Bimomuil Kiac
BPa3UBOCTI, OKPIM OIIIHKM €()EKTUBHOCTI MONIYKY, MOXHA TaKOXX BHUKOHATH
OIIIHKY TOYHOCTI Kiacu@ikamii 3HaiineHux BpasznuBoctei. [latacer SARD
Hajiuye 6m3bko 150 kaciB BpasnuBocTel, 3riqHo Takconomii CWE.

Jlnst oriHkM epeKTUBHOCTI Kiacuikailii BHKOPHUCTOBYBAJACsi METPHKA
OararokiacoBoi Tounocti (multiclass accuracy), sika Bu3Havae 3arajibHy 4acTKy
MPaBIJIBHO KIJIACHU(IKOBAHUX BPA3IUBOCTEH cepell yCiX TECTOBUX 3pasKiB 3
ypaxyBaHHsM ycix HasBHUX kiaciB CWE. Takox 3acTocoByBaiacs iHTerpajibHa

METpHKa “JIOKaJbHE PO3rOpPTaHHS’, siKa BIIOOpa)xae MOXKIMBICTb PO3TOPTAHHS
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pPO3pOOJICHOTO pIllIEeHHsT Ha OOYHCIIOBAILHUX CHUCTEMaxX BiJIHOCHO HEBEJIHKOI
MOTY>KHOCTI, IO € BAKJIUBUM JJISI MOKIIMBOCTI HOTO BUKOPUCTAHHS MAJIMH Ta
cepeaiMu  IT-kommanissMu. PesynabTaTh MOPIBHIOBAIMCS 3  ICHYIOUHMH
MiIX0/IaMH 32 IIAMHU METPUKAMH.

MeTtpuka 6aratoksiacoBoi TOUHOCTI OOUHCITIOETHCS 3a (HOPMYJIIOIO:

leL
TP, + TN,

1
A = E,
ccuracyy, IL] £, TP, + TN, + FP, + FN,

ne L — kuibkicTh KiaciB, TP;— KUIBKICTh MPaBIWBO MO3UTUBHHUX
pe3yibTaTiB BiTHOCHO kiacy | € L, TN;— KITbKICTh MPaBIWBO HETATHBHHUX
pe3ynbTaTiB  BiIHOCHO kiacy [ € L, FP;- KimbKicTh XUOHO TO3UTHUBHUX
pe3yibTaTiB  BiAHOCHO kiacy [ € L, FN;- KUIbKICTh XUOHO HETaTHBHHUX
pe3ybTaTiB BiTHOCHO Kiacy | € L.

Mopnens knacugikauii Bpa3nIMBOCTEH 3 BUKOPUCTAHHSAM KOB3HOTO
XeIlyBaHHS HE BUMAarae HaBYaJbHOI'O JaTaceTy, MPOTEe JaHa MOJENb BUMarae
MIITOTOBKK 0a3W 3HaHb XEIIB BPA3IUMBOCTEH. B 3alIe)XHOCTI BiJ KUIBKOCTI
HAsSIBHUX KJIACIB BPA3IMBOCTEH B 0a3l 3HAHb — CTUIBKU PI3HUX KJIACIB MOJEIb 1
3MOKe KJIacu(iKyBaTH.

JIJist epiioro eKCnepuMeHTy BUKOPUCTOBYEThCS 4 pi3Hi 0a3u 3HAHb 3
XemraMu 1 BiAnoBigHO BuOipka 3 paracery SARD, sika MICTUTH JMIEe HasBHI Y
0a31 3HaHb BPA3JIUBOCTI:

1. baza 3HaHb, sika MIiCTUTH MO 1 ek3eMIuLIpy KoxkHoro kiacy CWE, saxwuii
npucyTHiid B fataceri SARD. Jlana 6a3a mictuts 164 3anucu.

2. baza 3nanb, mo mictuth 100 HaiGinbm yactux CWE, mo npucyTHi B
nmaraceti SARD.

3. baza 3Hanb, mo mictuth 50 HalOIem yactux CWE, mo npucyTHi B
nmaraceti SARD.

4. baza 3Hanb, mo MictuTh 10 Haitbumem yactux CWE, mo npucyThi B

nataceti SARD.
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PesynpraTtn kmacudikarii cemrutiB 3 nmaracety SARD mpexacraBieHi B
Ta0murg 4.7:
Tadoauus 4.7. Pesynpratu 6aratokiacoBoi kiaacu@ikarii Aj1st pi3HO1 KUIBKOCTI
CEMILTIB B 0a3i 3HaHb

LIBKICTH KJIaciB L =164 L=100 L =50 L=10

MeTtpuka

bararokiacoBa 27.9 34.4 475 89.1

TOYHICTE, %

Jpyruili ekcnepuMeHT B 3ajadl Kiacu@ikaili Bpa3JIMBOCTEU MOJSATae B
MOPIBHSAHHI 3aIIPOIIOHOBAHOI MOJEN1 3 BUKOPUCTAHHSM KOB3HOT'O XEIIyBaHHS
AST ta iHmux pimeHb. OckUIbKM Kiacudikamii Bpa3iaMBOCTEM B I1HIIMX
pileHHsIX BigOyBanacs 3-moMiK 40 KiaciB, JJisi TaHOTO €KCIEPUMEHTY OyJio
chopmoBaHo 0asy 3HaHb 3 40 Kjacamu, 110 BUKOPHUCTOBYBAJIMCH MPH OIIHII
TOYHOCTI 1HIIMX pilieHb. [0 pilmieHp, 3 SKUMH MOPIBHIOETHCA JaHA MOJIEIb
HajieX)KaThb K PIIIEHHSA, SKI  BUKOPUCTOBYIOTh  INIMOOKE  HaBYaHHS
(UVulDeePecker [62]), Tak i Bemuki MoBHI Moaeni (CodeBERT [63],
GraphCodeBert [64], AlIBugHunter [65]). Pe3ynbraTti mopiBHIHHS [IUX MOACIICH

3 3aIIPOIIOHOBAHUM DIIICHHSIM TpecTaBieHo B Tabmuis 4.8:

Taboauusa 4.8. ITopiBHAHHS 3aMpOIIOHOBAHOT MOJIEN1 Kitacudikarrii

BPa3MBOCTEN 3 ICHYIOUMMH PIIICHHSIMU 32 KpUTEpieM 6araTokIacoBoi

TOYHOCTI
Mopenn BbararokaacoBa TouHicTh (%),
L=40
HVulDeePecker 37.8
3anporoHoBaHa Mojielb Kiacudikarrii 51.1
BpPA3JIMBOCTEN
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CodeBERT 59.0
GraphCodeBert 62.0
AlBugHunter 63.0

OckiIbKM BeNHMKI MOBHI Mojieni sk [63] [64] [65] nmoTpeOyroTh BEIMKOI
00YHCITIOBAJIHOT IOTY>KHOCTI, B JJaH1il poOOTI BBOJUTHCS METPUKA MOMKIMBOCTI
JIOKaJIbHOTO po3ropTaHHs Mozeni. [losBa jaHOi METpUKH MOB’si3aHa 3 THUM, LIO
pPO3ropTaHHsl MOJENEeH IS aHali3y KOAY Ha MOTYKHOCTSAX TPEThOI CTOPOHU
(mamp. xmapHa 1H(QpacTpyKTypa) cylepedarb MpakTUKaM Oe3MeKH MPOorpaMHoOro
npoaykTy [66], ockiibku BimmpaBKa KOXY TPETid CTOPOHI I MOTCHIIHHUX
BEKTODP BPa3NMBOCTI. TakuM 4YUHOM, PE3yJIbTaTH MOPIBHSHHS BHILE3a3HAUCHUX

MO,Z[GHCﬁ 3a KpI/ITepi€M MOJKJIMBOCTI JIOKAJBLHOTO PO3TopTaHHsA IMPCACTABICHO B

Taomurs 4.9:

Ta6auus 4.9. IlopiBHSIHHS 3alIPOMOHOBAHOT MOIEN1 Kiacudikarrii

Bpa3JIMBOCTEN 3 ICHYIOUMMH PIIEHHSIMU 332 KPUTEPIEM MOKIIMBOCTI JIOKAJIBHOTO

pO3ropTaHHs
Mopaeasb JlokaJibHe pO3ropTaHHA
uVulDeePecker Taxk
3anpornoHoBaHa MOJieJb Kiacudikarrii Tak
BpPA3JIMBOCTEN
CodeBERT Hi
GraphCodeBert Hi
AlBugHunter Hi

HactynHuii  ekcniepuMEHT JIeMOHCTpYy€ pe3yibTaTH  Kjiacudikarii
3HAWJEHUX Bpa3IMBOCTeH y mpoekrti Bitcoin [56] 3a momomororo moneni

kiacudikaiii BpaznuBocTed. s boro excriepuMeHTy 0asza 3HaHb MicTuia 10
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HaOUTbI momupeHux, 3rigHo gatacetry SARD, CWE. Posmnomin kimacis

3HaAWJIEHUX BPa3JIMBOCTEH npeacTaBieHuid Ha Puc. 4.1:

CWE-78
4. 9%
CWE-190
1,6%
CWE-125 CWE-416
B6,5% 28,8%
CWE-20
2,2%
CWE-690
31,5% CWE-121
9,8%
CWE-122
6,0%
CWE-415
2,2%
CWE-401
B,5%

Puc. 4.1 - Po3nonin kimaciB Bpa3nIuBOCTeH B MpoekTi Bitcoin

4.3 O0roBOpeHHsI pe3yJabTaTiB J0CTiIKEHHS

Pe3ynabpTatn ekcnepuMEHTANIbHOI MEpPEBIPKU 3alpOIOHOBAHOI CUCTEMHU
OLIIHKM O€3MeKH MPOrpaMHOTO KOAY MIATBEPAUIIN 1i BUCOKY €(QEKTUBHICTH y
3a/1a4i MOIIYKY Ta Kiacudikallii Bpa3IuBOCTEH.

3o0kpeMa, MOJIENb TIONIYKY BPa3IUBOCTEH Ha OCHOBI HEUPOHHUX MEpEex
npojieMoHcTpyBasia 94.1% TouHOCTI AeTeKuii Bpa3iuBUX (parMeHTiB KOy Ha
tectoBii BuOipmi garacety SARD. Ile nHa 1.9% Bume, HiX y Mojueni
VulDeePecker, sika € onHuM 3 HaWKpamMX ICHYIOUMX AaHaJOTiB Ha OCHOBI
TTMOMHHOTO HaBuaHHS. Po3po0iieHa Mozenb TaKoX MoKaszaja HWKUYY YacTKy
XMOHO TO3UTHUBHUX pe3ynbTaTiB (4.4% mnpotu 8.5% y VulDeePecker), mo
CBIQUUTH MpO OLIbII TOYHE PO3MI3HABAHHA BIJACYTHOCTI Bpa3IMBOCTEH Yy

(dparMeHTax Kopy.
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[lepeBara 3ampoNOHOBAHOT MOJENI MOSICHIOETHCS — 3aCTOCYBAHHSIM
yAOCKOHAJIEHO1 MOOYIOBU MPOMIKHOTO MPEACTABICHHS MPOTPAMHOTO KOJY.
OOMexeHHST po3MIpy KOJOBOTO TaKETy JI03BOJUIIO CKOPOTUTHU 4Yac POOOTH
ANTOpPUTMY, Ta 3aJUIIUTH HAWUOUTBIT PEIEBAHTHUM KOHTEKCT JJIS KOXKHOI
3aJIEKHOCTI.

BTiM, mopiBHSHO 3 HaMKpalmuMHU NpeJcTaBHUKaMH, cuctema SySeVR
MOKa3aJia JIeIo BUIIy TOUHICTh Ha PiBHI 97%. Lle mosCHI0EThCS OB CKIIATHOIO
apxitektyporo SySeVR, sika moOynoBaHa Ha OCHOBI TpadoBHX HEWPOHHHX
MEpEK.

3 iHmoro OOKy, CKJIAIHICTh MOOYJOBU MPOMINKHOTO MpPEIACTaBICHHS
SySeVR HeratuBHO BIUIMBa€ Ha MIBUJKOIII0 Ta PECYPCOEMHICTH MOJENI.
Hanpuknan, yac ananizy oauiei nporpamu B SySeVR ckianae 15.7 cekyna, Toxi
SK 3alpoTiOHOBaHE pIlIeHHS 3aiiMae jumie 2.9 cexkyHa y cepemnnbomy. Oo6csr
ONEpaTUBHOI MaM'sTl TAKOXK CKOpOTUBCA Maixke y 4 pa3u (no 1 I'0). Lle poouts
CUCTEMY 3HA4YHO OUTBII MAacIITa0OBAHOIO Ta MIPUAATHOIO IS IHTErpallii y pododi
nporecu po3pooku 113, 1e mBuaAKOIS Mae BUpIMIaJbHE 3HAYSHHS.

Mogens knacu@ikaiii Bpa3IMBOCTE 3 BUKOPUCTAHHSIM KOB3HOTO
xenryBanHs AST, mokaszaina nepeBary HaJl MOMyJISIPHUMH aHaJIoraMu. 30KpeMa,
TOuHICTh Kinacudikamii ansa 40 knaciB cknana 51.1%, mo Ha 13.3% Bumie 3a
uVulDeePecker - oqny 3 kpamux RNN-Moaeneit aist nanoi 3agadi.

[TepeBara MOSICHIOETBCSI CIPOMOKHICTIO QITOPUTMY KOB3HOTO XEITYBaHHS
AST edexTuBHO BUSBISITH CTPYKTYpPHI BIATIOBIAHOCTI MI>K Bpa3JIMBUM KOJOM Ta
0a3010 3HaHb, HABITh 32 HASIBHOCTI HE3HAYHMX BIIMIHHOCTEH. Moesi rIInOoKoro
HaBUaHHSA HE 3/IaTHI MOBHOI0 MIpPOIO y3arajbHIOBATH TaKi OCOOJMBOCTI TpU
HAsIBHOCTI BEJIMKOI KIJTLKOCT1 KJIACIB.

Pazom 3 Tum, Halikpamy TouHicTh 63%  TpoaEeMOHCTpyBasia
crietianm3oBana mojenb AIBugHunter. [{s nepeBara 3ymoBiieHa 3aCTOCYBaHHSIM

y AlBugHunter Benukoi MOBHOT MoJieJli, TONIEPEAHHO HABYCHOI HA BEJIMUE3HUX
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obcsirax KOAy pI3HHMX MOB MporpamyBaHHs. Taki Mojesl 37aTHI BJIOBJIIOBATH
rOOKI JIATEHTHI 3aKOHOMIPHOCTI Ta B3a€MO3B's3ku B Kojni. OgHAaK BOHU €
HAJ3BUYAHO PECypC EMHUMHU, 0 YHEMOKJIUBIIIOE iX JIOKaJbHE PO3rOPTAaHHS B
paMkax HeBeJlUKuX IT-MpoekTiB 41 KOMITaHi.

HaTtomicTb 3aniponoHOBaHu MiJXil JEMOHCTPYE MPUIUHITHY TOUHICTD JIJIS
40 xnaciB 51.1% 6e3 noTpedu y BEIUKUX O0YUCITIOBATILHUX pecypcax. Lle poOuTs
HOro TOCTYITHUM I IIUPOKOTO KOja KOpUCTyBauiB. [lo TOTO K, HOro TOYHICTh
MO>Ke OyTH MOKpaIIeHa 3a PaXyHOK pO3IIHPEHHs 0a3u 3HAaHb HOBUMH 3pa3KaMu
BPa3JIMBOTrO KOJY.

Sk nmokazaHo B Tabnwuii 4.7, mpyu BUKOPUCTaHHI MOBHOTO 00cCsry 0asu
3HaHb 13 164 KjacaMu Bpa3IMBOCTE TOUHICTH Kiacudikaiii ckiana 27.9%. Lle
MOSICHIOETBCA CKJIQIHICTIO 3aBJIaHHS PO3MI3HABAHHS TAaKO1 BEJIMKOi KUIBKOCTI
KJIACIB.

[TocTymoBe 3MeEHIIIEHHS KUIBKOCTI KJaciB y 0a3i 3HaHb MOKPAIIHUIO
pe3yibTatu Mojeni. 3okpeMa, st 100, 50 ta 10 knaciB TouHicTh ckiana 34.4%,
47.5% Ta 89.1% BiANMOBITHO.

Taky TeHeHI11F0 MOYKHA IMOSCHUTH THM, 110 MPHU MEHIIIHN KIJIbKOCTI KJIaciB
JUISl pO3Mi3HABaHHA, MOJENIb Ma€ OUIbIIE JaHUX Ha KOXXKeH okpemuil kinac. Lle
JI03BOJISIE T Kpallle HABYUTHUCS PO3PI3HATH BYKUUM CIIEKTP BPa3JIMBOCTEH.

OT1xe, Xoua 3ampONOHOBAaHUN METOJI 1 IEMOHCTPYE TipIil pe3yJabTaTh 3a
YMOB BEJIMKOi KIJTBKOCTI KJIACIB, 31 3MEHILIEHHAM iX 4Mclia HOro epeKTUBHICTh
MIBUAKO 3pocTae. Tomy Uil MPAaKTUYHOTO  3aCTOCYBaHHS  JAOLIBHO
oOmexxyBatuca 10-50 HaWOULIBII MOMMPEHUMH Ta HEOE3NEUYHUMH THUIIAMU
BPa3NIMBOCTEH, 1110 3a0€3MeUnTh 3aI0BUTbHY SKICTh Kiacudikarii.

ExcriepuMenT 3 pealibHUMU MPOEKTAMU TaKOXK MiATBEPAWIN MPAKTHUHY
IIHHICTb PO3pOOJIEHOr0 PillIeHHs. 30KpeMa, 3TiTHO JaHUX, HaBEIEHUX Ha PUC.
4.1, HalOUIbII MOLIMPEHUM THUIIOM Bpas3IMBOCTEW y kol Bitcoin BusBHInCS

BPa3JIMBOCTI pO3iMEeHyBaHHs HYJ1b0BOro BkaziBHuka (CWE-690) - 58 pumaakw.
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Ili Bpa3auBOCTI TOB'S3aHl 3 BIJACYTHICTIO MEPEBIPOK BKA31BHUKIB, IMEPIIT HIK
BUKOPUCTOBYBATH IX.

Jlpyre Miciie Mo 4acToTi 3aiiMarOTh BPA3JIMBOCTI BUKOPUCTAHHS ITICIIA
3pitbHeHHS ( CWE-416) - 53 Bunaaku. Lli qedextrt 00yMOBIICHI OMHIIKAMHU B
YOpaBIiHHI TaM'SITTIO Ta MOXKYTh PU3BOJUTH 10 CEPHO3HUX HACIIIKIB.

TperimMu 3a nommupeHicTio € nepenoBueHas o0ypepy (CWE-121, CWE-
122) 3 29 Bunankamu (18 6a3oBani Ha cTeky, 11 Ha Kymi).

Takuil po3mojia BKadye Ha Te, 110 OCHOBHI MpoOiieMu B Koji Bitcoin
MOB'sI3aHI 3 HEJOMIKaMM peaiizarii 0a30BUX MEXaHI3MIB OC3IMEKH: MepeBIPOK
JIOT1KU, 3aXUCTY MaM'siTi Ta OOMEXEHHSI I0CTYITY.

OTxe, NpoOBEJEHI E€KCIEPUMEHTH O03BOJIAIOTh 3pOOUTH BHUCHOBOK IIPO
JIOIUIBHICTh 3aCTOCYBAaHHSI TIOPHIHOTO TMIIXOJYy, MOEIHYIOUOTO TMOTYXHICTh
INIMOMHHUX HEHPOHHHUX MEpeX Ta €(QEKTUBHICTh aQJITOPUTMIB MOLIYKY
noaioHocTi Koxy. Takuit cuM0103 Ja€ MOXKJIMBICTH KOMIICHCYBATH HEHOJIKH
KOKHOTO 3 METO/11B, CTBOPIOIOYH CIIPUSATINBI YMOBH JIJIsl BACOKOTOYHOT IE€TEKIII1
BpAa3JIMBOCTEM.

3aBAsSKA BpaxXyBaHHIO KOHTEKCTHHMX 3B'SI3KIB Yy KOJi, 3alpOINOHOBaHA
cucTeMa 37aTHa 11IeHTU(IKYBaTH CKJIa/IHI, HEOUYEBU]IHI BPA3JIMBOCTI, SIK1 CKJIaJHO
BUSIBUTH 3a JOTIOMOTOI0 TPaAMIIHHUX miaxoiB. ILle cyTTeBo posmmproe
MOXJIMBOCTI aBTOMATU30BaHO1 OILIIHKKA O€3MEeKH MPOrpaMHOro 3a0e3MeUeHHs Ta
BIJIKpUBAE NUISIX J0 MOAAIBIIOr0 BIOCKOHAJICHHS METOAIB MAllIMHHOTO aHAJli3y
KOZY.

OmgHuM 3 TMEpPCINEeKTHUBHUX  HANPSMKIB  TOJAJIBIIOTO  PO3BHTKY
3aMpoNOHOBAHOI MOJIEN MOIIYKY Bpa3IMBOCTEH HA OCHOBI HEMPOHHOI MEPEXi €
iHTerparis Mexadismy yBarum (attention). Ili MeToau M03BONSIOTH MeEpExi
doxycyBaTHCsi Ha HaWOUIbII 1HPOPMATUBHUX (PparMeHTax BXIAHUX [aHUX,
ITHOPYIOUYU MEHII 3HAYYIII.

Sk mokazaHo B pobotax [67] [68], 3acTocyBaHHs yBaru MOKe IiABUIIATH

SIKICTh BHIIYYCHHs O3HAK 3 HOCJIi,IIOBHOCTGﬁ Ta IMOKPpAIIUTHU 3araJibHy TOYHICTb
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Mojenel. 3aMicTh TOro, 00 PO3MIISIAATA KOAOBHM Ta/KET IIUIKOM, Mepexka
3MaTHA BUAUIATH JIMIIE TI TOKEHHM YU (parMeHTH, sAKI HECyTh HaWOiIbIIe
CEMaHTUYHE HaBaHTAXEHHS 3 TOUKM 30py Kiacudikaiii BpasznuBocTi. lle
J03BOJIsIE TTO30yTHCS "IIIyMy" Ta CKOHIICHTPYBATUCS HA HAMCYTTEBIIIUX O3HAKAX.
Kpim migBuiieHHs TOYHOCTI, TAKWHM MIiIX1A MOXKE ONTHMI3yBaTH IIIBUIKOJIIO
MOJIEJTI Ta 3MEHIIIMTH BUTPATH OOUYHMCITIOBAIBHUX PECYPCiB P HABYAHHI MOJIETII.

ANbTEpHATHBHUM BapiaHTOM € 3aCTOCYyBaHHS TpadOBUX HEHPOHHUX
Mepexx (GNNs) [69]. B iboMy BHITanKy BXiJHI JaHI TMOJAIOTHCS HE Y BUTIISAII
JHIAHOI MOCIOBHOCTI TOKEHIB, a Y BUTIIAI Tpada 3aJeKHOCTEH MK HUMHU.
Take moJlaHHs 103BOJISIE TOYHIIIIE MOJIEIIOBATH CKJIAHI 3B'I3KU B KOJI1 Ta Kpallle
BJIOBJIFOBATH O3HAKH, 110 BKAa3yIOTh Ha MPUXOBaH1 BPa3JIUBOCTI.

Ha Bigminy Bim RNN uyn CNN, GNN MOXyThb SBHO BpaxoByBaTH
B3a€EMO/III0 MIXK BIIJaICHUMU (hparMeHTamMH KOy 3aBIsSKH IpadoBiil TOMOJIOTII.
Ile cnpusie MOKpaIIeHHIO KOHTEKCTHOTO aHai3y Ta 3JaTHOCTI y3arajbHIOBATH
3HaHHS Ha HOBHX MPOEKTaX i MoBax mporpamyBanHs [ 70].

Jlist mozeni kiacudikaiiii Bpa3IuBOCTEN HA OCHOBI KOB3HOTO XEITyBaHHS
AST mnepcneKTUBHUM € BHUKOPHCTAHHS aJTOPUTMIB TOJIOHOTO XEIIyBaHHS,
takux sk SimHash [71]. Boru n03BOJSIFOTH '€HEpYBATH XeEIlIi, BiICTaHb MiX
SAKUMHU B1JI00pakae CTyMiHb MOMIOHOCTI BXIAHUX JaHUX. 3a PaxXyHOK I[bOTO
MO>KHA He JIMIIE 3HaXO/IUTH TOYHI 301rM XEIlliB K 3alPOIIOHOBAHO B IMCEpTAallli,
a i BUMiproBatu "BificTaHb" Mixk xemamMu AST T€CTOBaHOTO Ta €TaJTOHHOTO KOJTY.
Yum MeHIa BOHA, TUM WMOBIpHIIIE MaHi ¢GparMeHTH € MOAIOHUMHU 1 MICTSTh
aHaJIOT1YH1 BPa3IuBOCTI.

Taka Mopmudikarliss AO3BOJIUTH MIABUIIUTA CTIMKICTH aJTOPUTMY [0
MOJIUBUX MYTallli BPAa3JIMBOTO KOy, KOJIA 3JIOBMHUCHUKA HABMHUCHO BHOCSITH
HE3HAYH1 3MiHU JJIsI YHUKHEHHs 1eTekiii. HaBiTh 3a yMOBHM Takux Moaudikalii,
MeTon Ha ocHOBl SimHash 3 BuCOKOIO HMOBIPHICTIO 3MOXKE BH3HAUHUTU

MOAIOHICTB 3 BIIOMUMHU BPA3JIUBOCTIMU Ta KJIACU(PIKYBaTH 3arpo3y.
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OT1xe, iHTErpallisl MEXaHI3MIB YBaru, rpagoBl HEHPOMEPEKi Ta AITOPUTMHU
MOAIOHOCTI XELIB HAJalOTh 3HAYHUKA IOTEHIUAd IS BIOCKOHAJIIEHHS
3aIpPOINIOHOBAHOI B AUCEPTAIlli CHCTEMH JeTeKIiT BpaznuBocTeit. KombOiHalis mux
METOJIB JIO3BOJINTh MIJBHUIIUTH SKICTh aHaji3y Ta CTIHKICTh JO HOBUX THIIIB
3arpo3 B yMOBax OypXJIMBOTO PO3BUTKY TEXHOJIOTIHM Ta CKIAAHOCTI MPOTPAMHUX

CHCTCM.

4.4 TIpakTU4He 3aCTOCYBAHHSA PO3P00JIEHOr0 pPillleHHSA

441 IuTerpamis cHUCTeMH aHAJi3y NPOrpaMHOro0 KOAy B NpoLecH
Oe3nepepBHOI iHTerpamii

EdexTuBHa 1HTErpamiss po3po0JeHOi CHCTEMH aHalli3y MpOrpamMHOro
KOy B IpoliecH Oe3nepepBHOI 1HTErpallli BUMarae peTesibHOTro IJIaHyBaHHS Ta
HajlalTyBaHHs. Hukue HaBelneHO AeTalbHUM ITOKPOKOBHUM aJITOPUTM TakKol

IHTerparii:

1. BuOip cucremu Oe3nepepBHOi iHTerpauii. HailOuipin nomysisspHUMUA Ha
ceoromni € GitHub Actions, Jenkins, GitLab CI, CircleCI, Travis CI,
TeamCity Tomo. Bubip KOHKpETHOI CUCTEMU 3aJICKUTH Bij TIaTHOPMHU
pPO3pOOKH, MOBHU MpOrpamMyBaHHs, 1HQPACTPYKTYPH MPOEKTY.

2. HanamrryBanns orouenHs: Cl. HeoOXigHO 31MCHUTH HaJIalITYBaHHS YCIX
3aJIeKHOCTEH, 0a3 JaHWX Ta IHIIUX CEPBICIB, MOTPIOHUX JIJIT KOPEKTHOTO
3aMyCKy CUCTEMH aHai3y KoAy. s boro MoXyTb BUKOPUCTOBYBATHUCS
KOHTeWHepHu abo BipTyalibHI MAIlIMHU.

3. Inrerpauis cucremu aHanizy koay B koHBeep Cl. JlomaeTbcsi HOBH KpOK
navimmainy  CI, mo 3amyckatume po3poOJieHy CHCTeMy aHajizy

IIPOrPaMHOTO KOJy.
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4. Tlepesipka mpane3aaTHocTi. HeoOXiHO BHKOHATH TECTOBI 3amlyCKH
navmnaitna Cl Ta mepekoHaTucs, MO0 CHUCTeMa aHali3y KOPEKTHO
BUKOHYETHCSI 0€3 MOMMIIOK JIJIsI PI3HUX BEPCid KOy .

5. HanamryBanHs 3BITHOCTI. Pe3ynbrath poOOTH cHUCTeMH HEOOX1JIHO
npencraButH y 3Bitax Cl y 3pyunomy amns nepersisiay ¢popmarti. 3a3Budait
1e CIeiaIbHI PO3LIH 3BiTY, TaOIUIll YU JAlarpaMH.

6. HamamtyBaHHS MOBIAOMIIEHb MPO MOMHIKH. SIKIIO CHCTEMa aHami3y
BUSIBJISIE Bpa3nuBOCTI y koAl, CI Mae reHepyBaTH BIANOBIHI TOMUJIKY YU
nonepeKeHHs1 a00 HaBITh MPU3YNUHITH 301pKy. Peanizaliis 3anexuTs Bij
cucremu CI.

7. IaTerpariist 3 CUCTEMOIO BIJICTSKCHHS TMOMMJIOK. 3HaWeHI BPa3JIMBOCTI
MOXXYTh aBTOMATHYHO BIJIKPUBATH 3a7adi y CHUCTeMax Kiacy Jira uu
Redmine 3 iXx mopaibmiMM BIJCTEKEHHSIM Ta MOHITOPUHIOM CTaTyCy
BUIIPABIICHHS.

8. HamamTyBaHHS aBTOMAaTHMYHOTO TECTyBaHHS. bakaHO aBTOMAaTHU3yBaTH
3aImyCK TECTIB O€3MEKH IMiCIis BHECEHHS 3M1H, MTOB'SI3aHUX 13 BUTTPABICHHIM
BPa3NUBOCTEH, IJIsl IEPEBIPKU PE3YIHTATUBHOCTI KOJTY.

9. llonaBanHs aHamizy 3MiH. J[OWINIbHO 1HTETpyBaTH MOKJIHMBICTH aHAMI3y
KOy JIvIIe I (pparMeHTiB, sIKi 3a3HAJIM 3MiH, a HE JUISl YChbOT'O KOJIOBOI
0a3u noBHIcTIO. Lle onTuMizye yac poboTu.

10.JonaBanus komorisaay. CI Moxke aBTOMAaTHYHO IHII[IIOBATH TEPEBIPKY
3MiIH pPO3pOOHUKAaMU 3 MpaBaMH KOAOIIALY Yy pa3l BHECEHHS 3MIH Y

Bpa3iuBl PparMeHTH.

B nesxkux Bunaakax AONUIEHO peaTi3yBaTH JIBa OKPEMUX €Taly aHATI3Y:
nonepeaHIN MBUIKUM CKaH Ta MOBHUM rIMMOMHHUN aHami3. [IIBuakuil ckan Moxxe
3aIyCcKaTucs AJis1 KOXKHOI 301pKH, TOJ1 SIK MOBHUI aHANI3 — JIMILIE OJUH Pa3 Ha

,Z[O6y UM 3a 3aIlIUTOM.
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[TepeBaru inTerparii y CI:

1.

o ~ W

BusiBnenHss BpasnuMBOCTE HAa paHHIX CTaaigx po3poOKH Ie [0
HOTPAIUISIHHA KOY Y PErO3UTOpii

ABTOMAaTH3aIlisl Ta HETIEPEPBHICTH aHaJI3y O€3IeKu

HIBuaKMiA 3BOPOTHUH 3B'SI30K JJIS1 pO3POOHUKIB

MoMBiCTh TOHABUAHHS CUCTEMHM aHAJIi3y Ta MOKpAIIEHHS TOYHOCTI
VY6e3nedeHHs BiJ I0JCHKOTr0 (GakTopy: 3a0yAbKyBaTOCTI Y1 HEYBaKHOCTI

3aIyCTUTHU NIEPEBIPKY BPYUHY

Pa3om 3 TUM NOTPIOHO BpaxyBaTH HACTYIIHI ACTIEKTH:

1.

[TinBuiiene HaBaHTakeHHS Ha iHPpacTpykTypy CI/CD uepe3 momatkosi
nepeBipKu

Mo>kiiiBe yIOBUIbHEHHS POOOTH MalIuIaiiHiB

HeoOximHicTh HanamITyBaHHS THYYKHX TPHUTEPIB, SKI O HE CIIPUUUHSIH
HaJIMIpHUX 3alUTIB Ta NepeOyq0B MPOEKTIB

JloaTkoB1 BUTpAaTH Ha 30UIBIICHHS MOTYXHOCTEH y BUIMAIKY XMapHUX

CI/CD piuienp

OTxe, ICHye HU3Ka acIeKTiB, sIKi MOTPIOHO BpaxyBaTH MpHW IHTErpailii

CUCTEMH aHami3y Oe3NeKdu MNPOrpaMHOro KOAy B IutargpopMu Oe3nepepBHOL

iHTerpaiii. BogHouac 11e 103BoJIss€ aBTOMATU3yBaTU BUSBJICHHS BPa3UBOCTEH

Ha paHHIX eTarax po3poOKHU Ta MOKPAIIUTH 3aralbHUI CTaH O€3MEKH MPOCKTIB.

Cxema BOyIOBM pO3pOOJIEHOI CHCTEMH B TMpPOIECH Oe3nepepBHOI

iHTerparii 300pakena Ha Puc. 4.2:
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BxigHi 3MiHK
KOAY NMPOAYKTY

HoBa Bepcia npoaykty

J
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Cucrtema :
' TecTtyBaHHA,

E f AHEJ’IIBY - » cdopMaTyBaHHA,
: POrpaMHOro KOJ, KOHBeHLii

KoAy

2BIT
BUMpaBNeHHA HeJonikie i

Cucrema
¥ —( Besne4yHo? )—M4 KOHTPOMK

//// , BEepCi
X )

L

Puc. 4.2 - Cxema BOynoBu cuctemu ananizy mporpamuoro koay (CAIIK) B

npoiiecu O6e3nepepBHOI IHTErpallii

4.4.2 THTerpamissi CHCTEeMH AaHAJi3y MNPOrPAMHOr0 KOAY B Ipolec
nepeapeizHoi Bepudikauii koxy

EdextuBHa 1HTEerpamist po3poOiaeHOi CHUCTEMH aHali3y MPOTPaMHOTO
KOJly B TMpoliec mnepenpenizHoi Bepudikaiii Koay B paMKax MeETOHOJIOTil
Microsoft SDL Bumarae netaqpHOTO IIJIaHYBAaHHS Ta BpaxXyBaHHS HU3KHU

ACIIEKTIB.
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[To-nepire, HEOOX1THO YITKO BUSHAYUTH POJI1 Ta 30HU BiAMOBITATLHOCTI
daxiBIiB 3 iHDopMaliitHOT 6e3MeKH Ta pO3POOHUKIB MPOrPaMHOTO 3a0e3MeUCHHS
B KOHTEKCTI TepeapenizHoi Bepudikailii. PekoMeHI0BaHO CTBOPUTH OKpEMY
rpyny 3 iHbopMaliiHOI 6€3MeKH, A0 CKIAAY IKOI MOXKYTh BXOIUTH SIK TEXHIUHI
daxiBii (aHaTITUKK O€3MeKH, IEHTECTePH ), TaK 1 (haxiBIli 3 pUBHK-MEHEIHKMEHTY .
[Is rpyma mae OyTH BIANMOBITATHHOI 3a TIPOBEICHHS OIIIHKH OE3TeKH,
TECTYBaHHA Ha TPOHUKHEHHSA, a TaKOX aHalli3 pe3yJbTaTiB, T'€HEPOBAHUX
PO3pOOJICHOI0 CUCTEMOIO aHaMi3y KOIY.

3 1Hmoro Ooky, koMaHau po3poOku I[13 MarwTh QoxkycyBaTHCs
BUKJIIOYHO Ha pPO3pOOIll Ta BUIIPABICHHI BPa3jIMBOCTEH BIAMOBIIHO [0
3HaneHux mpoOsem.  [liATpuMaHHS 4YITKOTO PO3MEXKYyBaHHS OO0OB’SI3KIB
JOTIOMAara€ YHUKHYTH KOH(IIKTIB 1HTEPECIB, a TAKOXK CIpPHUs€ OUIbII IIAHINA
KOMYHIKaIlii Ta CIiBIpari Mix rpymamu.

Kpim Toro, BaxxiauBo 3a0€3MEUUTH BHCOKHI pIBEHb aBTOMAaTH3ALlii
IIPOLIECIB NMUISIXOM 1HTETparllii po3po0JIeHOi CUCTEMU 3 HasBHUMU IIaThopMamMu
Ta IHCTPYMEHTaMH nepeBipku Oe3neku. [e Bkitoyae:

1. Turerpamito 3 cucteMoro KoHTposito Bepcit (Git, SVN tomo) mus
OTPUMAaHHS OCTaHHIX BEPCiil KoMy MPOrPaMHHUX MPOTYKTIB.

2. IaTerpamiro 3 CUCTEMOIO YIIPaBIiHHS BPa3IMBOCTAMH Ta 3amadamu (Jira,
Redmine), ne Oyne aBTOMAaTUYHO CTBOPIOBATUCS Ta BIACTEKYBATHCS
CTaTyC 3HANJEHUX BPa3JIMBOCTEM.

3. 3abe3neyeHHs MOMXKJIMBOCTI aBTOMATHMYHOrO (OpPMYBaHHS 3BITIB 32
pe3yibpTaTaMu poOOTH CUCTeMH y 3pyuHid misa ananizy ¢opmi (HTML,
PDF).

4. Tarerpatito 3 xmapHumu miaatdopmamu 6e3nekn (AWS Security Hub,
Azure Sentinel) s kopensmii gaHWX, TOTAUOJICHOTO aHAI3y Ta

(opMyBaHHS 3araJIbHOT KAPTUHU PU3UKIB IPOrPAMHOIO 3a0€3MEeUEeHHS.
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Takox BaXXIMBO 3a0€3MEUUTH MPOIEC HABYAHHS Ta II1JIBUILCHHS
kBautipikarii ¢axisiiB 3 iHOpMaLiiHOT O€3MeKH, 3aITHUX Y Bepu(iKalii Koay
nepen pemizoM. lle HEoOXigHO Ui BJIOCKOHAJICHHS iX HAaBUYOK aHaJI3y
IpPOrpaMHOrO0 KOOy, O3HAMOMJICHHS 3 apXiTEeKTyporw Ta O13HEC-JIOT1KOI
MIPOrPaMHUX CHCTEM KOMIIaHii, a TAKOX (POPMYBaHHS PO3YMIHHS MOKIIMBUX aTaK
Ta 3arpo3. PexoMeH0BaHO POBOJUTH K BHYTPIIIHI TPEHIHTH Ta HaBYaHHS Ha
poOouoMy MiCIIl, TaK 1 30BHIIIHI CHEI[iai30BaHi KypcH 3 muTanb O6e3neku [13.

B koHTEKCTI aHami3y pe3yabTaTiB poOOTH pO3pO0OJIEHOT CHCTEMH 1] Yac
nepenpenizHoi Bepudikamii TakoX Ba)KIMBO BPaXOBYBATH MOKIIUBI XHOHO
MTO3UTHBHI CIIPAIOBaHHS, KOJIU ()parMEeHT KOy TOMUIIKOBO 1IEHTU(DIKYETHCS SIK
BpAa3JIMBUM.

JIns MiHIMI3aIi]l TaKUX BUMAIKIB (DaxiBIll MAIOTh MPOBOJUTH PETEIBLHUMN
aHadl3 KOXKHOI MOTEHI[IHHOI Bpa3dUMBOCTI 3 YpaxyBaHHSIM OCOOJIMBOCTEM
apXITeKTypH Ta 013HEC-JIOTIKHA MPOTPaMHOTO NPoAyKTy. Lle Bkirovyae nmepeBipky:

® YK MOYKE KOPUCTYBau peajbHO BIUIMHYTHU Ha Bpa3IuBUI (pparMeHT Kony,
HaIpUKJIaJ, yepe3 inTepdeiic nporpamu;

® Yy HE MICTUTh KOJ KOMIIEHCYIOUMX MEXaHI3MiB O€3MeKH, Kl 3a1o0iraroTh
peaJbHUM aTakaM, He IMBJISTYMCH Ha JIeIK1 HEJIOTIKH,

e yy He € (YHKIIOHAIBHICT, 110 MICTUTh BPA3JIMBICTh, BUMKHEHOIO 3a

3aMOBUYYBaHHSIM 200 TOCTYIHOIO JIMIIE JJIs aIMIHICTPATOPIB.

VY pazi HasSBHOCTI CYMHIBY IIOJI0 MO>KJIMBOCT1 €KCIUTyaTallii MeBHOTO
¢dbparMeHTy Koy, Horo He BapTo Kiacu(iKyBaTH SK BPa3IUBICTbh, IOKH HE OyJie
0JIep>KaHO JOCTATHIX J0Ka31B peaabHO1 HeOE3EKH.

Kpim aHamizy okpeMux Bpa3iIMBOCTEH, pe3yJbTaThd poOOTH CUCTEMU
MalOTh BUBYATHCS B KOMIUICKCI /I OIIIHKMA 3arajbHOTO PIBHS 3aXHIIEHOCTI
IPOrpaMHOrO0 MPOAYKTY. MeTor € He JuIle pearyBaHHS Ha KOHKPETHI
mpoOJeMHu, a KOMIUICKCHE TMOJIMIICHHS apXITeKTypH Ta AU3aliHy CHUCTEMH 3

TOYKH 30py O€3MeKH B JOBIOCTPOKOBIM mepcrekTuBi. JJis 1bOrO JOLLUIBHO
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IIPOBOJMTH PETYJSAPHI Hapaad MK ¢axiBIIMU 3 OE3MEKU, apXiTeKTOpaMH Ta
pO3pOOHMKAMH 3 METOI CIUIBHOTO aHali3y TEHJCHINW, BWU3HAYEHHS
HAaUKPUTUYHIIINX KOMIIOHEHTIB CUCTEMH Ta IUIAHYBaHHS 3aX0Jl1B MOCUJICHHS iX
3aXHUCTY.

AHami3 pe3ynpTaTiB poOOTH CHCTEMH Ma€ TaKOX BilOOpaXkaTuUCS y
pEryJsipHiii 3BITHOCTI IMepej] BUIIUM KEPIBHUIITBOM IIOJI0 3arajbHOTO CTaHY
Oe3MeKku MporpaMHUX MPOayKTiB KoMmadii. [le qo3BoimTh mpuitMaTi 3Ba)eH1
pIIIEHHS 100 HEOOX1AHOCTI IOJATKOBUX 1HBECTHUILIIN y TIBUILICHHS SIKOCTI Ta
3aXHUCT KOJY.

Hapemri, BaXJMBOIO € MOXKJIUBICTh TIOCTIMHOTO HaBYaHHS Ta
BJIOCKOHAJICHHSI CaMOi CUCTEMU aHali3y Koy. OCKUIbKY KOPITYC JaHUX PO HOBI
BPa3NMBOCTI TOCTIHO TMOMOBHIOETHCS, a MPOrpaMHl MPOAYKTH KOMITaHii
3a3HAIOTh 3MiH, NOTPIOHO 3a0e3neunuTH Oe3NepepBHE TOHAIAINTYBAaHHS Ta
OHOBJICHHS MOJIeJied CHCTEMH Ha OCHOBI HOBUX JnaHux. lle copustume
M1JIBUIIICHHIO TOYHOCTI JETEKIIii 3 4aCOM 3a paXyHOK CaMOHAaBYaHHS Ta aJanTarlii
MojIeNiel HEHPOHHUX MEPEX JI0 BHYTPIMIHIX ocobmuBoctei [13 kommnaHii.

Otxe, ycmilmHa I1HTErpaIis CUCTEMH aHalli3y NPOrpaMHOr0 KOAY B
MpoIecy NepeapenizHoi Bepudikallii Mae BpaxoByBaTU HU3KY OpraHizailiiHuX,
METOJIOJIOTIYHUX Ta TEXHOJIOTTYHMX acmlekTiB. lle M03BoauTh MakcHUMi3yBaTH
e(eKT BIJ 3aCTOCYBaHHS TAKOrO PIIICHHS LIJISAXOM BOYJIOBM HMOrO B ICHYHOYI
OpOLEIypU Ta THCTPYMEHTH NEPEBIPKU O€3MEeKM MPOTPaMHUX MPOIYKTIB. Sk
pe3yibTaT, 3a0e3MeuyeThCs ORI TOYHA OIIHKA 3aXHUIIIEHOCTI KOy, aJaliTOBaHa
710 0COOJIMBOCTEM O13HEC-TIOTIKM KOMITaHi1, a TAKOXK B1JI0OYBA€THCS OB IIBUIKE
pearyBaHHS Ha BUSIBJICHI BPA3JIMBOCTI Ta X €()EKTUBHE BUIIPABJICHHSI.

[Ipomec iuTerpamii po3poOsieHoi cuctemMu B dazy MepeapenizHoi

Bepudikarlii 6e3nexu rpadiuno 300paxeHo Ha Puc. 4.3:
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Puc. 4.3 - Cxema inTerpariii cucremu ananizy nporpamaoro koay (CAIIK) B

IpoliecH nepeaApenizHoi Bepudikallli mporpaMHOTo MPOAYKTY

4.5 Anipodanisi pe3yJbTaTiB 10CTIIKeHHS

PesynbTaTu nociipkeHb, MPeICTaBICHUX y JaHii JucepTaliiHiil podoTi,
MPOUIILIN anpoOarllito Ta OyJu ONPUIIIOIHEH] Y HU3L HAYKOBUX ITyOIiKaLlii.

30kpemMa, OCHOBHI TIOJIOKEHHS 010 PO3POOKH Ta 3aCTOCYBAHHS CUCTEMH
aHaJTi3y MPOTPaMHOTO KOAY 3 BUKOPUCTAaHHSM TiOPUIHOTO METOIy TOIIYKY Ta
kiacudikaiii Bpa3IuBOCTE OyJI0 IpeacTaBieHO B 4 myOumikaiisx y (paxoBux
HAyKOBHUX BUJAHHSIX.

[lepmia crarts [57] mpucBAYeHA MOTJMOJIEHOMY aHaji3y ICHYIOUHX
METO/IIB JETEKIi Bpa3iIHBOCTEH y MPOTrPaMHOMY KOJA1 Ha OCHOBI TJTHOOKOTO

HaB4YaHHA. PO?)I"JIHI[&IOTBCSI nepeBaru 1a 0OMEKEHHS Hi,Z[XOL[iB 3 BUKOPHUCTAHHAM
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a0CTpaKTHUX CHUHTAKCUYHUX JepeB, rpadiB 3aJeKHOCTEH Ta 1HIIMX MOJEiei
MIPEICTABIICHHS KOY.

Hpyra nyOmikamis [58] mpencraBise  po3poOJICHHM — aBTOpOM
IHHOBAIIMHUM aJTOPUTM BHSBIEHHS IyOJiKaTiB kKoay Ha ocHoBi AST Ta
TEMOHCTPYE HOTO e(PEKTUBHICTB TS 33/1a4i MOITYKY IPUXOBAHUX BPA3JIMBOCTEH.

VY crarti [59] nogaHo aHai3 METO/I1B MAaIIMHHOTO HaBYaHHS, 30KpeMa Ha
OCHOBI JIepeB pillieHb, [ IeTeKiii moaioHuX (pparMeHTiB KOy Ta OLIHEHO iX
MO>KJIMBOCTI 1 HEJIOJIIKK Y KOHTEKCT1 Oe3neku [13.

Hapemri, po6ota [60] npucBsiueHa BUBYEHHIO 3aCTOCYBaHHS TJIMOMHHUX
HEHPOHHMX MEPEXK y cucTeMax kinacy VulDetect my1s aBTOMaTH30BaHOTO TIOTITYKY
BPa3IMBOCTEH 3a JJOTIOMOT'OI0 HABYAHHS Ha MPUKIIAJIaX BPA3IUBOTO KOMIY.

Pazom 1i myOGmikariii chopmyBanu HaykoBe MIAIPYHTS Ta MIATBEPAUIU
pPEe3yIbTATUBHICTE  PO3POOKM  KOMILJIEKCHOI ~ CHCTEMH  aBTOMAaTH30BaHOI
Bepudikarlii 6e3meKku MporpaMHOro 3a0e3MeueHHS Ha OCHOBI IMIOE€THAHHS METO/IIB
HITYYHOTO IHTENEKTY, 30KpeMa TTTMOMHHUX HEHPOHHUX MEpEX, Ta alrOpUTMIB
CTPYKTYPHOTO aHaji3y KOy 3 BUKOPHCTAHHSIM aOCTPAKTHUX CHUHTAKCHUYHUX
NIEPEB.

VY nocnimxenHi [57] npoBeneHO TIMOMHHUN aHAI3 Cy4YacHUX METOJIB
MOIIIYKY BPA3JIMBOCTEH B TPOrPaMHOMY KOJI1, aKIICHTYIOUHM YBary Ha MOTY>KHOCTI
METOJ[IB TJUOOKOro HaBYaHHS. PO3rismaroThCs pi3HI MIAXOAM, BKIIOYAIOYH
BUKOPUCTaHHS aOCTpakTHMX cHHTakcuyHux gAepeB (AST) ta rpadis
3aJIeKHOCTEH mporpamMu. OIHUM 3 KIIFOYOBHX BIIKPUTTIB € T€, IO MOJEHI, SKi
BUKOPUCTOBYIOTh AST, TOKa3yt0Th BUCOKY TOYHICTh y BUSIBIICHHI BPa3JIMBOCTEH,
MPOTE BOHU MOXKYTh OyTH OOMEKEHI MPH aHalli31 BEIUKUX 0OCSTIB IaHUX Yepe3
CKJIQJIHICTh CTPYKTYPH JIepeBa.

[Ilomo w™eTomiB, 10 0a3yrThcs Ha Trpadax 3alIeKHOCTEH, BOHU
BIIKPDUBAIOTh HOBI MOXJIMBOCTI JJIi BUSBICHHS CKJIQJHUX BPA3JIMBOCTEH,

30KpemMa npobJieM 3 HEMPABUIBHUM IMEHYBaHHSIM 3MIHHUX Ta iX HEMPaBUIbLHUM
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BUKOpHUCTaHHsAM. I[Ipore, Bemukuii po3mip rpadiB Ta 00'eM B3aEMO3B'S3KIB
MOXYTh HETaTUBHO BIUIMBATH HA TOYHICTH MOJICIICH.

Ornsn Bkazye Ha KPUTUYHY NOTpeOy B MOAAIBIIOMY BIOCKOHAJICHHI
ICHYIOUMX METOJIB, 30KkpeMa depe3 komOiHyBaHHs AST Ta ananmizy rpadis s
CTBOPCHHsSI OUIBIII TOYHMX Ta MAacCIITa0OBaHUX pimeHb. BpaxoByrouwm 11€,
JOCIITHUKHA Ta PO3POOHUKM MAIOTh 3HAUHI MEPCHEKTUBH ISl pO3POOKH HOBHX,
Outbll e(EeKTUBHUX CHCTEM BUSBICHHS BPa3IUBOCTEH, SIKI MOXYTb 3HAYHO
MIJBUILIUTH PIBEHb O€3MEKU MPOrPAMHOT0 3a0€31EUEHHS.

Y crarti [58] mpeacTaBieHO I1HHOBAIIMHUN TAX1T JO BHUSIBICHHS
nyOJIIKaTIB Yy MPOrpaMHOMY KOJ1 Ha OCHOBI aOCTPaKTHOTO CHHTaKCHUYHOTO
nepeBa (AST). ABTOpu 30CepeKylOTh yBary Ha BaKJIMBOCTI BUSIBJICHHS
KJIOHOBaHUX (hparMeHTIB KOAY, OCKIJIbKA BOHU MOXYTh MAacKyBaTH MOTEHIIIHHI
BpPa3JIMBOCTI Ta NPU3BOAUTH [0 MOMUJIOK Yy MpPOrpaMHOMY 3a0e3NeyeHH.
BukopucroBytoun AST, A0CHiPKEHHS JIEMOHCTPYE, SK MOXXHA e(PEKTHBHO
11eHTU(IKYBaTH Taki JyOJIKaTH, M0 BIAKPUBAE NUIAX JJISl OUIBII TIIMOOKOTO
aHaji3y OE3MeKH KOAy. Xo4a METOJMKa OCOONMMBO ¢(peKTHBHA JISl BUSBIICHHS
SQL-iH'ek1riii, BOHa TaKOX YCHIIIHO CIPABISETHCA 3 IHIIUMU BPA3TUBOCTIMH,
TaKUMH SIK BHUTOKM TMaM'siTi, PpPO3IMEHYBAHHS HYJbOBUX BKa3IBHUKIB Ta
nepenoBHeHHs Oydepy. [Ipote, BapTo 3a3HaUNUTH, 1110, HE TUBJITYUCH HA BUCOKY
TOYHICTb BUSIBJICHHS TyOJIIKATiB, METO/ MOXE BUSIBISITA MTOMUJIKOBI MO3UTHUBHI
CUTHaIU, 0co0iauBO Tipu poOoTi 3 SQL-iH'exuisimu. HesBakarouum Ha 11e,
PO3pOOJICHUI IMAXIJ Ma€ BEIMKHH IMOTEHINaN JUIS IOKPAIICHHS IIPOIECiB
PO3pOOKH MPOTpaMHOro 3a0€3MEUEHHS, CIPOITYIOYN BUSIBIECHHS MOTEHIIIHHUX
BPa3IMBOCTEH Ta MIABUIIYIOYH SKICTh KIHIIEBOTO TIPOIYKTY.

VY crarTi [59] npeacraBiieHO aHaMI3 AITOPUTMIB MAITMHHOTO HABYAHHS IS
BUSBJICHHSI JyOJIIKaTiB B MPOrPaMHOMY KOJl. ABTOPH 30CEpPEIKYIOThCS Ha
METOMI, IO BHUKOPHUCTOBYE JEPEBO pIlIeHb, SKE IOKA3ye pe3yiabTaTH Yy
kiacudikaiii Ta BUABJICHHI ayOikatiB koay. IIpore, BiACyTHICTH TNIMOOKOTO

aHali3y B KOHTEKCTI BUSIBICHHS BPA3JIMBOCTEH B MpOrpaMHOMY 3a0e3MedeHHI
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poOUTH 1IeH METOJl MEHII €(PEKTUBHUM JUIsl BUSBICHHS MOTEHIIMHUX PHU3UKIB
6e3nexu. OcoOaMBO 1€ CTOCY€ETHCS CKIIATHUX BPA3IMBOCTEH, SKI BUMAaraloTh
JIETANBHOTO PO3YMIHHS KOHTEKCTY BHUKOHAHHS KOAY Ta HE MOXYThb OyTH
BUSIBJICHI TIPOCTHM IOPIBHSAHHAM (PparMeHTiB koay. Kpim Toro, xoda mMeron
JiepeBa pIlieHb JIEMOHCTPYE XOPOII IMOKa3HUKH TOYHOCTI, BIH MOXe OyTH
Hee(PEKTUBHUM Y CIEHApisSX 3 BEJIMKUMH OOCSIramMu JaHuX abo Koay, IO
MOCTIMHO 3MIHIOETBCS, uYepe3 OOMEXKEHy 3HaTHICTh afanTtaiii 70 HOBHUX
11a0JI0HIB BpazuBoCcTed. Takum 4YMHOM, HEOOX1TH1 TOAABIII JOCTIKEHHS 1JIs1
onTUMi3allii 1bOro MIAXOAY 3 METOI MiJABUIICHHS HOro eQeKTHUBHOCTI Yy
BUSIBJICHH1 BPa3JIMBOCTEM.

VY crarti [60] aBTopu mpe3eHTyr0Th cuctemy VulDetect st BUSIBICHHS
BPa3NMBOCTEH y BUXIJIHOMY KO, SKa BUKOPUCTOBYE METOAM TIUOOKOTO
HaBUaHHS JUIsl CTBOPEHHS NPaBW, SKI BU3HAYAIOTh, YU € (parMeHT KOy
BpaznuBuM. Llell miAXin € yJAOCKOHaJEHHSM METOdy, 3alpOIOHOBAHOTO B
VulDeePecker, 1 BukopucroBye AST (aOCTpakTHE CHHTAaKCHUYHE JEPEBO) IS
IIPEICTABIICHHS BUX1THOTO KOMy. ABTOpPY MOPIBHIOIOTH PE3yJbTaTH BUSIBICHHS
Bpa3JIMBOCTEH 000X cucTeM Ha mpoekTi Bitcoin, nreMoHCcTpyroun e(peKTUBHICTD
cBoel Meroauku. Cucrema VulDetect minkpecitoe 3HauyIIicTh BUKOPUCTAHHS
rIMOOKOTO HABYAHHS B 00J1acTi O€3MEeKH MPOrpaMHOro 3a0e3ne4YeHHs], 0COOIMBO
3 OMISIAYy Ha 3AaTHICTh LIMX METOJIB aJanTyBaTUCA 0 HOBUX BHUIIB 3arpo3s
NUIIXOM HaBYaHHS 3 JaHuX. OHaK, X04ya pe3yJabTaTH € 00HATIHINBUMH, aBTOPH
TaKO)X HATAKAOTh HAa HEOOXIAHICTh MOJAIBIINX HOCIIUKEHb I OITHMI3AI]
CUCTEMH B KOHTEKCTI PEaJIbHOTO CBITY, J€ BPa3jIMBOCTI MOXYTb OyTH OLIbII
CKIIQJHUMHU Ta pi3HOMaHITHUMHU. Llg pobota 3akimkae g0 TOAATBIIOTO
BJJOCKOHQJICHHSI ~ aBTOMAaTH30BaHUX CHUCTEM BHSIBJICHHS  BPa3JIMBOCTEH,
MIJKPECTIOI0UM  HEOOXITHICTh IHTErpaiii Cy4acHHX METO/AIB MAalIMHHOIO
HaBYaHHsS Ta MIHMOOKOTO aHami3y Juid €(EeKTUBHOTO 1 CBOEYACHOTO BHSIBIICHHS

MOTEHIIMHKUX 3arpo3.
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4.6 BucHoBku

Y derBeproMy poO3Iii  AWCEpTamiiHOI poOoTH OyJio TPOBEICHO
EKCIIEPUMEHTAJIbHE JOCIIKEHHS PO3pO0JICHOI CUCTEMHU aHalli3y MPOTrPaMHOTO
KOy, IO TO3BOJIMJIO OLIIHUTH MPAKTUYHY I[IHHICTh 3alPONOHOBAHOIO MiIXO0Y.

OcCHOBHUM 3aBIaHHA €KCIIEpUMEHTaIbHOT (a3u Oyno BCTAaHOBUTH
€(DEeKTUBHICTh OKPEMHUX KOMIIOHEHTIB CHUCTEMH, K1 BUPIIIYIOTH JBI KJIIOUOBI
3agaudi: 1) Oe3mocepeaHBO MOIIYK Bpa3IMBOCTEH y KOMI; 2) Kiacugikallis
BUSIBJICHUX Bpa3iuBOCTeH 3rijiHo TakcoHoMii CWE.

JUist  OWIHKKM  MOJENI TMONIYKYy BpPa3JIMBOCTEM  BUKOPUCTOBYBABCS
crietianizoBannii Hao1p nanux SARD 3 6a3u BpazmuBoctedt NVD, sikuil MiCTUTD
SK BpasliuBi, Tak 1 O0e3neuHi ¢pparMeHTH Koay. Po3pobiiena mMojens Ha OCHOBI
JIBOHAIPABJICHUX PEKYPEHTHUX HEHPOHHUX MEpEex mpojeMoHcTpyBaia 94.1%
TOYHICTb AETEKLIi BPA3JIMBOCTEH, 110 € OJM3BKUM JI0 TOYHOCTI pOOOTH ICHYHOUHX
MojieNiel. 3amporoHOBaHA CHCTEMa TEepeBepIIye iX 3a IIBHUIKOJIEI0 Ta
MOXJIMBICTIO MacIITa0yBaHHA, IO J03BOJsiE €()EKTUBHO IHTErpyBaTH ii y
npouecu po3podku I13 B pamkax O6e3nepepBHoi iHTErpauii uu DevSecOps.

KommonenT kiacudikaiii Bpa3auBOCTEl Ha OCHOBI aJTOPUTMY KOB3HOTO
XCNIyBaHHS a0CTPaKTHUX CHHTAKCHUYHUX JIEPEB TaKOX I0Ka3aB 3a/J0BUIbHY
AKICTh. 30KpeMma, npu kiacudikaiii cepeq 40 TUMIB BpPa3IMBOCTEH TOYHICTH
cknana 51.1%. e na 13.3% Buie 3a iHI1 Mepexi rIMIUOOKOT0 HaBYAHHS, TIPOTE
HIDKYE HDK Yy CIeIiadi3oBaHUX BEJIMKUX MOBHUX Mojenei, sk AlBugHunter
(63%). BTim, Ha BiAMiHY BiJl BEJTMKUX MOBHUX MOJICJICH, 3aITPOIIOHOBAHUN METO]]
€ MacImTabOBaHNM Ta MOXE BIIPOBAHKYBATHCS JTOKAIBHO B paMKax Oyab-akux [T
MIPOEKTIB 3a MPUNUHATHY I[iHY.

Takum 4YMHOM, MPOBEACHI EKCIEPUMEHTH MIATBEPAUIN TIMOTE3y 00
€(EeKTUBHOCTI TOEJHAHHS METOJIIB MAIIMHHOTO HaBYaHHS Ta aJrOPUTMIB
MOIIYKY MOAIOHOCTI KOAY B paMKaxX €IMHOI 1HTErPOBAHOI CHUCTEMH aHaTi3y

I[MporpaMHoOro Konay. KoxeH 3 KOMIIOHEHTIB JO3BOJIAE€ I10A0JIaTH HCI[OJIiKI/I
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1HIIOTO, (POPMYIOUHM HAWCTIPUSTIUBINIT YMOBH I €()EKTUBHOTO BHSIBJICHHS
Bpa3IMBOCTEN Pi3HOI MPUPOAH Ta CKIAJHOCTI.

Takox Oyja TPOJEMOHCTpOBaHAa MOJKJIMBICTh MPAKTUYHOI 1HTErpari
CHUCTeMH B MpoliecH Oe3mepepBHOI 1HTerpalli Ta mepeapesnizHoi Bepudikaini
Koay. 30KpeMa, 3acTOCyBaHHS po3pobieHoro pimeHHs y nporeci CI mo3Bosie
ABTOMATH30BAaHO aHAII3yBaTH 3MIHHU Y KOJII B Mipy HOT0 pO3pOOKH, ONIEPATUBHO
BUSBIIAITA BPa3jMBOCTI Ta CHOPUATH IX CBOEYACHOMY BHIIPABJICHHIO IIE [0
MOTPAIJISIHHA Yy PETO3UTOPIT Y CUCTEMH KOHTPOJIIO BEPCIi.

3 iH1moro 60Ky, iHTerparlis 3 (haxiBIsIMU O€3MEKH Ha MepeAPeI3HUX eTarnax,
3rigHo 3 Mozewto  Microsoft SDL, n03Boiisle NpPOBOAWUTH  PETENBHIILY
Bepudikaiio Ta Kiacu@ikaliio 3arpo3 Ha OCHOBI BUCHOBKIB EKCIEPTIB Ta
J0OTPaIlbOBYBAaTH CUCTEMY IS IMIJBUIICHHS TOYHOCTI aHaNi3y KOHKPETHHX
MPOrpaMHUX MPOEKTIB.

CdopmynboBani creHapii BOyaoBu cuctemu B nporiecu CI/CD ta po6oui
npoueaypu (axiBiiB KiOepOe3NneKu JAEeMOHCTPYIOTh peajbHI MOXKJIMBOCTI
ampoOariii Ta BIOCKOHAJCHHS 3allpOMIOHOBAHOTO Yy JHUCEpTaIlli pIlIeHHS
BUKJIMKaX KoMIuiekcHUX [T mpoekTiB. 3aBAsSKH agalTHUBHOCTI Ta THYYKOCTI
apXiTEeKTypH, CUCTEMa Ma€ BEIMKUI MOTEHIIal AJIs MOAAIBIION0 PO3BUTKY Ta
1HIUBITyaJIbHOTO MMiJIJIAIITYBAHHS M1/ MOTPEOU KOHKPETHUX OpraHi3ailii.

OTe, Ha OCHOBI €KCIIEPUMEHTAJILHUX JOCIIIIKEHb MIATBEPKEHA T1M0Te3a
010 MiABMIICHHS €()EKTUBHOCTI MOIIYKY Ta KiacuQikailii Bpa3IMBOCTEH 3a
PaxyHOK TO€JHAHHS TJIMOOKOTO HAaBUAaHHS 3 aJITOPUTMAMH, 3aCHOBAaHUMH Ha
CTpYKTypHOMY aHami3i koay. IlpoBeaeHa oIiHka Yy TOpIBHSHHI 3
aTbTEPHATUBHUMHU  MIJIXOJaMH Ta BHSIBICHO TIEpeBarM Ta  HEJOJIKH
3aMpONOHOBAHOI CUCTEMU. TaKOX MPOJEMOHCTPOBAHO MPAKTHYHE 3aCTOCYBAHHS
pO3pO0JIEHOro0 pillleHHd B paMKax CTaHAApPTHUX NPOLECIB poO3poOKU Ta
Bepudikauii [13, mo miaTBepaKye MOro HiHHICTE A peanbHux [T-komnaniil Ta

IIPOEKTIB.
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BUCHOBKHA

VY nauiil nucepraiiitHid poOOTI MPEICTABICHO KOMIUJIEKCHE JOCIIKESHHS,
MIPUCBSUYEHE PO3pOoO0Ill CUCTEMHU aHAII3y MPOTPAMHOTO KOAY 3 BUKOPUCTAHHSIM
riOpUIHOr0 METOy MOIIYKY Ta Kiacudikaiii BpazauBocTei. PoboTa MiCTUTh B
co01 SIK TEOpEeTHUYHE MIATPYHTS Ta GopmallizoBaHE MOJICIIIOBAHHS 3aj]adi, TakK i
MPaKTUYHY peajizamiro Ta ampoOarfito po3pobieHux wmojeneii. OCHOBHUMU
pe3yibTaTaMu JaHOi pOOOTH €:

1. Boepiiie 3anrponOHOBaHO TOPUIHUN METO/] aHAJII3Y TPOTPAMHOTO KOAY,
110 MOEJHYE METOAM TIITMOOKOTO HAaBYAHHS Ta METOAM BUSBJICHHS MOAIOHOCTI
KOy I8 TIOIIYKYy Ta Kiacudikailii Bpa3IMBOCTI B KOJI, SKHH J103BOJISIE
e()eKTUBHO BUKOHYBATH MOIIYK BPa3JIMBOCTEN B KOJII, @ TAKOXK KIacu(IKyBaTH 3
BHCOKOIO TOYHICTIO 3HAMJIEH1 BPa3JIMBOCTI;

2. OTpUMaB TMOJAIBIIUA PO3BUTOK METOJ] TOOYJOBH IMPOMINKHOTO
MPEACTABJICHHS] TPOTPAMHOTO KOIY Y BHUTJIAMI KOJOBOTO TaKETy, SKHI
BIJIPI3HSAETHCS BiJ ICHYIOYMX METOIIB HASBHICTIO OOMEKEHHS II0 PO3MIpy
JIOKaJBbHOTO KOHTEKCTY BIJHOCHO KJIFOYOBOi TOUYKH, IO JTO3BOJHIIO 3MCHITUTH
PE3YJIBTYIOUHM PO3Mip KOJOBUX T'a/DKETIB Ta IMiIBUIIUTH TOUHICTh Kiacudikari
Y OJATBIIIOMY aHalli31 HEHPOHHOIO MEPEKEIO;

3. BHepue 3ampoNOHOBAHO MeETOA Kiacudikalii Bpa3IMBOCTEH B
MPOTpaMHOMY KOJIi 3 BHUKOPHUCTAHHSM KOB3HOTO XENIyBaHHS aOCTPaKTHOTO
CUHTAaKCUYHOTO JIepeBa, KWW BIJIPI3HAETHCA BiJl ICHYIOUMX METOJIB TUM IO
BUKOPHUCTOBY€E METO/]T BUSIBJIEHHS MOAIOHOCTI KOAY J1J1s1 €PEeKTUBHOI Kitacudikarii
Bpa3NuBOCTEN 06€3 HEeoOXiTHOCTI BUKOPUCTAHHS HABYAIBHOI BUOIPKH BEJIMKOTO
00’ eMy;

VY mepumioMmy po3aiai 3A1MCHEHO IPYHTOBHHMM aHali3 Cy4acCHOTO CTaHy
Ki0epOe3nexu, MpoaHaai30BaHO AMHAMIKY 3pOCTaHHS KIJIbKOCTI BPa3JIUBOCTEH y
IpOrpaMHOMY 3a0€3IE€UeHHI, IO IMiJKPECII0E BaKJIMBICTh Ta HEOOXITHICTH

PO3pOOKH HOBUX MIAXOIB 0 aBTOMATH3aIlli iX JAeTeKIlli. BusHaueHo OCHOBHI
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OPUHIIMIM, CTaHAApTA Ta HalKpalll NpakTuku Oe3nedyHoi po3podku [13.
Oxpemuil akIeHT 3po0JIeHO Ha aHalli31 MOXKIIMBOCTEM MAIIIMHHOTO HABYAHHS JIJIs
BUPIIICHHS 3aJ1a4l 1IeHTU(I1KaIlli HEOUYEBUIHUX BPa3IMBOCTEH.

VY napyromy pos3aiini 3A1MCHEHO MAaTeMaTHU4HEe MOJIENIOBaHHS CHUCTEMU
MONIYKY BpAa3IMBOCTEH, BW3HAYEHO 1i BXIiJIHI JaHi, €Talmu TEePETBOPEHHS,
CTPYKTYpPHI OJMHUIII Ta Oa)kaHl Pe3yabTaTh Y BUTJISAAI (POpMaTbHUX BiHOIICHD
Ta 3aJIKHOCTEN. 3alIPONOHOBAHO T1OPUAHMI METO/] aHaJI3y MPOTPAMHOT0 KOy,
0 TIOEAHYE METOJ 3 BUKOPUCTAHHSAM TJIMOOKOTO HaBYaHHS ISl TOIIYKY
BpPa3JIMBOCTEH Ta METOJ BHUSBJICHHSA IMOMIOHOCTI KOIy IS Kiacudikamii
Bpa3JIUBUX (PparMEHTIB KOy .

Y TperboMy pO3LIl 3alMpPOINOHOBAHO MOJAIBIINK PO3BUTOK METOMY
noOyZ0BH MPOMIKHOTO MPEACTABJICHHS MPOTPaMHOTO KOy, IO JO3BOJIMIIO
MOKPAIIUTH POOOTY ICHYIOUOTO METOJY MOILIYyKY Bpa3JIMBOCTEH Ha OCHOBI
HEHPOHHOI Mepexi. 3aBIIKH OOMEKEHHIO PO3MIPY KOJOBOTO Ta/KETy, BAAIOCS
MPUIIBUALIATH MPOLIEC MOOYAOBH Ta pO3MIp MPOMIXKHOTO MPEACTABICHHS KOAY,
0e3 BTpaTH TOYHOCTI Kiacudikaiii Moieal HEHPOHHOT MEPEXKI.

Takox Oyno po3poOiieHO MeToj Kiacudikaili Bpa3IMBOCTEH HA OCHOBI
aNTOPUTMY KOB3HOTO XEITyBaHHS BY3JIiB a0CTPAKTHOTO CHHTAKCUIHOTO JIepPeBa 3
BUKOPUCTAaHHSAM 0a3u 3HaHb BIJIOMUX Bpa3JIUBUX KOHCTpyKIiil. Lle mo3Bomsie
e(peKTUBHO Ta INBUAKO BH3HAYaTH THUI 3HAHICHOI BPA3JIMBOCTI IUISIXOM
NOPIBHSHHS ii CTPYKTYPH 3 €TaJOHAMH.

Y uyerBepTOMY pPO3IiTl TPOBENCHO EKCIIEPUMEHTAIBHE OCIIHKEHHS
pPO3pO0JICHOT CUCTEMH, IO MIATBEPAUIIO 1i BUCOKY €(PEKTUBHICTH y 3ajauax
MOMIyKy Ta Kiacudikamii Bpa3nuBOCTeH. 30Kpema, MOJAEIb TOIIYyKY
BPa3MBOCTEN Ha OCHOBI HEMPOHHUX MEpeX MpoieMoHCTpyBana 94.1% TounocTi
nerekiii. Mogens knacudikarii mokazana 51.1% tounocti nius 40 kiacis
BpasnuBocTei. Takox OyJia MpoaeMOHCTPOBaHA MOXKIIMBICTh IHTETPaIlii CHCTEMHU

B niporiecu CI/CD Tta nepenpenizHoi Bepudikaliii Koay.
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Po3pobiiena B nucepraliii cucrema aHaily MporpaMHOro KOJIy Ma€ 3HayHe
MpaKTUYHE 3aCTOCYBaHHS.  30Kpema, 3ampoNOHOBAHUNA METOJ JI03BOJISIE
3HAXOAUTH Bpa3iIuBOCTI B KoJi MoBamu C/C++, a TakoX KiIacu(ikyBaTh THUI
3HaANIEHO1 BPa3JIMBOCTI BIJIMOBIAHO /10 3arajabHONpuiHATOI TakcoHoMii CWE.

Ile Hamae MOXIUBICTH PO3pOOHMKAM IIBUIIEC pearyBaTH Ha KPUTHUYHI
BPa3NMBOCTI Ta palllOHAJIBHO PO3MOJAUIATA PECYpCH Ha iX BHUIIpaBIEHHS. Sk
CBITYUTH MPAKTHKA, 3aCTOCYBAHHS CHCTEMH JO3BOJIMIIO CKOPOTHTH 3arajbHUI
yac yCyHeHHs Je(eKTiB O€3eKu B KO/l MailKe BIBIUi.

Kpim Toro, crBopeHe mporpamHe pilieHHs OyJio 1HTErpoBaHE B
TEXHOJIOTTYHUK  mpouec  po3poOku  IT-kommanii y BUINIANL  cepBicy
aBTOMATU30BAHOI MEepPeBIpKH Oe3neku Koay. Lle Hamano MOKIMBICTE PETyJISPHO
KOHTPOJIIOBATH PIBEHb 3aXUIICHOCTI MPOrPAMHUX MPOAYKTIB HAa PI3HUX CTaJIIX
pPO3pOOKHM Ta CBOEYACHO pearyBaTH Ha MOTEHIIINHI AedEKTH.

EdexTuBHicTh cuctemMu Takoxk Oyna MIATBEp/)KEHA TECTYBaHHSIM Ha
peabHUX MPOEKTaX 3 BIAKPUTUM BUXITHUM KOAOM. 30Kpema, 3a TOMOMOTOI0
pPO3pO0JICHOTO pIMICHHS BAANOCS BHUSBUTH Ta IMATBEPAUTH BPa3IMBICTh B
nomyJsipHomy aonatky Microsoft Terminal.

Hes3Baxkaroun Ha MpPOAEMOHCTPOBaHY €(PEKTUBHICTh, 3apPONOHOBAHE
pIIIICHHST Ma€ TIeBHI 0OMexeHHs. 31 301IbIIEHHSM KUIBKOCTI KJIaciB y 0a3i 3HaHb
XEIlB CUCTEeMa MOKa3aja 3HauHe 3HMKEHHS MOKa3HUKA TOYHOCTI Kilacuikarii.
ToMy, TOTEHIIIHHUM HaNpPSIMOM ISl TIOJIIIIIICHHS € 3aCTOCYBaHHS aJITOPUTMY
noaiOHocTi xemnB, sk SimHash, 1o 3a0e3neunTh OiNBINY CTIHKICTH 10
MO>KJIMBUX MYTaIlill Bpa3auBOTo KOAY B 3aaul Kiacudikaliii Bpa3airuBOCTI.

[Ile omqHUM HAMPSAMKOM yJAOCKOHAJEHHS € PO3UIUPEHHS MIATPUMKHA MOB
mporpamyBaHHs. Hapasi cuctema opi€HTOBaHa IMEpPEBAXKHO HAa aHAJ3 KOIy
C/C++, Toail K MIATPUMKA 1HIIUX MOMYJSIPHUX MOB, Takux sk Java, JavaScript
uyn Python, 3anuinaerbest 0OMeReHOIO.

OCKUIBKM TEXHOJOTIi IITYYHOTO I1HTEJIEKTY HEYNHUHHO pPO3BUBAIOTHCH,

3’ABISIIOTECA  HOB1  apXITEKTypH HEUPOHHUX MEPEX, 110 MOXYTh OyTH
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BUKOPHCTaH1 B 3a/1aui MOIIYKY Bpa3JIMBOCTEH. [HTerpallisi MExaHi3MiB yBaru Ta
rpadoBUX HEHPOHHUX MEPEK BITKPHUBAE MOYKIUBOCTI JJIS TT1IBUIIIEHHS TOYHOCTI

Ta onTUMI3aLii MIBUAKOAIT MOAEIEH MAILIMHHOIO HaBYaHHS.
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AOJATOK b. TOBIIKA ITPO BIIPOBA/I’KEHHSI B
HABYAJIBHUU ITPOLEC

3ATBEP/DKVIO

3actynuuk agupexropa HH ITICA
HTVYYVY "KIII im. Irops Cikopcbkoro"
rorigysoi poboTH, A.T.H., npodecop

/. Bikrop POMAHEHKO

JOBIJKA
Npo BNPOBAIKeHHS pe3y/IbTaTiB AucepTaniinHol podoTH
Ky6’1oka €srenis IOpifioBuua
y HaByaiabHuii npouec HH ITICA HTYY «KIII im. Irops Cikopcekoro»

YV mnpoueci BuUKOHaHHA auceprauiiHoi pobotn Ky6'tokom E€Breniem
[OpiitoBHYeM OTPUMAHO P HOBHX HayKOBHX pe3yJIbTaTiB CTOCOBHO PO3pOOKH
METOJIiB Ta 3ac00iB aBTOMAaTH30BAHOTO aHaJII3y IMPOrpaMHOro KOAy Ha IpeiaMeT
BpasIMBOCTEH. Pe3ynpTaTH JHCepTAaLlifHOrO MOCITIPKEHHS BUKODHCTaHI B
npoekti CIT 2023-2 «3abe3neyenns 3aXULIIEHOCTI i HHPPOBOI JOCTYIHOCTI BeO-
3aCTOCYHKIB  IHTENEKTyaJIbHUX  PO3MNOAUIEHMX  CEpedoBHID»  (HOMeEp
nepxpeectpauii 0123U101334), mo BHKOHYETHCA 3riiHO TeMaTHYHOrO IUIaHy
BHKOHAHHS IHIMIaTHBHUX KadeapaJbsHUX HayKOBO-gocaiaHuX pobitT HaBuansHo-
HAYKOBOTO I1HCTHUTYTY mpHKIagHoro cucremHoro anamisy KIII im. Irops
CiKopCchKOT0o, Ta BIPOBA/DKEHI B HaBYaJIbHOMY Ipoleci kadeapH CHCTEMHOro
IPOEKTYBAHHS.

[i6puanuii MeTox aHaxizy NpOrpaMHOro KOAy, IO NO€AHYE IIHMOOKe
HABYaHHS JUIS INOWIYKY Bpa3NMBOCTeH Ta kKoB3He XemryBaHHa AST mas
Kiracu(ikaiii THITy Bpa3JMBOCTI, BUKOPUCTAHO B METOAMYHOMY 3abe3neueHHi
nabopaTOpHOro NPaKTUKYMY 3 AUCHUIUIIHM «CydyacHi TEXHOJOTI] MPOEKTYBaHHSA
IPOrpaMHUX CHCTeM». BrpoBaUKeHHS pe3ynbTaTiB JucepTaliiHoi poboTu
Ky6'toka €.10. B HaBYaaIpbHHI MPOLEC JO3BOIWIIO MiABHIIMTH SKICTh MIATOTOBKH
CTYIEHTIB JAPYroro piBHA BHILOI OCBITH (HayKOBHUX MaricTpiB) CIELiaJbHOCTI
122 — komI’I0OTEPHI HAYKH.

3aBiayBay KadeJpyu CUCTEMHOrO ’/7;{/ - Bagum MYXIH
MPOEKTYBaHHA, 1.T.H., Mpodecop

Buenuit cexperap kadeapu ,éf{// = Onexcanap BEBHOCHUK
CHCTEMHOTO MPOEKTYBaHH, K.T.H.
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JOAATOK B. AKT BIIPOBA/’KEHHS HA HIAITPUEMCTBI

«3ATBEPDKYIO»

ampektop 3 inQopmauiiiHol Geanexy,
Camcynr  PuJl  luctaTyT Vkpaina,
yKpaiHchKuii eHTp  JOCTDKeHb  Ta
pospoBok Samsyhg, K.¢.-M.H.

Moxonbko Ongkeiii AnatToniifoBH

« 05 » Gepe3ns 2024 poxy

AKT

BPOBADKEHHS PE3Y/IBTATIB AOCII/UKEHE nmcepTauiiizoi poboTH
Ky6’1oka Eprenis IOpiiioBuya Ha TeMy «AHani3 NPOrpaMHOTo KOy 3 BHKOPHCTAHHSAM
riGpUAHOTO METOLY MOLIYKY Ta knacudixanii Bpa3muBocTeii» Ha 3700YTTA HAYKOBOTO CTYNEH:
KaH/MATa TEXHIYHUX HAYK 32 crenianbricTio 122 — KOMIT FOTEPHI HayKH

»

Iinpo3ain i3 AOCHIUKEHb Ta pospobku y ramysi KiGepOesnexu Camcynr PuJl Iuctatyr
VYkpaina iHpopmye, o, y KOHTEKCTi BUpIlICHH: 3aBj@Hb aBTOMaTH3allil aHaizy nporpamMHoro
Koy, Oy70 BUKOPHCTAHO PE3yJILTATH ony6nikosarnx Ky6'ioxom €.10. MarepialiB HayKOBHX
poGiIT 3a TEMOIO «AHAi3 POrPaMHOTO KOAY 3 BHKOPHCTAHHAM riGpHaHOro METOMY MOLIYKY Ta
wracudikanii BpasaHBoCTEil». 30KpeMa, METOAH NPEACTABICHHI BHXIJIHOTO KOy Y BHI/S
cykynHocTi code gadgets, 10 € PE3yJILTaTOM tpascopmaitii aGCTPaKTHOTO CHHTAKCHYHOIO
JepeBa KOy, @ TaKO)K METOAH NOLIYKY KIOHIB y Komi. OcobnuBicTiO JaHOTO X0y €
3a0e3rieueH s BICOKOrO PiBHs TOUHOCTI MOUIYKY Ta knacudikauii Bpasmisocreii B C/C++ Ko,
npu 30epexenni Manoi TPHBAJIOCTI NPOLEAYPH aHami3y, a TAKOK HU3bKHil piBeHb XHOHO-
NO3UTHBHHX CIPAIIOBAHb.

3acrocysanus sanpomnonopanoro Ky6'iokom €.10. MeToly CIpOCTHIIO [POIEC PYYHOTO
aHazizy NpOrpaMHOro KOAy Ha NpeaMer BpasymBoceil creliamicraMu 3 Kibepbesnexu Ta
JO3BOJTHIIO TiABMIIIATH AKiCTH MpoaykTy. Po3rsHyTi T2 3anponoHOBani y AHCEpTAIliiHii pobori
METOAM BHKOPHCTAHO i IpH PO3pobILi NPOTIO3HILH mo/10 MaitGyTHIX TIPOCKTIB.

K.T.H., CTapuiuii inKenep i a Onpra IropisHa
Camcynr Pu/l lnctutyt YKpaina,

KepiBunk naGoparopii "Platform Security Lab"
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