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[Tam'sTh  Bimirpae KIHOUOBY poiib Yy  (YHKIIOHYBaHHI  Cy4YacHHX
00YHCITIOBAIBHUX CUCTEM, 3a0€3IeUyI0uu 30epiraHHs 1 00poOKy JaHUX, HEOOX1THUX
JU1s1 cTab1IBbHOT POOOTH Ta BUCOKOT IMTPOTYKTUBHOCTI. BOHA € 0CHOBOO 117151 peai3ariii
IIBUJKOTO  JOCTyny JA0 iHpopMamii, MNIATPUMKH CKIAJHUX aJTOPUTMIB
MapuIpyTusaiiii, 00OpoOKH MakeTiB Ta pOOOTH CEPBEPIB Y PEKUMI PEaIbHOTO Yacy.
Opnax mopsif 13 1 BAKIIMBICTIO ITOCTAIOTh 1 3HAYH1 3aTPO3H, OB’ s13aH1 3 YPa3JIMBICTIO
maM’sATi 10 arak. Taki pU3HWKH, 30KpeMa, MOXXYThb MPU3BOIUTH IO TMOPYIICHHS
IIJTICHOCTI JaHUX, 3HMKCHHS MPOAYKTHBHOCTI OOYHCIIIOBAJIBHOI CHCTEMH, abo
HaBITh BUTOKY KOH(imeHmiiHOi iHdopMaliii. Ypa3nuBOCTI NaM'ATi CTBOPIOIOTh
MOTEHIIIMHI TOYKU JOCTYMNY JUIsl 3JIOBMUCHHUKIB, 1110 CTaBUTh TiJ 3arpo3y Oe3meKy

BCi€l MepekeBoi 1HOPACTPYKTYPH.

[3om411ist TaM'sITI € OIHIEI0 3 OCHOBHUX BJIACTUBICTIO HAIIWHOT Ta O€3Me4HOi
oOuncioBanbHOI cuctemu. JlocTym 10 azpecu mnaMm’aTi HE TOBUHEH MaTu
HeOakaHNX MOOIYHUX e(EeKTIB Ui JaHUX, M0 30epiraroThCs B IHIIUX ajpecax.
OpnHak y Mipy TOTO, SIK TEXHOJIOTTYHHUI MPOLIEC 3MEHIITY €EThCS, MIKPOCXEMH TTaM’ STl
CTarOTh OUIBIII YPa3IMBUMH JI0 MIEPEIIKO Ta HaBEICHb, 400 HABITh SIBUILI, KOJIU Pi3HI

KOMIpPKH T1aM’sIT1 3aBayKatoTh poOOTI OJfHA OHOA.

HucepraitiitHy po0OTy NPHUCBIYEHO pO3poO0Ill METOMIB JICTEKTYBaHHS Ta
3aXHCTy BIJ aTak Ha TMaM’sTh B OOYMCIIIOBAJIBHUX CHUCTEMa, 30KpeMa BiJ

RowHammer arak.



B po6oTi 6yno npoBeneHo aHami3 Ta chopMOBaHO MOJIEIb ONEPATUBHOI ITaM’ATi
DRAM pna Toro mo6 ¢opMyBatd Mpalioyi B peajbHOMY CBiTI MareMaTH4HI
mojeni. Lle 103BoMuTh CTBOPIOBATH Kpallli CXEMH 3aXHUCTy 00UHCITIOBATHPHIX CHCTEM

IIpU 3MEHIIEHH] (pI3UIHUX PO3MIPIB MPUCTPOIB Ta IX MiACUCTEM.

[Ticnst 1iporo OyIT0 MPEACTaBICHO OCHOBHI BEKTOPH aTak Ha MaM’sITh 1 MOKa3aHo
OCHOBH1 HEJOJIKH, SIKI TPAIIOIOTh 3aBISKH BHKOPUCTAHHIO OIMMCAHUX BHIIE

HepealiCTUYHUX MPHUITYIIICHB PO MOJIEh POOOTH TTaM’ATI Ha HAHOPIBHI.

3aBISKM 3a3HAYEHUM BUIIE JaHUM OylIOo NPOJAEMOHCTPOBAHO, SIKI 3aXHCHI
CUCTEMH ICHYIOTh Ha PUHKY 1 YOMY BOHU MOXYTb OyTH HE €(QEKTUBHUMH 3 OOKY

PCAJIbHOI0 3aXUCTy AaHUX, YU 360Ky CHCPIOCIIO)KHMBAHHA.

3a pesyabrataMu JAOCHIIKEHHS 3B’SI3KIB MK BHSBJICHHMH 3arpo3aMH Ta
Bpa3JIMBOCTAMM, SIKI MPUTAMaHHI Cy4YaCHUM OOYMCIIIOBaJIbHUM CHCTEMaMm, OyIio
copMoBaHo TOTPeOy B pO3poOIIl OLIBII CYydaCHUX METOIB 3aXUCTY K B anapaTHii

TaK 1 B MPOTPaMHIH IJIOIIHHI.

JUis miATBEpIKEHHS TEOPETUYHUX JaHUX IIOJ0 HEIOCKOHAJIOCTI HasBHUX
3aXHUCHUX CUCTEM OYJI0O CTBOPEHO TECTYBAJIbHY IUIaT(OpMYy, IO TO3BOJIHUTH BUSBUTU
1 cUCTeMaTU3yBaTH 3HAWJEHl MPOTajJuHU B 3aXHCTI ICHYIOUMX CHUCTEM I1aM ATi.
Takox 11€ 103BOIUTH BUAUIUTA OCHOBHI TPEHAN PO3BUTKY B P13HUX PO3POOHHUKIB Ta
KOMMaHI 1 MATBEPAUTH (YHKIIOHANBHICTh OTPUMAHOI MaTeMaTHUYHOI MOJEl

rmam’ sTi.

3aBIIKM MaTeMaTH4YHIM MOJEdl 1 HasBHUM aHAJIITHYHAM JAaHAM II[OJO
TECTyBaHHS peaibHUX 3pa3kiB nam’saTi tunmy DRAM Oyno moudato po3poOky
MPOTpaMHUX Ta amapaTHUX PIMIeHb IO JI03BOJISATH MIHIMI3yBaTH BPa3UBICTh BXKE
ICHYIOYMX CHCTEeM. TakoXX 3aBISK{d aHalli3y ICHYIOUMX TPEHIB MOXKHa Oyje
CIPOTHO3YBAaTH SIKMM caMe PIBEHb 3aXMIIEHOCTI Oyae MOTpiOeH il HACTYMHUX

iTeparlii cuctem 30epekeHHs iHpopMaIrii.
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Po3pobka cuctem Oyna mojijieHa Ha TPU MIATPYNH — arapaTHl MporpamMHi Ta
KOMOIHOBaHI JIJIsl CTBOPEHHS CUCTEM 3aXUCTY 31 CBOIMHU IIepeBaraMu Ta HEJAOMIKaMH.
Po3poOka KIUJIBKOX CHCTEM TakKoX JacTh 3MOTY BHAUIMTH HallKpanly 4u
3allpOINOHYBaTH KOMOIHAIT 3aXMCHUX MEXaHI3MIB IO OyayTh NEpeBakaTH Hajl
ICHYIOUUMH $K B TIUIaHI 3axucTy HasBHOI iH(opmarii. Takox 1e 103BONUTH
CKOHIIEHTPYBATUCh Ha PO3POOIIi PIICHHS 1[0 MiHIMI3yBaTUMYTh J0JIaTKOBI BUTPATH
qacy, TpoIIei Ta eHeprii Ha 3aXMCHI MEeXaHi3MU. 3a pe3yabTaTraMu JaHoi poOoTr Oyiio
chopMOBaHO MoeNi, WIO0 JO3BOJISIIOTH 3aXUINATH MaMm’siTh 3a JOTOMOIOIO
OporpaMHUX Ta amapaTHUX 3aco0iB. 30KpeMa MOJellb JETEKTOpa Ha OCHOBI
MAIIMHHOTO HABYAaHHSA 3JaTHa BUABIATA 10 99.5% arak Ha nam’sTh TUILY

RowHammer, a Mmoziens Ha OCHOBI JIIUMJIBHHUKIB AOCTYITY 110 99.7%.

[Ticist nux etariB Oyio IpeACTaBICHO TEXHIUHI MIPUKIIAINA peaTizarii 3aXUCHUX
MEXaHI3MIB Ha ICHYIOUYMX cucTemax. [loka3aHO 3MEHILEHHS KIJIbKOCTI YCHIIIHUX
aTak Ta MPOJAEMOHCTPOBAHO TOBHUW JCTaJbHUM aJITOPUTM 3alpPOBAHKCHHS 1

MaCHITa6YBaHHSI JIAHOI CUCTEMM 3aXHUCTY.

MeTtoro aucepraiiifHoi poOOTH € pO3B’si3aHHS aKTyaJdbHOI TEXHIYHOI 3ajadl
3aXMCTy MaM’ITi KOMIT'IOTEPHMX CHUCTEM BIJl arak, 110 3[aTHI BUKPAcTU YU
MOIKOAUTH BaxXuBi AaHl. Arakn RowHammer y cydacHuX cucTemMax Maibke
HEMOXXJIMBO BIAPI3HUTH BiA 3BHYaiiHOT poObotn DRAM, ToMy iX BUSBIECHHS €
CEepHO3HMM BHKIHMKOM caMe 10 co0i. Y TOM e dYac METOAW BHUSBJICHHS Ta
3arno0iraHHs He MOBUHHI CIPUYHUHSITH MOTIPIIEHHS TPOAYKTUBHOCTI 00 IPUBOIUTH

710 3HAYHUX BUTpAT €Heprii.

OO6’€eKT: 3arpo3u 1 Bpa3JIMBOCTI y TIaM’SITI KOMIT FOTEPHUX CHCTEM.
[IpenMeT: MeTonu Ta MOZEII 3aXUCTY TaM’ATi KOMIT FOTEPHUX CHUCTEM.

VY nucepraniitHoMy JOCTIKEHH] OTpUMaH1 Taki HAyKOB1 pe3ysIbTaTH:

- Bniepiie po3po6ieHo MeTo10J10T110 300py AaHUX 111010 3aXUCTY BiJ] aTaK TUITY

RowHammer noBux cucrem nmam’sati DDRS.



- Briepie po3pobneno mozens 3axucty nam’siti DRAM cuctem Ha OCHOBI
MAaIIMHHOTO HaBYaHHSI, 110 MPAIIOE€ B peajJbHOMY 4aci.

- Briepie po3pobneno mozens 3axucty mam’siti DRAM cuctem Ha OCHOBI
JYUIBHUKIB TIOCTYITY, III0 HE Ma€ BPa3IMBOCTEH HEPIBHOMIPHOTO OHOBJICHHS.

- YIoCKOHAJIEHO METOAOOTII0 TeCTyBaHHA BpaznuBocTeit uinie DRAM DDRS
mono arak Tturmy RowHammer wnuisixoM po3poOKu —amapaTHO-IpOTrpaMHOTO

KOMIIJICKCY TCCTOBOIO OGJ’I&I[H&HHﬂ.

Bci TeopeTnyHi 1 mpakTUYHI pe3ylbTaTu AUCEPTAIiitHOI pOOOTH Y TOBHIM Mipi
BUCBITJICHO Yy CTaTTsIX, OIMYyOMiKOBaHMX Yy (haxOBUX BITUM3HSHUX HAyKOBUX
BHUJIAaHHAX, 10 BXOAATH /10 BIJAMOBIJHOTO BCTAaHOBJIEHOTO MeEpeniky. BukoHaHo ix

HaJIeKHY anpoOalliro Ha MI>KHAPOJIHUX Ta BCEYKPaiHCHhKMX HAYKOBUX KOH(EPEHIISX.

VY nucepraimiiiHoOMy OCIIJPKEHHI pO3B’si3aHa 3ajadya JIETEKTYBaHHS arTaK Ha
nam’sth Tiiy DDR 3a 10m0MOroro KiTbKoX MiIXOAIB: TEXHIYHOTO Ta IPOrPaMHOTO.
[IpoanaiizoBaHO OCHOBHI IPUYMHU BUHUKHEHHSI Bpa3inBocTi Tulny RowHammer ta
MOKAa3aHO HEJOJIKM IMPEICTAaBICHUX B CYYaCHHUX CHCTEMax HaM’ STl 3aXHCHHUX
MexaHi3MiB. OCHOBHUM YWHHUKOM BH3HAUYE€HO EJIEKTPOMArHITHE 3B’S3yBaHHS Ta

HaKOMMYEHHSI Mapa3UTHUX 3apsJiiB Ha CyOCTpaTi €NEKTPUUHUX €JIEMEHTIB I1aM’SITi.

3i0pano B 0a3y JaHuX 1H(POPMAIIIIO MPO 3aXKUCT HOBUX MOJENEH 4imiB mam’siTi
DDR4 Ta DDRS Bix arak tumy RowHammer Ta npeacrasieno Ha rpadikax s
PO3YyMiHHSI TPEHIB PO3BUTKY BpasziuBOCTI. [IpoaHanizoBaHO 3B’SI3KU Ta CXOXKOCTI
CUTHATYp JOCTYITy IiJl 4aC aTaK B Pi3HUX THUMAX MaM ATi Uit GOPMYBaHHS MPABUIT
ManOyTHIX 3axUCHUX MexaHi3MmiB. [loOymoBaHo MareMaTHYHY MOJIEJIb
npencrasieHHs nam’saTi Tumy DRAM, 1o 103Bosisie aHali3yBaTH aTakyu Ha OKpeMi
KOMipku mam’siti. Po3po0ieHO OCHOBHI alnTOPUTMH i MOOYJOBH CTPYKTYpPHOI
MOJIEJI CUCTEMH B3a€EMO3aJIEKHOCTEN 3arpo3 3 OOKYy aTakyrouuX pAIKIB Mam’sTi Ta

Bpa3NMBOCTEN 3 00Ky HEBIAMOBIAHOCTI YACTOTH OHOBJICHHSI PAJIKIB JKEPTB.

VY poboTi cTpykTypoBaHO iH(OpMAIII0 MPO 3arpo3u Ta BPaA3IMBOCTI CHUCTEM

oneparuBHoi am’a1i DRAM 3 6oky arak, 30kpema Ty RowHammer Ta te, 1m0 Ha
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JaHOMY eTami iX HEeMOXXIWBO JeTekTyBaTH. ONMUCaHO OCHOBHI METPHKH OIlIHKH
BPa3JIMBOCTI YiMiB MaM’ATI Ta iX CXMJIBHOCTI 10 3MiHU OITIB B HACIHIJIKy aTak THILY
RowHammer. BusznadyeHo, 110 BHACIIIOK MOAIOHUX aTak JaHl MOXYTb OYyTH
CKOMITpOMETOBaH1 a00 BTpadeHi 0e3 BHsBICHHsA MikpornporpamaMu DRAM unm
aHTUBIpyCHUMH TIporpamamu. Ha ocHOBI ganux 310panux 3 pizHux mojeneii DRAM,
K1 B110OpakaroTh BC1 JIIHIWKY Ta TUIM CYYaCHOI ONIEPaTUBHOI ITaM’AT1, pO3pOOJICHO

MCTOAHN BUABJIICHHA Ta HpOTI/II[i'l' aTakaM Ha I1aM’SITh.

[IpogemMoHCTpOBaHO cHCTeMy JIeTeKTyBaHHs ataku RowHammer Ha oCHOBI
TPHOX HEUPOMEPEK, 1110 HaBUAJUCS Ha peanbHuX gaHux tumnis LSMP, MLP ta CNN.
Bci Tpu Mozeni npoieMOHCTPYBaJIM TOYHICTh BUSIBJICHHS araky B Ouibie HixX 95%,
MIpU [IbOMY HE CIOBUIBHIOOUM cucTeMy. B pesynbrari Oyno oOpaHo ajist peanizalii
tun Mepexk MLP ockisibku BoHa Ma€ HaliMEHIIy 3alHATY Mam’sITh Ta HAMMEHIIIHUNA
4yac MPOXOJKEHHS TAHUX JI0 PE3YJIbTaTy aHaji3y. TakoK MpoaeMOHCTPOBAHO MiaXij
710 I€TEKTYBaHHsI, 1110 0a3y€ThCSl HA MPECTABICHI MaTeMaTUYHIN MOJIEN 1Tam’ sTi.
Jlanuit miaxia npeacTasisie co00I0 MOECIb, [0 OMEPY€E YaCTOTOI0 aKTUBALIIN PsIKa
SIK METPUKOIO IIOAO0 BU3HAYEHHS MOTO SIK arakyrodoro. J[aHuid MeToa AEMOHCTPYE
HaWBUIUN PiBEHb TOYHOCTI B 99.7% Ta 3HAYHO MIBUIIINI 32 HEWPOMEPEIKEBUN
MIIX1/, ajie TPU [[bOMY J1y>K€ 3aJIeKUTh Bl KOHKPETHUX MMapaMeTpiB KOXKHOI MIaTu

mam’ sTl.

[Toka3aHO MOXKJIMBOCTI TMPAKTUYHOTO 3aCTOCYBaHHS PO3POOJIECHUX METOIB
3aXUCTy MaM’ STl 3 ypaxyBaHHSIM BHUMOT JI0 €HEPrOBUKOPHUCTAHHS Ta HAaKJIaJHUX
BUTpAT [0 IMIJIEMEHTalli y Cy4YaCHHUX KOMII IOTEpPHUX CHUCTeMax. 3A1MCHEHO
MOPIBHSIHHA PE3Yy/bTaTIB, OTPUMAHUX MPH 3aITyCKy HA TECTOBOMY CEPEIOBHILI Ta Ha
peanbHId CUCTEMI, 3 ypaXyBaHHSM 30BHIIIHIX (DaKTOPIB IIYMIB Ta MapajeiabHO

MPAIIOIOYMX MPOIECIB Y TECTOBAHINA CUCTEMI.

3a MarepiajaMu AucepTallli omyOmikoBaHO 9 poOiT, 3 sAKuX 4 — 1€ CTarTi y

KypHaJiax 1 30ipHUKaX HAyKOBUX Mpallb, 1110 BXOATH J0 NEPEITiKy (paxoBUX BHUIaHb,
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3arBepmkeHnx MOH VYkpainu 3a criemiayibHICTIO JucepTalii Ta 5 — myOmkaiii y

Marepiajax KoHpepeHIliil (y ToMy 4Hcii, MI>KHApOIHHX )

Kurouosi cioBa: xibepbesneka, iHpopmariiiina Oe3mneka, kibeparaku, 0a3u TaHUX,
MTYYHUH 1HTEJIEKT, TinepBi3op, BUOIpka AaHWX, KoHOigeHIKHI gaHi, DDR,
RowHammer, npuxoBaHi 3aco0u oTpumaHHsS i1H(OpMAIlli, MPOrpaMHi CHUCTEMH,

Oe3reKa MpoayKTy.



ABSTRACT

Mazurok V. O. Creating methods of protection of DRAM from RowHammer
attacks. — Qualifying scientific work, the manuscript. PhD thesis in the field of
knowledge 12 Information Technology in specialty 125 Cyber security and
information protection. — National Technical University of Ukraine “Igor Sikorsky

Kyiv Polytechnic Institute”, Kyiv, 2025

Memory plays a key role in the functioning of modern computational systems,
providing storage and processing of data necessary for stable operation and high
performance. It is the basis for implementing fast access to information, supporting
complex routing algorithms, packet processing and real-time server operation.
However, along with its importance, significant threats arise associated with the
vulnerability of memory to attacks. Such risks, in particular, can lead to data integrity
violations, reduced computational system performance, or even leakage of
confidential information. Memory vulnerabilities create potential access points for

attackers, which jeopardizes the security of the entire network infrastructure.

Memory isolation is one of the main properties of a reliable and secure
computing system. Access to a memory address should not have unwanted side
effects for data stored at other addresses. However, as the technological process
decreases, memory chips become more vulnerable to interference and interference,

or even phenomena where different memory cells interfere with each other.

The dissertation is devoted to the development of detection and protection
methods against memory attacks in computational systems, from RowHammer in

particular.

The work analyzed and formed a model of DRAM memory in order to form
working mathematical models in the real world. This will allow creating better
protection models of computation systems, while reducing the physical size of

devices and their subsystems.
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After that, the main vectors of attacks on memory were presented and the main
shortcomings that work due to the use of the unrealistic assumptions described above

about the model of memory operation at the nano level were shown.

Thanks to the data shown above, it was demonstrated what protection systems
exist on the market and why they may not be effective in terms of real data protection

or energy consumption.

According to the results of the study of the connections between the identified
threats and vulnerabilities inherent in modern network systems, the need was formed
to develop more modern protection methods both in the hardware and software

planes.

To confirm the theoretical data on the imperfection of existing protection
systems, a testing platform was created that will allow identifying and systematizing
the gaps found in the protection of existing memory systems. This will also allow
identifying the main development trends in different developers and companies and

confirming the functionality of the resulting mathematical model of memory.

Thanks to the mathematical model and the available analytical data on testing
real samples of DRAM memory, the development of software and hardware solutions
was started that will minimize the vulnerability of existing systems. Also, thanks to
the analysis of existing trends, it will be possible to predict what level of security will

be required for the next iterations of information storage systems.

The development of systems was divided into three subgroups - hardware,
software and combined to create protection systems with their own advantages and
disadvantages. The development of several systems will also allow us to highlight
the best or offer combinations of protective mechanisms that will prevail over
existing ones in terms of protecting existing information. This will also allow us to
focus on developing solutions that will minimize additional time, money and energy

spent on protective mechanisms. Based on the results of this work, models were
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formed that allow protecting memory using software and hardware. In particular, the
detector model based on machine learning is capable of detecting up to 99.5% of
RowHammer-type memory attacks, and the model based on access counters is up to

99.7%.

After these stages, technical examples of implementing protective mechanisms
on existing systems were presented. A reduction in the number of successful attacks
was shown and a full detailed algorithm for implementing and scaling this protection

system was demonstrated.

The aim of the dissertation is to solve the current technical problem of
protecting the memory of computer systems from attacks that can steal or damage
faulty data. RowHammer attacks in current systems are indistinguishable from
regular DRAM operation, so detecting it is a big challenge in itself. In the same time
mitigation technics must not cause performance degradation of significant energy

cost.

Object: threats and vulnerabilities in the memory of computer systems.
Subject: models and methods for protecting memory of computer systems.

The following scientific results were obtained in the dissertation research:

- Developed a methodology for collecting data to protect against RowHammer
attacks on new DDR4 and DDRS5 memory systems for the first time.

- Developed a real-time machine learning-based DRAM protection model for
the first time.

- Developed a counter-based DRAM protection model for the first time, free
of non-uniform update vulnerabilities.

- Improved methodology for testing vulnerabilities of DDR5 DRAM chips
against RowHammer attacks by developing a hardware and software complex of new

test equipment.
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All theoretical and practical results of the dissertation work are fully covered in
articles published in professional domestic scientific publications that are included
in the corresponding established list. Their proper testing was carried out at

international and all-Ukrainian scientific conferences.

The dissertation study solves the problem of detecting attacks on DDR memory
using several approaches: technical and software. The main causes of RowHammer
vulnerability are analyzed and the shortcomings of the protective mechanisms
presented in modern memory systems are shown. The main factor is identified as
electromagnetic coupling and the accumulation of parasitic charges on the substrate

of electrical memory elements.

Data on the protection of new models of DDR4 and DDR5 memory chips from
RowHammer attacks are collected to a database and presented in graphs to
understand the trends in vulnerability development. The connections and similarities
of access signatures during attacks in different types of memory are analyzed to form
rules for future protective mechanisms. A mathematical model of DRAM memory
representation is built, which allows analyzing attacks on individual memory cells.
The main algorithms are developed to build a structural model of the system of
interdependencies of threats from attacking memory rows and vulnerabilities from

the mismatch of the refresh rate of the victim rows.

The paper presents information on the threats and vulnerabilities of DRAM
memory systems from attacks, in particular RowHammer attacks, and the fact that
they cannot be detected at this stage. The main metrics for assessing the vulnerability
of memory chips and their tendency to change bits as a result of RowHammer attacks
are described. It is determined that because of such attacks, data can be compromised
or lost without being detected by DRAM firmware or antivirus programs. Based on
data collected from various DRAM models, which reflect all lines and types of
modern RAM, methods for detecting and countering memory attacks have been

developed.
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A RowHammer attack detection system based on three neural networks trained
on real data of the LSMP, MLP, and CNN types has been demonstrated. All three
demonstrated an attack detection accuracy of more than 95%, without slowing down
the system. As a result, the MLP network type was chosen for implementation, since
it has the smallest memory footprint and the shortest data transfer time to the analysis
result. An approach to detection based on the presented mathematical model of
memory is also demonstrated. This approach is a model that operates on the
frequency of activations of a row as a metric for determining it as an attacker. This
method demonstrates a lower level of accuracy of 90%, but at the same time it can
be implemented on the controller side and is much faster than the neural network

approach.

The possibilities of practical application of the developed memory protection
methods are shown, taking into account the requirements for energy consumption
and overhead for implementation in modern computer systems. A comparison of the
results obtained when running in a test environment and on a real system is made,
taking into account external noise factors and parallel running processes in the tested

system.

Based on the materials of the dissertation, 9 works have been published, of
which 4 are articles in journals and collections of scientific works included in the list
of professional publications approved by the Ministry of Education and Science of
Ukraine in the specialty of the dissertation and 5 are publications in conference

proceedings (including international ones)

Keywords: cybersecurity, information security, cyberattacks, databases,
artificial intelligence, hypervisor, data mining, sensitive data, DDR, RowHammer,

covert means of obtaining information, software systems, product security.

List of principal publications of the applicant:
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1. Mazurok, V., & Lutsenko, V. «An analytical overview and trend
analysis of RowHummer vulnerabilities for various DRAM vendors.» Social
Development and Security, 14(3), P 238-244. https://doi.org/10.33445/sds.
2024.14.3.16 (date of access 26.12.2024)

YV pobomi 3006y8auem nokasano npoyec cmeopenHs mecmosoi niamgopmu
onss mecmysanns uinie DRAM na npeomem epasznueocmi muny RowHammer ma
noxazano oawni mecmysanusn uinie muny DDR3 ma DDRA4. Jlani cpopmosano &
epagixu ma noKa3ano NPOSHO308aHI MPEeHOU PO3GUMKY BPA3TUBOCHIL.

2. Mazurok, V., & Lutsenko, V. «Enhancing Row-Sampling-Based
RowHammer defense methods with Machine Learning approach» Theoretical and
Applied Cyber Security Vol. 6 No. 2 P 31-35 https://doi.org/10.20535/tacs.2664-
29132024.2.319008 (date of access: 26.12.2024)

Y pobomi 3006y8auem Hagedeno po3pooaenuil aieopumm 0emeKmy8anHs amax
muny RowHammmer za odonomocoro wuetiponnux mepesxc. Ilpeocmaeneno oOami
HABYAHHA Ma MeCmy8aHHs MPbOX 6UOI8 Mepexdc ma NOKA3AHO iX HedoliKu ma
nepesazu.

3. Mazurok, V., & Lutsenko, V. «Improving the effectiveness of Row-
Sampling methods to protect against Row-Hummer attacks». Social Development
and Security, 14(6), P 61-67. https://doi.org/10.33445/sds.2024.14.6.7 (date of
access: 26.12.2024)

V' pobomi 3000y8auem npedcmasnieno po3podNeHy Mamemamuyry MoOelb
npeocmasnenus nam’'ami DRAM ma nokazano Hedoniku memody Oemexkm)y8arHs.
3acHo6an020 Ha 8ubipyi psaokis. [lokazano 00noGHeHHA Ma MAmMemMamuyHull anapam
Wo nokpawyye OaHuil areopumm OemexkmyeanHs amax muny RowHammmer sa
PAXYHOK 8DAXYB8AHHS HEOOHOPIOHOCMI nam simi ma paoiycy Oii 30ypeHs.

4. Mazurok, V., & Lutsenko, V. Detecting RowHummer attacks using
frequency arrays. Social Development and Security. 2025. 15(1). P. 42 — 49.
https://doi.org/10.33445/sds.2024.15.1.7 (date of access: 05.03.2025)
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YV pobomi 30006y8auem npedcmasnieno po3podieHy MamemMamuyHy MoOelb
saxucmy nam’smi DRAM na ocnosi nivunvnuxie docmyny. Ilokazano oonognenms
ma MamemMamuyHull anapam w0 NOKA3Y€ BI0CYMHICMb Y O0AHO20 aN20pUmmy
8PA3IUBOCMI HEPIBHOMIPHO20 OHOGNIEHHS MA BUCOKULL PIBEHb 0eMEeKMY8aHHs amak
muny RowHammmer.

5. Masypok B., JIynienko B. « AHanmiTianuit orysig ataku RowHammer sa
CyyacHy mam’siTh» MUiKHapoJHa HAyKOBO-TIpAaKTUYHA I1HTEPHET-KOH(EpEeHIis
«Trends of modern science and practice» 08 nuctonana 2022

Y 0ocnioscenni 3006ysauem npooemoHcmposano npoyec po3pooKu mecmosoi
naamgopmu 0nsi nepesipku uinie DRAM na Hassnicme epaziusocmi muny
RowHammer. Ilposeoeno mecmysanns uinie nam’ami cmanoapmie DDR3 ma
DDR4, pe3yrvmamu K020 npeocmaeneni y euensaoi 2paghikis, wjo inocmpyoms
NPOSHO308aHI MEeHOeHYIl Y pO36UMKY YIEL 8PA3IUBOCHI.

6. Masypok B., Jlynenko B. «Ilpaktuuna edextuBHicTh RowSampling
st 3axucty Big RowHammer» MixHapoaHa HayKOBO-NIPAKTHYHA IHTEPHET-
koH(pepeHtiis «Po3BUTOK OCBITH, HaAyKH Ta O13Hecy: pe3yibTatu 2022» 19 rpyaHs
2022

YV 0ocniooicenni 3006y8auem po3pobieHo mamemamuiny mooeiv OJisi ONUCY
nam’ami DRAM, a maxooic npoananizo8ano HeooNiKu memoody OemeKm)y8aHHs
8pasaueocmell, 3ACHOBAHO20 HA 8UOIPYI psAO0KiE. 30Kkpema, 6Y10 8I03HAUEHO, WO Yell
nioxio nompebye 3HauHoi onmumizayii ona 3abes3neyenHs OiLNbWIOI MOYHOCMI Ma
epexmueHoCcmi 8 YMO8AX CY4ACHUX BUCOKONPOOYKMUBHUX CUCTEM.

7. Mazurok, V., & Lutsenko, V. «Mathematical model of DRAM for
RowHammer protection» XI MixHapogHa HayKOBO-TIPaKTHYHA KOH(MEPEHIIisN
«Integration of science as a mechanism of effective development», 28 nucronana
2023 p.

YV 0ocnidocenni 3000y6auem npedcmasieno Mamemamuyry mooeib 0as ONUcy
nam ’asmi DRAM, axa cmana ocHo6010 05l pO3pOOKU MAMEMAMUYHO20 anapamy.

Lleii anapam o0o3e6on5€ 6paxosysamu HeOOHOPIOHICMb CMPYKMYpPU Nam smi ma
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paoiyc 0ii 30ypeHb, wo cmeoproe 6a3y Ol CMBOPEHHS eheKMUBHUX ANCOPUMMIB
Ooemexmysanus amax muny RowHammer.

8. Mazurok, V., & Lutsenko, V. «Discovering DRAM access patterns for
machine learning sample finding» V MixHapogHa HayKOBO-TIpaKTUYHA
koH(pepenuiss «Modern technologies and processes of implementation of new
methods», 06 mrororo 2024 p.,

V' pobomi 3000y6auem nokazaHo OCHOBHI CXOHCOCMI MOOeNi 00CMmYny 00
nam’smi nio yac amax muny RowHammer. []e epynmoene docniosxcenus nokazye
20JI08HI eleMeHmMU, SKI MONCYMb OONOMO2MU OemeKmy8amu amaxy i sSKi MOXCHA
BUKOpUCMOBY8amU OJisl HABUAHHS HEUPOMepe’C ma MooeJell.

9. Mazurok, V., & Lutsenko, V. «Machine learning methods of
RowHammer mitigation» XXIV MixHapoaHa HayKOBO-IIPaKTHYHA KOH(MEPEHIIis
«Technologies of scientists and implementation of modern methods», 18-21 yepBHs
2024 p.

Y pobomi 3000y8auem npooemMoOHCMPOBAHO HABUAHHS MOOelel MAUUHHO20
HABYAHHSL HA OAHux oocmyny 00 nam’smi nio uac amax muny RowHammer.
lloxazano eexmusnicmo 0emekmyB8auHHs KiIbKOMA MOOeNaMU ma Onmumizayiro

3QUHAMO20 HUMU NPOCMOPY BIOHOCHO 3HAUOEHUX OAHUX.
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BCTYII

AKTyaJIBbHICTH po0oTH

[laM'sTh € KITIOYOBHUM KOMIIOHEHTOM OOUMCIIOBAJIbHUX cuUcTeM. Bona
BUKOPHUCTOBYETHCS JIJIsl 30€piraHHs BX1THUX TAaHUX, MPOMDKHUX 3MIHHUX 1 KIHIICBUX
pe3ynbTaTiB  Oylb-SKOi MNporpaMu. 3 poOKaMu, IOTPUMYIOUUCH 3akoHy Mypa,
OOYMCIIOBAJIbHI CUCTEMH CTAIOTh E€KCIIOHEHIIANBHO MOTY)KHIIIUMU, JO3BOJSIOUN
KOMIT FOTepaM TPAIffOBaTH IMIBHUIIIE, 13 3pOCTAIOY0I0 KUTBKICTIO BCE O1TBIIT CKIIATHUX
porpam, 10 BUKOHYIOThCS MapajienbHo. PoboTa Takoi ckiagHOCTI BUMarae, moo
mam’siTh CTaBaja MIBUAIION IO MOKOJIIHHS, 3 MOCTIMHO 3p0OCTAI0Uu0I0 EMHICTIO JJIS
30epiraHHs BEJIUKOI KIJTBKOCTI IaHUX, HEOOXITHUX MporpamMaM MijJ 4yac BUKOHAHHS.
Haii0inpm1 momymisipHOIO Ha ChOTOAHI TEXHOJIOTIE ISl 30epiraHHs KOPUCHOL
iH(popmarlii mpoueciB Ta mporpam € AUHaMigHa Nam'siTh 3 JOBUIBHUM JIOCTYIIOM
(DRAM). g TexHONOTiSI BUKOPUCTOBYE KOHACHCATOpU JJIsi 30€piraHHs JaHUX:
3apsA]l KOKHOTO KOHJIEHCATOpa BU3HAYA€E 3HAUCHHS O1Ta, KUl BiH 30epirae. 3HOBY X
Tak#, JOTPUMYIOUHCh 3akoHYy Mypa, BupoOHHKH DRAM 1mopoky 301IbIIYIOTH
IIUTBHICTH TTaM’SIT1, 3SMEHIIIYI0YM BUPOOHUYY BapTICTh 3a OIT 1 JO3BOJIAIOUN 30€epiraTu

Olbllle JaHUX B TiM caMuX (PI3UYHUX MEXKaX KPEMHIEBUX KPUCTAIIB.

Opnak y Mipy TOro, SIK IaM’ATh CTa€ MIUIHHINION, KOHJIEHCATOPU KOMIPOK
nam’siTi CTatoTh MeHIe. [Ipu 11boMy 3MEHIITY€ThCS X MaKCUMaJIbHa EMHICTD Ta 3apsijl
nepemukanHs. Kpim Toro, ¢i3uuHi sBUIIA Ta HaBEACHHS, SKI BUHUKAIOTh HA
MIKpOpPIBHI Ta CHOYaTKy HE Majd BIUIMBY Ha TMOBEAIHKY MPHUCTPOIB, MOYAIIH
CIIPUYUHATH MpoOsieMu 3 HamivHicTIo. Y 2014 pori mpodecop Kim ta iH. [4]
onyOiiKyBaB mepiry NyOaidyHy CTarTiO MPO TMOMUJIKH Ta CIOTBOPEHHS JTaHUX B
koMmipkax DRAM, crippdriHEH1 4acTUMU Ta MPULUTBHUMHA aKTUBAIlISIMUA TIOTP1OHUX
psankiB nam’sati. Komu psimok DRAM aktuByeThes, HeOa)kaHl €JIEKTPOMArHiTHI
HaBE/ICHHS BUHUKAIOTH Ha CYCIIHIX PSAAKAX, IO B CBOIO YEPTY MOXKE TIEPEIIKOIKATH
KOPEKTHOMY 3amuCy, 4YM HaBiTh CIIOTBOPIOBATH BXKE HAasABHI B HUX JIaHI.

Konnencaropu mocrpakaaaux KOMIpOK MaM’ATi, K1 32 CBOEID KOHCTPYKIIIEIO 1 TaK
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BTPAyaloTh 3apsjl i3 4acoM, MOXKYTh (PIKCyBaTu J01aTKOBE 3MEHIICHHS 3apsiy, KOJIH
iX Take ABHILE CrIOCTepiratoTh. Lleit JomaTkoBHil BUTIK HE € BATOMUM 1 caM 10 co0i
HEe CTaBWUTh IIiJ] 3arpo3y HaHi, OCKIJIbKM KOHICHCATOPH IMEPiOAUYHO OHOBIIOIOTH
3HAYEeHHS HAKOMTUYEHOTO 3apsiy, 100 KOMIIEHCYBAaTH MOTro MpUPOaHUi BUTIK. OIHAK
MOBTOPHI aKTUBAIlll CYCIAHIX PAIKIB MOXYTh IMPHU3BECTH A0 EKCHOHEHIIHHOTO
HAKOTIMYEHHSI BUIIEOMICAHOTO €(EeKTy, 0 B CBOIO Yepry MPU3BOIUTH O IOBHOTO
JI0YaCHOTO PO3PSHKEHHSI KOHIEHCATOPIB «KEPTB», (DAKTUYHO 3MIHIOIOUM OITH Ha

MPOTUJICKHI 1 CIIOTBOPIOIOYM HAsIBHI B T1aM STl J1aHi.

JlocnipKeHHsT MUHYIMX POKIB MOKa3aju, o 1ie (Qi3uyHe SBUIIE MOXE OyTH
JIETKO BHKOPHUCTAHO MIKIJUTMBOIO MPOTPaMOI0 JIJIsl MPOBEACHHS aTaKW IIiJ] Ha3BOIO
RowHammer. [IpoTsarom HacTynHuX poKiB CTaTTi Ta TECTU MOKA3aJIH, IO L0 aTaKy
MOYKHA MMOKPAILUTH, 1100 BUKIMKATU CEPHO3HI MPOOIEMH B Cy4YaCHUX KOMII IOTepax,
MOYMHAIOYM BIJ BUABJICHHA KIIOYIB MWHUGPYBaHHS [5] A0 AUCTaHIIAHOTO

BUMKHEHHS cUCTeM [6] a0 BUKOHAHHS IMiIMIHY MPUBLIETB 13 BeO-nieperisaadqis [7].

Came TOMy 3axMCT BiJ] MOAIOHOTO POJY araKk € akTyallbHOIO MPOOJIEMOIO
Cy4aCHUX OOYMCIIOBAIBHMX CHUCTEM 1 3Ba)KalOYM HAa BEKTOP PO3BUTKY TIaM’sTi,
30kpeMa DRAM MoOxHa BINEBHEHO CKa3aTv, IO 1€ JIMIIUTHCS aKTyaJlbHUM 1 B

ManOyTHEOMY.

Meta i 3agaui HayKoOBOro AOCJizKeHHs1. MeToro aucepraiiitHoi poOoTH €
PO3po0OKa CUCTEM Ta MiXO/IB JI0 3aXUCTY MaM’ siT1 OOUUCIIIOBAIbHUX CUCTEM BiJ] aTak
turty RowHammer, mo m03BoJisie CHOTBOPIOBATH, BUKPAIATH YW 3HUIIYBATH

BaYKJIMBI JJIsI KOPUCTYBadiB JIaHi.
JIns fOoCSATHEHHS IMOCTaBASHOT METH HEOOX1THO PO3B’sI3aTH TaKi 3aBIaHHS:

1. CTBOpHUTH amapaTHO-POTPAMHUN KOMIIJICKC TECTOBOTO OOJIaaHAHHS IS
300py iHopMaIlii PO aKTyaIbHUHN PIBEHb 3aXUCTY MOJIYJIIB Mam’sITi.
2. IlpoanamnizyBaTul CTaH 3aXMCTy HassBHUX CUCTEM 30€pEeKECHHS TaHUX B1J] aTaKk

Ta BpasimBocren tuiry RowHammer.
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3. JocniguTy HayKOBiI HAMpaIlfOBaHHS IIMOI0 TEOPETHYHUX 1 MPaKTHIHUX
H1IXOAIB 10 TOKPAICHHS 3aXUIIEHOCTI IaM’SITi.

4. CtpykTypyBaTH iH(pOpMAIIifO OO0 aKTyaJbHOTO CTaHy 3aXMCHHUX CHCTEM Ta
PO3POOUTH METOIOJIOT1I0 300PY AaHUX IIO0 3aXMCTY HOBUX CUCTEM ITaM ATi.

5. Po3pobutu mozeni 3aXUCTy Ha OCHOBI MpOaHaNII30BaHUX HAlpalioBaHb Ta
310paHuX JIaHUX PO BPA3JIUBICTb.

6. [IporecTtyBati Ta BUAUIMTH HaWKpaili METOIU JJIS TOKPAIICHHS 3aXUCTY

mam’siTl OOUYMCITIOBAIBHUX CUCTEM BiJ aTak.
O06’€KT: 3arpo3u 1 BPa3JIUBOCTI IMaM’SIT1 KOMIT IOTEPHUX CHUCTEM.

IIpeameT: MeTonu Ta MOJAEII 3aXUCTy TaM’ STl OOYHCITIOBAIBLHUX CUCTEM BiJI

arak Tury RowHammer.

VY XoA1l JociiIKeHHsI BUKOPUCTOBYBAJIMCh MOBH TporpamyBaHHs Python, C ta

VHDL.

JlocnipkeHHIO TTpo0IieM, OB’ sI3aHUX 13 pO3POOKOI0 3aXMCHUX MEXaHI3MIB Bijl
arak Ha mam’sTh Ty RowHammer, mpucBsuyeTbcsi 3Ha4Ha YacTHHA MyOsiKaIin
BITUM3HSHMX Ta 3apy0iXKHIX BUeHHX, cepen Hux: Ppanc JI. @., Kim 1. K., KBoHr A.
A., Jlim M. T. Ta iami HaykoBIi. OHaK, He3Ba)KalOUMd Ha ICHYIOU1 MiAXOIW IIOAO
3aXMCTy TaMm’sTI KiOepCUCTeM, 3alpONOHOBAHUWA Yy JOCHIIKEHHI METOH €

AKTYaJIbHUM.

HaykoBa HOBHU3HA onepKaHUX pe3yJbTaTiB MoJsArae B 300pi aKTyalabHOI
iH(dopmarii mono 3axucty HaitHoBimMX DRAM cuctem Ta koMOiHyBaHHI iX 3 BXKe
ICHYIOYMMH TIJAXOJaMU 3 YJIOCKOHAJIGHHsT Oe3neku mam’siTi Jyisi (GhopMyBaHHS
MOKPAIICHNX METOJIB 3aXHCTy, IO MPAIfOI0Th HAa OCHOBI HOBHUX IMPOTPaMHUX
MeroniB. Ha OCHOBI mpoBeneHOro JOCHIIKEHHS NPEICTaBICHO HOBI JlaHi Ta

BHCHOBKH, a CaMe:

- Bniepiie po3po6ieHo MeTo10J10T110 300py AaHUX 111010 3aXUCTY BiJ] aTaK TUITY

RowHammer vHoBux cucrem nam’sitt DRAM DDRS.
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- Briepie po3pobneno mozens 3axucty nam’siti DRAM cuctem Ha OCHOBI
MAaIIMHHOTO HaBYaHHSI, 110 MPAIIOE€ B peajJbHOMY 4aci.

- Briepie po3pobneno mozens 3axucty mam’siti DRAM cuctem Ha OCHOBI
JYUIBHUKIB TIOCTYITY, III0 HE Ma€ BPa3IMBOCTEH HEPIBHOMIPHOTO OHOBJICHHS.

- YIoCKOHAJIEHO METOAOOTII0 TeCTyBaHHA BpaznuBocTeit uinie DRAM DDRS
mono arak Tturmy RowHammer wnuisixoM po3poOKu —amapaTHO-IpOTrpaMHOTO

KOMIIJICKCY TCCTOBOIO OGJ’I&I[H&HHﬂ.

OOrpyHTOBaHICTD i JOCTOBIPHICTH HAYKOBHMX Pe3yJbTaTiB 3a0€3M€Uy€eThCs
KOPEKTHUM  3aCTOCYBaHHSIM  MaTeMAaTMYHOIO  amapary Ta  BIANOBIIHHUX
OOYHCIIIOBAIbHUX EKCIIEPUMEHTIB 13 BHKOPUCTaHHSM CY4YaCHOTO HPOrPaMHOIO

3a0e31eueHHs.
IIpakTHYHEe 3HAYEHHS OTPUMAHMX Pe3yJIbTATIB.

Otpumani B nucepTaniiiHiid poOOTI pe3yabTaTd MOXKYTh OyTH 3aCTOCOBaHI B
yCIX THUIMAax OOYMCIIOBAJILHUX CUCTEM, LI0 BUKOPUCTOBYIOTh DRAM nmins 3axucry
naHux Bl arak tuny RowHammer. 3acTtocyBaHHSI 3ampOINOHOBAHUX METO/IIB
3axycTy OyJa0 TPOJAEMOHCTPOBAHO HA TMPAKTUYHOMY MPHUKIAAl OOYMCIIIOBAIBLHOL
CUCTEMH 3 T[apamMeTpamu, IO HaiyacTilie 3yCTPI4aroThCs B KOMII FOTEpPHIN
iH(ppacTpykTypi. Bci TeopeTnyHi 1 mpakTU4HI Pe3yabTaT AUCEPTaLIiHOI pOOOTH Y
MOBHIA Mipl BHUCBITJICHO Y CTaTTAX, OMYOJIKOBaHUX Yy (DaxOBHX BITUM3HSHUX
HAayKOBUX BHUJAHHAX, 110 BXOJATh 1O BIAMNOBIAHOTO BCTAHOBJIEHOTO MEPEINIKY;
BUKOHAHO X HaJIEKHY anpoOailito Ha Mi>KHAPOJHUX Ta BCEYKPATHCHKUX HAYKOBUX

KOH(EPEHIIIsX.

3a marepiasiaMu Juceprainii omyOnikoBaHO 9 poOiT, 3 sikux 4 — 1e crarTi y
KypHaiax 1 30ipHMKax HAyKOBUX Ipallb, [0 BXOAITH J0 Mepesiky (paxoBUX BUJIaHb,
3arBepxkeHnx MOH Vkpainu 3a cnemianpHICTIO AucepTaiii Ta 5 — myOmikamii y

Marepiajiax KoHpepeHuii (y ToMy YUCi, MI>KHAPOJIHUX ).
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OcoOucTnii BHecok 3100yBauya. (OCHOBHI TIOJIOKEHHS 1 pe3yJbTaTu
AUCepTaitHOT pOOOTH, 1110 BUHOCUTHCS 10 3aXUCTY, OTPUMaH1 aBTOPOM CaMOCTIHHO.
Bci ¢axosi my6mikariii HamucaHi aBTOpOM JAMcCepTallii y criBaBTopcTBi. HanmexxHa
ampoOarris pe3ynabTaTiB Oynia mpoBefcHa Ha KOH(EPEHINiAX Ta HaBeleHA B 8 Te3ax
koH(pepeHIii. 3mo0yBadeBi Halexarh Takl pesyasrarr: Y poboti [1] 3m00yBayem
MOKa3aHO MPOIEC CTBOPEHHSI TECTOBOI1 I1aTdopMu 11 TecTyBaHHs 4iniB DRAM na
npeaMeT BpasnmuBocTi Tunmy RowHammer. TyTr mnoka3zaHo HOBI JaHi IIOJ0
BPa3JIMBOCTI, MPOJAEMOHCTPOBAHO €BOJIIOIIIO 3aXUCTY B CTAPIIIUX 1 HOBIIIIUX BEPICIX
DRAM. Oco6iuBO Ba)XJIUBO, 110 B JOCIIKEHHI IMTOKa3aHO JaHl TeCTyBaHHS YiIliB
turty DDR4 Ta kinbkox DDRS, iHdopmanii mono sikux Oyna JOHUHI BIJACYTHS.
[ndopmarniro mo Bcim yinam copmoBaHO B Tpadiku Ta MOKA3aHO MPOTHO30BaHI
TPEHJU PO3BUTKY BPa3lUBOCTI. Y poOoTi [2] 3m00yBauemM po3poOICHO aIrOPUTM
MOKPAIICHHS JIETEKTYBAHHs Ta OHOBJIEHHS psKiB *kepTB araku RowHammer. Bin
0a3yeTbcst Ha MAXOJ1 WMOBIPHICHOT BUOIPKU PSAJKIB 1 BUILTMBAE 3 MATEMOATUYHOI
MOJIeJNl TlaM’ATi TTOKa3aHoi B JoCHikeHH1. [{el anropuT™ BUKOPHUCTOBYETHCS IS
3MEHIIICHHS 3arPO3H 3Mi1HU O1TiB Ta OHOBJICHHSI PSI/IKIB /IO TOTO SIK aTaka BiJI0y/1eThCA.
VY po0orti [3] 3m00yBayeM 3amporioHOBaHO METOI, 3aXKUCTy Bia arak RowHammer Ha
OCHOBI MOJIeJICH MAITMHHOTO HABYAHHS, SIKUW JTO3BOJISIE BUSBIISATH CKIIQHI ITATEPHH
JTOCTYMy TiJl Yac aTakh Ha mam’sATh. Y JOCHTIIHKEHHI IMOKa3aHO HaBYaHHS KIUJIBKOX
MOJIeJIel 3 TMOAAIBIIUM iX MOPIBHSHHIM Ha MIBUIKICTH 1 00’ €M 3aifHATO1 maM’ATi.
HaBeneno npukiaj 3aCTOCYBaHHS B pEaIbHUX CHCTEMaxX Ha PiBHI JpaiBepiB IS

BUSIBJICHHS JISIKUX TIOTCHIIIHHUX 3arpo3 Ta iX KOMOIHAIlIH.

Anpobania pe3yabrariB aucepramii. Pe3ynsrati Ta OCHOBHI TOJIOKEHHS

poOOTH MoAaBAIUCS Ta 0OTOBOPIOBAIKCS Ha!

1. Mazurok, V., & Lutsenko, V. «An analytical overview and trend
analysis of RowHummer vulnerabilities for various DRAM vendors.» Social
Development and Security, 14(3), 238-244.
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2. Mazurok, V., & Lutsenko, V. «Enhancing Row-Sampling-Based
RowHammer defense methods with Machine Learning approach» Theoretical and
Applied Cyber Security Vol. 6 No. 2

3. Mazurok, V., & Lutsenko, V. «Improving the effectiveness of Row-
Sampling methods to protect against Row-Hummer attacks». Social Development
and Security, 14(6), 61-67.

4, Mazurok, V., & Lutsenko, V. Detecting RowHummer attacks using
frequency arrays. Social Development and Security. 15(1). 42 — 49

S. Masypoxk B. Jlynenko B. «Anamituunuii orsisig ataku RowHammer Ha
CydacHy IaMm’ATb» MDKHAapO/JHAa HAyKOBO-NIPAKTHYHA 1HTEPHET-KOH(EpeHLs
«BUKIIMKY 1 3arpo3u i KpUTHYHOI 1HPpacTpykTypu» M. Kui, 8—10 muct. 2022
poky, C. 316-317.

6. Masypok B. Jlynenko B. «IIpaktinuna epexruBHicTs RowSampling miis
3axucty Bim RowHammer» V MixHapogHa HayKOBO-TIpaKTHYHA KOH(EpEeHIis
“Trends of modern science and practice”, 8—11 mrot. 2022 p., Ankapa, TypeuunHa,
C. 97-104.

7. Mazurok, V., & Lutsenko, V. «Mathematical model of DRAM for
RowHammer protection» XI MixHapogHa HayKOBO-TIpaKTUYHA KOH(MEPEHITis
«Integration of science as a mechanism of effective developmenty», 28 nucromnana
2023 p.

8. Mazurok, V., & Lutsenko, V. «Discovering DRAM access patterns for
machine learning sample finding» XXI Bceykpaincbka HayKOBO-TPAKTHYHA
KOH(EepeHIIisl CTYICHTIB, aClipaHTIB Ta MOJIOAUX BUeHUX « TeopeTuyHi 1 mpuKIIaIHI
npobiemu (i3uku, MaTeMaTHKU Ta iHPpopMaTtukm», M. Kuis, 12—13 tpas. 2023 p C.
348-352

9. Mazurok, V., & Lutsenko, V. «Machine learning methods of
RowHammer mitigation» IX MixHapogHa HayKOBO-TIpaKTUYHA KOH(EpEeHIIis
«Development of innovation systems: trends, challenges, prospects», 04—07 Gep.
2025 p., l'amOypr, Himeyunna C. 342-345.
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Iyoaikanii. 3a Marepiasiamu auceprarii onyoikoBaHo 9 poOit, 4 3 sSKux —
CTaTTI1 y )KypHaJiax 1 301pHUKaX HAyKOBHUX Ipallb, III0 BXOAATH J0 Epeiky (paxoBux
BUJIaHb, 3aTBep/ukeHuX MOH Vikpainu 3a cnoemiainbHICTIO aucepTaiii abo y
MepIOUYHUX BHUJIAHHIX I1HO3EMHHX JEpKaB Ta 5 Te3 HAyKOBO-TIPAKTUYHUX
KOH(EpEeHIIi.

Ctpykrypa Ta 00caAr aucepramii. [lucepraiisi ckiamaerbcs 13 aHOTALIl,
BCTYyIMYy, YOTUPHOX PO3JLIIB, BUCHOBKIB, CIIMUCKY BHKOPUCTaHMX Jkepen. Pobora
MicTuTh 208 cTOpiHOK, y TOMY uMCIi: 167 CTOPIHOK OCHOBHOTO TEKCTY, 41 pUCYHOK,

8 Ta0auIlh, CIKMCOK BUKOpUCTaHUX Jikepen 13 107 HaliMeHyBaHb Ha 12 cTOpiHKax.
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PO3ILI 1
AKTYAJIBHICTD IIPOBJIEMHU ATAK HA IAM’SITh TA
OCHOBHI OIAXOJIU J0 ii PO3B’SI3AHHS

1.1 BynoBa nam’siTi NepCOHAJIBHOI0 KOMII'I0TEpa

VY cyyacHHX OOYMCITIOBAaJbHUX CHCTEMaxX — K MPOMMCIOBHUX CEpBEpPax, TakK 1
noOyTOBHX KOMIT'IOT€pax — IaM SiTh € KJIIOYOBMM KOMIIOHEHTOM. Bcsi mam'athb
MEePCOHATILHOTO KOMIIT FOTEpa CKIAJAETHCS 3 KIJTbKOX OCHOBHMX KOMIIOHEHTIB, KOXKEH
3 AKUX BIJIIpa€ KPUTUYHY POJib y 3a0e3ledyeHHl 30epiraHHd Ta OOpOOKM JaHUX.
OCHOBHUMHU CKJIaJIOBUMH € onieparuBHa rnam’sitb (RAM), nocriiina nam’ste (ROM),
Kell-laM’sITh 1 30BHIILHI 3amaM’STOBYIOYi NPUCTPOi. IXHA CTpyKTypa Ta (yHKIi

ONTUMI30BaH1 JJIsl PI3HUX THUITIB 3aBIaHb, K1 BUKOHYIOTHCS KOMIT FOTEPOM.

OmneparuBHa nam’sTb (RAM) € TUMYAacOBUM CXOBHUIIEM JAHUX, 1110 AKTUBHO
BUKOPHUCTOBYIOTBCS MpPOLIECOPOM IiJ 4Yac podoru cucreMu. Ilim vac pobotu
HalOLIbIlIa YaCTUHA NAaHMUX, Kl BUKOPUCTOBYIOTHCS 3alyLIEHUMU MpPOTpaMaMu,
30epiraeTbcsi caMe B OIepaTUBHIN mam’sTi. BoHa cKimamaerbcss 3 MUIBSIPIIB
KPUXITHUX KOMIPOK, OpPraHi30BaHUX y BUIVISIAL psKiB 1 cToBMLIB. KoxkHa KOMIpKa
MICTUTh TPAH3UCTOP 1 KOHAEHCATop, 5Kl 30epiratoTh ofauH OIT iHGopmarii. Y
cyuacuux IIK Haifuactime BukopuctoByeThcsi DRAM (munamiuna RAM), sika
notpedye peryaspHOro OHOBIICHHS 3apsay B KOHIEHcaropax sl 30epekKeHHs
nanux. [lIBUAKicTh HOCTYymy 10 OMEpaTUBHOI TaM’sTI 3HAYHO BUINA, HDK JI0
30BHIIIHIX HAKOMHWYyBadiB, M0 pOOUTh 1 BaXJIMBUM €JIEMEHTOM JJif

MPOIYKTUBHOCTI CHCTEMH.

Kemr-mam’siTh € MBUAKAM TNPOMDKHUM CXOBHIIEM, PO3TAIIOBAHUM MIX
MIPOIIECOPOM 1 OTIEpaTUBHOIO MaM’ ATTI0. BoHa opranizoBaHa B kiyibka piBHiB (L1, L2,
L3), npuuomy L1 € HalBUAIION, ajie HaltMEHII010 3a 00csiroM. OCHOBHA (PYHKITIS

KeIlTy ToJIATae B 30epeKeHH1 HaOIBII YaCTO BUKOPUCTOBYBAaHUX JaHUX 1 KOMaH]I,
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10 J03BOJIsIE 3MEHIIUTU 3aTPUMKHU mif 4yac pobotu. IlocriitHa mam’ste (ROM)
30epira€ maHi, sIKi HE 3MIHIOIOTBCA I Yac eKCIuTyararii, HalmpHuKiIa,

Mikponporpamy st 3anycky cucremu (BIOS a6o UEFI).

OxkpiM 1IHOTO, JO CTPYKTYpU MHam’siTi MEPCOHAIBHOIO KOMIT IOTE€pa BXOASTH
30BHIIIHI 3armaM’ITOBYIOUl MPUCTPOi, Taki K xopcTki aucku (HDD), TBepaoTiibHI
HakonmayBadi (SSD) Tta dQuem-nam’sste. BoHM 3a0e3medyroTh JTOBrOTpHUBAJC
30epiraHHsl JaHUX 1 BHUKOHYIOTh POJIb OCHOBHOTO cxoBwuia iHdopmari. Jlani
MEepeqaroThCs MK IIUMH KOMIOHEHTaMH 3a JTOTIOMOTOI0 KOHTPOJIEPIB MaM’sITi, sKi

ONTUMIZYIOTh B3a€MOJIIF0 MI>K HUMH JIJIS ITIABHUIIIEHHS IIIBUIKO/III.

l Types of Computer Memory l

Primary Memory / Secondary Memory / [
Internal Memory

External Memory

| |
l - l — l

Cache Memory

’ RAM ROM ' Magnetic Storage ‘ Optical Storage { Flash Storage ’
| [ —— r—
* l
SRAM DRAM ‘ Magnetic Tape HDD | X 1 r —
: » 1 . ; | Pen Memory
| Floppy Disk Drive l Card
| | A =i
' PROM ’ EPROM || EEPROM | cD DVD

Pucynok 1.1 — Buau mam’sTi B cydacCHUX KOMIT FOTEPHHUX CUCTEMAX

Cy4acHi apxiTEeKTypH MaM’ Tl TOCTIHHO BIOCKOHATIOIOTHCS, 100 3a0e3neunT
OamaHC MDK IIBUIKICTIO JIOCTYITy, €EMHICTIO Ta €HEProcClOXUBaHHAM. Bzaemonis
PI3HMX THUIMIB HaM’sTi TI03BOJISIE KOMIT IOTEPY MpaioBaTu e(HeKTUBHO, 00pOOIsSIOUH

CKJIAJ[H1 3aBJJaHHS Ta BEIUKI OOCSTH JIaHUX Y PEKUMI PeasbHOTO Yacy.
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1.1.1 OcHOBHIi NOHATTH

[lepenaya nanux ass poOOTH Iporpam BiOYyBAETHCS MiK OCHOBHOIO IaM’ STTIO
Ta MPOIIECOPOM Uepe3 KiTbKa PiBHIB Kelll-1laM’sTi, BOyqoBaHUX y Tporiecop. Jloctyn
IO KellI-riaMm’ Tl MIBUAIINAHN, HI’K O OCHOBHOI I1aM’sITi, ajie BOHA Ha0araro MeHIa 3a
00’eMOM, TOX Ma€ MICHTH JIMIlIe HaWmoTpiOHimi naHi. Kemr opradizoBaHo 3a
3a3Buuai 3a yorupMma piBasmME (Bix L1 1o L4). Kem-mam’iTh KO’)KHOTO BHIIIOTO PiBHS
Mae OUTBIIMKA 00’€M 3a TOMEpenHi, ajge MpU IbOMY JOCTYN JO0 HBOTO TaKOX
MOBUIBHIIINHI, HIXK IOCTYT JI0 KEITy piBHEM HIDKYE. Taka mam'sTh BUKOPUCTOBY€THCSA
JUIs 30epiraHHs JTaHUX, sIKI HailyacTille BUKOPUCTOBYIOTHCA MPOLECOM, B ifeanl —
YUM YacTillle BUKOPUCTOBYIOTHCS JaHl, TUM HUXK4Y€ BOHHU 30€pIiraroThCs Ha PIBHIX
Kely. 3a3BUYail OCTaHHI PiBHI € O0AIbHUMU JIJIS1 BCAOTO MPOLIECOPA, a JIOKAJIBHO
KOXKHE SI7IpO Ma€ BJIACHI HAOOpH KENIiB JIMIIE Mepiioro piBHs (3a3Buuai L1 1 L2).
Kpim Toro, mepiiuii piBeHb Kelly PO3AUICHUN Ha Kl 1HCTPYKIIM 1 Kell JaHHX.
HacamkiHenpb, KOKHE SApO Ma€ BIACHHUM PO3aUT pericTpiB ((hain pericTpy), SAKHid
BOHO BUKOPHUCTOBYE JIJIsl 30€piraHHs TaHUX ITiJ] Yac BUKOHAHHS HAJl HUMU OTEparliil.
Taki ¢aiinu perictpy 3maTHi 30epirath gyke Maiio iHQopwmalli, ajie BOHH
0e3mocepeIHbO MIJKII0YEH] A0 apudMeTuko-iaoriyHux npuctpoiB (ALU), tomy
3a0e3MneuyoTh MiHIMAJIBHO MOXKITMBHM yac goctyy. Komu x perictpu nmotTpiOHi Jist
30epiraHHsl HOBUX JIaHUX, BXK€ MPUCYTHA B HUX 1H(QOpMaIis MEPEHOCUTHCA B
aZpecHU pocTip oneparuBHii mam’sati RAM, sika 3HaXOAUTHCS 30BHI TpoIlecopa.
Sxmo 3ampoxaHi MPOIECOPOM JaHl HE 30epiraloTbCsi B KelI-Tam’siTi, BOHU
BUBAHTAXYIOTbCS Tynu 3 RAM. A kxonu paHi B Kellll BK€ HE MOTPIOHI, BOHH

30epiraroThcsl Ha3aj[ B ONEPATUBHY MaM ATb.

VY KpUTHYHUX BUMAAKaX KOJM OOCSTY OmepaTWBHOI mam’siTi (200 K OCHOBHOI
nam’siTi) HeJJOCTaTHhO, BUKOPUCTOBYEThCS 30BHIIHIT SWAP pozain. Lle yactuna
KOPCTKOTO JAMCKA, SIKA CIYKUTh TaM'ITTIO ITiJKa4KH Ta MEPETIOBHEHHS IPOCTOPY IS

omepaTuBHOI mam'siTi. BukopuctanHs po3faioy pe3epBHOT MaM'siTi CIYKUTH JUIS
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THUMYaCOBOTI'O 36epiraHH>1 JaHUX l'[iI[ yaC BHKOHAHHII, SIK1 BHUKOPHUCTOBYIOTBHCA

Haipiame. Taka BUIIeONCcaHa apXiTeKTypa Mmam'sTi oka3zaHa Ha pUCYHKY 1.2.

Snpo 0 Slnpo 1 Anpo N

perictpu perictpu pericTpu

L1-I || L1-D L1-I || L1-D L1-I || L1-D

L2 L2 L2

L3

LLC

RAM

SWAP

Pucynok 1.2 — ApxiTekTypa nam’sTi Cy4aCHUX KOMIT FOTEPHUX CUCTEM

Konmu siapo 3amutye nesiki aHi 3 mam sTi, BOHO 3a3BMYaii BUKOHY€E IpPOIIEC,
MOKa3aHWil Ha pUCYHKY 1.3. 3anuT cnovarky NepexXoAuTh 0 MEPIIOro piBHS Keury
(L1-I mns iHCTpyKIik ado L1-D mns immmx ganux). Skimo naxi 306epiratoThCs B
[IbOMY KeIlll, BOHU IOBEPTalOThCA. B iHIIOMY BHMagKy 3amuT MEPEXOAWTH 0
HACTYITHOTO PIBHS KeIlly, HAa SIKOMYy BHUKOHYETBHCS TOM camuil TecT. SIKIIO JaH1 HE
30epiraroThCsi Ha KOIHOMY pIBHI KeHI-NaM'dTi, 3alHUT NEPedaeTbcs B OCHOBHY
nam'atb. [licas oTpuMaHHs 3 BUILIOTO PiBHS Kelry a00 OCHOBHOI IaM’siTi HOBI JjaHi
MO)KHA 30epiratd B MOTOYHOMY KeIlli, 3aMIHIOIOYM CTapillil JaHl BIAMOBIAHO IO
neskux TpaBua BuwiydeHHs. [logito komu gaHHi Oyiau 3HAMACH! y Kemi-1am’sTi
Ha3WBAIOTh Keml-monananasaM (cache hit), B mpoTUIeKHOMY K BHIMAJKY, KOJIU JTaHi

OyJM BIICYTHI B KellI-llaM’sITi, — KelI-pomaxoM (a cache miss).
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34UTYyBaHHS aJpecu

A

BuBectu gaHi |« Ilepeiitn no L1-D [«

Anpeca

B Kerni?

e OCTaHHIN o
I [Tepetitn no L-next

piBeHB?

[lepetitu no

OCHOBHOI I1aM ATl

Buxin

{
-

Pucynok 1.3 — CrporieHa 610k-cxema oreparlii 3uuTyBaHHs 1aHux 3 siapa CPU

1.1.2 Apxirekrypa Ta po6ora DRAM

VY cydacHUX KOMIT'IOTEPHHUX CHCTEMax SIK CIOXKHUBAI[bKOIO TaK 1 BUPOOHUYOIO
PIBHSI 1711 OCHOBHOI MaM’sITI Iporpam Ta MpPOLECIB BUKOPUCTOBYEThCS TEXHOJIOT1S
nuHamiyHOi omepatuBHOi nam’ati (DRAM). Hasea DRAM (Dynamic Random
Access Memory) BiJloOpaxka€ OCHOBHI XapaKTEPUCTUKHU LIbOTO THUIY IaM ATi, SKi
BU3HAUalOTh ii (yHKIIOHANM Ta apxiTeKTypHi ocoomuBocti. I[lepmie cioBo,
"muaamivHa" (Dynamic), moB’si3ane 3 mpuHiunoMm podotn DRAM, ne kokHa
KOMIpKa IaMm’sTi CKJIQJa€ThCsl 3 KOHJAEHcaTopa 1 TpaH3ucrtopa. KonaeHcarop
BUKOPHUCTOBYETHCS JUTsl 30epiraHHs 3apsiy, sSIKWi TIPEICTaBIIs€ JIOT1uHe 3HaYeHHs ()
a60 1. OckuIbKM 3apsifl y KOHIEHCATOPl MOCTYNOBO PO3PSIKAETHCA YEPE3 BUTIK

CTpyMy, 1H(popmarliss B mam’sTi 3 yacoM BrpadaeTbesa. 1100 yHUKHYTH LBOTO,
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HEOOX1JTHO TMEPIOUYHO OHOBJIIOBAaTH JIaHl, BUKOHYIOUM TMPOIEC IIiJI Ha3BOIO
"refresh". L1 ocobnmBicTh Bimpizasie DRAM Bix iHIUX THITIB TIaM’ ST, 30KpeMa BiT
cTaTu4HOi ornepatuBHOi nam’saTi (SRAM), ne nani 36epirarotbes 6€3 HEOOX1THOCTI

OHOBJICHHS 3aBJISKH BUKOPHCTAHHIO TPUTEPIB.

Hpyra dactmra Ha3Bu, "3 goButbHHM pgoctymoMm" (Random Access),
MIKPECTIOE MOXJIMBICTh MPSMOTO JOCTYMYy A0 Oydb-sIKOi KOMIPKM Tam’ATi
He3aJIe)KHO Bija 11 po3ramryBaHHs. lle o3Hadae, mo s oTpuMaHHS a0o0 3amucy
iHpopMaIlii B KOHKPETHY KOMIpPKY HE MOTPIOHO MOCHIJOBHO MEperisaaTH 1HII
KOMIPKH, SIK Y CTPIYKOBUX 200 I1HIIKX MOCIIIOBHUX 3alaM'aTOBYIOUUX MPUCTPOSIX.
3aBasku il BmactuBocti DRAM 3abesneuye MBUAKUN TOCTYN A0 AaHUX, IO €

KPUTUYHO BOKJIUBUM JJIs1 BUKOHAHHS OOYKCIIIOBAJIBHUX 3a/a4 Y peaIbHOMY Yacl.

DRAM ciyrye OCHOBHMM BHJIOM OINEPAaTUBHOI IaM’ STl y Cy4YaCHUX CUCTEMAX,
OCKUTbKM BOHa TNPOIOHYE BHUCOKY €MHICTh 30€piraHHs 3a MOPIBHSHO HHU3bKOT
BapTOCTI BUpOOHUUTBA. Lle gocsraeTbest 3aBASKH MPOCTIA CTPYKTYpl KOMIPOK, IO
CKJIa/Ial0ThCA JIMIIE 3 OAHOTO TPAH3UCTOpa 1 OHOIO KOHJEHCATopa, Ha BIAMIHY BiJ

CKIIaHImol apxiTektypu SRAM.

VY Takomy THIi mam’sATi JaHl agpecyroThCs 32 TONOMOIOI HACTYIHUX PIBHIB
apXITEKTypH (BiJ BHILOTO JI0 HMXKYOTO): KaHAJI, paHT, rpyna OaHKiB, OaHK, PSAOK 1
croBrenb. KokeH piBeHb Ma€ CBOI BIIacHI OITH B CJIOBI ajpecH, 3ajJeKHO BiJ
BUOpaHoro maketa. /[Bi Haitnommpeniui crpykrypu ajapec: Ka-Pa-ba-Pa-Cr ta Ps-
ba-Pa-Cr-Ka (3a mepmmmu OykBamMM Ha3B PiBHIB, BUITyCKalO4M Tpymy OJIOKIB),

MOKa3aHO Ha PUCYHKY 1.4.
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IJ_I I l I ‘ | ‘ Psjiox CToRIICLb ‘
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‘ Panr bauk
Kaman
I'pyna 6ankin

(@) Agpeca tuny Ka-Pa-ba-Ps-Cr (ChRaBaRoCo)

15 13 11 1 0
Psinok ’ | ’ | ‘ | ‘ Crosrienb ‘ | ‘
] ] ]
bank ‘ Paur Kanaui
['pyna 0ankis
(b) Anpeca tuny Pa-ba-Pa-Cr-Ka (RoBaRaCoCh)

Pucynok 1.4 — Po3ramryBanus 6iTiB agpecu aiis rnam'siti DDR4 3 2 xananis

BayTpinsio x apxitektypu nam’siti DRAM neransHO nponeMoHCTpOBaHO Ha
pucyHky 1.5. IIponiecop 3B’ s13y€TbCsl 3 OCHOBHUMH 3aIlaM’ ITOBYFOUMMH MIPUCTPOSIMU
yepe3 okpemi kaHanu nam’sTi (1 Ha pucyHKy 1.5), KOKeH 3 SKuX Haidye BIACHHI
Ha0Op IIMH KOMaH/I, JaHUX 1 aapec. Jlo oIHOro KaHally MOKHA MIIKITIOYUTH KUTbKa
MOJyJIiB Mam’aTi (3a3Buuail Mmoayii nam’sati Dual In-line Memory Modules a6o x
DIMM), mo no3HadeHi sk 2 Ha puyHKy 1.5. OauH Takuii MOAYJIb MICTUTh KUJIbKA
MIKPOCXEM MaM'sITi 3rpyNnoBaHuX B paHru. KoMaH/H1 1 agpecHi IWHU € CIIJIbHUMHU
JUIL  BCIX MIKpOCXeM, ajie INMHA JaHUuX pO3IiJeHa IS KOXHOI PaHTOBOi
MIKpOCcXeMaMu (SIK MOoKa3aHo 3 Ha pUCYHKY 1.5). PaHroBuii 4inm mam'aTi MICTHUTH
Kibka OaHKiB, 00’eqHaHuX B rpynu (4 Ha pucyHky 1.5). IIpu npomy OaHk - 1e
HallMEHIIIa CTPYKTypa, BUIMMA JUIsl KOHTpoJiepa mam'siti. Came OaHKHU € KIHIIEBOIO
TOYKOIO yCiX 3alMTIB HA JOCTYII O TaHUX ONEPAaTUBHOI mam’4Ti. baHk ckianaerbes
3 iHTepdelCHUX TOPTIB, ApaiiBepiB AJisi BUOOpY psaKa JJisi akTuBalii (JAexomep
psAIKa) 1 CTOBMIA JJIsl YMTaHHS a0o 3amucy (jorika Bubopy ctoBOIiB, CSL) 1 macus
1HIUBITyaIbHUX KOMIpOK ram’ati (anr1. Memory Array Tiles, MAT) (5 Ha pucyHky

1.5).
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Pucynok 1.5 — Buytpimnsa Oynosa nam’sitt DRAM
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Y MAT, 3anam’sITOBYIO4l €JIEMEHTH OpPraHi30BaHl B MaTpULIl0, 1€ BCl KOMIPKH

psAaKa MaroTh CHUIBHY JiHIIO ciiB (aHm1. wordline, WL), a Bci KOMIpKH CTOBMIIS

MaloTh CIUIbHMM JiHiO O1TiB (aHm. bitline, BL) (6 Ha pucynky 1.5). MAT takox

MICTUTh ApaiiBep WL 110 BiAmoBigae 3a OTpUMaHi CUTHAJIMA 1 HAO1p MJICUIIIOBAYIB

CUTHAIYy, K1 BUKOPUCTOBYIOTLCA JIsI YATAHHA Ta 3allUCy 3HAYCHDb Y KJIITUHKAX.

@di3uyHO KOMIpKa TaM'aTi sIBsi€ COOOI0 KOMOIHAII0 OHOTO KOHJEHCaTopa Ta

OJTHOTO TpaH3ucTOpa. TpaH3uCTOp, SKUN HA3UBAETHCS TPAH3ZUCTOPOM JIOCTYIY,

kepyetbest 3 WL psiny. [lpu aktuBaitii, eneMeHT iAKIovae KiHelb KOHAeHcaTopa /10

BL, nacuuyroum Woro. Ilpm npoMy IHIIMKA KiHELb KOHJEHCATOpa TMOCTIIHO
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TIKJTFOUCHHUH 10 3eMJI1. 3apsJl JaHOTO HAKOMMMYYyBaJIBHOTO KOHAEHCATOPA 1 BU3HAYAE

3Ha4YEHHS 01Ta, 10 30epiraeThcs KOMipKOIO.

Ha xinmi OiToBOi MiHIT 3HAXOMWUTHCS TMIACWIIOBaY CUTHAMY (aHDI. Sense
Amplifier, SA), sikuii ckiagaeThes 3 ABOX IHBEPTOPIB y KOHPITYpaIllii 3 mepexpecHuM
3yeruieHHsM (7 Ha pucyHKy 1.5). Konu BinOyBa€eThCst JOCTYI 10 KOMIPKH IaM’sITi Ha
BIJITOBITHOMY panky, CSL migkmiowae iHmmME KiHens SA [0 IIHHH
BBEJICHHS/BUBEICHHS 0aHKY JaHuX. (8 Ha pucyHky 1.5) [ligcumtoBadi cUrHaty B 1ii
KOH(]Iryparii TakoX BHKOPHCTOBYIOTbCS AJisi 30epiraHHs OCTAHHBOTO psifiKa, A0
AKOTO 3BEpTAIUCA, TOMY Ha0lp TakuX MiACHIIOBAYiB TaKOX 1HO/AI Ha3UBAIOTh

oydpepom psakiB (anmi. Row Buffer, RB).

[Ilo6 3umTyBaTH a0O0 3amMcyBaTd AaHl B MaM ATh, LILOBUI PSAJIOK MOBUHEH
OyTH aKTUBOBAaHUM JJI 3aBaHTaXXEHHs CBOro BMicty B RB, mepmr HiX oTpumaru
noctyn no nanux y RB. Jlng pob6otu 3 KoMipkamMu KOHTPOJIEp IMaM’Ti OMeEpye
4oTHUpMa OCHOBHUMHU KoMaHJamu — no3apsypkanHs (PRECHARGED), aktusaiis
(ACTIVATE), 3untyBanus (READ) Ta 3anuc (WRITE) sixk mokazano Ha pucyHky 1.6.

Anroput™ poOOTH 3 TaM’ATTIO 1 UMK KOMaHJAaMH BUTJISAA€ HACTYTHUM:

o SIKIIO XONEH psIIOK He 3aBaHTakeHWi 10 RB, Takuit 6aHK 3HAXOIUTHCS B

CTaH1 OYlKYBaHHS.

o IIlo0 3aBanTaxkutu psagok DRAM B RB, kontponep mam'siti Bugae 6aHky

xomanny aktuBaiii ACTIVATE (ACT).

o Komu pspok 3aBanTaxkyerbcs B RB, xoHTponep mam’aTi MOXKe BHAaBaTu

komanu READ nns 3anurty nanux 3 RB,

o AG0 x xomanau WRITE mist 3mian manux B RB. Ockinbku psiiok Bce 111

aKTUBOBaHUM, Oyab-ski 3MiHK B RB BimoOpaxkatotbces B psiiky DRAM.

o Komm 3miliCHIOETBCS TOCTYN 10 1HIIOTO Psi/iKa, 3’€THAHHSA MK TMOTOYHUM
aKTUBOBaHUM psiikoM 1 RB mae OyTu crodarky 3akpuTo 3a JOIOMOTOIO

xomanu PRECHARGE (PRE), ckunaroun 6ank g0 crany PRECHARGE.
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Pucynok 1.6 — 3anuc Ta 3unTyBaHHs J1aHux 3 0aHky DRAM

READy ? A \WRITE
A Y

Cranu Ha piBHI OaHKy Ta KOMaHJH, IMOB’sA3aHl 3 JOCTYNOM 10 JaHux. [lpu
IbOMY JICKOZIEp aJipecH TO3HAUCHO K A Ha pUCYHKY 1.6, a mexkoaep psaaKiB 1 1paiiBep
WL no3naveno sik B Ha pucynky 1.6. fAkiio noTpiOHO 3anmucaT JOT1YHY OAUHUIIIO
(1), xoHACHCATOp 3aPSKAETHCA, a SAKIIO JOTiYHUM HyIb (0), BIH 3aJHMIIAETHCS
po3pskenuM. Lleit cran KoHIeHCcaTopa BU3Havae, sike 3HaueHHsI Oyzie 30epiratucs B
KOMIpIIl JI0 HACTYIHOTO LMKy OHOBJIEHHS abo mepe3amnucy. OnHaK 30€peKeHHS
3apsiIy B KOHJEHCATOPl € THMYAaCOBHM, OCKUIBKHM Yepe3 BIIACTHBOCTI MaTepialiB i
KOHCTPYKIIIIO €JIEMEHTIB Bi1I0yBa€ThCsl MOCTYNOBUM BUTIK 3apsany. LI{o6 3amobirtu
BTpari nanux, DRAM BHUKOPHUCTOBy€ MeXaHi3M OHOBJICHHS, SKHM TEpPIOAUYHO
OHOBJIIOE 3apsifi y KOHJEHCaTopax, 3a0e3lmeuyround CTaOUTbHICTh 3aIlliCaHol
iH(opMariii. YacToTa UX ITUKIIIB OHOBJICHHS 3aJI€KUTh B1J (DI3UYHUX BIACTUBOCTEH
KOHJ/ICHCATOPIB 1 TEMIEPATypHUX YMOB, Y SKUX TPAIIOE TaMm’ SITh: MIIBUIIECHHS
TeMIeparypu 3a3BUYail TMPUCKOPIOE BUTIK 3apsay, L0 MNOoTpedye dYacTIIIoro

oHOBJIeHHs1. Ha enekTpuyHOMYy piBHI 3aBaHTake€HHA psANKiB y RB BHUKOHYyeThCs 3a



38

nonomororo ukiay ACTIVATE-PRECHARGE 1 ocHOBY #0ro po60TH ITpeIcTaBIEHO
Ha pUCyHKY 1.7.

L Y =T |lvbp+s
;U_I—L o
1 0
-
GND sVoD

Pucynok 1.7 — Ilukn 3anucy Ta 3unTyBaHHs 1HpopMmalii 3 koMipok DRAM

3a 3aMOBUYBaHHSIM KO)KHa 3aram’sTOBylO4a KOMIpKa Mam AT 3HAXOJIUTHCS B
MONEPETHBO 3aPSAHKEHOMY CTaH1 SIK MOKa3aHO Ha 300pakeHH1 1 Ha pucyHky 1.7 1
KOHJICHCATOp TOBHICTIO 3adapOoBaHUN SK TaKHil, 110 MOBHICTIO 3apspKeHu# (i
BIJINOBIJIHO MTOBHICTIO PO3PSAKEHUI y BUMAJKY JOTTYHOTO HYyIs ), WL 3HMKYy€eThCH,
1 obunBa kiHUi SA, Brmouaroun BL, miATpuMyroThCs TMiJI HAmpyrow IO piBHA
MOJIOBMHI MaKCUMAaJIbHOTO 3Ha4eHHsI HacuueHHs(Vpp) ToOTO piBHOIO B 2V pp. [1]06
3aBaHTAXUTH BMICT KOMIPKUA NaM’siTi B Oyep psAAKIB, KOHTpOJIEp Ham’siTi BUIAE
BIJIMOBITHOMY OaHKy IMam’sTi B SKOMY 3HaxoauThcs nmorpioHa komipka ACT. Komwm
0aHK OTpUMYE ITI0 KOMaHJY, BIJAMOBIAHA JIHIS CIIB MIAKIIOYAETHCS 10 BUCOKOTO
BXOJY, 3 €JHYIOUM KOHJEHCATOp KOMIPOK Mam’sTi B LIJILOBOMY PSJIKY 3 iX JIHIEIO
oiTiB. Koxxen koHaeHcarop 1 #oro OitoBa jiHid BL momurstiroTe cBifi 3apsg 110
MOJIOBHMHI, MIABUILYIOYM HAMpyry miei JiHii g0 Vpp + O, abo X, BiAMOBIJTHO
OIycKarouu Horo a0 Vpp — O JUIs IPOTUIIEKHOTO 3HaYeHHsT kKoMipkH. Lleit mpouec
MPOUTIOCTPOBAHO Ha MamtoHKy 2 pucyHky 1.7. ToOto Hampyra 6itoBoi JiHIi

3MIHIOETHCSI HAa 3HAUCHHS 01Ty, 1110 34U Ty€eThes. [licis nboro



39

[Ticns mpOTO BMHUKAETHCS TMIJACWIIOBAY CUTHATY SA, Ta BHSABISE PI3HHUIIO
Halpyrd MDK CBOIMH BXOJaMH BIAMOBIMHO TMIACHIIOIOYHM 11, JOKA  PI3HHIA
MOTEHIT1aJIiB O1TOBOI JIiHIT HE TOCSITHE PiBHA Vpp, a IHIINHN BXi7 SA HEe 3HU3UTHCSA JI0
piBaEst GND (BiAMOBIAHO TSI MPOTHIICKHOTO 3HAYEHHS I1i BXOAW OymyTh 3MiHEHI
Mmicisima Ha GND 1 Vpp). Came 11e My 1 MOXKeMO OauuTH Ha YacTHHI 3 pUCYHKY 1.7.
Tak sk KOHAEHCATOP BCE 1€ MiAKIIOYEHUN 10 OITOBOI JIiHI, HOTO 3aps] MOBHICTIO
BITHOBIIOETHCA (1 BIATIOBITHO BHCHAXKYETHCS B MPOTHIICKHOMY BUTAIKY) 3aBISKH

BUIIEONMCAHOMY TTpoliecy 3MiHHM Hanpyru B BL.

[lin gac 3anucy naHuX y psakoBuil Oydep 3MiHA 3HAUYEHHS B HHOMY TaKOX
3MiHIO€ 1 HanpyTy B O1TOBIi JiHIi BL 1, 0Te, K HAacHiOK 1 3apsij KOHAEHcaTopa,
30epiraloud KOMIpPKY MaM’siTi OHOBJIEHOIO 1 HaJalll 3allOBHEHOI HAJICKHUM
3HaueHHsM. Konu x RB ctae morpiGen anisa 30epiraHHs 1HIIOTO PsiaKa, MOTOYHUN
AKTUBOBAaHMUW pANOK Mae OyTu cnoyarky 3akputuil. Komm Oank orpumye PRE
KOMaHJly J03apsi/pKaHHs, JIHISA CJIIB aKTUBHOTO pAJIKa OMYyCKAae CBiM IMOTEHIlial,
130JTF0FOUH i BiJ BiJMOB1AHOT 01TOBO1 JiHIl. Hampyra 060x KiHIIB mijacuioBada SA
MOBEPTAETHCS 10 ¥2Vpp, K Ha 1 yacTuH1 pUCYHKY 1.7 1 cUCTeMa MOBEPTAETHCA J0
MOTEPEHRO 3aPSKEHOT0 CTaHy, MPU 1bOMY Oyay4d TOTOBOIO /IO HACTYITHOI

komanu aktuBaiii ACT Big OaHKy.

[lix yac gocTymy 10 JaHUX, AKIIO HIIOBUH PAIOK yKe 3aBaHTaxkeHO B RB (mu
HA3MBAEMO 1[I0 TIOJII0 a MOTPAIUIAHHS MO PAAKY row hit), omepariis BUKOHY€ETbCS
0e3rmocepeIHhO Ha PAIKOBOMY Oydepi. SIKIo X SKUKCh 1HIINI PSIIOK € aKTUBHUM B
Oydepi (Mu Ha3UBAEMO 110 MO0 a KOHMIIKT psakiB row conflict), 6aHK TOBUHEH
MOTIEPETHBO T03aAPSAIUTH TIOTIEPEIHIN PSIOK 1 aKTUBYBATH IUIbOBUMA PSJOK SKHIA
OyJI0 3anmuTaHO TMepell TMOBEPHEHHSAM JaHuX. SKmo X B OaHKy Hapa3l Hemae
aKTUBHOIO psfka (MU Ha3MBAEMO IO MOJII0 a IMpoMax psjika row miss), OaHKy
MOTPIOHO JIMIIIE aKTUBYBATU IIJILOBUN PAMOK, SKHM OyJIO 3ampoIeHO Mepen

ITOBCPHCHHAM JaHUX.
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Konpencaropu He € iJlealibHUMH €JIEMEHTaMH JUIsl YTPUMYBAaHHS 3apsny. 3
9acoM BOHH MOT0 BTpayaroTh Yepe3 MpoIeC BIAOMUM K BUTIKAHHS 3apsay. SKIo 10
KOMIPKHA TIaM’sT1 He BIJI0OYBA€ThCsA JOCTYI (TOOTO B TOM yac KOJW 1i 3HAYCHHS,
3aBaHTaxeHe y Oydep pAIKy) 3 JOCTATHHOKO YaCTOTOIO, MO0 MOBTOPHO 3allOBHUTH
KOHJICHCATOp, 3apsij Oy/le 3MEHIYBATHCS, TOKW BiH HE OMyCTUTHCS HIDKYE MTOPOTY,
IpU SKOMY KOHJIEHCATOP MOXKE IIJIBMINUTH HAmpyry OITOBOI JIiHII, KOJHM PSAJIOK
aKTUBOBAaHO. 3a TEMIMEpaTypyu HABKOJMIIHBOTO CEPEIOBHINA OIIBIIICTh KOMIPOK
maM’STi BTpa4aroTh 3alKcaHl JaHl yepe3 Kiabka CeKyHa Oe3nisuibHoCTI. Llew edekr
3MIHIOETHCS BiJ KJIITHHU JI0 KJIITUHA Ta OOEPHEHO MPOMOPLIMHMUI Temmeparypi,
TOMY BiH 3HW)KYETHCS B XOJOJHOMY CEPENOBHIII. TakoxX IIe JyKE 3aJCKHUTh Bij
(G13MYHUX BIACTHUBOCTEHN MarepiajiB 3 SKUX 3pOOJICHO €JIEeMEHTH KOMIPKU TaM’sTi,
TOX 1€ 3HAYCHHS MOXY BapIIOBaTHCh HABITh B MEKaxX ps/IKa, HE KAKYYH BXKE PO
O0aHk M mumi yin nam’ati. o6 npoTucTosTy 1iil npodieMi Ta yHUKHYTH BTpaTam
JAHUX MiJ 4ac poOOTH CUCTEMH, KOHTPOJIEP MaM’ STl IEPIOAUYHO BHUJIA€ 10 OAHKY
nam’saTi komanau REFRESH (REF). [Ilo6 06po6utu 110 komaHay, OaHKU mam’sTi
aKTHUBYIOTH BC1 CBOi psiiiku, (a00 K TOYEProBO JJIsi OMTHUMI3aIii mam’sTi Ta ii

€HEPrOBUKOBPUCTAHHS ) 1100 3alTOBHUTH HAKOTTMYYBAJIbH1 KOHJACHCATOPH.

BianoBinHi mapaMeTpu cMHXpoHI3alii 1 oHoBieHHs DRAM mpouttoctpoBaHo
Ha pucyHKY 1.8 1 HaBeneH1 B Tabnuii 1.1 qis Tpeox mozaeneit DDR3, DDR4 1 DDRS.
MinimMansHUM 1HTEpBaaA MiX JaBoMa KoMaHaamu aktuBaili ACT BU3Ha4YaeThCs 3a
JONIOMOIOK0  tre, trrp 1 @00 trrp ¢ SAKIIO PANKH [ AKTUBALli BIANOBIIHO
po3TalioBaHi B TOMy camMoMy OaHKy, B PI3HUX OaHKax OfHI€l rpynu OaHKiB abo B
pi3HHX Tpynax 6aHkiB. KpiM TOro, Ha KOXKEH paHT MOKHA BUJATH MAaKCUMYM YOTHUPH
ACT 3a yac BikHa JOCTYNY tpaw. Mariune 4uciio CTaHOBUTH Jiniie 4, OCKUIbKU (B
MeXax OJHOTO paHry) € Juiie § 6aHKiB, KyAH MOXKYTh OyTH PO3MOALIEH] MOCIIA0BHI
noctynu. [IpobGnema mosjsirae B TOMy, 110 CTPYM aKTHBallli OAHKY BHUYEPIYETHCS 3
ychoro MacuBy (200 OaHKy) KOMIpPOK Mam’aTi (TpaH3uUCTOp + KOHJIEHCATOP),
HEOOXIAHUX ISl MiATOTOBKMA MICIS NIl 3YUTYBaHHS. SIKIIO MOCIITOBHI omepartii

YUTaHHS TOTPAIUIAIOTh IIOpa3y B IHIIUKA PAJOK Yy pi3HOMY OaHKy, Mpobiema
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akTuBallii BUHUKae miopasy. I1lo0 3amobirtu CUIbHOMY CIOXKHUBAHHIO CTPYyMY 3
MacuBiB, TOTPIOHO Oy10 OOMEXHTH KITBKICTh TOCHIJIOBHUX AaKTHUBAIi OaHKY
IPOTATOM KOB3al04yoro BikHa dYacy. IlpuymHa B TOMy, IO MOTPIOHO 3amoOirTv
BUCOKMM CTpPUOKaM €Heprii/CTpyMy CIOXHUBAaHHA OaHKY, OCKIIBKHA II€ MOXe
CIPUYUHUTHA CIIOTBOPEHHS OMOpHOiI Hanmpyru(Vpp) B MOMEHT 3YMTYBaHHsI/3aIUCY.
Tak six Vpp 11€ CTaHIapTHUM PIBEHb HAPYTH JIIHIT CJI1B — 3 HUM ITOPIBHIOIOTHCS J1aHi
KOMIPOK, 34MTaH1 3 0aHKy, 100 3p0O3yMITH, YH T€, 1110 BU YnUTa€eTe, MopiBHIOE 1 um 0.
Pusuk 3minu piBHS Vpp MOXE 03HA4YaTH, 10 JTOCTOBIPHICTh TOTO, IO OyJ1€ 3YMTaHO
a0o 3ammcaHy Oyme mij 3arpo3oro. OfHak Il MmapaMeTpH sIK tpaw 1 trrp 3a3BHYAM
3aBUIIEHI, 1 TIOHEP NaM’ STl MOXE MIJBHUIIUTUA MPOAYKTUBHICTb CHUCTEMH, TPOXU
smiHuBIIM 111 mapametpu. [lpu npbomy xomanau REF BumaroThcsi kOHTposiepom
namMm'saTi OJMH pa3 B IHTEpBall BIKHA OHOBJIEHHS (trgr1)) 1 TPHUBAIOTH 32 YacoM
MPOMIKOK B trpc. Tak y UK trepw, YCI PSAJKH MaM’sITI OHOBIIIOIOTHCSI TPUHANMHI

OJIMH pa3s.

Tabmuis 1.1: Yacosi mapamerpu cunxponizamii aiuss DDR3 1600 8Gb x8[6],
DDR4 2400 8Gb x8[7], Ta DDRS5 4000 8Gb x8[8].

YMoBHE
Onuc DDR3 DDR4 | DDRS
IMMO3HAYECHHHA

MiHiMallbHUIM 1HTEpBall JOCTYITY
tre 48,75 uc | 45,8 He |46 HC
TOTO camoro 0aHKy

MiHiMaJIbHUI 1HTEpBall AOCTYITY
IRRD_C . . 6,25Hc |3,3HC |4 HC
JUTSI pI3HUX TPyT OaHKIB

MiHiManbHUM 1HTEpBA AOCTYILY
RRD_L 3 _ - 49u1C |SHC
JUTSI TO1 5K Tpynu OaHKIB
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BiknHo akTuBaiii panry
traw 30 HC 21,6 HC | 16HC
(MakcuMyM 4 KOMaH/IM)
tREFW BikHO OHOBNIEHHS 64 Mc 64 mMc |32 mc
IREF IaTepan REF (Mxkc) 7,8 Mkc | 7,8 Mkc | 3,9 MKC
tRFC Tpusanicte komarau REF 350 He 350 uc | 195 HC

Ha imoctpanii taiimiarie DDR Ha pucysnky 1.8 ropu3oHTanbHa Bich - Hac.
KonbopoBi cekIlii mpeacTaBisitoTh nepionu, koiu OaHk 3aitHsTuil. [lomapanueBa
YacTUHA MTPEICTaBIIsA€ OaHK, 3aiHATUIA KoMaHA0t0 oHOBJIeHHs REF. UepBoHa niisiHka
nmo3Havae nepiof micist komanau aktuBarii ACT, konu 6aHKy HE MOYKHA HaJiCIaTH
ity komanay ACT. Jlns yacoBOTro MpeAcTaBIeHHsS] TAMMIHTIB JIOCTYIy /10 PIBHS
panry (2 Ha pucyHky 1.8) mpezacraBieHo 3 rpynu OaHKiB, 10 2 OaHKHU JJi KOXKHOL

rpynu OaHKIB.

. LREFW :
= 84— . |
| .\_/ | ! :\_f.
[ g S mEmEem [ >
trRepr /S trRFC
.
LrC
(1) YacoBi iHTepBamI Ha piBHI OaHKY
traw
(B0 — D |
BGO | :
(B1 | D
e[ B2 |
(B3 ——— (i |
(B4 —— S
BG2 \ Pl
(B5 | - G —
tI;IRD_LIf-RRD_S' I tre |

(2) Yacori iHTepBam HA PiBHI paHTY

Pucynok 1.8 — Yacosa niarpama 3anucy Ta 34uTyBaHHs iHpopMmalii 3 DRAM
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1.1.3 MaremaTtuyHa MojeJIb MPEACTABJIEHHS MaM’ATi

MareMaTiuHe MOAETIOBAHHS MaM’STi € BaKJIMBUM IHCTPYMEHTOM ISl OIIUCY
Ta aHaJi3y ii CTPYKTYpH, (DYHKI[IOHYBAHHS Ta B3a€MOJIIi 3 IHIIMMH KOMIIOHEHTAMHU
cuctemu. OCHOBOIO MOJIEJI1 TTaM’SIT1 € IPECTaBICHHS il K HA0OPY KOMIPOK, KOJKHA
3 SIKUX Ma€ yHIKaJIbHY aJipecy Ta 3HaueHHs. MaremaThyHa MOJelb MpeaCTaBICHHS
nam’siTi BUKOPUCTOBYEThCS i (hopMalizallii CTpyKTypH, OpraHi3allii Ta mpoIeciB
JOCTYITy J10 TIaM’SITi B KOMIT IOTEpHUX cUCTeMax. BoHa 103BoJIsie onmucaTy mnam’sitb
K MHOJKHMHY aJpE€COBaHMX KOMIPOK, J€ KOKHa KOMipKa Moke 30epiratu Jeske

3HA4YCHHAI.

Hexait M npencrasiisie MOJ€Ib am’siTi, A€:

M={(a,v) | a€AveV} (1.1)
ne A — wmuoxwuHa angpec (mampukiaa, A ={0,1,..,N —1} mna mam’sari 3 N
aapecamu), a V — MHOXXHMHA MOXJMBUX 3Ha4y€Hb, SIKI MOXYTh 30epiraTucsi B

KOMIpKax mam’siTi (HalpuKIIaJ, MHOXUHA OITOBUX PANKIB (PIKCOBAHOI JOBXKHUHH).
Jlist koxkHOT anipecu a € A, dynkuist M (a) noBeprae BiANOBIAHE 3HAYCHHS JaHUX,
110 30epiraeTbest B ik KoMipil. [Ipu IboMy TakoK SIKIIIO MU TOBOPUMO TPO CyUYacHi

KOMII F0TE€pH, TO ¥ npurMae 3HayeHHs 0 ym 1.

OcHoBHI omepailii poO0OTH 3 aM’ATTI0O — 1€ YumaHHsa Ta 3anuc. Onepais
yutaHHa read(a) mnosepTae 3HaueHHs M(a), sike 30epiraeTbcs 3a aJpecoro a.
Onmnepartis 3anucy write(a, v) 3MIHIOE CTaH ITaM ' ATi, 30epiraroun 3HaueHHs v € D 3a

BKa3aHOIO aaApCCOIO a. (DOpMaJ'H)HO Oc MOJXHaA 3alluCaTH AK:

aKmo a = a’

_ (1.2)
B iHIIOMY BUNIAJIKy

n _ U
Mnew(a ) - {M(a’),

ne M,,.,, — HOBHIA CTaH MaM’STi MiCJIsi BUKOHAHHS OTepallii 3ammucy.
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3 1i€i CHIpOIIEHOI CHUCTEMH BHBOJHUTHCS 1 OCHOBHA MaTeMaTHYHA MOJCIIb
nam’sITi 3 pO3JUICHHSIM Ha 6aratopiBHEBY iepapxiro. Hexait M1,M2,....Mn — piBHi
nam’ati (kerr, RAM, auck ToIo), Toi 3arajJbHUM Yac AOCTYIy J0 JIaHUX MOJKHA

BUPA3UTH SIK 3BAKECHY CyMY:
Tavg = ?=1 PiTi (13)

ne Ti— yac noctymny 70 1-To piBHA aM’ 5T, a Pi — WMOBIpHICTb 3BEpHEHHS JI0 IILOTO
piBHsA. [l BpaxyBaHHS crneuuM(iyHUX BIACTUBOCTEH MaM’siTi, TakuX SK dac
oHoBJIeHHS B DRAM, 101at0ThCsl 4acOBI XapaKTEpUCTUKHU. Yac MUKy maM STl teycle

MO>KHa OIHKCATHU K CyMY TPbOX KOMIIOHEHTIB:

tcycle = tread + twrite + trefresh (1-4)

1€ treadt — YAC YUTAHHS, tyritet — YAC 3AIUCY, trefresh — YacC, TOTPIOHUHN 1711 OHOBJICHHSI

3apaiB y kKoMipkax (ayst DRAM).

MareMaTtuyHi MOJIeJl TaKOXX BPaxOBYIOTh IMOBIPHICHI XapaKTEPUCTUKH,
Hanpukiaa, y MOACIIOBaHHI aTak Ha maM siTh, Takux sk RowHammer. J{ns uporo
MO’KHa ONMUCATH WMOBIPHICTh MOSBH 3MIHKM OITIB Ha MPOTWIECKHI y IMaM ATl SIK
¢ynkiito Big yactotu aktuBailii psakiB Prip=f(Nactivations), 1€ Nactivations — KUTBKIiCTb
aKTHUBAIl arpecopcbkoro psaka. L1 mozem Ha 0a30BOMY pIBHI JI03BOJISIIOTH
aHaI3yBaTH TMPOJYKTUBHICTh, CTAOUIBHICTH 1 Oe€3MeKy TmamM’saTi, a TaKoX
ONTHMI3YBaTH ii MapaMeTpu AJsl 3MEHIICHHsS PU3UKY BUHUKHEHHS MOMHIOK abo
atak. s mam’ssti DRAM mognens 6a3zyeThCsi Ha PO3TISAl KOKHOI KOMIPKHU SIK
OKPEMOT0 €JIEMEHTa, 0 MOXKe mepedyBaTH y JBOX cTaHax: 3apsipkeHoMy (1) abo
pospsaxerHoMy (0). Lli ctanu BinoOpakaroTbes y BUTIsAAl O1HapHOi 3MiHHOT Cij, 1€ 1
1 ] TO3HAYAIOTh PAJIOK 1 CTOBIEIb BIAMOBIAHOT KOMIPKH Yy MaTpHIIl 1aM’sATi. Takum

YIHOM, CTaH BCi€i mam’sITi MOKHA 1ojatu sk Matpuiio M, ne M[1,j]=C;;.
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30epeeHHs CTaHy KOMIPKH 3aJIeKHUTh BiJl MPOIIECY 3aAIUCY, IKUM ONMUCYETHCS
ak ¢pyskiis W(C;j;,D), ne D — 1e BxijHe 3Ha4Y€HHs, sSIKe MOTPIOHO 3amucatu. SKIino
D=1, ¢pynkuis 3apsmkae konaeHcarop Cij, nepeBoasiun ioro y crad 1. ko D=0,
KOHJICHCATOp PO3psKaeThes, Mo Bianorigae crany (. OHoBieHHs abo pedperr
mozemtoeThesl Ak (ynkuis vacy R(Cijlrer), sIka BIAHOBIIOE MOYATKOBUN CTaH
KOMIPKH B MOMEHT 4acy trer, AKIIO 3YUTYBAHHS [TOKA3y€ BTPATY 3apsiLy Yepe3 BUTIK.
Ile no3BoJyisie BpaxoByBaTH SIK MPUPOAHI XapaKTEPUCTUKU KOMIPOK, TaK 1

HEOOX1IHICTh IIMKJIIIYHOTO OHOBJICHHS.

BaxxnuBuM acriekToM MOeNi € JUHAMIKa BTpaTH 3apsiiy, sKka Moxe OyTu
onKcaHa yepe3 eKCIOHEHIIIITHE 3MEHILEHHS PiBH 3apsiay B yacl. i1 HbOro MoXHa
sukopucTaTu Qynkuio Q(t)=Qee™, ne Q(t) — 3aMMIIKOBUIA 3aps y KOHIEHCATOPI,
Qo — moyYaTKoOBHii 3apsij, a A — KOe(DIIIEHT BUTOKY, SIKAW 3aJIEKUTh BiA (P13UUHUX
BJIACTUBOCTEH Martepiajly Ta TemmepaTypHux yMoB. Skmo Q(t) mamae HK4e
IEBHOTO MOPOroBoro Vpp 3HaueHHsA a00 X Qmin, Y BUIAAKYy MaTeMaTUYHOIO
IIPE/ICTABIICHHS, CTaH KOMIPKH 3MIHIOETHCS 3 JIOTIYHOI OAMHUII HAa HYJb, IO
MoJietoe BTpaTy aaHux. OCTaHHIM eJIeMEHT MoJielll — II€ ONTHUMi3allisl poOoTH
nam’siTi, sKa BKJIIOYAE PO3paxyHOK yacTotu pedpemy F,, mo MiHIMIZye BTpatu
3apany 0e3 3aiiBoro 30UIbIIEHHS €HeprocrnoxuBaHHA. lLle Moxe Oyrtu
chopMysiboBaHO sK 3amava onrtuMizarii: min(F;), 3a ymoBu Q(t) > Qmin, VL.
Bukopucranus Takoi Mozeni J1a€ 3MOTY MpoOaHali3yBaTH, SK 3MIHIOIOTHCA
XapaKTEPUCTUKU TaM ATl 3aJE€KHO BiJ TEXHOJOTIYHUX MapaMeTpiB, 1 J03BOJISE

IPOEKTYBATH €(DEKTUBHIIII CUCTEMHU 3aXUCTY Ta YIPaBIIHHS 1aM’ SITTIO.

1.20cHOBHI BEKTOpH aTaK HA aM’ATh

[Tam’sTh cTa€e KEpenoM T0CTyy JJIsl KidepaTak, 110 BUKJIUKAE 3aHETTOKOEHHS
o710 OE3MeKH Ha CHUCTEMHOMY PiBHI, OCKUIBKH IaM’STh Maike BCIOMUCYIA B
€JICKTPOHILIl, a TOPYIIEHHS BaXKo BUSBUTHU. LIogHs 3pocTae KinbKiCTh HOBUH IIPO

TE, 10 XaKePH aTaKylTh CIOXKMBAIIbKY €JIEKTPOHIKY, TPOMHUCIOBI Ta KOMEPIIiiHI
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CEeTMEHTH KOMYHIKaIlilf, a TaKOX 3pOCTal0dy KUIBKICTh MaJIUX Ta TOBCSIKICHHHUX
MIPUCTPOIB, MIIKIIOYECHUX 10 [HTepHETY Ta OJWH 0 OAHOTO. 3TiTHO 3 ONMMUTYBAHHSM,
npoeaeHuM Splunk[9], 54% mniANpUEMCTB CTHKAIUCS TPUHAWMHI HIOMICAIS 3
KiOepHEeTUYHUMH 3005 IMH cUCTeMH/Mepexi. Takok MOBIAOMIISIIOCS, IO OJIH3BKO
70% BpaznmBOCTEH y mpomykrax Microsoft moB’s3ani 3 mpobiemMamu Oe3meKu

rmam’ sITi.

1.2.1 OcHOBHI MOHATTHA

ATaky Ha OCHOBI IMaM’sTi, TaKOX B1JIoMi sik Oe3(aiiyioBi aTaku abo ataku 0e3
3JI0BMHCHOT'O MPOIPaMHOTO 3a0e3IeUeHHs, IIBUAKO CTalOTh 3HAYHOIO 3arpo30i0 Y
cepi kibepOe3neku. BoHn onucyroTe Kareropiro Kidep3arpos, y KX 3J10BMHCHHUK
BUKOPHUCTOBY€E BPA3JIUBI MICIS B IMaM’sSITi KOMII FOTEPHOI CUCTEMH JUIsl BUKOHAHHS
3JIOBMUCHUX 11, yHUKAIOUU BUSIBICHHS TPaAULIIITHUMU (DailIOBUMU AaHTHBIPYCHUMU
pimieHHsiMuU. [lel ckimagHui 1 HEOPTOAOKCAIBHUN CMOCIO pOo3ropTaHHs KibepaTak
CTaBUTh TM€pe PO3POOHHKAMHU pillleHb 3 KiOepOe3Nneku Ta aHTHUBIPYCHUM
MporpaMHuM 3a0€3MeUeHHSIM HOB1 BUKJIMKU. P0310paBIIMCh Ha aHAIITUYHOMY PiBHI
00TOBOpPEHHS 1 PO3YMIHHS aTaK Ha OCHOBI IIaM’SIT1, MU MOYKEMO TTOTTTMOUTH 1 OI[IHUTH
MacmTabu 1i€i  3pocratodoi npobOnemu. Ha 0Ga3zoBoMy ABIMKOBOMY piBHI
LIEHTPAJILHOTO MPOIecopa KOMIT I0TEpHA MporpamMa — I1€ JUIIE cepist IHCTPYKILIN —
KOJIH 111 IHCTPYKIIIi 3aMUCYIOThCS 1] 4Yac BUKOHAHHS B mam’sTi komm totepa (RAM),
BOHA CTa€ MPOTrPaMol0, 3 KO MM B3aemojiemMo. TpaaulliifHO aTaku Ha OCHOBI
3JI0BMUCHOTO TPOTpaMHOTO 3a0e3MeueHHs 30Cepe/keHl 1 MICTAThCs Ha dainax,
BCTAHOBJICHUX Ha JKOPCTKOMY JAHMCKy komm 'torepa. Lli ¢aiinum uacto Oymu
3aMacKOBaHl, MpUXOBaHI abo BOymOBaHI B, 3AaBajiocs O, HEMIKIIJIWBI YaCTUHU
IpPOrpaMHOro 3abe3neueHHs YM BMICTY. [HCTpyMeHTH 3axucTy Bix BipyciB abo
3JIOBMHCHOTO TIPOTPaMHOI0 3a0€3MeUeHHs BUSBISUINA 1 BUAAIATAMYTD 11 IIKIJIJIMBI
¢aitnm Ha OCHOBI MOTIEPEHHO BU3HAYCHUX CUTHATYP a00 €BPUCTUK , TAKUM YHHOM

3aXHUIA0YN XOCT KOMII IOTEP BiJ MIKOH, IO TaKl MPOTPaMU MOXKYTh 3aITOIISITH.
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ATaku, 3aCHOBaH1 Ha MMam'siTi, MPUHITUIIOBO BIAPI3HIIOTHCS 32 PEKUMOM pOOOTU
Ta O3HAKaMH, SKi HEMOXXJIMBO BHSIBUTH. Taki BTOPTHEHHS HE BCTaHOBIIOIOTH
MOCTIMHI KOmii 3J0BMHCHOTO MPOTPAMHOI0 3a0€3MEUeHHs] Ha MKOPCTKUM JHCK
CUCTEMH, a OTKEe, OOXOSATH BUSBICHHS HAa OCHOBI CUTHATYp 1 HE 3aJIMIIAIOTh CJIi/IIB
JUTSL pO3CITIyBaHHS TICS THIUACHTY. BOHUM BUKOPHCTOBYIOThH J03BOJICHI CHCTEMHI
IHCTPYMEHTH Ta MPOIIECH, 11100 BUKOPUCTOBYBATH BPA3JIMBICTh MPOCTOPY B IaMSITI,
MO3UIIIOHYIOUH IIKITMBUAN KOA JAJisi Oe3MocepelHbOr0 BUKOHAHHS B OINEPATUBHIN
nam’ati. Ile poOuth aTraku Ha OCHOBI HaM’SATi MPHUXOBAaHUMH, €(HEMEPHUMHU Ta
HEHMOBIPHO CKJIAJTHUMHU JJISI BUSIBJICHHS Ta YCYHEHHS 3a JOTIOMOTOIO0 3BHUYAMHMX
3axofiB Oe3neku. IH’ekuisa 3ammdpoBaHOro, TpPaHC(HOPMOBAHOIO 3JOBMHCHOIO
KOPUCHOTO HaBaHTaXeHHS ab0 KamyispKy MiJ 4ac 3BUYAHOI pOOOTH CHUCTEMH,
BUKOHAHHSI KOPUCHOTO HABAHTAKCHHS JIMIIIE 32 TIEBHUX YMOB 1 JIMHAMIYHI 3MiHU 3
OHOBJICHHSIMU POOJIATH 111 TTOCTIJOBHOCTI B IIaM’ATI HAJA3BUYANHO CKIAQTHUMHU ISt

imenTrdikarii Ta 6JJOKyBaHHS 3 CaMOTO MOYATKYy.

KirouoBUM MpHKIAIOM € 3JI0BMHCHE IMpOrpaMHE 3a0€3Ne4YeHHs Ha OCHOBI
PowerShell, sxe Moxe 3amyckaTH CKJIaJHl WIKIJIMBI cueHapii Oe3mocepeHbo B
OTIEpaTUBHIM IMaM’sTi, HE 3alMUCYIOUM >KOJHOTO JI0IaTKOBOTO (pailily Ha JHCK.
BukopucTtoBytour BIacHUM I1HCTPYMEHT aaMiHicTpyBaHHd Windows, 1i artaku
MOXYTh OpPraHIYHO TIOE€HYBAaTUCS 31 3BUYAWHOK JISUTBHICTIO CHUCTEMH,
3aJIMIIAI0YHMCH 11032 YBAror OLIBIIOCTI pillieHb Oe3meku. HacTiibKu 5k CIpUSI TIMBUM
JUIsl aTak Ha OCHOBI MaM ATl € (DIIIMHL, Y SIKOMY BHKOPHUCTOBYIOTHCSA COLIIQJIBHO
CTBOPEHI Bpa3JMBOCTI. 3JTOBMUCHUKH IMITYIOTh JOBIPEHOTO KOHTaKTa Ta
CIOHYKAIOTh CITIBPOOITHHKA 3aBAaHTAXHUTH Ta 3allyCTUTH MKIIHBUN (aitn. [ToTim
(aiil BUKOPUCTOBYE JO3BOJICHI CUCTEMHI THCTPYMEHTH MJisi BUKOHAHHS KOMaHH y
¢boHOBOMY pEXHMMiI Ta BBOAWUTH MIKNIMBHM KOA Y CHUCTEMHY IaM siTh. Jleski
MOIIMPEH] TUIM aTaKk Ha OCHOBI MaM’sIT1 BKJIIOYAIOTh aTaku NepenoBHEHHs Oydepa,
araku DLL i#’ektii 1 araku pyTkiTiB. i araku MOXyTh 3M1MCHIOBATUCS PI3HUMU
crioco0aMu, HarpuKJa GIITUHTOBUMH €JIEKTPOHHUMU JTUCTAMU, IIKIJITABUMHU BEO-

caiiTaMu a00 3aBaHTAXKEHHSIM 3apPa’KEHOT0 MPOrPaMHOTro 3a0e3neyeHHs. Y HeJaBHIN
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npe3eHTaiii moao BpaznuBocTi RowHummer O6yno npoaemoncTpoBano araxky[12]

10 MOYKJIMBA JIMIIIE 3aBISKU Opay3epy.

{00 3axucTUTHCA BiJl aTak Ha OCHOBI MaM sATi, OKpeMi OCOOHM Ta opraHizaiii
MIOBHHHI TICPEKOHATHUCS, IO TXHE aHTUBIPYCHE MPOrpaMHe 3a0e3MeUeHHs] OHOBJICHO
Ta TIPOBOIMTH PETYISPHE CKAHYBAHHS. IM Takoxk CHiJ OyTH o00epeKHUMH,
3aBaHTAXYIOUM abo BiAKpHBarouu (ailmu 3 HEBIJOMHUX JDKEpeN, 1 PeryispHO
OHOBJIIOBAaTH CBOIO ONEpalliiHy CHCTEMY Ta MPOTpaMH, 100 BUIIPABUTH OYIb-sKi
BiloMi BpasznuBocTi. KpiM TOro, BIPOBaPKEHHS TOJITUKH HAIIHHUX MapoiiB 1
OararodakTopHOi aBTEHTHU(IKAIIIT MOXKE JOTIOMOTTH 3a00ITrTH HECAHKIIIOHOBAHOMY

JOCTYITy 10 KOH(1AEHI1HHOT iH(popMalii.

He3natHicTh TpaguIIiHUX AaHTHBIPYCHHUX 1HCTPYMEHTIB CKaHyBaTh Ta
3aXMIIATH CHUCTEMHY IaM’SiTh y MO€AHAHHI 3 0e3(aiijloBOI0 MPUPOJOI0 IUX aTak
HOJIETIIY€ TX MPOHUKHEHHSI, BUIIPABOBYIOUH IEPEXi] B1Jl 3BUYAHUX aTaK Ha OCHOBI
(aiiniB 10 arak Ha ocHOBI am’ATI. Lli araku nmoTpeOyroTh creniaai3oBaHuX CUCTEM
BUSIBJICHHSI HA OCHOBI IMOBE/IIHKH , SIKI MOKYTb B1JICTE€KYBAaTH MOBEIAIHKY CUCTEMH Ta
Mepexi, mo3HayaTH abo 130JF0BaTH aHOMAITI1 a00 BIPOBAKYBATU MEPEIOBI METOIU
MalIMHHOTO HABYAaHHSI U1 3a11001raHHs, BUSIBJICHHS Ta MPOTU/IIT TAKUM aTtakam. [Hi
BKJIFOUAIOTh CYBOPY TOJNITUKY O€3MEeKHM , HAaBYAHHS CIIBPOOITHUKIB, arpecHUBHE
BCTAHOBJICHHSI BHIIPABJICHb, 3MiHY amapaTHOro 3a0e3MedeHHs] MapIipyTH3aTopa,
CEerMEHTAII0 MEpeXi Ta BUKOPUCTAHHS pEaJbHUX EKCIEPTiB, SIKI MOXYTh
JIOTIOMOTTH TiepeA0aYnTH, BUSBUTA Ta TOMICTUTH B KapaHTUH Iii Oe3daiiiosi

BTOPTHCHHA.

ATakyd Ha OCHOBI MaM 4TI CUTHAII3YIOTh PO HOBHM pyOik y KiOeparakax,
OCKUTBKM TIOTOYHI PIBHI 3aXHUCTy BiJl BIPYCIB 1 MIKIJJIMBOTO TPOTPAMHOTO
3a0e3MneueHHs BUSBISIOTHCS HeloCTaTHIMU. bopoTb0a 3 MMM 3arpo3amMu BUMarae
PO3BUTKY HAILIMX 3aCO01B 3aXUCTY AJISI HAJIEKHOTO 3aXUCTY KOMIT FOTEPHUX CUCTEM.

Ile BuMara€e HOBHX METOJIB 1 CKJIIAJHUX KOMOIHAIN TEXHOJIOTIH, BKIIFOYAIOUH
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aHaJ'IiTI/IKy BCJIIMKHUX OJAaHHUX , MAalllMHHC HaBYaHHS Ta HITy‘IHI/Iﬁ IHTEJICKT , 11O BEAC

kiOepOe3neky B HOBY epy. Takuii, 10 AKOro MU HEMUHYYE MA€EMO MiATOTYBATHUCS.

1.2.2 Artaku nmoOiYHMMH KaHAJIAMHA

Ataku moOIYHUMH KaHaJlaMH — II€ KJIaC aTak, KOJW 3JIOBMHCHHK HaMara€TbCs
OIIHUTH CTaH KPUMTOTPa(igHOTO MPUCTPOIO Ta HOTO BMICT. Lle qocsaraeTbest muisxom
CIIOCTEpPEKEHHS Ta aHaiizy 1HGopMaIlli, sIKy MO)KHa CIOCTEpIiraTv 3a JOTOMOTOIO

PI3HUX METOJIOJIOTIN JOCTYIY.

OCKUIBKM pI3HI MPOIECH, SIKI BUKOHYIOTHCS HAa MIKpPOCXEMax, MaroTh pi3H1
napaMeTpy BUKOHAHHSI, BOHM MalOTh YHIKaJIbHI CUTHATYypH JKUBJICHHS. AHaNI3 LHUX
CUTHATyp MOTY>KHOCTI MOXe€ JAaTH MiAKa3KHU 100 TOr0, Kl caMe J1aHi 00pOOISIIOThCS
B JIaHUW MOMEHT. ICHy€e JBa TUIU aHaNI3y MOTYKHOCTI: TU(epeHIliaTbHUi aHami3
notyxxHocti (DPA) 1 mpoctuii anamni3z noryxknocti (SPA). O0uaBa MeToau MOBUHHI
MaTH NpSMUNA TOCTYH A0 IITU(TIB KMUBJICHHS Ha Yill Ta aHaI3yBaTH JaHl HUIIXOM
PSIMOTO JIOCJIIJIPKEHHS Ta TPAHCIAIIT a00 CTaTUCTUYHOTO aHamizy Quykryariil. 1le
NOTPIOHO Yepe3 Te, 110 KUBJIEHHS BCIET CUCTEMH MOXKE OyTH JyKe 3allyMJICHUM
IHIIMMU TIpoLiecaMu, ajie Bce K AU(PEpEeHIINHUN aHali3 HaBITh B TAKUX BUIAJKAX

MOKa3ye€ JIeIKl TO3UTUBHI PE3yJIbTaTH.

OTpumaHHS JaHUX IIOA0 >KUBJICHHS MIKPOCXEM BIJTHOCHO HECKIATHE 1
npeAcTaBiieHe Ha puUCyHKYy 1.9. Bce, mo morpiOHO, Iie pe3ucTop, PO3MIIICHUIM
napajiebHO BIJMOBITHUM KOHTAKTaM, SIKH KOHTPOJIOE TMOTYXHICTh, CIOKUBAHY
kpunrorpadgiuynoro omnepamiero. [lpuctpiit ana  Bigdbopy mnpod, HampuKIa
ocumwiorpad, po3MILIYETbCSI HA PE3UCTOPl, 1 3MIHM HANpyrd Ha PE3UCTOpi

30MparOThCsl Ta aHATI3YIOThCA.

SPA x mepeBipsie (yHKINI, Taki SK CHHXPOHIi3allisg, arpuOyTH MPUCTPOIO,
CTPYKTYypa aJrOPUTMY TOIIIO, SIKI MOYKHA CIIOCTEPIratu 0e3mocepeIHhO B OAHIN JiHIT

NOTY>KHOCTI a00 IUISXOM TOpPIBHSHHS Hap 3aluCiB BUKOPUCTaHHS eHeprii. Bin
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O1IbIIIE TIOKIAAETHCSA HA PO3Mi3HAaBaHHs 00pa3iB, HK HAa MaTeMAaTUYHHUM aHaTI3, 1
KOPUCHHH [ GUIBII MacIiTaGHHX KONHMBAHb IOTYKHOCTI. MOro CHIBHOO
CTOPOHOIO € T€, 10 BIH MOKE PO3KPUBATH [TOCII1IOBHICTH BUKOHYBAaHOTO Koxy. OTxe,
BIH MOX€ pO3KpuUBaTH Kpuntorpadiuny iHpopmallito, Taky sSK OOYHUCICHHSA Ta

nepectanoBku kirodiB DES.

3eMd Vv AHBISHHY

——’{ Ociutockorn J

Pucynok 1.9 — Cxema oTpuMaHHS MOKa3HUKIB MOTY>KHOCT1 MIKPOCXEMU

[IpocTnii aHami3 MOTYXKHOCTI TMependadyae CIOCTEPEKEHHS 3a YaCOBOIO
3QJIEKHICTIO €HEProCHOXMBAaHHA 1 TMOWIYK XapaKTepHUX IIA0JNOHIB, SIKI
BIJINOBIJIAlOTh MEBHUM KpunrTorpadiyHuM omepailisiMm abo 1HCTpyKiisM. OCHOBHA

3aJIC)KHICTDh BUIVIAAAE TaK:
P(t) = Pstqric + denamic(D: t) (L1.5)
ne:
o P(t) — 3arasibHa NOTYXHICTh B MOMEHT Hacy t;

o Pgaic — cTaTmyHa CKJIag0Ba MOTYXKHOCTI, SIKa € TOCTIMHOW (HAINpUKIIA,

4yepe3 BUTOKU CTPYMY);

o Paynamic(D,t) — nuHamiuHa CKiI1agoBa, siKa 3aJIeXKUTh B1J 0OpOOIIOBAHUX

nanux D 1 onepariiif y MOMEHT 4acy t.
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Jlns SPA xapakrepHe mpsiMe CIIBCTABJICHHS IIA0JIOHIB €HEPTOCIIOKUBAHHS 13
BIJIMOBIIHUMH €TallaMH BUKOHAHHS aJITOPUTMY, IO TO3BOJISIE BUAUIMTH OKpEMIi

onepauii’, HaIIpUuKJIaa, MHOXCHHA, 1OAaBaHH abo 3YUTYBAaHHA KJIO4a.

DPA nabararo kpaiie aHani3ye npoienypH >kuBieHHs, Hixk SPA, ockinbKy BiH
MOJKE aHaJi3yBaTH aHOMaJii, MOB’S3aHi 31 3HAYEHHSMU JAaHUX, BUKOPHUCTOBYIOUU
craructuyHnii anami3. [Ipomenypa anamidye 3i10paHi naHl JUIsl TiAMHOXHH, Oepe
cepeqHl 3HaYCHHS Ta OOUYMCIIIOE PIZHUINO0 CepeaHIX 3HauyeHb. [1OTIM MIIMHOXUHU
MPU3HAYAIOTECS KJIACTEpaM JaHuX (HE Ma€ 3HA4YeHHs, sKa MIIMHOXHHA SKOMY
KJacTepy npu3HaueHa). Sk BUSBHIIOCS, SKIIO MiIMHOKMHU MOB'A3aH]1 3 KJI1acTepamH,
MEPECTAaHOBKHU MIAMHOXKUHU OyIyTh HAOIMKATUCS 1O JESIKOrO KIHIEBOIO YHCIIA.
SKII0 BOHM HEKOPEJbOBaHI, TO TEPECTAHOBKU OYIyTh HAOIMKATUCS 10 HYIIS.
3peniToro, 3a HaAsIBHOCTI JOCTATHHOI KIJTBKOCTI CEMILTIB JJAHUX, HABITh JTy>KE€ KPUXITHI
KOpeJsilii MOXHa 1eHTU(IKYBAaTH B MeXax MOCHKeHHS. OCHOBHI (GopMynIn JUIs

TaKOT'O aHaJli3y BUITISAAAE TaK:
Po3paxyHOK MOTYKHOCTI JjIsl TIMOTETUYHUX 3HAYCHB KJTH0Ya:
P, = f(D,Ky) (1.6)
hi (N

o Py, — mporuno3oBaHa MOTYKHICTb JIJISl TIMOTETUYHOTO 3HaYEHHS Kitoda Kp;
2

D — naHi, mo oO6poOIIsIoThCS,
o K, — rimorernyHe 3HAYEHHS KJIIOYA;

f(D,Ky) — dyHKIIiA, 1110 OTTHUCYE 3aJIeXKHICTh MOTY>KHOCTI BiJ 00pOOKHU TaHUX

1 TIIIOTETUYHOIO KJIFOYA.

Po3paxyHOK cepeaHbOTO 3HAUCHHSI CIIOKMBAHHS €HEPTii IS KOXKHOI TiMOTEe3U

KJIro4a.

Py =~ %, Pu(i) (1.7)
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ne N — KIJIBKICTh 00YMCITIOBAHb JIJIs1 PI3HUX BX1THUX JIAHUX.

Kopemsimiiinuii  aHamiz MiK BHUMIPSHOIO MOTYXHICTIO P(t) 1 mporHo3oBaHuMH

3HayeHHAMU Py

Cov(P(t),Pp)

Corr(P(t),P,) = (1.8)

Op(t)'OPh
ae:

o Cov(P(t),Ph) — xoBapiaitisi Mi>k BAMIPSIHUM 1 POTrHO30BaHUM CIIO)KUBAHHSIM

MOTY>KHOCTI,
e Opy Ta Gph — CTAHAAPTHI BIIXUJICHHS.
MakcuMainbHa KOpesiis TyT BKa3ye Ha IPaBUJIbHE 3HAUCHHS KITIOYa.

Tak aHami3yroud €JIEKTPOMArHiTHE BHUIIPOMIHIOBAHHS, W0 BHUXOIUTH 13
MPUCTPOI0, MOXKHA HEIHBA3UBHO BUTATTH KIIIOYl Ta IHINY KOH(IACHIINHY
iHdopmariito 3 npuctporo. [lo CyTi 37TOBMHCHHK 3a JIOMOMOIOKO JOMOMDKHHX
MIPUCTPOIB 1 BUXOJIB CUCTEMHU BUMIPIOE PIBHI MOTYXHOCTI Ta po30Mpae HaBeICHHS B
PI3HHX YacCTHHAX Yila Ta BUKOPUCTOBYE CTATUCTUYHUN aHai3. BuMiproBaHHS 1uX
KOJIMBaHb MOTY>KHOCTI MOK€ BU3HAYUTH TUI OOYUCIIEHB, Kl BUKOHYE CHCTEMA, a
MOBTOPHI MEPECTAHOBKYU Ta aHall3 MOXXYTh BUSBUTH OITH KpUNTOKIO4a. JlocTaTHs
KUIBKICTh MTOBTOPEHb 3PELITOI0 JAacTh MOBHUM Kitod. Lle mpocTto nmuranHs yacy Ta
3aMKCcy CUTHAJIIB OAHOTO 1 TOro K MU(GPOBAHOTO TEKCTY Ta BUTOKY CUTHAIIB HA O14H1

KaHalli, 3aCTOCYBaHHs MOCTOOPOOKH, 1 HEBUITAIKOBI Kittoui [17].
J1o O1IbII MOIMPEHNUX THUIIIB aTaK MOOIYHUMH KaHaJaMU HaJIeXKaTh:

1. EnekTpoMarHiTHUH 110 J03BOJISIE 3HIMATH JaHl, KOJW IIPOIIECOPH
MIKpPOCXEMH BHUKOHYIOTH CBO1 (DYHKI[li Ta aJITOPUTMU 1 BIANOBIAHO CTBOPIOIOTHCS
€JIeKTPOMAarHiTHI moyid. Tak SK pyX €JEKTPOHIB CIPUYMHSIE PE3YNbTyHOue
enexkrpoMartiTHe none (EM-mone), sskum 6u Maiaum BOHO He Oyio, 030pOiBIIUCH

NESKUMU 3HAHHSMU Ta BIAMOBIIHUM OOJIaIHAHHSM, 1€ TOJIE MOXKHAa BUMIPATH U
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npoaHaiizyBaTd. Taki Mojsi BUIBHO Ta MOBCIOIHO JOCTYIIHI MPAKTUYHO Ha OYy/ib-
SKOMY UiIll, SIKAI HE Ma€ SIKOTOCh TUITY Pa/iilouacTOTHOTO €KpaHyBaHHs a00 MpOLEeCiB
yCYHEHHsI BUTOKIB. O01alHaHHS, SIKE BAKOPUCTOBY€ETHCS JIJIs 3aX0IUJICHHS Ta aHATI3Y
EM-nons, 1mo BUNPOMIHIOETHCS KPHUIITONPOLIECOPOM, Take X, SK 1 Oyab-sika
yctaHoBka EM-ananizy. BiH mpocTo MOBMHEH BMITH BIIOBITIOBATH HAaNMEHIII
€JICKTPOMArHiTHI 1moJist. JIo HbOTO BXOMSITH 30H/AM; KUBJICHHS — 11 HE IO 1HIIE, SIK
JaTYUK HApyru abo CTpyMy, 1 MeBHA KOHPIrypallis KOTYIIKA Ta MOHITOPUHTY. [HIIIe
oOmagHaHHS — 11¢ U(GPOBHUIA HAKOMHMYYyBad, MiJCHIIOBAY i3 BHUCOKOIO CMYTOIO

POITyCKaHHS Ta poOoya CTaHIlisl 3 TPOrpaMHUM 3a0e3nedeHHs M ananizy PU/EM.

2. MOHITOPHHT MOTYXHOCTI 0a3y€ThCS HA BUILIEONMCAaHOMY (DEHOMEH], 110 Pi3H1
MPOIIECH, IO BUKOHYIOTHCS Ha MIKPOCXEMaxX, XapaKTePU3YIOThCS YHIKaJIbHUMU
napamMeTpamMu poOOTH, $KI CTBOPIOIOTH BIJMIHHI CHUTHATYypU CIIOKUBaHHS
MOTY>KHOCTI. JOCHIKEHHA 1IMX CUTHATYyp MOXE BKa3aTW Ha Te, SKl caMe JaHi
00poOISAIOTECA B IEBHUN MOMEHT 4acy. [ Takoro aHaiizy BUKOPHUCTOBYIOTH JIBa
OCHOBHI MIAXOAM: MPOCTUH aHali3 moTyxHocTi (SPA) Ta nudepenianbamii aHami3
notyxHocTi (DPA). O6uaBa MeToau onucati Buile popmynamu 1.5-8 1 MOXKYTb OyTH

BUKOPUCTAHI SIK BUJI aTaKy MOOTYHUMH KaHAJIAMH 10 MOTYKHOCTI.

3. Yacosi araku. L1 araku aHanizytoTh 4ac, HEOOX1AHUI /151 BAKOHAHHSI PI13HUX
KpunrorpadiyHux onepaniid. 3JI0BMUCHHUK aHAJI3y€ alTOPUTMHU Ta BU3HAYAE YACOBI
iHTepBanu g HUX. [1oTiM BUMIpIOBaHHSI BBOASTHCS B CTATUCTUYHY MOJENb, SIKa
BUBOJIMTH, HAMPUKJIAM], TICBHY Bapiallito Kitoda. Xoda e Moke OyTH HE TOYHHM
KJIIOY, BIH MaTUMe€ MEBHY MIPY IOCTOBIpHOCTI. Takuil KIII04 3HOB 3aITyCKA€ThCS B
aHaNi30BaHy CHUCTEMY 1 TaKuil ITEpaTUBHUN MPOIEC BHUKOPUCTOBYETHCS IS
BUKOHAHHS CTaTHUCTUYHOTO KOPEJAIIAHOrO aHamizy iHdopmarii mpo yac, 1100,
3pELITO0, BIIHOBUTH MPaBUJILHUHN KiTt04. YacoBi aTaku HalO1IbII €(DeKTUBHI IPOTU

Takux anroputmiB mmdpyBanns, sk RSA, ElGamal i uudposi mianucu.

4. Araka uepe3 momuiku(DFA). [e Bxxe OU1bIIl iHBa3UBHUI THII aTak, yepes Te,

10 BOHHM POOJIATH MIOCH 13 YiMOM, 100 MOPYIIUTH HOTO (PYHKI[IOHAIBHICTh. Taki
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aTaky BCe I11€ BBAKAIOTHCS aTaKaMu 110 O1YHUM KaHaJlaM, OCK1IbKH BUKOPUCTOBYIOTh
Ty caMy METONOJIOTII0 aHami3y, 0 W JesKi HEIHBa3WBHI aTakd, 30Kpema
nudepeniiioBanuii aHam3 noMuiok. Sk 1 y Bunagaky 3 DPA, DFA namaraerbcs
BUTATHYTH KiIoul abo kpunrorpadivydi JaHi MOAIOHUM YHHOM JO aHamizy
MOTY>KHOCTI, 32 BHHSITKOM TOTO, IIO 1I€ CIPUYMHSAE BIAXWICHHS B aJrOpuUTMax siK

OJIHY 3 YACTHH MPOIIECY aTaKH 1 aHaI3Yy.

Ile cTBOprOE BiOMY aHOMAaJil0 B KpUNTOTpadgidyHUX mpolecax (I IbOro
npukiany omnucano, anroputmu DES, ame Takuii mpomec TakoK MOxe OyTH
3actocoBanuii 10 RSA, IDEA, RCS5, DSA rta iHmux kpunrtorpadiyaux mudpis),
o0 cnpuyuMHUTH iX 301id. Taki HECHpaBHOCTI MOXYTh BKJIKOYATH, HaIpPHUKIa,
HarpiBaHHs, NEPEBUIICHHS/3HIKEHHSI HaNpyrd, 3CyB BHYTPIIIHBOTO TanMepa,
napa3uTHI €JIEeKTPOMArHITHI Mojsi ab0 BUIPOMIHIOBAHHS. YCIIIIIIHA aTaka d4epe3
MOMMJIKYA MOXKE TPU3BECTHU JI0 OPYIIEHHS po6oTu mporpamu. Lle Moxke nmpusBectu
10, TPOMycKy Kpoky miarBepakeHHs PIN-komy no mpukiany. Takok MOMKIMBO

CTBOPUTH AaMII BCbOI'O BMiCTy HaM’HTi, BKJIOYArO4YH, HAIIPpUKIIAI, CereTHI/Iﬁ KJITO4.

Xo4a METOMOJIOTIT BIAPI3HAIOTHCS 3aJIeKHO BiA mUdpy, OCHOBHA TIEpPEyMOBa
MOJIATAE B TOMY, 1100 BHECTH MOMWIKY MiJ 4ac mpouecy mudpyBanHs. o npukiany,
3a JOTMIOMOTOI0 30010 HANPYTrd YW TAaKTOBOTO CUTHATY, ab0 i1H €KIlli MOMHUIIKU B
OOHOMY 3 eTamiB BUKOHaHHA. [Ipu npomy Oyaye crocTepiraTuch pI3HULS B
pesyabTarax JBOX a0o Ouibllie 3amycKiB IIM(PYBaHHS 3 TUM CaMHM BIIKPUTHUM
TekctoM 1 kmoueM. Ockiibku  KpunTorpagidyHuil  aJITOPUTM  TTOBHICTIO
cnenu(piKoBaHUW 1 BIIOMUN 3JIOBMUCHHUKY, 32 TaKOK PI3HULEIO, CTA€ MOXKIMBHM

BIJICTEKUTH BX1HI IaH1 B 3BOPOTHOMY HAIMPSIMKY Y€pe3 aJlTOPUTM.

1.2.3 ATaku npu 3aBaHTaKeHHi

Ao 3JI0BMUCHUK Mae (DI3UYHUM JIOCTYNl JO MPHUCTPOI 3 I[IHHOIO
iH(pOpMaIIi€ro, aTaku XOJOIHOTO 3aBAHTAKEHHS MOXXYTh OyTH BUKOPHUCTaHI IS

OTpPUMMaHHA Takoi 1HQOpMaIlli HaBITh SKIIO JOCTYN 0 HEi 3aKpUTHIl MPOTrpPamHO.
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Konu mnpuctpiii npuMycOBO BHUMHUKAETHCS, HANPUKIAL, YTPUMYIOUM KHOIIKY
KUBJICHHS TPOTSITOM KIJTBKOX CEKYHJ, XaKepH MOXYTh CTBOPUTH JaMIl Ham ATi 3
DRAM Tta RAM mpoTsirom Kiabkox cekyHJ abo XBwinHH. [IpoTsroM mporo yacy
BMICT T1aM’SIT1 BCE 1€ TOCTYMHUH. | K10 BMICT He 3amM(poBaHO, XaKepu MOKYThb
BUKOPUCTOBYBaTd HOTO ISl JOCTYIYy JO IHIIMX Mepex abo cepsepiB. SKiio
OIlEpaTUBHY IaM’SIThb OXOJIOAUTH, HANPHUKIAJ, 32 JOIMOMOTOI0 PIIKOrO a30Ty abo
IHIIIOTO OXOJIOJPKYyBaua, 4Yac 30€peKEeHHsI 3aJMIIKOBUX JaHUX MOKHA 3HAYHO

30UIBIINTH, 110 BIIKPUBAE MOXKJIMBICTD 1X BIJIHOBJICHHS.

[lin yac araku 3TTOBMHUCHUK BUMMKAE KOMIT IOTEp 1 MIBUIKO MEpe3aBaHTAXKYE
H0TO 13 30BHIIIHBOTO HOCI, SIKUI MICTUTH CIIEL1AJII30BaHE IPOrPaMHE 3a0€3MeUeHHs
JUTISL 3YUTYBaHHS 3IMIIKOBUX AaHUX 13 RAM. [HmwMil miaxix noisrae y BUITYUYEHHI
MOJTYJIIB MaM’ATi 3 OJHOTO KOMIT IOTepa Ta MIAKIIOYEHHI iX 0 1HIIOTO MPHUCTPOIO,
3[IaTHOTO 3UMTYBaTH 1H(POpMaLi0. Y BUNAAKY KPUOTOIPAPIYHUX CUCTEM L€ MOXKE
JI03BOJIUTU BIIHOBUTHU KJIIOY1 MIHU(PYBaHHS, SKI TUMYAaCOBO 30epiraiucs y mnam’siti
miJ yac BUKOHAHHA omepaiiil. [leii meTon arak HaWOUIbII €(PEKTHBHUM MPOTH
CUCTEM, SIKI HE MMHU(PYIOTh ONEpaTUBHY MaM'sTh a00 HE OYMLIAIOTH 1i MEepen
BUMKHEHHSIM XUBJIeHHs. OnepalliifHi CHCTeMH Ta IPOrpaMu 3a3BHUaii 30epiraroTh y
RAM kputuuHi 1aHi, 30KpeMa CeCiiiHl KJIroul, JaHl aBTopu3allii ado HaBiTh MapoJIi
KopucTyBauiB. HaBiTh SKILIO AMCK KOMIT t0TEpa 3aM(ppoBaHO, 3ATUILIKOBUN 3aps] y
RAM wmoske MICTUTH KITFOU1, HEOOX1TH1 A1 po3udpyBaHHs, 110 JO3BOJISE OOIUTH

3aXHUCT.

3axUCT MPOTH TaKUX aTak BKJIIOYAE Kuibka 3axodiB. OIHUH 13 HUX — II€
BUKOPHUCTAHHS MEXaHi3MIB, sIKI U(PYIOTh TaM’ATh Y pealbHOMY Yaci, HapUKIaI,
texHozorii Trusted Platform Module (TPM) abo cywacHi amapaTHi pillieHHS IS
3aXMINEHOT maM’sTi. [HIIuMi miaxig — MIBUAKE OYUIICHHS ONEePaTUBHOI MaM’ sITi Mij
Yac BUMKHEHHS KUBJICHHS, III00 MIHIMI3yBaTH PU3HK 3aJHIIKOBOTO 3apsmy. Kpim

TOro, (pi3MyHa Oe3rneka KOMI IoTepa, BKIIOYAIOUU 3aXUCT BiJl HECAHKIIIOHOBAHOTO
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JTOCTYMy 110 OOJlaHAHHS, 3aJUIIAETHCS KIOYOBUM (pakTopoM y 00poThO1 3 cold

boot-arakammu.

Takox AKIIO PO3MISAATH UKIN BUMHUKAHHS Ta 3allyCKy Ba)KJIUBO 3rajJlaTH MPo
aTaky Ha 3aBaHTaxyBad. [1i7 yac yBIMKHEHHs a00 Mepe3aBaHTaXKEHHsI KOMIT I0Tepa
a060 BOYIOBaHOTO MPHUCTPOIO 3aMyCKAEThCS 0azoBa cucteMa BBOMY-BuBOay (BIOS)
— YacTuHa BOYJIOBAaHOTO MPOTPAMHOTO 3a0e3nedeHHs, po3ramoBana B ROM abo
EPROM, ska mnocrtauaetbcs paszom 13 mpuctpoeM. Ilicas mporo BIOS miykae
3aBaHTAXYBAJIbHUN TPUCTPIA, y SKOMY 3HAXOJAThCS KO 3aBaHTaKyBaya abo
MeHepKepa 3aBaHTakeHHA. DYHKITIEI0 3aBaHTaXKyBaya € pi3HUMHU, 3a51ekHo Big OC,
aJie OCHOBHOIO € 3aBaHTaXXEHHS onepaiiitHoi cuctemu. Ilicas nporo OC Bi3bMe Ha
cebe Bcro pobdoty cucteMu. Hogimni cucremu, Taki ik Windows 11, mocrauaroThes 3
yHiikoBaHUM posmmuproBanuM  iHTepdeiicom mnpommBku (UEFI)  BIOS.
Cneundikauiss UEFI Bu3Hauae, sk Mikpomporpama, L0 OApa3y MpU 3aMyCKy

OTPUMYE JIOCTYI O BCHOTO 00J1aIHAHHS.

SAxmo BIOS (abo UEFI) 3apaxkeHo MIKIUIMBOIO MiANPOrpaMoio, ycsi
cucteMa/Mepexa Oyne CKOMIIPOMETOBAaHA, OCKUIBKHU Il MPOTpaMy MaroTh MOBHUN
noctyn no Bcix cucteMu. YpasnuBocTi B Grand Unified Bootloader (GRUB),
nomynsipHomy 3aBaHTaxyBadli OC Ha 6a31 Unix, Manu cepito3ni Hachigku. Y 2020
poui BleepingComputer noBiioMuB po cepiio3Hy Bpa3IUBICTh, BIIOMY K TOMUJIKA
3aBanTaxkyBadya BootHole GRUB, sika nepepuBae nporec 3aBantaxkennss OC. 1le
BIuiiHY)I0 Ha Bcl OC Unix 1 gesaki OC Windows[4]. Bibll TpUBOXHUM € T€, IO
MEXaH13M MEPEeBIPKU OE3MEUHOr0 3aBaHTAXKEHHSI HE 3MIT 3amo0irty arary. e tun
3IOBMHUCHOTO TIPOTPaMHOTO 3a0e3rleueHHss MOoke OyTH aKTHBOBAaHO T dYac
3aBaHTAXCHHS Ta BOHO 37aTHE IepeOyBaTH B CTaHI CIOKOIO TPOTSATOM IIEBHOTO

nepioay vacy.

OmHuM 13 TOMIMPEHUX CIIOCO0IB aTaKky € MiAMIHA 3aBaHTaKyBavya. 3JTOBMUCHUK
MOXK€ 3aMIHUTH OpWTIHAJTBHUN 3aBaHTaXyBau MOJAU(DIKOBAHWUM, SKUM MICTUTH

oexmop abo mkiymBuN kKoi. Lle mo3Bonsie oTpuMyBaTH AOCTYIl JO JaHUX Ha


https://www.bleepingcomputer.com/news/security/boothole-grub-bootloader-bug-lets-hackers-hide-malware-in-linux-windows/
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OpuUCTpoi ab0 HaBITh BUKOHYBATHM 3JIOBMUCHMI KOJ JO 3alycKy olepaiiHol
CHCTEeMH, 00XO4H ii 3aXuCT. Takuil THI aTak 0COOJIMBO HEOE3IEUHHUI 1JIs1 CHCTEM
0e3 mepeBIpKH IITICHOCTI 3aBaHTaxkyBada. Ille ogumH Buja araku — araka uepes
HE3aXUIICHUH 3aBaHTaXyBAJIbHUN pexuM. bararo mpuCTpoiB MarOTh OIMIIIO
"p0o306s10KOBaHOTO" 200 "pPO3MMPEHOT0" PEKUMY 3aBaHTAKEHHS JIJIST PO3POOHUKIB,
siKa J03BOJIsI€ 3MIHIOBATH 3aBaHTa)KyBad a00 3aBaHTaKyBaTH CTOPOHHI OIepalliiiHi
cUcTeMH. SIKIIO Il peXuM HE 3aXUIICHWH MapoieM abo KpunTorpadiuHoro
NePEBIPKOI0, 3IOBMUCHUK MOXKE CKOPUCTATUCS HUM JjIsl Mojuikaliii cucteMu abo
BUKpaJieHHs JaHuX. Rootkit-araku Ha 3aBaHTaXyBay TaKOX € CEPHO3HOIO 3arp030I0.
VY 1poMy BUTIAAKY 3TOBMHCHUN KO BIIPOBAKYETHCS B 3aBAHTAXKyBad, 10 JI03BOJISIE
oMy 3anuIIaTiCi NPUXOBAHUM BiJ OMEpaliifHOi CUCTEMH Ta aHTUBIPYCHOTO
nporpamMHoro 3abe3neuyeHHs. Rootkit moxe mpamroBatu Ha PiBHI siApa CHCTEMH,

BUKOHYIOUM HeOaxaH1 A1l Ta OTPUMYIOUH JOCTYII 0 KOH(I1IEHUIHHOI 1H(OopMarii.

JIJist 3aXUCTY BiJ aTak Ha 3aBaHTa)XKyBad BUKOPHUCTOBYIOTh Pi3HI MeToau. OnuH
13 HUX — UGPOBUIM MIANKUC 3aBaHTaXyBaya, SKUW JIO3BOJISIE TEPEBIPSITH HOTO
LUTICHICTh Tepel 3amyckoM. SKIio 3aBaHTaxkyBad OyB 3MIHEHUH, CHCTEMA
BIIMOBUTBHCS 3aITyCKaTH MOT0. TakoX MOMYISIPHUM € BUKOPUCTAHHS TEXHOJIOTIN Ha
kimrant Secure Boot, sika rapaHTye, 1110 3aBaHTaXy€EThCS JIUIIE TOBIPEHE MTPOTrPaMHe
3abe3neueHHs. llle omuu croci® 3axucTy — OJOKYyBaHHSI 3aBaHTaXyBaua abo
O0OMEXXEHHSI JOCTYIy JIO PEXHUMY PO3pOOHHMKA, IO 3HAYHO YCKIATHIOE CIPOOHU
Monudikamii. ATaku Ha 3aBaHTaXyBad € BaXJIMBUM HaragyBaHHSM IpO Te, IO
Oesneka 1HGOPMAIIMHUX CUCTEM MOBHMHHA OXOIUIIOBAaTH BC1 PiBHI, ITOYHMHAIOYH 3
HaWHKYHX I1apiB TporpamMHoro 3ade3nedeHHs. OCKUTbKY 3aBaHTAXyBad € MEPITUM
€TarioM 3aBaHTAKECHHS CUCTEMH, MOTO KOMIIPOMETAIllsl MOXKE BIIKPUTH ILIAX [0

ITOBHOI'O 3aXOINICHHA KOHTPOJIO Hal IIPUCTPOEM.
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1.2.4 Araka tuny RowHammer

OckiJIbKH BUPOOHUY1 IPOLIECH 3 POKAMHU CTAIOTh €(PEKTUBHIIIIMMHU, BUPOOHUKU
MOXYTh 30UIBIIYIOTh IUIBHICT, Mmam’saTi 4imiB DRAM, mo npu3BoauTh 10
3HIKEHHS cO01BapTOCTI BUPOOHMIITBA, HIYKUOTO CIIOKUBAHHS €HEPrii A Tiei camoi
€MHOCTI TlaM’ATi Ta O1IBINOI T'YyCTHHU HaM’sTi JUIsl TiEl caMoi KPEMHIE€BOI ILJIOIII].
OcHOBHUH TpEeH/ IIHOTO 3POCTAHHS MOXKHA 0auynuTH Ha pUCYHKY 1.10, mo mokasye
JIHIMKYA TIaM’AT1 TPhOX OCHOBHUX BUPOOHHUKIB 4imiB. Ik 0a4yMMoO JaHa TEHICHIIIS
MOKe OyTH 3B€JIeHa JI0 JIBOX OCHOBHHMX XapaKTEPHUCTUK — 30UIBIICHHS KUJIBKOCTI
KOMIPOK IMam’sITl Ta 3MEHIICHHS IUIONI YilliB Ha IJIATI, 1110 BIAMOBIHO MPU3BOIUTH

110 30UIBIIEHHS IIIJIBHOCTI I1aM’STl.

DRAM Die Size & Bit Density Trend
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Pucynok 1.10 — TenneHIii po3BUTKY OIEPATUBHOI I1aM’ STl
Yy ACHII P Yy p

Opnak 301mbIIeHHS MIUTbHOCTI 6aHKiB DRAM Takok mpuU3BOIUTH 10 TOTO, 1110
Mpu  30JIMKEHH1 PO3TalllyBaHHS PSAIIB JaHUX OAWH JO OJHOIO, 3HUKYETHCS
JOMYCTUMUI PIBEHB IITyMYy Ta CIIOTBOPEHb JIJIsi O1TOBUX KOMIpOoK. L{e mpu3BoauTh 110
MOCUJICHHS TIApa3UTHUX EJIEKTPUYHUX B3AEMOJIA MDK CYCIIHIMH KOMIpKaMu 1
BIIKpUBA€ INUISX JO HOBUX 3HAYHUX aTaKk Ha IaMm’siTh, OJHIEIO 3 SKUX 1 €
RowHammer. TunoBa ataka RowHammer nepen6auae yactuii TOBTOPHUM TOCTYT

70 TeBHOTro psaka B Mikpocxemi 6anky DRAM. lleit arpecuBHuil noctyn Moxe
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HEHAaBMHUCHO CIIPOBOKYBAaTH 3MiHY 3HAu€HHs OITIB y CYCIJHIX PsAKax >XepTBU,
CIPUYUHSIOUM 3MIHM B pOOOTI aKTUBHUX mporpaMm B mam’sti. RowHammer — 1e
BpazuBIicTh y Oe3nerii DRAM, ska /103Bojiss€ 3T0BMUCHHUKY 3MIHIOBAaTH JIaHi, IO
30epiratoTbesi B KoMipkax mam’sti. [IoBTOpHO Ta MIBHIKO aKTUBYIOUM MEBHUM P,
MOJKE MPU3BOAUTHU 10 BUTOKY 3apsay 3 KOHJEHCATOPIB KIITUH-XKEPTB Y CYCITHIX

psanax [13]. byno BUCYHYTO Tpu NMOTEHITIHHI MPUYUHH IILOTO SBUIIIA:

1. CTBOpeHHS MOCTY MK CYCIIHIMHU psiAaMU: TOCTIKEHHS npodecopa AJl-
Apca Ta i1 [14], nporeMOHCTPYBaio YTBOPEHHS MPOBIAHUX KaHAIIB MI>K OKPEMUMU
npoBojgamMu Ta KoHaeHcaropamu B DRAM. Kpim Toro, nocnipkeHHs oKasye, 10
YyacTe MEpPEMUKAaHHS PSJIKIB CIIIB MOXE MNPUCKOPUTH MOTIK 3apsay MK JBOMa
€JIEMEHTaMHU, 3’ €THAHUMHU TaKUM MarHiTHUM MICTKOM.

2. EnexrpomarHiTHuil 3B’s130K: 3MiHa Hamnpyru B JiHii chiB (WL) moxke
BUKJIMKAaTH IIyM Yy CYyCIAHIM JiHII CIIB 4Yepe3 eJEKTPOMAarHiTHUN 3B 530K,
BUKJIMKAIOYM BUTIK 3apsy 3 KITUH-XKepTB [15].

3. IH’exuiss rapA4yoro HOCISA: TpUBaJE IEPEMHUKAHHS psAKa CIIIB MOXE
MPU3BECTH J10 1H €Ki rapa4oro Hocis [16]. [H'exwist rapsunx HOCIIB y CyCIIHI PsIAU
MO’KE TMOCHJIUTH BUTIK 3apsiay 3 MOCTpakaanux KITHH. Llel BUTIK 3apsay Moxke
MPU3BECTH 10 TOTO, IO AESKI KIITUHU-KEPTBU HE 3MOXKYTh 30€perTu CBIA 3apsij

IMPOTATOM BCTAHOBJICHOI'O iHTepBaJ'Iy OHOBJICHHAI.

OT)Ke, OC ABHUILC IIPU3BOAUTL O0 3MIHU 36epe)KeHI/IX JdaHUX, IO IIPU3BOAHUTL 10

nepeBopoty 6ita 3 0 10 1 abo HaBmaku, sk MOKa3aHo Ha pUCYHKY 1.11.
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Pucynok 1.11 — Imroctpania mexanizmy araku RowHammer

B niepmiii crarTi, mo onucye araky npodgecop Kim ta iH. [ 1] BUsBUIM, 110 KON
PSJl aKTUBOBAHO, KOHJIEHCATOPHU CYCIAHIX PAJIB 3a3HAIOTh MAPA3UTHOTO BILIUBY, L0
CIOPUYMHSE HEBEIMKUN BHTIK 3apsiy, aje JAOCTaTHIA 100 MOBHUIUIMBATA HA
3BUYAMHUI Xi7 poOOTH Ta BTpaTu 3apsay. K 1 JOCHIIHMKK 10 HBOTO aBTOP
MPUITYCTUB KiTbKa MPHUYWH, IO 1€ CIPHYUHSIOTH: €IIEKTPOMArHITHHHA 3B'SI30K, K
BKE BKa3aHO BxKe OyB JIOBEJICHO, 110 BUKJIMKAE HeOa)kaHi B3a€MOJIIl MK CyCiaHIMU
pAAKaMU CJI1; MK CyCIIHIMU IPOBOAAMHU Ta/a00 EMHOCTSIMHU MOXKYTh YTBOPIOBATHCS
MOCTH JJI TIPUCKOPEHHS BTpaTH 3apsay Mij yac nepemukanns WL; HeogHOpa3oBe
nepeMukanid WL nmpoTsroMm TpuBajaux MepiofiB yacy MOXe Ha3aBXkIU MOLIKOJAUTH
PAOOK 1 MOro CyciiB BBEACHHSIM Trapsyoro HOCISA, 3MIHIOIOYHM BIIACTUBICTD
TPaH3UCTOPIB JOCTYIy a00 BBOISYMU 3aps/iv B CyCiHI KoHIeHcaTtopu. Ha Toif uac
aBTOp HE 3MII' TOYHO BU3HAUUTU OCHOBHY NPHUUYMHY IbOro nuTaHHs. HemonaBHo
npodecop AHr Ta iHml. [13] npoaeMoHCTpyBaB, 0 NPUUMHOIO L€l MPOOIEMHU € Te,
0 Tpu nepeMukanHi ctaniB WL Bropy Ta BHH3, MiJl JiHI€IO CITIB (POPMYIOTHCS TaK
3BaH1 «macTku 3apsaay» (1 Ha pucynky 1.12), 3axomitorouu B ceOe Aesiki HeraTUBHI
3apsiiv, SIKI BUIIPOMIHIOIOTBCS Tifkiaankoro. [loTiM Taki 3apsad MITpyrOTh [0
HaWOMMKINX KOHJEHCATOPiB (2 Ha puCyHKY 1.12), BUKIMKAIOYM BUTIK 3apsay, SK

MOKa3aHo Ha pucyHKy 1.12 1 Ha yacTuHi 3.
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Pucynok 1.12 — I[Ipouec 3axoruieHHs 3apsay 1 po3psiiy KOMIpOK MaM sITi

DRAM

Cama mo coO1 nsg mpobirema He € HeOEe3NEYHOI0, OCKUIBKM BHTIK 3apsay
BpaxoBaHuii B apxitektypi DRAM. Hactynuuii REF a6o ACT y upomy psinky mae
OHOBUTH KOHJIEHCATOp 1 3HaYeHHs B HbOMY. OJJHAK, SKILO LII0 OEepallil0 HOBTOPUTH
J0CTaTHRO pa3iB, MO0 3aps]] KOHJEHCATOpa OMYCTUBCS HIUXKUYE TTOPOTY, 32 SIKOTO BiH
moke miaBuimuTy Harpyry BL mig wac ACT 1 61T Oyie HenpaBHIIBHO IHTEPIIPETOBAHO
i/ Yac HACTYMHOI'O LIMKJIy OHOBJIEHHA. KOHTposep BBaxkaTume, 1110 3HaYEHHS Oyio
3MIHEHO 1 3aps]l BUYEPHAHO, IO MPU3BEAE IO MOIIKOHKEHHS NaHuX. EBOIOIIS
3apsly KOHIEHCATOpa 32 HOPMAJIbHOI poOO0TH Ta 3a 30ypeHb Bij moBroproBaHux ACT

y CYCIJIHIX psiiax IpOLTIOCTpOBaHa Ha pUcyHKy 1.13.

cap. voltage 1

1 B . . .
0 > 3
tREFW: @
: : ) . time

Pucynox 1.13 — EBomtorrist Hanpyru KOHASHCATOpa KOMIPKHY TTaM’ STl 32 HOPMAJIbHO1

MOBEIIHKYU Ta MU 30ypEeHHSIX.
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TyT MU BUBHAYUMO MOHATTS — pigeHb 30ypenns (P3) psasika K KITbKICTh KOMaH]T
aktuBanii ACT, axi Oynu BUKOHaH1 CyCiJaMH 3 MOMEHTY OCTaHHBOTO J03apsIKaHHs
a00 KOMaHIU OHOBJICHHSA. 3MIHHU 3HAY€HHS OITIB 3’ SIBISIOTHCS JIMIIIE MICIIS TOTO, K
piBeHb 30ypeHHS [OCSATa€E TEBHOTO 3HAYeHHsA. MM Ha3MBaEMO II€ 3HAYCHHS
RowHammer noporom (7xy). Lle B mepury 4epry BU3HA4a€ThCsI TEXHOJIOTIEO: Yepes
MEHIII KOHJIEHCATOPH Ta OJIMK4Ye PO3MIIIEHHS JIIHIT CJIIB IIUIBHIIIA TTaM’ ITh MaTUME
HKIAA Ty, 3HaueHHS Ty Oyno 3HAYHO CKOPOYEHO MPOTATOM OaraThbOX POKIB
JOCHIHKEHHS aTaky 1 po3BUTKY nam’siTi, mepeitmoriu Bia 138k ACT a5 cTBOpeHHS

o1T-Quiny Ha crapimid DDR3 no 9,6k nis nenasasoro LPDDR4 [15].

Kpim Toro, 6araro ¢akrtopiB MOXYTh I0JaBaTH CBO€ 3HAYEHHS HA BIUIMB
MDKKJIITHHHUX 30ypeHb Ta pe3yJbTyIouy 3MIHY 3HAa4eHHs OiTiB. Y TOW yac sK
KOHJICHCAaTOpU MOXYTh pO3PSDKATUCA JIMIIE T BIUIMBOM IEPEIIKOJl MIXK
KOMipKamu, O1TOBE MepeTBOPEHHS MOXke B1AOyBaTucs B 000X HampsiMkax (1 — 0 abo
0 — 1) 3a51exHO BiJ1 TOTO, SIK HAIIpyra IHTEPIPETY€EThCA JIOTTYHUMU cxemamu. OJTHaK,
OCKIJIbKH LI€H HAIIPSIMOK BU3HAYAETHCS JIOTTYHUMU CXEMaMHU, BIH 3aBX/I1 CTAIUH 11
01TiB O/IHI€T MOJIE1 Tam’sITi. 3T1JIHO 3 EKCIIepUMEHTaMH, TipoBeAeHuMH KiMom Ta iH.
y 2020 pomi [15], mabmon ganux y nmam’sti (To06To, mo3uiii 1-1b 1 0-iB B cMyrax
PAIKIB UM CMYTax CTOBIILIB), 3A€THCS, MAIOTh Y€ BAKJIMBUI BIUTMB HA HASIBHICTb
OiT-QminiB micns araku. lle mocnmigpkeHHs MOoka3ye, M0 IIaOJOH aTaku, SKUM
CTBOPIOE HAWOUIBIIY KUIBKICTh OIT-(UIIMIB, CYTTEBO BIAPI3HAETHCA B PI3HHUX

nokodiHHAX DRAM, ane He Tak CUIIbHO Yy PI3HUX BUPOOHUKIB.

barato AOCHIIHUUBKUX TPyH JOCHIIKYBajdd pi3HI 1IA0JIOHU MOBTOPIHOBAHOTO
JOCTYITy, Taki SK OJHOCTOPOHHI, JABOCTOPOHHI a00 06araToCTOpPOHHI IIa0JIOHU
JOCTYITy, HAMararo4uch IMiJIBUIIATA UMOBIPHICTh 1HAYKIIIT nepeBepTaHHs OiTiB abo
o01iiTn 3axucHi MexaHi3Mu RowHammer, Taki sik nuiboBe oHoBieHHs psika (TRR)
[10]. Tlomepemni MAOCHIDKCHHS IMJAKPECIIOBAIM BaXJIUBICTh 1 CKJIIATHICTh
MiJTOTOBYOIO €Tamy Imepen goctynoMm Jo psaka DRAM, sxuii 3aiexuTh Bij

PO3yMIHHS OmeparliitHoi cucteMu Ta 0a30BOi apxiTEeKTypu nporiecopa. Hampukmnan,
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inenTudikamis cymikHocTi psakiB DRAM gns araku RowHammer Bumarae
npo(dUTIOBaHHS MaM’SITi, OCKIJIBKU MOCHIIOBHI aJpecH MaM siTi, IKi BUKOPUCTOBYE
nmporpamMa, He BHUPIBHIOIOTHCA JIiHIMHO 3 psankamMu DRAM. bineiie toro, mBuaka
MOBTOpIOBaHa akTuBalis psgka DRAM s BUKIMKY MepeBOpOTy OiTiB BUMarae
o0xomy iepapxii Kerry, sika BUKOPUCTOBYETHCS IS MiHIMI3aIlii JOCTYITYy O TIaM’ sITi

DRAM.

30ypeHHs MK KIIITUHAMHA MOXYTh OyTH BUKJIMKaH1 HABMUCHO, IPY IIbOMY METa
arpecopa ToJisira€ B TOMY, II0O HAMpaBUTH CyCigaM KEPTBHU B PsIax TOCTATHIO
KIJIBKICTh KOMaHJ aKTHBaIlll, 1O OHOBJIEHS, 1100 3MIHUTH sSKich O0iTH. OCHOBHUMU

MMEPCIIKOAaMHU IJIs1 aTAKYIO4YOI'o € ABa CIICMCHTHU!

e Oyghep psiOka: BIH MICTUTh OCTaHHIM aKTUBOBAHUH PAOK, 1 JOCTYM J0 psJKa,
10 30epiraeTbcsd B HHOMY, 1HILIIOE MOTPAIUISHHA MO psaaky (row hit). Coia
YHUKATH TOTPAIUISIHb Y PAJIOK, OCKUIBKA BOHM He Mpu3BoAsaTh 10 ACT
oesnocepenubo y psagky DRAM, a orke, HE CHOPUYMHSE IIYM Cycigam.
Arpecop NOBHHEH BUKOPUCTOBYBAaTH IPUHANWMHI /IBa PSIIU arpecopa OAHOIOo

0aHKy, 1100 YHUKHYTH TOTPAIUISIHHS B PSAKY;

e Kew-nam'sme: BOHA MICTUTHh JaHl, 10 SKUX HaWYacTillle 3BEPTAIOThCS.
[ToBTOpHUIT TOCTYIT 10 OMHUX 1 TUX CaMUX PSIJIKiB CTBOPIOBATUME 3BEPHEHHS
10 KETITy, 1 )KOJICH 3alUT HE JOCSATHE OCHOBHOI ITaM’sATi. Arpecop IMoBHHEH ab0
oOiiiTn kem [16] ab0 BUKOPUCTOBYMTE KEIl MEXaHI3MH OYUCTKH IS
BUJIAJICHHS PSJIKIB-arpecopiB 13 MaM’ATi Kelly, BAKOPUCTOBYIOUH, HAIIPUKIIAI,
THCTPYKIIll OYMINEHHS Kelry, Koau BoHU jgoctynHi [1, 17], abo TexHIiKy

BHUIAJICHHS Kemry [4].

[Momkomkenas nam’sTi 3a H0rIoMoror araku RowHammer MokHa BUKOHATH
3a JOTIOMOTOIO0 TIPOCTOTO MUKy 30MpaHHS X86, MpeAcTaBiIeHOro B jicTHHTY 1.1.
[To3umii psaKiB-arpecopiB 1 KIITUH-KepTB y 60anky DRAM, arakoBaHoMy MLi€l0
MporpamMoro, MoKa3aHo Ha pUCyHKY 1.14. Panku-arpecopu tyT modapOoBani B

YEPBOHUI KOJIIP, a KIITUHU-)KEPTBU B TIOMapaHIEBHA.
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loop:
mov (X), %eax ,; read value from address X
mov (YY), %eax ; read value from address Y

clflush (X) ; evict address X from cache

clflush (Y) ; evict address Y from cache

mfence ; walit for previous instructions to complete
Jmp loop ; restart the loop

Jlictuur 1.1 — mukin RowHammer Ha cuctemi x86

Pucynok 1.14 — bank nam'ati mijigaeThest araii Ha psajaka X 1'Y.

OpHak Kem-mamM’siTh HE MOXKHA OYHMCTUTH BpPYYHY IIporpamMamMu piBHS
KOpucTyBaua Ha Bcix cuctemax. [Iporecopy ARMvV7-A oOMexunu 1HCTPYKIi 3
KepyBaHHS Kelll-TlaM’ sITTIO JIJIsl IPUBLIEHOBAaHUX Tporpam, a mporecopu ARMvE-A
MO)KHA HaJAIITyBaTH Tak, MO0 OOMEXHUTH iX BHKOPUCTAHHS HEMPUBIICHOBAHUMH
nporpamMamu. [HCTpyKIIii 3 KepyBaHHS KEIIEeM TaKoX HEAOCTYITHI JJisi BEO-CTOPIHOK,
OCKUIBKH JIOCTYITHI IHCTPYKIIli 0OMexKeH1 BeO-Opay3epoM. Y 1UX BUIAJKAX arpecop
MOJKE TTOKJIQJaTHCS Ha CTpaTerii BUIAJIECHHS Ky, sIKi BAKOPUCTOBYIOTH IOJITHKY
3aMiHU KelI-TiaM’ Tl JIJIs 3aMiHA BUKOPUCTAHOT aipecy Ha 1HIII JaHi B Kemax [4, 3],
Ha DMA, m106 o6i¥itu keni [ 16], abo Ha BOynoBaHu rpadiuHuii poriecop, SKUil Mae

Ty>Ke IPOCTUM KEIll, 3 SIKOTO JIETKO BUAAIUTH faHi [19].

OO0x17 iepapxii Kemry € BaXTHBOIO TMEPEIyMOBOIO JUIsI OTPUMAHHS MPSIMOTO

noctyny 10 DRAM i noganeiioro BukoHanHs araku RowHammer. [cHyroui MeToau
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00XO0/y Kellly MOYKHA 3arajioM pO3JIJIMTH Ha TPU OCHOBHI IMiJIXOAM: OUUILEHHS KLy,
BHJIAJICHHS KEIITy Ta TAMYAcOBHI 00Xi1 Ha OCHOBI cxoBHINa [22]. OUnIIEHHS KEeTy,
AKe nependadae BUIAJCHHS TaHUX 13 KEITy, € HAUTTPOCTIIIMM METOJ0M rapaHTyBaHHSI
TOTO, IO KOXEH JOCTYII J0 mam’sti moxoauTh i3 DRAM, a we 3 xermry LI [{ns
apxiTektypu x86 mociimkeHHs [22] epeKTHBHO BUKOPUCTOBYBaIO komanmy clflush,
CHeIIaJbHO PO3POOJICHY JUIsl OYMIIEHHS Kelly. Y KOHTEKCTI apxiTektypu ARM,
Takoi sk ARMv7, Mmoke OyTu BUKOopucTaHu cucteMHui BUKIUK cacheflush()[23].
JIOCIIIHUKY TaKOXK 3alpOIOHYBAIM METOAM BUITYUEHHS KEIITY, SIK1 HE MOKJIaJal0ThCs
Ha iHCTpyKuii clflush a6o cacheflush(), mo iHOmI MOXyTh OyTH HENOCTYMHI Ha
octanHix apxitektypax LIII. i metogum mnepenbdadarOTh pETENbHY pPO3pPOOKY
m1abJI0HIB JIOCTYIy N0 Mam’siTi JJi OMOCEPENKOBAHOTO BUIAICHHS PAJIKIB KEIry,
rapaHTyIOud, 10 HACTYMHI 3BEPHEHHS CIPSIMOBAHI Ha TOYHO B mam’sitb DRAM.
Kpim Toro, HeTuM4acoBl 1HCTPYKILii 30epiranHs, Taki sik movnti abo movntdq s
apxiTektypu x86, sik mokazano npodecopom Pyni K. Ta inmumu [24], nponoHyOTh
anbTepHATUBHUM MIAXia 10 o0xoxy kemry. [11o0 rapantyBaTH, 110 KOXHa THCTPYKIIS
TUMYacoBoro 30epiranfs nocsarHe mikpocxemMu DRAM mnpornoHyeTbesl ouuinaTH
Oydepu xoMmOiHyBaHHS 3amucy. [[pbOro Mo’kHa HOCSATTH, BUKOHABIIMU 1HCTPYKIIIIO
TUMYACOBOTO 30epiraHHs 3 JIOCTYNOM J0 KEIIOBAaHOI MaM’ STl 3a TI€l0 XK aJpecolo,

KyJIU THCTPYKIIis 3aMMCY€E JIaHi.

Takox 7u1st pO3BUTKY arak OyJj0 3alpONOHOBAHO METOAM BUXOAY 3 IMICOUYHHUIIL,
TOOTO Mepexia 70 NPUBUIEHOBAHOCTI MPOrpam, 0 XOUyTh OTPUMATH MPAMMA JOCTYII
10 mam’siTi. JavaScript, 1110 € OCHOBOIO TEMEPINTHIX Opay3epHUX ITporpaM, Ipaiftoe B
CYBOPO 130JIbOBAHOMY CEPEIOBHII, OOMEKYIOUN JAOCTYI 10 (aililiB 1 CHCTEMHHUX
cnyk0. Lle BipTyani3zye nmam’siTh NMepexoAsyd MpU BUKOHAHHI JI0 TAaKUX MOHSTh, SIK
BIpTyaJbHI aJ[pecy Ta BKa3iBHUKHU. KpiM TOTo, 1OTO TOUHICTh CHHXPOHI3aIlli HUKYA
3a TOUHICTh Y MAIlIMHHOMY KO/, 1110 poOuTh araku RowHammer cknagHumu ane He
HemoxuBuMH. Jlocmmkenns, mpoeacHe Jlanienem K. Ta inmmmu [25], mokaszaio,
110 aTaKH Ha KelI-aM’iTh Ha OCHOBI JavaScript MOXXyTh BUKOPHCTOBYBAaTH TOYHICTb

CUHXPOHI3allii 10 Yacy, 100 BIAPI3HUTH MOTPAIUISIHHS B KEUI-NIaM’ SITh BiJ] IPOMAXIB,
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BIIKpUBAIOUM ABEPi I aTaK YacOBUX aTak IO MOOIYHMM KaHalaM Ha mam’siTh. Y
JavaScript, konu mam’sTe BUALIAETHCS, Takl Opay3epu, sik Firefox 1 Google Chrome,
NpU3HAYAIOTh AHOHIMHY CTOpIHKY po3MipoM 2 MB misi BEMMKOTO MacuBy JaHHX
omepariid. JlocTym 10 mporo MacuBy 3 agpecoro po3mipoM 4 Kb Bukimkae moMuiku
JOCTYIY, BUKJIMKAIOUM CTPUOKH 3 3aTPUMKOI0 IMPOTPaMH KOXKHOTO pasy, KOJIU
MOYUHAEThCS CTOpiHKAa po3MmipoM 2 Mb. Ilg BigmiHHA MOBEIIHKa BiJ POOOTH
BCEpENMHI MAacuBYy JO3BOJSE€ 1ACHTU(DIKYBATH Kaap CTOPiHKH po3mipom 2 MBb.
Maroun moJaTkoBe 3HAHHSIMU PO 3MIIIEHHS MacHBY, MO)KHA OTPUMATH 1 YSBJICHHSI
PO MoJIoIIHi 2 1-# 61T AK BipTyalibHOI, TaK 1 PizuyHOi agpecu. O30poiBIIMCH TUMU
JaHUMH, MOXKHA CTBOPUTH 1HCTPYMEHT JIs MEPETBOPEHHS BIPTyalbHUX aapec y

BIIMOBIAHI iM (Pi3WUHI agpecH.

HemronaBHo Takoxk Oyn0 MpOIEMOHCTPOBaHO, 10 araka RowHammer moxke
OyTH po3IlIMpeHa 3a Mexi Oe3mocepenHiXx CycifiB arpecopcbkux psaiB [15, 22].
30UIBIIEHHS IMUILHOCTI naM’gaT1 B HOoBI1uX Moaeirsx DDR4 1 Bxxe DDRS no3Bonniio
30ypeHHSIM BUXOIUTH 3a MEXi Oe3rocepenHix cycimiB[15]. Asie 1o BaKIuBiIIe,
JOCIIJIKEHHSI T0Ka3aj0, 110 Takl HaBEACHHS MOXYThb MOIIMPIOBATUA 30ypeHHS Bij
0e31mocepeIHHOTO Cycia sy arpecopa A0 HOTro HACTYIHOTO CycCija, 3a JBa psIu
B1J1 TOJIOBHOTO arpecopa [22]. LIs araka moeaHye 6arato JOCTYIIIB 10 TOJIOBHUX PSIiB
arpecopa 3 KiJJbkoMa TIOCTYTIaMH JI0 IPYTOPSAHUX arpecopiB, 110 3HAXOAATHCS ITOPYY
i3 mepummu. Fomy BraeThest iHAyKyBaTH GiT-(IIiny B psiaax skepTB, Ge3mocepeHix
CyCiJlIB BTOPMHHHUX PSIIB arpecopiB, Ha BIACTaHI JBOX pAIIB BIJ OCHOBHHUX

arpecopis.

[cHyIOTB pi3HI IA0JIOHU JOCTYILY 10 PSAKIB 1711 BUKOHaHHs atak RowHammer,
SKI TOAUISIOTBCS HA TPU OCHOBHI THUIH: OJHOCTOPOHHI, JIBOCTOPOHHI Ta
OararoctoponHi ataku. [1i yac omHOCcTOpOoHHKOT aTaku RowHammer nmosroproBaHi
3BEPHEHHSI JI0 TaM ATi 30CEPE/KEH] JIMIIEe HAa OAHOMY PSKY SIKUM 3HAXOIUTHCS
¢13u4HO Mopyy 13 HUIbOBUM psAnakoM. Ilix yac nBoctopoHHboi aTaku RowHammer

TaKi 3BepHEHHS Bi/I0YBaIOTHCS HA JIBA PSAIU MaM’ ST, PaKTUIHO OTOUYIOUH IT1ITHOBHIA
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psn skepTBU. bararocroponHs araka RowHammer Bkitoyae Oinblie IBOX PSIKIB

mam’ sITi Jy1s1 00X0My METOAIB 3MeHIeHHs BBy RowHammer, Takux sik TRR [10].

OmHOCTOPOHHIM BUJ arak B OCHOBHOMY CIIPSIMOBAaHMM Ha OIUH DS, KU
PUWIATAE JI0 IIITLOBOTO psiy >KepTB. OHAK, KOJIM KOHTPOJIEP MaM’IT1 BUKOPUCTOBYE
MOJIITUKY BIAKPUTOI CTOpPIHKH (Oopen-page policy), 1€ psaIoK mam’sTi 3aIMIIaeThCs
Oydepu3oBaHuM, JOKH HE Oy/ie 3amuTy Ha JOCTYI 0 HACTYITHOTO PsKA IaM ATi,
OJTHOCTOPOHHS aTaka BUMAarae rnarepHy JOCTYITY JI0 IBOX OKPEMHUX PSJIKIB B OTHOMY
O0anky, moO ouncTuTH BMICT Oydepa psakiB. Tokx He3BakawUM Ha Ha3BY
«OIHOCTOPOHHS aTaka», sKka Iependadyae HaAIUTIOBAHHS JIMIE HA OJHY IISHKY
nam’ Tl JOCTYIl BC€ OAHO IMOYMHAETHCA 3 JABOX LIJIBOBUX pAnKiB 1 Oupmie. Ha
BIIMIHY BiJ 3acTapijioi open-page policy, cydacHi KOHTPOJIEpU NIaM’ STl IHTEPIYIOTh
1 OLIBII TPOCYHYTI MOJITUKH JOCTYIY, SIKI MPOAKTUBHO 3aKPHUBAIOTH JOCTYH O
PANKIB paHilie, HIX 1€ AIMCHO HEOOXITHO, 3 METOI0 MiJBUILCHHS 3arajibHOi
npoayKTuBHOCTI [28]. Criuparounch Ha 1led 4acoBHH 3CyB 3CyB, ipodecop Jlanienb
I Ta v B CBOEMY JOCHIKEHHI [29] 3anmporoHyBaiv HOBY TEXHIKY, BIIOMY SIK
3a0uBaHHS B oOAHOMY Micli (one-location hammering). VYV npoMmy migxomi
310BMHCHUK BUKOHYe 1uki Flush + Reload Bukitouno Ha omuiit agpeci mam’sTi,
MpaIlOl0yd Ha MakCUMaJbHO MOXUIMBIM 4acToTl. Ll Oe3nepepBHa aKTUBHICTH
(akTUYHO 3HOBY BiAKpHBae Tou camuil panok DRAM miopasy, kol KOHTpoOJep
nam’siTi HaMaraeTbesi Horo 3akpuTH. OCKITbKYA 3a0MBaHHS B OJJHOMY MICIII HE Ma€
JOCTYMy 10 PI3HUX PSIAKIB B OHOMY OaHKY, BOHO Ma€ 37aTHICTh OOXOJIUTH TMEBHI
ICHYIO41 3aXMCHI MEXaH13MH, NMPU3HAYCH] JIs BUSIBICHHS OPUTIHAIBHUX MIA0JOHIB

OJTHOCTOPOHHIX aTax.

JIBocTOopoHHS K ataka Tunmy RowHammer nependayae oqHoyacHe ypakeHH 1
JOCTYT JI0 IBOX PSJKIB MaM’sTi, JaKTUUHO 3aKPUBAIOYU 3 IBOX OOKIB IITLOBUHN PST
KEpTy, K TOKa3aHO Ha pucyHKy 1.15. Ha BinmMiHy BiJi OMHOCTOPOHHBOI aTaKw,
JIBOCTOPOHHIH MiJIX1]T 3a3BUYall MOXKE CIIPUUUHUTH O1JIbIITY KUIBKICTh 3MIH OITIB Ha

npotunexHi. OgHaK 1€ BUMarae THOIIOTO PO3YMIHHS BIPTyaldbHUX 1 (Di3UUHUX
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BJIACTUBOCTEH 11171b0BOI ITaM’siTi DRAM, ockinbku Ba psiiv, sIKI IMIIaI0THCS aTaili,
MOBUHHI OyTH CTpaTeriuHo pO3TalIoBaHI MO Pi3HI OOKM LLUILOBOTO PATY.
JlocikeHHs:, OOTOBOpIOBaHI BHILE, TaKOX €(EKTUBHO BHKOPHUCTOBYBAJH
JBOCTOPOHHIO aTaKy, 100 BUKJIMKATH J0/IaTKOB1 yCIIIIHI 3M1HHU O1TiB 32 TOIIOMOTOIO

RowHammer.

victim row far aggressor (F;)

aggressor 1 near aggressor (N;)
main victim row victim row

near aggressor (N,)

row decoder
row decoder

aggressor 2

victim row far aggressor (F5)

Pucynok 1.15 — IntoctparuBHuMii ipukiiaj (a) IBOCTOPOHHBOI araku Ta (0) araku

TUITy HamiBayOJIb

BpaxoByroun, 110 SIK OAHOCTOPOHHSI aTaka, TaK 1 JBOCTOPOHHS aTaka
MPU3HAYEH] Uil BUKIMKY CIOTBOPEHb 3HAYEHHS, L0 30epiraerbcs B KOMipKax
naMm’sIT1 y CyCIIHbOMY psily, 3aXHUCHI MexaHi3mMu Big RowHammer, Taki sik 1iisoBe
oHoBieHHs (TRR), yacTo mpaioroTh 3a NpUNyLIEHHSIM, 10 TIapu arpecop—KepTBa
cupaBal € cyMbDKHAMH. [Ilo0 yHUKHYTH BUSIBICHHS, JOCIHIJHUKH TaKOX
IPOJIEMOHCTPYBAIN KOHIIEMIIIF0 0araToCTOPOHHIX arak, IMPHUKIAIO0M SIKHUX € TaKl
Metonu, sk half-double [30] 1 TRRespass [10]. Meron HamiBmyOJib CIIOYaTKy
COpsIMOBaHUM Ha JBOX Aayiekux arpecopis, F1 1 F2, sk nmokazano Ha pucyHky 1.15.
Takuii modyarkoBU BHOIp arpecOpChbKUX PSJIKIB TapaHTye, IO B POl KEPTBU
B11I0YIEThCS JIMIIIE HE3HAYHUM BUTIK 3apsily, SKOTO HENOCTaTHhO, 1100 BUKIUKATH
3MiHy OiTiB. L{ikaBo Takox 1 Te, 110 HamiBAYOab Miaxia BukopructoBye TRR y cBoix
nuIsX. 3aBasku nocTiiHomy noctymy Ao F1 1 F2 nmonan moporoBe 3HaueHHs, siKe
3anmyckae TRR, TRR inaykyeThCs B cycigHbOMY psAlIKy oOnu3y arpecopis: N1 1 N2.
3roqoMm 1151 J1ist mepeadoavae T0CTyM 10 PsIiB OJMKHIX arpecopis, SKi, y CBOIO YEpry,
BIUIMBAIOTh HA PSAJIA KEPTBU, IO MPHU3BOAUTH 110 3MiHU OiTiB. KpiM Toro, 3apas

TocHiKyeThes omactep [31] 3 BincTanHIO psay 4 Bij psLy KEpTB.



69

TRRespass Takox mokazaB MeTo 6ararocTopoHHsOro ¢aszzepa RowHammer,
KU BUABIISE MIAOJIOHU TOCTYIy JUiA araku, edekTuBHI B ymoBax TRR, Ha ocHOBI
CriocTepekeHHs, 1o cydacHi peamizamii TRR 3a3Buuaii cnabki y BUSBICHHI aTak 3

OarareMa psgamu arpecopa [32]

1.3 CyuacHhi migxoau 10 3aXucTy nam’siTi

Hes3Baxkaroun Ha HamoJiemIMBI Ta TOCTIMHI JOCHITHUIIBKI 3YCHJUIS IIOJI0
pO3poOKHK cTparerii 3axucty Bif atak RowHammer, ypa3nuBOCTI 3aauIaroThCs
MOIIUPEHUMU. 3MEHIIICHHS TEXHOJIOTIYHUX BY3JiB y Mikpocxemax DRAM nocuioe
3arpo3sy, 103BoJIsitoun atakaM RowHammer fgocsiratu ycmixy 3 MEHIIOI KUTBKICTIO
akTuBalid psankie. lle mnigkpecitoe HEOOXIAHICTh MEPEOLIHKU Ta MOCUJICHHS
ICHYIOUMX MEXaHI3MIB 3axXUCTy. Y I[bOMY pO3AUTT MM Kiacu(]ikyemo cTparerii
3axucTy B RowHammer 3a TppboMa o0macTsiMu 3a1€KHO B1J] TOTO, /1€ 3aCTOCOBaHA
TEXHIKa [MOM’ IKILIEHHS: TporpaMHe 3a0e3neueHHs, KouTpoiaep nam’sti Ta DRAM, sk
nokazaHo B Tabnuii 3. 3roJoM MU aHaJli3yeMO CTparerii B KOXKHIM KaTeropii 3a
KpUTEPISIMA KOHUENUIi 3aXHUCTy, BIACTEKEHHS MEXaHI3MH Ta 3acO0M MPaBOBOIO
3axucTy. Po3mmpeHi TEeXHOJOTIYHI By3JIM Ta OLIBII BHCOKA HIUIBHICTH KPEMHIIO
M1IBUITYIOTh cipuifHATIMBICTE DRAM 1o arak RowHammer, ockijibKy 3MEHIIICHHI
BIJICTaHb MK OCEpPEJIKaMU 3HAYHO 3MEHIIY€E KIJIbKICTh MOJOTKIB, HEOOX1THUX IJIsi

nepeBepTaHHs OITIB.

RowHammer BukopuctoBye koHCTpYKITit0 DRAM 3 olHUM KOHIEHCATOPOM Ha
01T, 1100 3armyckaT 3MiHy OITIB y CYCIIHIX KOMipKax 4epe3 MOBTOPIOBaH1 3BE€pHEHHS
00 paAnkiB mam’sTi. Ll Bpa3nuBICTh 03BOJISIE 3JIOBMUCHHMKAM MAaHIMYTIOBaTH
JTAaHUMHU, B1THOBJTIOBATH KOH(IEHIIIHHY 1H(QOpMAIlito Ta BUBOAUTH 3 JIaAy MPOIECU
yn cucremud. Brepme BusiBieni B 2014 pomi HoOBi Bapianth RowHammer
MPOJIOBXKYIOTH HanutoBatucst Ha DRAM, ycminmHo o0xoasun MeToau Oe3MeKu, Taki
ak ko BunpasieHHs noMuiok (ECC) 1 oHoBnenHsa psakiB Tpanzakuiid (TRR).

Edexrunuii 3axuct DRAM Bigx RowHammer Bumarae 6aratopiBHeBoi peanizartii
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HaJIMHUX METOJIB Oe3MeKH Ha CUCTEMHOMY PiBHI, BiJ mudpyBaHHs Ta oO0dyckarrii
710 IPUMYCOBOT 130JIA11T JaHUX 1 PO3MIMPEHUX CXEM BHUIPABICHHS MOMMIOK. OqHaK
e JIeTmie CKa3aTH, HDX 3pPOOMTH, OCKUIBKH KOHTP3aXOAW MOXYTh IOTEHIIHHO
BIUTMHYTH Ha MOTYKHICTh, TPOAYKTUBHICTS 1 oty (PPA). Tomy iH)xeHepH MOBUHHI
OlIHUTH Kommpomicu Oe3neku PPA pasoMm i3 kimoyoBuMH —(QYHKIIISIME Ta

KOMITIOHCHTAMHU Ha ITIOYATKy IMPOLCCY IIPOCKTYBAHHA.

1.3.1 OcHOBHI MOHATTHA

Tpaguiiiino i 4ac po3poOKU MIKPO YilliB BPaXOBYIOThCS JIUIIE BIUIUB Ha iX
PPA. Onnak HemiojaBHI amapaTHi arakd, BKIIOYHO 3 RowHammer, Meltdown i
Spectre, a TakoX araku, 010 BUKOPUCTOBYIOTh (yHKUIi DVFS nns BopoBamkeHHs
NMOMHUJIOK TMporpaMHOro 3abesneueHHs, Hampukian clkscrew 1 Plundervolt,
MIJKPECTIOITh BAXKIIMBICTh BU3HAYEHHS MPIOPUTETIB OE3MEKH I1JI 4ac MPOLECY
npoekTyBaHHs. YacTo came HOB1 DYHKIII1, JJOJaH1 JJIsI I1IBUIIICHHS TPOIYKTUBHOCTI,
CTBOPIOIOTh IIAIIapM Il aTak, OCKUIbKA TexHonorii DRAM 3 wyacom
3MEHILYETHCS, UIUIBHICTh 1 MPOAYKTUBHICTh MOKPALLYIOThCS, COPUMHATIMUBICTD 10
RowHammer 3pocrae. {06 Bupimmtu 111 npobiaemu, Oyau 3amporoHOBaH1 pi3Hi
Meroau mudpyBaHHs Ta o0dyckauii nus 3axucty DRAM Big arak RowHammer.
Sxmo 3ammdpysatu ado o0dyckyBaTH CBOi JaHl, a MOTIM XTOCh 3a0MBa€ PSAOK
aTakolo 1 CIPUYMHSIE 3MiHYy OITIB, 116 HE MOXY BIUIMHYTH Ha OJWH BIJIIMOBIIHUMN OIT

MOYaTKOBOI 3alIM(PpOBaHOi 1H(OpMarlii.

T'onoBHMM 3apa3 mae OyTH Te, IO MUTAHHS OE3MEKU MOBUHHI OYTH YaCTUHOIO
MPOIIECY MPOEKTYBAaHHs, MOYMHAIOUN 3 apXiTeKTypHOro piBHs. lliumicHuil anami3
CUCTEMH TAKOX JIO3BOJISIE KOMaHI PO3POOHUKIB 3MEHIIIUTH BIUIUB Ha MOTIPIICHHS
Oe3mneku yepe3 onTuMizsiito PPA. SIKiio » BUSBISATH KOKHY CITa0KICTh OKPEMO, TOJI
HAKJIaJHI BUTPATHU 3pOCTYTh Habararo Ouiblle, TOMY IO TEXHIKA 3aXHUCTy MOXYTb
301raTucs Y BUKJIIOYATH OHA OAHY. TOX CIiJ] TUBUTUCS HA BUILIUM PIBEHB OC3IEKH.

BaxnuBo auBUTHCS 3HU3Y Bropy Ha HaWBUIIMK piBEHb, a MOTIM KepyBaTu
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IMporpaMoro Oe3rekn 3 HhOro. Tak sk IMPOCKTYBAHHS HAaBIIAKHW BHUKJIMKAEC Oararo

CKJIQJIHOCTI Ta MPOOJIEM.

3pemiroro, 3aralbHOCUCTEMHI araparHi 1 MPOrpaMHi PIlIeHHs y MO€AHAHHI 13
CYBOPUM KOHTPOJIEM JIOCTYILy Ta MPHUMYCOBOIO 130JIS1I1€I0 TaHUX € TIOKA HaWOLIbII
e(eKTUBHUM METOJ MPOTHUIIl eKcIuoiiTam, TakuM sk RowHammer. V Oyap-sikomy
MYJBTUTCHAHTHOMY a00 3arajJlbHOMY CEpeIOBHIII IS 130JAMii JTaHWX MOTPiOHI
KOHTeHHepu. JlaHi TakoX TIOBUHHI OyTH TpU3HAYCHI, HANPHUKIAT, IOTOKY
mpolecopa, e BOHU HE MOXKYTh OyTH MPOYUTAHI 1HIIUM OTOKOM. 3BUYAIHO, 1Ie HE
Moxe OyTh mpocTto nporpamHe 3a0e3nedeHHs. [loTpiOeH amapaTHuMil 3axucT

0a30Boro piBHs. [HaKIlIe 3aXUCT MPOrpaMHOro 3ade3neueHHs Oy/ie MopyLeHo.

1.3.2 Amnaparni pimueHns: oHoBjaeHHsi DRAM, ECC

OpHuM 13 HAUMPOCTIIIUX 1 BOJHOYAC €(EKTUBHUX CIOCOOIB 3aXUCTY BiJl aTak
RowHammer € 30uiblieHHsT 4acTOTU OHOBJIEHHsS KoMipok mam’siTi (Refresh Rate
Increase). Lleit meton Oa3yeTbcsi Ha poO3yMiHHI Toro, mo araka RowHammer
peaizyeThCsl NUISIXOM 0araTopa3oBOTO 3YMTYBAHHS MEBHOTO PsKa B MaMm’ siTi, 110
CIPUYMHSIE BUTIK 3apsAly 3 CYCI/IHIX KOMIpOK. UMM YacTilie BUKOHY€TbCS OHOBJIEHHS
JaHUX Yy TaM’sTi, THM MEHIIE Yacy 3aJMIIa€ThbCs IS TOTO, MO0 BHUTIK 3apsay
npu3BiB 10 OiTOoBUX mNoOMMIIOK. CTaHIapTHa AMHAMIYHA ONEpaThBHA IaM SITh
(DRAM) BUKOPHUCTOBY€E MEXAHI3M MEPIOJUYHOTO OHOBJIEHHS, MPU SIKOMY KOXKEH
PAAOK MaM’siTI Mepe3anucyeTbcs depe3 MEeBHUHM MpoMikok yacy. Hampuknan, y
TpaauLiitHux Monayiasix DRAM oHOBIEHHsS BCIX PAIKIB 3M1MCHIOEThCA KOXHI 64
MuTicekyHau (ms). Y Biamosinp Ha 3arpo3y RowHammer BupoOHUKHM mam’siTi Ta
PO3POOHUKHN KOHTPOJICPIB MOYAIM BIPOBAKYBATH MEXaHI3MH, SIKI JO3BOJISIOTH
CKOPOTHUTH IIeH IHTepBaJ yABIUul 400 HaBITh yU4eTBEpO (Hanpukiad, 32 ms abo 16 ms).
Ile cyTTeBO yCKIaAHIOE peaizailiio aTaku, OCKUTbKHM MOTSHIIIHUI 3JI0BMUCHUK HE
BCTUTa€ BUKOHATH JAOCTATHIO KUIBKICTh 3UUTYBaHb, OO CIPUYUHUTH BUTIK 3apsiay

B CyCIJHIX KOMipKax. 30UIbIIIEHHS YaCTOTH OHOBJICHHS MOXE peali30ByBaTHUCS Ha
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PIBHI KOHTpOJIEpa TlaM’AAT1, IKUH KEPy€ [IUKIOM OHOBJICHHS ISl BCIX IMIIKITIOYEHUX
monyniB DRAM. V cydyacHHX CHCTeMax KOHTPOJEpU NaM’ STl MATPUMYIOTbH
a/JIalITUBHI MEXaHI3MU KEpYBaHHS 4YacTOTOI0 OHOBJIEHHs. Hampuknan, koiau cucrema
BUABIISIE TIA03PITI0 YacTUH JOCTYH A0 NEBHUX PAIKIB, BOHA MOXE JMHAMIYHO
301IBIIYBaTH YacTOTY OHOBJICHHSI came JUIsl UX PSAKIB, 3MEHIIYIOUH WMOBIPHICTD
BUTOKY 3apsiay. Takuii miaxix 3HUKY€E BIUTUB Ha 3arajibHy NPOAYKTUBHICTb I1aM AITI,
OCK1JIbKY OHOBJICHHS BiJI0OYBa€ThCSI BUOIPKOBO TSl IIOTEHIIIIHO BPA3IMBUX KOMIPOK,

a He JUIA BCle€l maM’ ATl.

Xoua 301TbIICHHS YaCTOTH OHOBJICHHS € €(DEKTUBHUM METOJOM 3aXHCTY, BiH
Mae 1 cBoi HeAoJNikh. [OJOBHMI 3 HMX — 1€ MIJIBUILIEHE E€HEProCHOKWBAHHS.
Omnepartiis OHOBIICHHS BUMAarae JOAATKOBHX BUTpAT €HEPrii, a 4yacTe MOBTOPEHHS
ILOTO TpOIeCy 30UIbIIIy€e 3arajbHe HABAaHTAXKCHHS HA CHUCTEMY JKUBIICHHS Ta
oxonomkeHHs. Oco0IMBO 1ie cTae MpoOIeMOr0 A1 MOOIIBHUX MPUCTPOIB, CEPBEPIB
Ta CHCTEM 13 BEJIMKOIO KUIBKICTIO BCTAHOBJIEHOI Mam’siTi, JI€¢ HaBITh HEBEIUKE
3pOCTaHHS €HEPTOCIOKUBAHHS MOXKE MaTH KpUTUYHUH BIUTUB. [lle omHuM BUKITHKOM
€ BIUIMB Ha MPOAYKTUBHICTh. XO4Ya OHOBJICHHSI TaM’ATi 3aiiMa€ BIJJTHOCHO Mallui
IPOMDKOK Yacy, WOro HajJMipHE 30UTbIIEHHS MOXKE MPHU3BOAUTH JO KOPOTKHUX
nepepuBaHb JOCTYIY 0 JaHUX, 0 MOXKE HETaTHBHO MO3HAYUTHUCS HA MIBUIAKOCTI
poOOTH mporpam, siKi aKTUBHO B3a€EMOIIOTH 13 mam’sTTio. CaMe TOMy cCydacHi
pileHHsT KOMOIHYIOTh 30UIBIICHHS] YaCTOTH OHOBJICHHS 3 IHIIMMHM MEXaHI3MaMmH,
takumu sk Target Row Refresh (TRR), siki 103BONIAIOTE 3aCTOCOBYBATH LIEH METOA
JUIIE 10 MOTEHIIHO BPAa3IMBUX JUISTHOK MaM’SITi, 3MEHIIYI0Yd HETaTUBHUN BILINB

Ha MPOYKTUBHICTb.

He3sBaskaroun Ha 111 0OMEKEHHS, 301JIbIIICHHS YaCTOTH OHOBJICHHS 3aJIAIIACTHCS
OJHUM 13 KIJIIOUOBUX METOMAIB 3aXUCTY, SKHU BUKOPUCTOBYETHCS B CYyYaCHUX
CUCTEMax, OCKUIbKM He MOTpelye CYTTEBUX 3MIH Yy apxiTekTypi mam’sti. bararo
BupoOHUKIB DRAM, Bxmtowatoun Samsung, SK Hynix ta Micron, akTHUBHO

BJIOCKOHAIIOIOTH CBOI TEXHOJIOT1i OHOBJICHHS, JIOJAI0YH QJIAlITHBHI aJlTOPUTMH, SIKi
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3a0e31euyroTh OaaHc Mk 3axuctoM Big RowHammer Ta edekTuBHICTIO poOOTH

CHUCTCMMU.

JlpyruMm 13 KJIIOYOBUX MIAXOAIB O amapaTHoro 3axucty mam sati DRAM Big
arak Tuny RowHammer € Bukopucranus mexaHizmiB kopekiii nomuiok (ECC —
Error-Correcting Code). Texuomoris ECC 3acTocoByeThCS B CEpBEpPHUX,
BHCOKOTIPOAYKTHUBHUX OOYHCIIIOBATPHUX CHCTEMax Ta KPUTUYHO BAXKIHBHUX
7oAaTKax, Je HaIiHHICTh maM’sTi € mpiopuTeToM. BOHa M03BONISIE BUSBISATH Ta
BUIIPABIISATH TOMUJIKH, 10 BUHUKAIOTh y KOMIpKaxX Imam’siTi, BKIIOYAIOYH Ti, IO

MOXYTh OyTH cipuuuHeH1 atrakamu RowHammer.

VY rtunosiii peanizamii ECC-maM’sTi 10 KOXXHOTO CJIOBa JIaHUX JIOAFOTHCS
JOJATKOB1 OITH MEpEBIpKH, K1 30epiratoTh 1HPOpPMALi0 PO MapHICTh a00 OLIBII
CKJIaJIHI KOAM Kopekilii. OaHuM 13 HAWUMOMIUPEHIIIUX METOMIB € KOJ XEeMMIHTra
(Hamming Code), sikuii 103BOJIsIE BUMIPABISITH OJHOPA30B1 TOMUJIKM Ta BUSBIIATU
noaBiiHi. [{ns 3axucty Bigy RowHammer cydacni peanizaiii ECC BUKOPUCTOBYIOTh
oinbm notyxH1 koau, Taki sk SECDED (Single Error Correction, Double Error
Detection), 1m0 J03BOJSIOTH BUIIPABJISATH TMOMUJIKKA B OIHOMY OITI 1 BUSBIATU
oMUk y nBox. lle BaxkimBo, ockinbku araka RowHammer Moxe cripuuuHITH
MHOXUHHI TIOMUWJIKH, $IKI TIOTPEOYIOTh CKIIAHIMIUX aJITOPUTMIB  KOPEKIIIi.
Pozmupeni peamzaiii ECC y HoBiTHIX Moaynsx DRAM BkiouarOTh MOXJIMBOCTI
OararopiBHeBOro KoHTpoto, Taki sik cumBoiHe ECC (Chipkill) aGo TexHosmortii, 1o
PO3MOAUISAIOTh KOHTPOJIBHI OITH MK KiJIbKoMa yiramu mam’sti. Lle mo3Boisie He
JIMIIIe BUMPABIISATU MOMUJIKA B OKpeMHX OITax, a il KOMIEHCYBaTH 3011 LIJIMX YiIliB
ab0 OKpeMHX KOMIPOK, sIKi MOXKyTh mignaBarucs araui RowHammer. Hanpuxnan, y
monyasix mam’ati DDRS 3actocoBytoTbes BgockonasneH1 Bapianti ECC, siki MOXYTb
BUIIPABJIATH OUIbLIE HIK OJHY IOMWJIKY Ha KOMIPKY 3aBISKH BHYTPIIIHIM

AJIrOpuTMaM KOHTPOJIO.

Onnak Bukopucranas ECC He € manareero Bijg araku RowHammer. V geskux

BUMAaAKaX, KojJu RowHammer cipuynHsie MHOXKUHHI TOMUJIKK B OJIHIM KOMipIli a0o
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PO3IOALICH] MOMUJIKHM Y KUIBKOX Pi3HUX OaHKax mam’ATi, HaBiTh po3mupenuit ECC
MO>KE HE BIOPATUCSA 3 KOPEKIIi€ro BCix 3001B. Tomy cydacHi cuctemu O€3MeKH 4acTo
koMOiHy10Th ECC 3 IHIIUMH METOJaMU 3aXUCTY, TAKUMH SIK BUOIPKOBE OHOBJICHHS
psankiB (TRR — Target Row Refresh), mo6 3naun0 3MEHIIUTH PU3UK YCIINTHOT aTaKH.
3aranom, ECC 3anumiaeTscsi OMHUM 13 HaWBaXJIMBIIIMX MEXaHI3MIB amapaTHOrO
3axucty Binm arak RowHammer. Ioro edexTHUBHICTb 3alIeKUTh Bim Ty
BUKOPUCTAHUX KOJIB KOPEKI[i, pIBHS IHTerpaimii 3 KOHTpOJEpaMH MamM siTi Ta
NO€JIHAHHA 3 I1HIIMMHU 3axofamMu Oe3nekd. Y CydacHHX CHCTEMax BHUCOKOI
OPONYKTUBHOCTI BAockoHaneHi MmexaHisMu ECC y mnoegHaHHI 3 OHOBJIEHUMHU
apXITEeKTYPHUMHU pIIIEHHSMHU JONOMAaralTh CYTTEBO 3MEHUIUTH BPA3JIHUBICThH

rmam’ STl J10 IOMIOHUX aTak.

1.3.3 IIporpamui MeToaAu: AJTOPUTMH NEPEeBIPKU H 00MeKEHHS JOCTYILY

BpaxoBytouu Te, 1110 araka peajizyeThCsl Ha allapaTHOMY pIBHI, ii BUSIBJICHHS Ta
3aro0iraHHs € CKJIaJHUM 3aBIaHHSIM, SIKIIIO MU TOBOPUMO IIPO CUTYallli KOJIK HEMAE
MOXKJIMBOCTI 3MIHIOBAaTH amnaparHy apxiTekTypy. OgHak ICHye HHM3Ka MPOrpamMHHUX
METOJ[IB 3aXHUCTy, SIKI MOXYThb JOIMOMOTTH MiHIMI3yBatu pu3uku RowHammer.
OpHuM 13 KJIIOYOBHX MIIXOMIB € BUKOPUCTAHHS AJITOPUTMIB MEPEBIPKU LLIICHOCTI
nam’sITI Ta BUSBJIEHHS MIA03pLI0i akTUBHOCTI. [IporpamHi MeToau, 3aCHOBaH1 Ha
aJIropuTMax MepeBipKU, mepeadavaroTh MOHITOPUHT OTIEPAIliil 13 TaM’ ITTIO Ta aHai3
3aKOHOMIPHOCTEH JOCTyIy A0 KoMipoK. Ockiibku araka RowHammer 6a3yeTbcst Ha
OaraTtopa3oBOMy YMTaHHI OJHOTO ¥ TOTO X psiiKa mam’siTi 32 KOPOTKUN MPOMIKOK
4acy, OTHUM 13 HAUTPOCTIIINX METOIIB € BIICTEKEHHS YACTOTH TOCTYITY /IO OKPEMUX
PAAKIB. SIKIIO cucTeMa BUSBIISiE aHOMAJILHO BEJIMKY KIJIbKICTh 3UMTYBaHb 13 IEBHOTO
psaKa, 1€ MOXE CHTHAaJI3yBaTH MpO NOTEHLIWHY araky. Y TakKuX BHIIaJKax
omepariifHa cucreMa ad0 MIKpOMPOrpaMu MOXKYTh BXKUTHU 3alO01KHUX 3aXO[iB,
HaNpUKIa, 1HIIIIOBATH MPUMYCOBE OHOBIICHHSI BPA3JIMBUX PSAKIB a00 3MIHUTH

pO3TalllyBaHHS KPUTUYHUX JaHUX y MaM’sITi.
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e oqHMM €(EeKTUBHUM aJITOPUTMIYHUM METOAOM € BUKOPUCTAHHS NEPEBIPKU
KOHTPOJIBHUX CyM 1 Xem-(yHKIM A7 BUSABICHHS HECMOMIBaHUX 3MiH y JIaHUX.
Hanpukian, omnepamiiiHa cucreMa MoOK€ NEPIOAMYHO OOUUCIIOBAaTH KOHTPOJIBbHI
CyMHU MEBHHMX OOJacTeil mam’siTi ¥ MOPIBHIOBATH iX 13 MOMEPEIHBO 30epeKECHUMU
3HAYEHHSMU. SKI0 BHUSABIAIOTHCS HEBIAMOBIMHOCTI, 1€ MOXE CBITIUTH IIPO
HECAHKI[IOHOBaHI 3MIHM, BUKJIHWKaHI aTakoro RowHammer. Ilei migxim Moke
BUKOPHCTOBYBAaTUCA y BHCOKO3aXHILIEHUX CHCTEMaX, 1€ KPUTHUYHO BaKIHBO
3a0€3MeUnTH IUTICHICTh JIaHUX, HANpUKIaa, Yy OaHKIBCBKHX CHCTeMax ado
nepxaBHUX 1HpopMauiiHux pecypcax. [{o6 yHUKHYTH 3HAYHUX HAKJIaJHUX BUTpAT
Ha TOCTIMHUN MOHITOPUHI YCI€i maM’siTi, Cy4acHl aJlrOpUTMU BHKOPUCTOBYIOTH
TEXHIKM BHUOIPKOBOTO TecTyBaHHs. Hampukinaza, cuctema MoXe pO3IUISATH aM AThb
Ha OKpEeMI1 CETMEHTH U 3/1ICHIOBATH NIEPEBIPKY BUMAIKOBUX JIUISHOK 32 JOTIOMOT OO
aJIrOPUTMIB CTaTUCTUYHOTO aHai3y. Lle 103Bosie €epEeKTUBHO BUABIIATH MOTEHIIHHI
aTaku, He CIIOBUIbHIOIOUM poOOTY Bei€l cuctemu. [1ogiOHMI TiaXi/1 3aCTOCOBYEThCS
B 0ararb0OX AaHTUBIPYCHMX CHUCTEMax 1 MeEXaHI3Max BHSBJICHHS aHOMAJINA Yy

IpPOrpaMHOMY 3a0e3MeUYeHH.

JlonaTkoBO, JlesKi Cy4yacHl oOIepaliiiHi CHCTeMHU Ta TilepBi3opu
BUKOPHUCTOBYIOTh aJTOPUTMIYHI METOAM YMPABIIHHA Mam’STTIO, K1 3amo0iraroTh
HAJMIPHOMY JOCTYIy 10 OJHOTO i TOTO X psaka. Lle Moxke BKIIOYaTH, HAPUKIIA,
BUIIAJIKOBE MEPEMIIEHHS BAXIIMBUX CTPYKTYp y MaM’siTi a00 creriaabHl MOJITHKA
MJTAaHYBaHHS BUKOPHCTAHHS OIEPATWBHOI MaM’ATi, AKI MEPEIIKOKAI0OTh 3aHAITO
YaCTUM JIOCTYTIaM J0 KOHKPETHHUX PAMKIB. TakKUM YMHOM, HABITh SIKIIO aTaKyrunun
cpoOye peanizyBatu araky RowHammer, fiomy Oyne ckiagHo mepen0adutu, siKi
caM€ KOMIPKH Tam’sITi OyIyTh ypas3duBHMH, IO 3HAYHO 3HWKYE €(DEKTHUBHICTH

aTaKH.

Takox omHUM 13 HaWOIBII €(EeKTUBHUX CHOCOOIB MPOTHAII aTakaM THITY
RowHammer € nporpamui MeTosiu, 3aCHOBaH1 Ha 0OMEXEHH1 JOCTYITy JI0 [aM ATi.

Taki MeTogu 3MEHUIYIOTh MOXJIMBICTH 3J0BMHUCHHKA BIUIMBATH Ha (PI3WYHY
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cTpykrypy DRAM 3a pgonmomMororo yacTux omnepauiid 34UTyBaHHS Ta 3alucy, sKi
MO>KYTh MTPU3BECTH 10 HEKOHTPOJILOBAHOI 3MiHU OITIB y CYCIAHIX KOMIpKax mam’siTi.
OcHoOBHa i71es 1IbOTO IMiIXO/y MOJIATae B 0OMEXEHHI KIJTLKOCTI Ta YaCTOTH 3BEPHEHD
710 TIEBHHUX 00JIacTe mam’ATi, 00 aTaKylounid He MII BAKOHATH IOCTATHIO KUTBKICTh
omeparliii ;s peamizaiii araku RowHammer. Onun 13 mpocTux cnoco6iB peamizarii
OOMEKEHHSI IOCTYIy IOJISiTae y BIPOBAKEHHI KOHTPOJIO KiTBKOCTiI 3BEPHEHB 0
KOHKPETHUX pAIKIB mam’ari. Hampukman, omepariiiiHa cuctema abo TimepBizop
MOXXYTh BIJICTEXKYBaTH 4acTOTy 3BEpHEHb /0 KOKHOTO psinka DRAM i GrnokyBatu
JIOCTYyl JI0 THX, AKI BUKOPHCTOBYIOTbCS HAATO YacTO. SIKIIO MEBHHUM Ipolec
HaMmaraeThcsi 0araTopasoBO 3YUTYBaTH a0 3amuCyBaTH JaHi B Ty camy O0OJacTh
nam’sTi, CUCTEMa MOYKE€ TUMYAacOBO NMPUIMHUTH HOTO BUKOHAHHS a00 NEPEeHECTH

MOT0 /1aHl B 1HIIY YACTHHY IaM’SIT1, 10 POOUTH aTaKky MEHII €(PEKTUBHOIO.

[Ile omHUM Al€EBUM MEXaHI3MOM € OOMEXEHHS MPUBUIEIB TOCTYMy A0 MaM’ STl
Ha PIBHI MpPOrpaMHOro 3abe3rnedeHHs. BucokomnpuBuieioBaHI MpOrpaMu, Takl SIK
AJIpO OTepaliiHoi cucteMu abo BipTyalibHI MAIlIMHU, MOXKYTh MaTH O€3I0CepeIHii
JOCTYII 10 BCIX 00JacTel mam’sITi, TO/1 sIK KOPUCTYBAIbK1 IPOrpamMu Ta HABITh JESKI
ApaliBepy MOXYTh NpaIOBaTH B yMOBax oOMmexkeHoro aoctymy. Lle o3Hauae, mio
3IOBMHUCHHK, KM TPAIIO€ 3 JOAATKOM HA PiBHI KOPUCTyBaua, HE MaTUME 3MOTHU
0e3mocepeIHbO B3aEMOIIATU 3 (PI3UUHUMHU apecaMu NaM’siTl, 10 3HAYHO 3HMXKYE
pu3uK peam3amnii araku RowHammer. Jlesxi cywacHi ormepaliiiHi CHCTEeMH
3aCTOCOBYIOTh METOAM paHAOMI3allli JOCTyNy 10 nam aTi. Hampukiaa, TeXHoaoris
ASLR (Address Space Layout Randomization) 10o3Bossie 3MiHIOBaTH PO3TAITyBaHHS
BXJIMBUX JJAHUX Y TIaM’ STl Iopa3y MpH 3amycky mporpamiu. e o3naqae, 1mo HaBITH
SKIIO aTaKylo4YWi 3HAMIIOB CHOCIO BIUIMBATH Ha MEBHI OOJIACTI maM’sTi, MiCJIs
nepe3arycky mporecy abo CUCTEMH HOro 3HaHHS CTAlOTh 3acTapuUIMMU, 1 BiH HE

3MOXe€ BIATBOPUTH aTaKy.

JlolaTkoBO MOXKHA peastizyBaTy Miaxia 40 OOMEKEHHS JOCTYMY, 110 MOJIsATae B

BUKOPHUCTaHHI TaK 3BaHUX «TIHBOBUX CTOPIHOK» mam’sTi. BipryamizamiitHi
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TEXHOJIOT1l MOXXYTh CTBOPIOBATH 130JIbOBaH1 00J1aCTI IMaM’sITi, B AKUX KOXKEH MPOIEC
0a4uTh TUIBKH BIACHY BIpTyalbHY KOTMIIO JaHUX, TOJ1 K CIIPaBXHS (Di3UUHA TaM T
3MIHIOETBCSL JIMINE TiJ] KOHTpOJEeM omepaliiHoi cuctemMu. Lle poOuth araku
RowHammer meHm eheKTUBHUMH, OCKUIBKH 3JIOBMHUCHUK HE MOXE HaIpsIMy
MaHIITyJTIOBaTH PeabHUMHU KOMipkaMu mam’siTi. OOMEKEHHS TOCTYIy TaKOXK MOXKE
OyTH peai3oBaHO Yepe3 MEXaHI3MH KOHTPOJII0 BUKOHYBAaHOTO Kofy. Jlesiki cydacHi
MPOIIECOPH MIATPUMYIOTh TEXHOJOTIl, SKI JO3BOJSIOTH PO3IUIATH TIaM sITh Ha
CEeTMEHTH JUIsl 30epiraHHs JaHWX Ta BUKOHAHHS KOy, 3a00pOHSIOYHM 3MiHIOBATH
BUKOHYBaHI oOmacti mam’ari mijg dYac pobotu mnporpamu. lle yckmagHioe
excruryaraitiro RowHammer ai1s 310BMUCHUKIB, SIKI HAMArarOThCSl BAKOHATH aTaKy 3
MeTOr0 Moaudikaili KPUTUYHUX CTPYKTYp y HaM’sTi, TAaKUX SK TaOJUIll CTOPIHOK

a00 KJIFOYOBI JIaH1 ONepaniiHol CUCTEMHU.

TakuM ywmHOM, NporpaMHi Metond 3axucty Bil RowHammer Ha ocHOBI
O0OMEKEHHS JIOCTYIY € BaXXJIUBUM 1HCTPYMEHTOM y OOpOTHO1 3 11€10 BPA3JIMUBICTIO.
BoHu MoxyTh OyTH peani3oBaHl Ha PiBHI ONEpalifHUX CHUCTEM, TIMEPBI3OPIB Ta
BOYIOBAaHOTO MPOTPaMHOro 3a0e3neyeHHs, €()EeKTHUBHO 3amoOirardu arakam O0e3
HEOOX1THOCTI 3MIHU anapaTHOTO 3a0e3MeueHHs. AJTOPUTMIYHI METOIH MEPEBIPKH €
MOTY>KHUM 1HCTpYMEHTOM 3axucTy Bim RowHammer, ocobauBo B TUX BUNaAKax,
KOJIM arapaTHl MEXaHI3MH HE MOXYTb OyTH 3MiHEHi. BOHU 103BOJISIIOTH HE JIMILE
BUSIBJIATH TIA03pPUII aKTUBHOCTI, ajie¢ ¥ aKTUBHO pearyBaTd Ha 3arpo3u ILISTXOM
3aCTOCYBaHHSI 3aXMCHUX 3axO/diB Y pealbHOMY 4Yacl. 3aBAsSKd KOMOIHamIi
MOHITOPUHTY JOCTYIy JI0 TlaM’sTi, KOHTPOJbHUX CyM, BUOIPKOBOTO T€CTYBaHHS Ta
JMHAMIYHOTO KEepPYBaHHS JOCTYIOM JI0 JIaHUX, Cy4acHI CHCTEMH MOXYTh 3HAYHO
3MEHIIUTU pU3UKKM ekciutyaraili RowHammer 6e3 HeoOximHocTi momudikarii
oOnanHanHs. BukopucTaHHS TakuxX MiIXOMIB y MOEAHAHHI 3 IHIIUMHU METOJaMU
3aXUCTy, TAKUMU SIK AJITOPUTMIYHUI aHami3 AOCTYIy 0 Ham’siTi abo MexaHi3Mu
BuripasieHHs: noMuwiok (ECC), mo3Bossie 3HaYHO MIABUIIMUTH CTIMKICTH CUCTEM JIO

arak, 1o 0a3yroThcs Ha penomeni RowHammer.
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1.3.4 IlepeBaru Ta He0JIIKH OCHOBHMX METOIB 3aXMCTy aM’AITi

KokeH 13 BUIIIEONMCAaHUX METO/IIB 3aXUCTy MA€ CBOI MepeBarv Ta HEAOIIKH, SKi
BUPOOHHUKAM BapTO BPAaXOBYBAaTHU MPHU PO3POOII KOMILJIEKCHOT CUCTEMHU 3aXUCTY Bij

arak Ha nam’ sTh 30kpeMa RowHammer.

SIko roBoputH npo AmapartHmii 3axuct Ha ocHOBI ECC TO #oro ocHOBHa
nepesara B Tomy, 1110 metoi ECC (Error-Correcting Code) 6a3yeTbcs Ha BOyIOBaHUX
MeXaHI3Max BHSBJICHHS Ta BHUIIPABICHHS MOMWIOK y Tam’ari. BiH 1o3Bosnse
BUSIBJISITH OJTMHUYHI 01TOB1 3001 Ta HaBITh BUIIPABIIATH JICSKI 3 HUX, III0 POOUTH HOTO
eexTuBHUM y OOpoThO1 3 Hachigkamu araku RowHammer. TonoBHa mepeBara
TaKOT0 MiX0Ay MOJIATae B TOMY, 1110 BIH MPAIIO€ HA arlapaTHOMY PiBHI 1 HE TOTpelye
monudikarii mporpamuoro 3adesneueHns. ECC-mMoyii MUpOKO BUKOPHUCTOBYHOTHCS
B CEPBEPHHUX 1 KDUTHYHO BaKJIMBUX CUCTEMAX, 1110 MIATBEPIKYE IXHIO €(PEKTUBHICTD.
Kpim Toro, meit meton He 3al€XUTh Bl ONEPAIiiHOI CUCTEMH YU KOHKPETHUX
porpam, OCKUIbKY Mpalroe 0e3MmocepeIHb0 B KOHTpoJIepi mam’ati. He3Baxaroun Ha
edextuBHicTh ECC B Takux miaxojax, BiH Ma€e cBOi oOMexxeHHs. HaitronoBHiie —
craugaptauii ECC mMoyke BUNPABISATH JUIIE OJUH OIT y CIOBI TaM’SITI Ta BUSBIISTH
JBOOITOBI MOMUJIKH, ajie aTaka RowHammer Moke CIpUYMHUTA MHOXKHUHHI O1TOBI
MTOMUJIKH, SIK1 BUXOAATH 32 MeX1 MokauBocTel 6azoBoro ECC-kony. [1[00 3axuctuTu
nam’siTh BiJI TaKUX arak, NOTpiIOHO BUKOpUCTOBYBaTH posiuperi cxemu ECC, o
30UTbLIy€E amapaTHI BUTPATH Ta 3HUXKYE MPOAYKTHBHICTH cuctemMu. Kpim Toro,
Moyl mam’sti 3 miarpumkoro ECC noposkdi, Hix 3BuuaiiHi DRAM-monymi, 1o

pPOOUTH 1€l METOJT MEHII TIOCTYITHUM JIJIsI CTIOKUBYUX TMPUCTPOTB.

30unbIieHHs 9YacToTH OHOBIIeHHS (refresh rate) € ehexTuBHUM 1 yHIBEpCaTbHUM
crmocobom 3axucty Big RowHammer, oCKiIbKY 11€1 METOJT 3MEHITY€E Yac, MPOTATOM
SIKOTO 3JJOBMHCHHMK MOXE BIUIMBAaTH Ha PSAAKA MaM’ STI MIISIXOM OaraTropa3oBUX
noctymiB. [lpu miaBuUINEHIH YacTOTI OHOBJICHHS KOMIPKHM MaM’STi MEpPiogUYHO
BIJTHOBJIIOIOTH CBOT 3apsI/in IO TOTO, SIK BHACIIIOK aTaku RowHammer B HUX MOXYTh

BUHUKHYTH TOMUJIKHA. L[ei miaxis € MOBHICTIO anapaTHUM 1 MOXKe OyTH peati3oBaHui
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0e3 3HaYHUX 3MIH Yy MporpamMHomy 3a0e3nedeHHl. OCHOBHHUM HEIOJIKOM K
301IBIICHHS YaCTOTHU OHOBJICHHS € 3HAYHE 3POCTAaHHS €HEPrOCIOKUBAHHS TaM’SITi.
Ockinbku DRAM cnioxxuBae eHEPrito Mij] Yac OHOBJICHHS, I1IBUIIIEHA YaCTOTa TAKUX
oreparliii Npu3BOAUTH 0 3MEHILEHHS eHeproe(eKTUBHOCTI CUCTEMH, 10 OCOOIHUBO
KPUTHUYHO [UIs MOOUTPHUX TPHUCTPOiB 1 BOYIOBaHMX CHCTEM. TakoX, dYacTi
OHOBJICHHS MOXYTh 3HIDKYBATH 3arajlibHy MPOAYKTUBHICTh TaMm’ATi, OCKiJIbKH
KOHTpoJsiep Oyzie 3MyIIeHUH BUTpavaTy OUThIIIE Yacy Ha BUKOHAHHS ITUX OIeparlii
3aMicTh 00pOOKH 3anuTiB BiJ mpoiecopa. OKpiM TOTO, TaKU MiJIX1] HE YCyBae caM
MmexanizMm RowHammer, a nuiie yckiaaHioe HOro eKcIutyararlito, o 03Hadae, 110

3JIOBMUCHUKH MOXYTh 3HAXOJIUTH HOBI CTOCOOM 00XO/y II€T TEXHOJIOTI.

AJTOPUTMIYHI METOJM 3aXUCTYy MOXKYTh BHUSBISTH MHIA03PUTY aKTHBHICTH Y
maMm’aTi Ta 3amo0irark atakam 0e3 HeoOXimHOocTi Moaudikallii amapaTHOTro
3a0e3reueHHs. BoHM J03BOJISIOTH BUSIBIISAITU YacTl JIOCTYIU A0 MEBHUX DPSAKIB Ta
BIJIIOBIJTHO pearyBaTH, HAMPHUKIIAJ, BUKOHYIOUM MPUMYCOBE OHOBJIEHHS CYCIAHIX
psnkiB. [o10BHA mepeBara Takoro miaxoAy — WOT0 THYYKICTh, OCKUIBKU TPOTPaMHi
aJITOPUTMU MOXYTh OyTH OHOBJEHI a00 MOKpaiieHi 0e3 HeoOX1THOCTI 3aMiHU
oOnanHanHs. Tako BOHM MOXKYTh BUKOPHCTOBYBATHCS B YK€ ICHYIOUHMX CHCTEMax
0e3 nomaTkoBHWX amapaTHUX BHUTpaT. OCHOBHUM HEAOJIIKOM TyT € Te, IO
aJIrOPUTMIYHI METOIU MOTPEOYIOTh 3HAYHUX OOUMCIIIOBAIBHUX PECYPCIB, OCKUIBKU
BHMAararoTh MOCTIHHOTO MOHITOPUHTY aKTUBHOCTI aM’ATi, IIJ0 MOXKE BIUIUBATH Ha
MPOAYKTUBHICTh CHCTEMH, TIPHU IIbOMY MalOdl HU3BKUI piBEHb BUSABICHHS Ha Bar
BUTpaueHoi eHeprii. KpiM Toro, airopuT™u MOXKyTh J1aBaTy XHUOH1 CIIPaIlbOBYBaHHS,
0OMEXyI04M MPOMYKTUBHICTH JICTITHMHUX TporpaM abo0 CTBOPIOIOYH JTOAATKOBE
HABaHTAXEHHS Ha KOHTposiep mam’sATi. JlolaTKOBUM HEIOJIIKOM € Te, IO TakKi
MpOrpamMHi METOIU MOXYTh OyTH MOBHICTIO Hee(DEKTUBHUMHU TIPOTH HOBUX BaplaHTIB
araku RowHammer, siki MoauQiKyt0Th CXeMy AOCTYIy 10 MaM’siTi, 100 YHUKATH

BUABJIICHHAI.
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Metoau, 1m0 0OMEXYIOTh JIOCTYN 0 MaM’siTi, MOXYThb 3HAYHO YCKJIAJHUTU
BUKOHAaHHSA araku RowHammer. BoHn 703BONSI0TE KOHTPOJIIOBATH YaCTOTY TOCTYILY
0 TaM’siTI Ta OOMEXKYBAaTH MOXJIMBICTh KOPUCTYBAI[bKUX MPOrpaM Hampsmy
B3a€MOJIIATH 3 KPUTUYHO BaxkuBUMHU o0OnactssiMu DRAM. Ile ocobmuBo eexkTHBHO
y BipTyasli30BaHUX CEPEIOBHINAX, i€ TiMepBi3op abo omeparliiiHa CUCTEMa MOXYTh
130JTF0BaTH I1aM’SITh MPOIIECIB OAMH BiJl OIHOTO. BUKOpHCTaHHS TaKMX METO/I1B TAKOXK
J03BOJISIE JMHAMIYHO OHOBJIIOBATH MOJITHKU Oe3neku 0e3 HeoOXiTHOCTI 3MiHU
anapatHoro 3abOe3rneueHHs. [OMOBHUN >k€ MIHYC IIbOTO TMIAXOMy TMOJSITae y
CKJIQJTHOCTI Horo peanizarilii. OOMeXeHHs T10CTyIy A0 IlaM’ siTi BUMarae Moaudikarii
A1ipa onepariiiHoi cucteMu abo TinepBi3opa, M0 MOXKE BIUTMHYTH HA CYMICHICTD 13
nporpamMaMu Ta amapaTHUM 3a0e3nedeHHsM. KpiM Toro, Taki MeTOnuM MOXYTh
BUKJIMKAaTH 3HAYHE NaJiHHS MPOAYKTUBHOCTI Yepe3 HEeOOXiJHICTh IOCTIMHOIO
KOHTpPOJIIO 3a jgoctynamu g0 nam’siti. Ille ogHuM HemomikoM € Te, M0 aTakyrodi
MOXYTh  3HaxXOAUTH crmocoOW  00XOoy TakuX OOMEXEeHb, HalpUKIas,

BUKOPHUCTOBYIOUH MMOOIYHI KaHAIW a00 MaHIMyIIOI0YM TPUBLIESIMU AOCTYITY.

XogeH 13 po3mIsIHYTUX METOJIB HE € 17IealbHUM 1 HE TapaHTye aOCOIIOTHOTO
3axucty Bif arak RowHammer. Anaparni meromnu, taki sk ECC ta 301iblIeHHS
YaCTOTH OHOBJICHHSI, 3a0€3Meuyl0Th BHUCOKY HaAIMHICTh, ajieé MalTh HEIOJIKH,
MOB’513aHi 3 BapTICTIO Ta 3HWKEHHAM NPOAYKTUBHOCTI. [IporpamMui MmeToau € O11bII
THYYKHMH, TPOTE MOTPEOYIOTh 3HAYHUX 00K CIIIOBATILHUX PECYPCIB Ta MOXKYTh Oy TH

Bpa3JIMBUMHU J10 OOX1THUX TEXHIK.

HaitedekTuBHIIMM MIAXOIOM JO 3aXHUCTy € KOMOIHOBAaHE BUKOPHUCTAHHS
Kinpkox MetoaiB. Hanpuknan, noegnands ECC 3 miaBUIIIEHO YaCTOTOIO OHOBJICHHS
nam’siTi MOXe 3HaYHO yckiaaHuTh peam3anito RowHammer. Tak camo nporpamui
aNrOpUTMU TIEPEBIPKA Pa30M 13 OOMEXKEHHSIM JIOCTYIy MOXYTh CTBOPUTH

OaraTopiBHEBUH 3aXUCT, IKUW 3HAYHO 3MEHIIUTh PU3UK YCIIIIHOI aTaKH.
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Takum unHOM, eekTruBHUM 3axucT Bil RowHammer norpelye KOMIJIEKCHOTO
MiAXOMy, IO BKIIOYA€ SK amaparHi, Tak 1 MporpamMHi pillieHHS, aJanToOBaHi A0

KOHKPCTHUX YMOB BUKOPHUCTAHHA Tad piBHSI OC3IEKN CUCTEMH.

BucHoBku 10 po3ainy 1

Otxe, araka RowHammer 3anuiraerbest cepio3HOI0 3arpo30k0 ISl Cy4acHUX
DRAM-uimiB, OCKUIBKM BOHA J03BOJISE€ 3MIHIOBATU JaHl y (i3u4HIA mam’sTi 0e3
MPSAMOTO JOCTYNy /10 HUX. SIK Oyi0 MOKa3aHo, ICHYIOTh Pi3HI METOAU OOpOTHOU 3
III€I0 3arpo3010, KOXKEH 13 SKMX Mae€ CBOi mepeBarn Ta oOmexeHHs. JKomeH 13
PO3IITHYTHX METOMAIB HE € 1J€aIbHUM caM IO c00l, TOMYy pO3YMIHHS iXHIX
XapaKTEPUCTUK J03BOJIIE€ pO3pOOHHUKaM OyyBaTH €(DEKTUBHI CUCTEMH 3aXHUCTY, SIKI

HaWKpale BiJMOBIAal0Th KOHKPETHUM YMOBaM BUKOPHUCTAHHS aM’sITi.

AHaJT3y104M BCl 111 METOIU, MOYKHA 3pOOMTH BUCHOBOK, II0 KOXKEH 13 HUX Mae
CBO1 CHJIbHI Ta CJ1a0Kl CTOPOHHM, a OTXKE, ISl MAKCUMaJIbHO €()EKTHBHOIO 3aXHUCTY
NOTPIOHO BHUKOPHUCTOBYBAaTHM KOMOIHAINIO JCKUIbKOX MiaxodiB. Hampukian,
noegHanHss ECC Ta 30UIbIIEHOT YaCTOTH OHOBJIEHHS MOXKE 3HAYHO YCKJIAIHUTU
eKcIUTyaranilo araku RowHammer, Xoya mnpu 1IpOMY 3aJMIIUTHCA TUTAHHSA
MPOAYKTHUBHOCTI Ta €HEPTrOCIOKUBAHHSA. 3 THIIIOTO OOKY, TPOrpamMHi METOIU MOXKYTh
3a0€3MeUnTH 101aTKOBUM PIBEHb OE3IEKH, ajieé BOHU HIKOJIM HE 3MOXKYTh MOBHICTIO
3aMIHUTH anapaTrHi MeXaHi3MU 3aXucTy. Takok BapTO BpaxOBYBaTH, 0 BUPOOHUKH
nam’siTi MOCTIMHO BJOCKOHAIIIOIOTH T€XHOJ0T1i BUpoOHUIITBa DRAM, 1110 3MEHIIIy€e
WMOBIPHICTh Bpa3JIMBOCTEN, MPOTE HE yCyBa€ iX MOBHICTIO. OCTaHHI J1OCIIKEHHS
MOKa3yI0Th, 110 HABITh HOBITHI MOAYJIl TaM’IT1 MOXYTb OyTH Bpa3IMBUMH JJO HOBUX
BapianTiB arak RowHammer, 1o cBimuuTh Npo HEOOXIAHICTH MOCTIHHOTO
MOHITOPUHTY CHUTYyallli Ta PO3pOOKH HOBMX 3aXUCHUX MexaHi3MiB. HalOinb
MEePCIEKTUBHUMH TIIX0aMU 1T MallOyTHHOTO MOXYTh CTaTH T1OpUIHI METOIU
3aXHUCTy, 1110 MOEAHYIOTh arnaparHi Ta NMporpaMHi pimenHs. Hanpukmnan, po3poOka

IHTEJIEKTyaJIbHUX KOHTPOJIEPIB IMaM STl K1 3MOXKYTh CAMOCTIHHO BU3HAYATH aTaKu
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RowHammer Tta nuHamigyHO 3MIHIOBAaTH CTPaTErird OHOBJICHHS ab0 JOCTYMy M0
nam’siTi, MOJK€ CTaTd HACTYMHHM KpPOKOM y po3BUTKY Oe3smeku DRAM. Takox
JOCHIJIKYIOTECS METOJIM, 3aCHOBaHI Ha MAalIMHHOMY HaBYaHHI, SIKi J03BOJSATH
BUSBIISITU AHOMAJIbHY aKTHBHICTH y MaM’SITI Ta MPOTHO3yBaTW MOTEHLINWHI aTakH,
aHaMi3yl04d TOBEIIHKY IpOorpaM Yy peajbHOMy dYaci. Y MIACYMKY, OopoThOa 3
RowHammer € ckmagHoro 1 OaratorpaHHol0 mpoOiemMoro, sika moTpedye
KOMITJIEKCHOTO minxony. JKozmeH 13 MeToliB HE € yHIBepCaJIbHUM, TOMY HaMOLIbII
e(EeKTUBHUM PIIICHHM € TXHS KOMOiHallis, 110 J03BOJIMTh BpaXOBYBaTH BC1 MOYKJTHBI

BCKTOPH aTaKH Ta SMCHIINTHU PU3UK KOMHpOMGTaHﬁ JaHUX.
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PO3JILI 2
TECTYBAHHS HASSBHUX BBYJIOBAHUX CUCTEM
3AXUCTY MAM’SITI TA OIITHKA BPA3JIMBOCTEM

2.1 CTBopeHHs1 mi1aT(popMu yHiQiKOBAHOIO TeCTyBaHHS 3aC00iB 3aXHCTY

nmam’aTi

[Ilo6 mokpamutu DRAM y Bcix acmekrax 1 TMOfojaTd IpobiaeMu
MacitabyBanHss DRAM, nyke BaXJIMBO €KCIIEPUMEHTAIBHO 3p0O3yMITH POOOTY Ta
XapaKTepUCTUKHU cropaBkHiX MikpocxeM DRAM. 3okpema, Taki 3arpos3u, sk
RowHammer, BukimkaroTh 3001 Ha piBHI armapaTHOTo 3a0e3MEUeHHs, K MOXYTb
OyTH BUKOPHUCTaHI JJIsl €cKajlalli MpUBLIEIB a00 HECAHKI[IOHOBAHOTO JIOCTYIMY J0
naHuXx. Y 3B 43Ky 3 IIUM pO3poOKa yHi(hiKoBaHOT MIaTGopMu Jisi TECTYBaHHS 3ac001B
3aXMCTy TaM’ STl CTa€ HAJ3BUYAWHO aKTyaJbHOIO. TakMM YHMHOM ICHy€ MoTpeda B
pO3po0ILl EKCIIEPUMEHTANIbHOI 1H(PACTPYKTYpH i1 €(EKTUBHOIO Ta JIETKOTOo

TECTyBaHHS CIIPaBXHIX HalcydacHImux mikpocxem DRAM.

[cHyroul migxomu M0 3aXUCTy IaM ATI 3HAYHO BapilOIOTHCS 32 CBOEIO
CKJIQJHICTIO, €()EKTUBHICTIO Ta BIUIMBOM Ha MPOAYKTUBHICTh cucTeMu. Hanpuknan,
MeXaHI3MH Ha OCHOBI amapaTHoro 3abe3neuenHs, Taki sk ECC (Error-Correcting
Code), mpomoHyIOTh BUCOKMU DPIBEHb 3aXHCTy, aje€ MalTh OOMEXKEHHS MO0
MacmTabOBaHOCTI Ta BHMAararmTh JOJATKOBHUX amapaTHuX pecypciB. [Iporpamui
pIllIEHHS, Taki $K MOHITOPUHT AKTUBHOCTI TaM’siTi a0 130JsIlis MPOIECIB,
3a0e3Meuy0Th THYUKICTh, aJIe MOXKYTh OyTH HEIOCTAaTHRO MIBUAKUMU I POOOTH B
peanbHOMY uyaci. BiacyTHicTh yHidikoBaHOi T1uIaT@opmu, ska A03BoJsIa O
MOPIBHIOBATH 111 METO/IM, aHAJI3yBaTH X €(EKTUBHICTh 1 BUSBIATH BPA3JIUBOCTI B
PI3HHMX CLEHapisiX, CTBOPIOE 3HAYHUIA PO3PUB Mk pO3POOHHKAMHU armapaTHOro Ta
MPOTpaMHOTO  3a0e3redeHHs. MOTHBAIE0 I CTBOPEHHSA IIAaTQOPMHU €
HEOOX1THICTh CTaHIapTU3Aallli MPOIIECIB TECTYBAaHHS Ta OIL[IHIOBAHHS 3aCO01B 3aXUCTY

nam’siTi. YHiBepcalibHa Iuiaropma J03BOJIUTH JOCIHIJHUKAM 1 PO3POOHHKAM
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MOJIETIIOBATH pealibHl aTaku, Taki gk RowHammer uyu cnpobu mnepenoBHEHHs
Oydepa, omiHIOBaTH €(PEKTUBHICTh ICHYIOUMX 3aXUCHUX MEXaHi3MiB 1 MPOTIOHYBAaTH
HOBI migxoau. KpiMm Toro, Taka miardopma COpUSTHUME 3HIKEHHIO BHUTpaAT Ha
pO3poOKy Ta IHTErpaiil0 3axHUCHHMX pilleHb, OCKUIBKM TeCTyBaHHS Oyne
MIPOBOJUTHCS B KOHTPOIHOBAHOMY CEPEIOBUIII 3 YITKO BU3HAUCHUMH TTapaMeTPaMH.
AKTYaJIbHICTh  PO3pOOKH  yHI(iKOBaHOI IJIATGOPMU TAKOXK MIIKPITUTFOETHCS
3pOCTAIOUuMM BUKOPUCTAHHSIM MaM STl Y KpUTHUHUX CUCTEMaX, TaKuX AK (PiHAHCOBI,
MEJIWYHI YM BIMCHKOBI oOuuciaeHHs. [loMUIKM 9u arakd Ha Mam’siTh y TaKUX
CEpeIOBUIIAX MOXYTh MPU3BECTU JI0 CEPHO3HUX HACIIJKIB, BKJIIOUAIOYU BTpaTy
JAHUX, KOMIIpOMETallil0 KOH(IIECHIIHHOCTI a00 HaBiTh (Pi3uuHMil 30uTOK. Tomy
atopma, sika 31aTHa 3a0e3Meun Ty BCeO1UHE TECTYBAaHHS 3aC001B 3aXUCTY MaM AT,
Ma€e HE JIMIIEe HAyKOBE, ajlc ¥ TpaKkTUYHE 3HA4YEHHS I Oe3MeKHh CydacHUX

TEXHOJIOTIH.

MacmrabyBaHHSI TEXHOJIOTTUHOTO MPOIIECY BIUIMBAE HA Pi3HI XapaKTEPUCTUKH
DRAM, Taki sk emMHIicTh KoMipku DRAM 1 eMHICHI mepexpecHi MepeniKoau, o
HEraTMBHO BIUIMBAIOTh HAa HAAIMHICTh, 3aTPUMKY Ta XapaKTEPUCTUKHU Oe3NeKu
DRAM. Tomy BaxIMBO peTeIbHO MpoaHaNi3yBaTh 1l €(eKTH, o0 3po3yMITH, SK
3MIHIOIOThCS peasibHi XapakrepucTuku yina DRAM 13 maciraOyBaHHSIM TEXHOJIOTI.
BuxopucrtoBytoun iHQpacTpykTypy TectyBaHHa DRAM, nonepeani nociiaKeHHs
[34] po3kpuBarOTh iaei, AKI HAJAWXAalOTh HA HOBI MEXaHI3MH/METOMOIOTIi s
MOKPAILIEHHS ~ 3aTPUMKU  JOCTynmy a0  koMipok DRAM,  migBuilieHHS
eHeproe()eKTUBHOCTI, pO3yMiHHS Ta MiHMI3allis rnpobdiremu RowHammer, a Takox
po3yMiHHS 3001B 30epexenHs 1anux DRAM. Take po3yMiHHS 1yKe BaKKO, SIKILO HE

HEMOJKJIMBO, PO3BUHYTHU 0€3 TECTyBaHHS CIIPaBKHIX MIKPOCXEM.

2.1.1 IloOynoBa yHiBepcaJbLHOI MPOrPaAMHOLI OCHOBH

SoftMC [34] 1 Litex RowHammer Tester (LRT) [35] napasi € enuaumu 1omMa

noctynaumu Tiargopmamu tectyBanHss DRAM na ocHoBi FPGA 3 Bimkputum
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kooM. SoftMC — e iHdpacTpykTypa 3 BIIKPUTHM KOAOM, IpPHU3HAYEHA IS
tectyBanHss DDR3. Bin renepye TpacyBanusi komana DDR3, sxi mepenaroTbes
roJIOBHOIO MainHoto Ha rmary FPGA, Ha sxiii npaitoe SoftMC. Tum yacom LRT —
e taropma tecrtyBanHs RowHammer, crienianbHO CTBOpeHA JJISI MTPOBEICHHS
exkcepuMeHTiB Ha Mikpocxemax DDR3, DDR4 i LPDDR4. Bin otpumye
MOCJIIIOBHOCTI KOMaH]I B1Jl XOCT-MalllMHU Ta nepecuiiae ix Ha npuctpiit DRAM, o
TecTyeThcsl. He3Bakarounm Ha CBO¥O KOpHUCHICTBH, 1 SoftMC, 1 LRT ctukatotbest 3i
3HAYHUMH OOMEKEHHSIMH, SKI HE JO3BOJAIOTH 1M BIAIIOBIIATH BHMOTaM
yHIBEpCaJIbHOI, 3py4yHOi Ta po3mmproBaHoi 1uiargopmu TectyBaHHs DRAM Ha

ocHoBi FPGA[].
OcHoBanMH Hegoaikamu SoftMC 11 1IbOro JOCIIKEHHS €:

1. OOMmexennsa nepenadi ganux: SoftMC oOmexye mepenauy nanux DDR3
NUIAXOM iHIimiam3anii 61okiB kerry DRAM (512 6iT) 3a 101mOMOror0 nmoBTOPIOBAaHUX
mabJIOHIB Ha OCHOBI 8-OITHMX JaHUX, BBEICHHX KOpuUCTyBaueM. lle oOmexye
JOCIIJDKEHHSI ~ PI3HOMAHITHMX  IMAa0JIOHIB  JaHUX, BaXJIMBUX JUIS  IHIIUX
exkcriepuMeHTiB 3 DRAM.

2. HenetepminoBani 3arpumku: BukoHaHHs koMaHa SoftMC DDR3 nHa ocHOBI
TpacyBaHHS BBOAWTH HemepenOadyBaHi 3aTPUMKHA B KUIbKa MIKPOCEKYH]T MIX
MOCTIZIOBHUMH TpacyBaHHAMH KoMaHj. lle poOuTh HOro HENmpHIaTHUM s
EKCIIEPUMEHTIB, TaKUX SIK BUMIPIOBAaHHS €HEprii, Ikl BUMaraloTh TOYHOTO BIUTIKY
4acy MPOTATOM TPUBAIUX MEPIo/IiB (CEKYH]T a00 XBUJINH).

3. 3acTapiini KOMIOHEHTH: mporotun au3zaitHy SoftMC cTBOpEeHO BHUKIIIOYHO
s mwiatn ML605 FPGA, ska Ounbmie He BuUpoOnserbcs. Kpim Toro, ioro
CepeloBHUIlle PO3pPOOKH CHUPAETbCS HA 3acTapiil amaparHi Ta MHporpamHi
KOMITOHCHTH.

4. Obmexena crangaptaa miarpumMka DRAM: iaTepdeiic DDR3 Bim SoftMC
TICHO IHTETPOBAHUH y IM3aliH anapaTHoro 3abe3reueHHs, HoMy OpaKky€e MOIYJIbHOTO

4iTKO BU3HaueHOTo iHTepdeiicy. Sk Hacmimok, amanrtaris SoftMC no HOBuUX
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crannaptiB DRAM (nanpuknaa, DDR4) mnorpebye wMacmitaOHOI mepepoOKu

anapaTHOro 3a0e3MeueHHs.

Tomy mnardopmy SoftMC nnst TecTyBaHHS HOBITHIX IUIAT 1 THUMIB aTak OyIo
BikuHyTO 1 nepetigeno 1o LRT. BinnocHo LRT To nmpuunHamMu HEBUKOPHUCTAHHS

11bOTO (PpEeMBOPKY MOKHA BUJIIJIUTH TaKi:

1. YacoBi oomexkennsi: LRT He moxe miATpUMYyBaTd 4acoBl 3aTPUMKH MIXK
nociaioBHUMH koManaamMu DRAM kopotmmmu 3a 10 He, 1110 3HauHO 00MeXye€ Horo
EKCIIEPUMEHTaIbHI MOXKIUBOCTI. Lle oOMexxeHHs poOUTh HOro HempuAaTHUM s
JOCJIIJI)KEHb 3MEHILIEHHS 3aTPUMKH aKTUBaLlli 800 CKOPOUEHHS Yacy 3aluTiB.

2. IloBinbHa mepemada ganux: LRT miarpumye MIBUAKICTH Mepenavi JaHUX
aumre a0 1,9 M6it/c [35] Mk ronoBHoro MamuHOK0 Ta miaror0 FPGA. Ockinbku
Oararo excriepuMeHTiB 3 DRAM BKII04aloTh epeady BEIUKUX HA00PIB TaHUX IS

aHai3y, el MOBIILHUM 3B’ SI30K CTBOPIOE 3HAUHI HAKJIA/IHI BUTPATH.

[{i oOMexeHHs MIAKPECTIOTh NOTPeOy B OLIBIN aJaNTUBHUX, €(PEKTUBHUX 1
pO3IIMpPIOBAaHUX CTPYKTypax TectyBaHHsI DRAM nHa ocHoBi FPGA 60 sk 6auumo 3
IPUYMH BUIIIE KOIHA 3 ICHYI0UuX 1HGpacTpykTyp TectyBanHs DRAM 3 Binkputum
koz1oM[36] He MOXKke OyTH BUKOpPHCTAHA JIJIsl JIETKOTO Ta KOMIUIEKCHOTO TECTYBaHHS
HalicydacHimux mikpocxeM DDR4 ta DDRS DRAM. Tomy BaXJIMBO pO3pOOHUTH
yHIBEpCaJbHy, MPOCTY y BUKOPHUCTAHHI Ta PO3IIMPIOBAHY 1HPPACTPYKTYPY
tectyBaHH DRAM 3 BIIKpUTUM BHUXIJHUM KOJOM, 100 YMOXJIUBUTH
eKCIIEpUMEHTAJIbHI TOCTIKEHHST HOBUX MikpocxeM DRAM. Ha ocHOBI 111€1 BUMOTH
Ta HAIIIOi OLIHKY 1CHYI0YuX 1H(pacTpykTyp TectyBanHss DRAM Mu Bu3Hauaemo Tpu

KJTIF0YOB1 (DYHKIIIT, SIKI Ma€ HajaBaTu miardopma tectyBanuss DRAM.

Iumepdgheiic 6e3 oomedxncenv - iHTEpPeiic DRAM 3a3Buuail Hajae KOMaHIH, K1
MOKHAa BUKOPHCTOBYBAaTH IJsi JOCTymy 10 Komipok DRAM 1 kepyBaHHS HUMH
(manpuknan, READ 1 WRITE), crany 6anky DRAM (nanpuknan, ACT psaka) 1
CTaHy NPUCTPOIO (HANpHUKIAA, BXOLY/BUXOLY 3 PEKHUMYy caMOooHOBJeHHs ). 11]o0

YBIMKHYTH  OararoQyHKIIOHajdbHe  cepemoBuule  TectyBaHHs  DRAM,



87

iHppacTpykTypa mOBUHHAa 3abe3redyBaTd  HEOOMEXyBaJIbHUN  1HTepderic
npukiagHoro nporpamysBanHs (API), skuit 6e3nocepeanno Hagae inTepdeiic DRAM
TecToBii mporpami. APl He MOBHHEH HakKIaJaTH KOJTHUX YaCOBUX OOMEXEHb a0o

Oyab-sIKuX 00MexeHb Ha nmopsAaok komana DRAM, Buganux no mpuctporo DRAM.

IIpocmoma eukopucmanns - 1HGPACTPyKTypa Mae OyTH JIETKOIO JUIsl pO3pOOKH,
JUIA JIETKOi 1HTerpaiii HoBux intepdeiiciB DRAM 1 cTBOpeHHS MPOTOTHITIB Ha HOBUX
wiatax FPGA, mo6 nerko ctBopuTd poOOYUI MPOTOTHUII 32 JTOIIOMOTOI0 HIMPOKO
JOCTYMHHUX TMPOTPAMHMX 1 amapaTHUX 3aco0iB, 1 BHUKOPUCTOBYBATH, 100 JIETKO

POEKTYBATH Ta MPOBOAUTHU eKkcriepuMeHTr 3 DRAM.

Pozwuprosanicme - intepdeiicu DRAM mpomoBKyOTh pO3BUBATUCS B Mipy
MOSIBU HOBUX pOOOYMX HaBaHTaXeHb 1 MacmTaOyBaHHa TexHosorii DRAM. Tomy
iH(ppacTpykrypa TectyBaHHI DRAM mnoBuHHa OyTH JIETKO pPO3LIMPIOBAHOIO IS
niaTpumMkd  HOBUX iHTepdeiiciB DRAM (manpuxman, HBM2, DDRS) ans
MIPOBENICHHA €KCHEepUMEHTIB Ha nmpuctposx DRAM 3a ocTaHHIMH TEXHOJOTISMH.
Icayroua iHppacTpykTypa TectyBaHHI DRAM He Mae mpuHaiiMHI OJIHIET 3 IMX
(GYHKITH 1 HE MOXKE BUKOPUCTOBYBATHCS JIJIS JIETKOTO TECTyBaHHS HaWCy4aCHIIINUX
MikpocxeM DDR4. Takum ynHOM, iCHY€E noTpeda B iHGPaCTPYKTYPI, siKa 3a0e3neuye

BC1 TpU QYHKINT JUTIsI CTUMYITIOBAaHHS MaOyTHIX pociipkenb DRAM.

Cranpmaptai iHTepdeiicu DRAM Bu3HauaoTh OOMEXKEHHS (HANPUKIA],
napamMeTpy CUHXPOHI3allli), SIKUM MiANOPSAKOBYETHCS KOHTpOJIEp MaM’ ATi, 1100
rapantyBaTu TmpaBwibHy pob6ory DRAM.[93] Ili oOmexxeHHS 3a CBOEIO
KOHCTPYKITI€I0 TIEPEIIKOIKAIOTh BUSBICHHIO PI3HOMaHITHUX HE3aJI0KYMEHTOBAHHUX
omnepaliii, Ha siki TexHoJoriss DRAM abo KoHCTpyKIlis 4ina MOXKyTh OyTH 3[aTHI 3a
cBoero cyTTio. Hampukinan, wemonaBai po6otu[40] AeMOHCTPYIOTH METOIH, SIKi
JI03BOJISIIOTh BUKOPUCTOBYBATH KUIbKa OOYMCIIOBAIbHUX NpuMiTHBIB y DRAM
(HampuKIIal, MacoBe KOIIIOBaHHS JIaHUX, TOOITOBI oMepallli, CIpaBXHE FeHepyBaHHS
BUIIAJIKOBUX YUCeN 1 (h13UTHI HEKJIOHOBaH1 (PYHKIIiT) 3 BAKOPUCTAHHSAM CTaHJAPTHUX

npuctpoiB DRAM nuisixom nopyuieHHst napamerpiB cunxpoizauii DRAM. Taky
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HE3aJOKyMeHTOBaHy MoBeAiHKy DRAM MoXHa BHUSBUTH Ta HPOAEMOHCTPYBaTu
JUIIE [USIXOM TECTyBaHHS peanbHuX MikpocxeM DRAM 3 BUKOpUCTaHHSIM
1HPpacTPyKTYp, SKI MOXKYTh MOPYIIyBaTH MapaMmeTpu cuHxpoHizaiii DRAM. Tox
NepIIMM MYHKTOM Ha SKAW TOTPIOHO 3BEpHYTH YyBary IMpH MPOEKTyBaHHI
TecTyBaJIbHOI cucTteMu € KoHTposiep mam’sTi, OCKIJIbKM caMme BiH BIATOBiIA€ 3a

BCTAHOBJICHHS OOMEKEHb Ta AOCTYIIY 00 KOMipOK 3 JaHUMMU.

KonTponep mam’siTi 3a3BU4ail CKJIalaeThCs 3 ABOX MOJIYIIB: IUIAHYBaJIbHUKA
(scheduler), mo TeHepye Ta 1IaHye BIiAMoOBiAHI KoMaHmu DRAM s
OoOCJIyroByBaHHs 3alMTIB Nam’siTi (HAOpUKIAJ, 3a0UTH HAa 3aBaHTaXECHHS Ta
30epexxeHHs) Ta (¢3uuHoro iHTepdericy PHY (DFI), mo MaHimymoe
paglocurHajlaMi JUisl Tiepedadl KoMaHJ 1 JaHux 4epe3 iHTepdeiic DRAM 1o
Mmikpocxem mam’srti. [aTepdeiic DFI crangaptusye 3B’S30K MiXK KOHTPOJIEPOM
nam’sati Ta PHY, niaBuiyoun MOXIMBICTS TOBTOPHOTO BUKOPUCTAHHS KOHCTPYKLIN
koHTposiepiB mam’saTi. Curnanu DFI knacudikyroTbest Ha B1 BEJIUKI TPy - CUTHAIH
KepyBaHHS, SKI BUKOPUCTOBYIOThCS JJia Bujadi komang DRAM, ski 31e011b1110T0
aHaJOTIYH1 curHajiam (i3ugHOro 1HTEpPeicy (HampuKIIaa, CUTHAIM cas, ras Ta We)
Ta CUTHAJIM YUTAHHSA Ta 3alUCy JaHUX, sKi BUKOPUCTOBYIOThCS AJIs Nepeayl JaHuX
yepe3 iHTepdeiic DRAM. i curnanu B DFI Hanatots 6a3oBuil iHTepdeiic 3B’ 13Ky
JUIsl KOHTpOJIEpa MaMm’ATi 1 camMe 3 HUMU MU OyAeMO ONepyBaTH AJisi TE€CTyBaHHS

HAsBHUX YIIiB I1aM’ ATi.

Buxopuctopytounn FPGA Tta BOymoBani mnporpamui ¢QyHKiii, HeoOXimHi
KOpUCTYBaueBl [Jii HamucaHHsA TecToBoi mporpamu DRAM moxHa 30ymyBatu
MOYATKOBY HaJaro/KyBaibHY nporpamy. Cxemy TecTyBaJbHUI MIaTGOopMu MOXKHA
no0aunTH Ha PUCYHKY 2.1, 1110 BijIoOpakae OCHOBHI ii KOMIIOHEHTH 1 3B’ s13kU. FPGA
BIJIITpa€ pojib BUCOKOYACTOTHOTO peTpaHciaTopa komaHa 10 DRAM 1 BiAMOBIIHO
3YUTyBaua MOXKJIMBUX MTOMMJIOK 1 CTaHy OiTiB am’sTi. J{71s 1boro Oys10 BUKOPUCTAHO
BHUCOKOYACTOTHI TPOIIECOPU Ta pO3MapasiesIFOBaHHs IMPOTPAMHOI 1IMIUIEMEHTAIII].

Takox JJI IMBHUAMNIOITO BHKOHAHHA TECTIB IIjara PO3MIMPCHHA Ma€ aAaalTep



89

iHTepdeiicy DRAM, skuii gie sK MOCEPEIHUK MK BHYTPIIIHIM KOHBEEPOM 1
¢izuunum  inTepdeiicom  DRAM. KouBeep DRAM BuBOAMTH OZHOKpPATHO
3aKOJIOBAaHUM CUTHAJ 1HCTPYKIIII Ha 30BHIIIHINA BUXiA. Jlo mpukiIamy, IHCTPYKIis 3
nepuioto komauaorw ACT ta tperhoro komanaow WRITE BcraHOBUTH HaiimMeHIn
3Hauymmii OiT curnany (LSB) dram_act y 3HaueHHs JIOT19YHOI OAMHULI, Ta TPETIH
HalMEHII 3HaYyIIUi 01T curHaiay dram_write y T€ * 3HA4€HHS, 3aIUIIIal0YH BC1 1HIII
CUTHaJIM Ha HyIbOBUMH. Lli cHUTHamM BIOBMIOIOTHCS MomyineMm amantepa DRAM,
SKWW, TIO0 CyTi, MEPEeTBOPIOE II€H CIPOIICHUH CHUTHAJT Ha OLIbII CKJIATHUH,
3posyminmii iHTepdeiicy PHY. Anantep BiAOKpemIIeHUN BiJl PEIITH KOHCTPYKIIIi,

TOMY MOTO MOXHA JIETKO MOAM(IKYBaTH AJis IHTErpaiii HoBuX iHTepdeiiciB DRAM.

FPC

ry
| FPGA !
! ¥ !
i FPGA IHTepDelc 38" R3Ky +* :
i MporpamHa |, o = i
! Nam'ATs & i

DDR nam'ats

Mnara poswvpesHa

B :

KoHTponnep e KOMIipEW Nam AT

Pucynok 2.1 — biiok-cxema mnatgopmu tectyBanHs 4inie DRAM

OynkIii mporpamuoro 3abesneduenHs FPGA B mapi 3 miator0 po3mmpeHHs
BKJIFOUAIOTh BHUJAYy TochioBHOCTe komana DRAM 3 moTokoMm KepyBaHHS

(HanmpuKIan, y HUKJI) Ta AMHAMIYHY 3MIHY IIMPOKOTO (Hampukiaz, 512-61THOro)
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CJIOBa JIaHMX, sike 3amucyerbcss B DRAM 3a 10moMororo BUKOHAHHS KOMAaHJIU
WRITE. I[06 no3onuTu nporpamoBanomy siapy FPGA mocsrarn BUCOKHX YacTOT,
HEOOX1THUX I B3aemoii 3 mpuctposmMu DRAM (3a HOpMallbHUX pOOOYUX YMOB
MiHIMaJgbHa poboua yactoTa A npuctpoiB DDR4 cranoButs 666 MI'n), mu
PO3pPOOHIIN HOTO SIK TIOPSIKOBE SIPO 3 IT’AThMa TTOTOKAMH, 110 BUKOHYIOTh (DyHKITI{
BUOIpKH, JEKOAYBaHHSA Ta TPU €Tald BUKOHaHHA. ETam BuOIpkM BUOMpae OAHY
iHCTpyKuito (72 Oith) 13 mam’ari 1HCTpyKuid. Ertam gexkomyBaHHS JIeKOAye
IHCTpYKIIiI0O ad0 B MiKpoomepallilo BUKOHAHHS (U-0p), ad0 B YOTHUPH -Omeparii
DRAM. II[o6 BukoHaTH KOMaHIU JJO KOHTposiepa mporpama crnodarky 34utye GPR,
o0 OTpUMaTH aJpecHi omepaHiau (Hampukiaid, aapecy Oanky komaHau PRE)
BiamoBigHO1 KoManau DRAM, a motim Bumae komanay mnpuctporo DRAM uepes
¢13uunmii iHTepdeiic. [lapamerpu cuHXpOHI3aWii nocaigoBHOCTI koMann DRAM
OMOCEPEKOBAHO BU3HAYAIOThCA 3BUYAHUMU 1HCTpyKUisiMu SLEEP a6o DRAM
NOP. Ocnoue API nns [IK peanizoBane na C++, a mporpamui 3acoou s FPGA
Ha VHDL. Ileit API € po3smuproBaHUM 3aBASKM MOJYJIbHIM KOHCTPYKIIi, IO
JI03BOJISIE PO3POOHMKAM JIETKO 1HTETrpyBaTy HOB1 iHTepdeiicu DRAM 1 anantyBatuch
no HoBux mminat FPGA. API cknamaeTbcsi 3 TphOX KOMIIOHEHTIB: Kjac MPOTpaMu
BU3HAYA€, K CTBOPIOIOTHCS MPOTpaMH arak 1 iX cieHapii, kiac miargopMu Haaae
KopucTyBaueBi miatdopmy Ha ocHOBI FPGA 3a momoMoror Kiaro4doBUX (YHKITIH,
KJIac IJIaTH peanizye QyHKIIi 000JI0HKH siKi cniiKytoThes 3 FPGA uepes iHTepdeiic

i€l iatu (Hanpukan, apaiisepu PCle).

Krnac mporpamu iHKancymoe QyHKIIi1, SSKi BAKOPUCTOBYIOTHCS JUIsl CTBOPEHHS
mporpaM Ta CIeHapiiB aTak Ha mam aTh. KopuCTyBau CTBOPIOE II€H CIleHapii,
JOJIat0uM THCTPYKIII 7O CIUCKY ONHY 3a oaHoro. KopucTyBaui TakoX MOXYTh
J0JITaBaTH MITKH J0 MPOTPaMU, SIKI MOKHA BUKOPHCTOBYBATH SIK 11111 PO3TATYKEHHS
IHCTPYKI[I TOTOKY KepyBaHHA. Llg yMOBHICTH J03BOJIIE KOPUCTYBAu€Bl JIETKO
CTBOPIOBATH MPOTPaMU JJisi TECTYBaHHS OJHOTO CIICHApPiI0 Ha 0ararboxX MPHUUTPOSIX

6e3 mpenucyBaHHs Joriku. [1{o6 mpogeMoHCTpyBaTH MPOCTOTY BUKOPUCTAHHS, HA
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PUCYHKY 2.2 HaBeneHo npukian koay C++, sskuii BukopuctoBye API 1y cTBOpeHHA

CIIeHapito, 10 yuTae psiiok DRAM.

// The program below reads all cells in Bank 0, Row 0

// R5: bank address, R4: row address, R3: column address
// CASR: column stride register, R6: last column to read
Program p; // A sequentially-generated instruction list
.appendLI(R5, 0); // Add a new instruction to the list
.appendLI(R4, 0);

.appendLI(R3, 0);

.appendLI(CASR, 8); // Column address will increase by 8
.appendLI(R6, 1024); // Read until 1024th column address
.appendACT(R5, false, R4, false, 11);
.appendLabel("read");

.appendREAD(R5, false, R3, true, false, false, 0);
.appendBL("read", R3, R6);

.appendPRE(R5, false, false, 0);

W NN = S N0 N U R WD
©

T ©T T T T T T T O

Pucynok 2.2 — biiok nporpaMoBaHOro CLieHapio 10cTymy 10 nam’ati DRAM

BukopucTtoByour J0JaTKOBY 3aTPUMKY, KOPHUCTYBadl MOXYTh JIETKO
CTBOPIOBAaTH TMOCHIOBHOCTI KoMaHJ DRAM 13 [OBUIBHUMH HapaMeTpaMu
cunxpoHnizarii. [Ipamop npupocty perictpa aapecH 103BOJSE MAOIOHU JOCTYIY 3
JOBUTHHUMU KpokaMmu. Sk npukian, aprymentu ¢yskii appendACT (psgox 10) Ha
pucyHky: R5, anpecnuii perictp 6moky nam’sti (BAR), false - ne 301mbmryBatn BAR
KpOK perictpy Onoky mam’siti, R4 perictp aapecu psaka (RAR), false, ne
301bIIyBaT RAR Ha perictp Kpoky ajapecu psiika Ta yekatu 11 1o1aTkoBUX [TUKITIB
komaHHO1 muHU DRAM micnsa Bugaui komanau ACT y nopsjky 37iBa Hanpaso. Y
¢dynkiii appendREAD kopuctyBad 3untye Bci 61oku kerry DRAM y psnky DRAM,
BCTAHOBIIOIOYM TIPANoOp MPHUPOCTY PEricTpa aapecH CTOBIIA, 0€3 BUKOHAHHS
iHcTpykiin ADD mix komanmgamu READ. Ile no3Bossie kopucTyBaueBi MjiaHyBaTu

komaHIu DRAM 3 makcuManbHO KOPOTKMMH YaCOBUMU 3aTPUMKAMH.

Knac mnmardpopmMu BU3HAa4ae MeTOAM JJiE BUKOHAHHS Mporpam B

1H(paCTPYKTypl, MaHIMYJIIOBAaHHS CTaHOM IUaThopMu (HANpUKIAA, CKUJAHHSA,
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YBIMKHEHHSI aBTOMaTU4yHOTO OHOBJIEHHA psAnkiB DRAM) Ta oTpuMaHHS JaHUX 13

1atopMu Yepe3 BUCOKOLIBUAKICHUH 1HTEp(eiic.
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Pucynok 2.3 — Ilnara tectyBanns 4inisB DRAM

Krnac niartu BU3Hauae, sIK J1aHl MEPENaloThCs MK TOJOBHOIO MAIMHOIO Ta
iHppacTpykrypoto FPGA uepe3 BucokomBuikicHuil iHTepdeiic. Bin Hagae aBi
KJIF0UOB1 (PyHKIIIT 17151 Kitacy miiardopmu, sendData 1 receiveData, siki mepeBaHTakeH1
KomoM, skui peamisye iHtepderic mmatu FPGA (manpukinan, Xilink XDMA).
sendData BUKOpPHCTOBYEThCSI KJIACOM IUIaT(OpMU ISl HAJACWIAHHS TPOTPaMH /10
FPGA, a receiveData BUKOpUCTOBY€ETbCS ISl 3UMTYBaHHS JTaHUX 13 TECTOBAHOTO

npuctporo DRAM.

2.1.2 BuOip kpurepiiB 15 oniHIOBaHHS eeKTUBHOCTI 3axucty DRAM

[Ticnst cTBOpeHHST TECTOBOI MIATGOPMHU BAKIMBO TAKOXK BU3HAYUTH SIKI caMe

rnapameTpy BoHa Oyzie BUMIPIOBATH JIJIs TOAAJILIIOTO MOPIBHSAHHS KPUTEPIiB 3aXUCTY.



93

Ili xpuTepii MOBUHHI BpaxOBYyBaTH PI3HOMAHITHICTH 3arpo3, 3 SIKUMU CTHKAETHCS
maM’siTb, @ TaKOK OalaHC MK O€3MEeKOI, MPOMYKTUBHICTIO Ta EKOHOMIYHOIO
JomiIbHICTIO. EdexTuBHHMIT 3aXUCT maM’aTi HEMOXJIMUBUN 03 OO0'€KTMBHHX 1
BUMIPIOBAHUX TIOKa3HUKIB, SKIi JIO3BOJIAIOTH OIIIHIOBaTH, HACKUIBKH J00pe
KOHKPETHHH METOJi BUKOHYE€ CBOi (yHKIII B pi3HUX yMOBax. TakuM UYHUHOM,

dbopMyBaHHS IMX KPUTEPIiB € OCHOBOIO JIJIsl TOOYIOBU HAIIMHUX CUCTEM O€3MEKH.

PiBeHnp criiikocTi 10 arak € (PyHIaMEHTAJIbHUM KPHUTEPIEM OIIHIOBaHHS
€(hEeKTUBHOCTI 3aXUCTY MaM sITi, OCKIJIbKHA CaMe ISl BJIACTHBICTh BU3HAYAE 3/IaTHICTh
MEXaHi13My IPOTUIISTH pealbHUM 3arpo3aM. 3aXUCHI CUCTEMHU MOBUHHI €()EKTUBHO
BUSIBISITU Ta OJOKYBaTW BIJOMI Bpa3JIMBOCTI, 30KpEMa arakd, [0 AaKTHUBHO
BUKOPHUCTOBYIOThCA, IK-0T RowHammer. 1151 ataka ekcrutyarye gpi3uuHi 0OMeXEHHS
DRAM, 1m0 Moxe MpU3BECTU 0 CEpHO3HUX HACHIJKIB, BKIIOUAIOUHM 3MIHY MpaB
IOCTyny a00 BUTIK KOH(MIACHIIIHHUX AaHUX. J[J1 OIIHIOBaHHS CTIMKOCTI 10 TaKUX
3arpo3 HEOOX1JHO BHMIPIOBATH, 3 SKOIO WMOBIPHICTIO 3aXHMCHUN MEXaHI3M MOXE
3arno0irT¥ yCHiHOMY BUKOHAHHIO ataku. Lle Bkirouae aHani3 eeKTUBHOCTI p13HUX
METO/IIB, TAKMX K MOM sIKIIeHHs (mitigation), BusiBiIeHHs (detection) abo moBHe
YCYHEHHSI ypa3auBOCTi. B Hamomy BHUIAIKy YCHINIHICT, aTaKd MH3HAYAETHCS
KUIBKICTIO CIIOTBOPEHUX OITIB B KOHTPOJEpPl MaMm’ATi, HE 3aJE€XKHO BIJI TOrO
BIJIMBAIOTh BOHM Ha MOAAibILy poOOTYy 4M Hi. B ieaqbHOMY BapiaHTi Taki 3MiHU
MaioTh OyTH BIJICYTHI TOBHICTIO, aji¢ B PEalbHOMY CBITI IIbOTO JIOCATTH MaiiKe
HEMOXKJIMBO, TOMY OCHOBHOK METPUKOIO TYT Oy/€ BIAHOLIEHHS KIIBKOCTI 3MIHU

O1TIB BiJ 9acy aTaKy Y YaCTOTH OHOBJICHHSI KOMIPOK.

Kpim or1iHIOBaHHS CTIAKOCTI /IO OKPEMHX arak, Ba)XJIMBO BpaxOBYBaTU
3[IaTHICTh MEXaH13MiB MPOTUCTOSATH KOMOIHOBAaHUM 200 MYJIIETUBEKTOPHUM aTaKaM.
370BMUCHUKH YaCTO BUKOPHUCTOBYIOThH KIJIbKa THIIIB aTaKk OJHOYACHO, KOMOIHYIOUH
ix mis 06xomy cuctem 6e3neku. Hampukian, RowHammer Mmoxke OyTy moenHanuii 3
aTakaMHM Ha Keml a0o ciaa0Ki Micls B omeparliiHii CUCTeMI, 10 MiJIBUIINYE HOTO

e(eKTUBHICTh. 3axXUCHI CHUCTEMHU TIIOBHHHI BpaxOBYBaTH IIl CIleHapii Ta OyTu



94

3IaTHUMH JI0 aIanTalii y peaJibHoMy 4aci. J{Jis OliHIOBaHHS CTIMKOCTI 10 TAKUX aTak
MO>KHA BUKOPUCTOBYBATH MOJICIIIOBAHHSA CKJIQJHUX CIIEHApIiB, /i aTaKylodi BEKTOpHU
B3aEMOJIIFOTh MDK COOOI0, TEPEBIPSAIOUM MEXI POOOTH 3aXHCHHX MEXaHI3MIB.
CTifikicTh 710 aTaKk Ma€ BpaxOByBaTH JOBrOBIYHICTh MEXaHI3MIB 3aXHCTy B yMOBax
3MIHHUX a00 ecKaJamiifHuX 3arpo3. Y Cy4acHOMY CBITI aTakyroyl TEeXHOJOTii
MOCTIHHO PO3BHUBAIOTHCS, 1 3aXUCT, SKUW € €PEKTUBHUM ChOTOAHI, MOXE CTaTh
ManoeekTuBHUM y MaiOyTHpoMy. Hampukian, po3BUTOK OUTBII MOTYXHHX
IHCTPYMEHTIB JJI1 TeHepallli BUCOKOI 4acTOTH akTUBAIlii psaakiB y DRAM moxe
3HAYHO yCKJIaTHUTH npoTuaito RowHammer. Tomy kpuTepii o1iHIOBaHHS CTIMKOCTI
MarTh BKJIIOYaTH AacCleKTH JOBIOBIUHOCTI, BHU3HAYAIOUM, SIK JI00pEe MeXaHi3M
CIPABJISIETHCS 13 3arpO3aMu 3a YMOB iX Moaudikarllii abo eBoorlii. Takox He0OX11HO
OLIIHIOBATH MOXJIMBICTh OOXOMY 3aXHCTy uepe3 MOoOIYHI KaHaiu abo0 HEIONIKU
peamizamii. Y JesSKHX BUIIAJKAX, HABITH SKIIO MEXaHI13M €(EeKTHUBHO OJIOKYE MpsMi
aTaky, 3JIOBMUCHUKH MOXYThb 3HAaWTH CIMOCOOM OOIMTH HOro, BUKOPUCTOBYIOUU
cnalOKl Miclsl B CYMDKHHUX KOMIIOHEHTax cucteMu. Hampukiaz, arakyrounii Moxe
BUKOPHUCTOBYBATH CTICIM(PIYHI YaCOB1 3aTPUMKH JJIsl BUMIPIOBAaHHS POOOTH 3aXHUCTY
1 TaKMM YMHOM aJIaliTyBaTW CBOi Mii. BiAMOBIAHO OIIHUTHU KIJBKICTH MOMHUIIOK
1aMm’sITi B CTEPUIIBHOMY TECT1 Oy/le HEIOCTaTHBO, TAK SIK B PEAJIbHOMY CBITI € BIUIMB
4acy, aTaka B KiHI[l 1HIIIO1 YA MYJBTUBEKTOPHI aTaKl OJJHOYACHO. TOMY CTIMKICTb JI0
aTaky € NEepIIMM KPUTEPIEM 3aXMCHOTO MEXaHI13My, 110 Oyae BUpaxaThuch N 3MiH

oitiB 3a T araku.

N
EdekT aTaky = —2iudire 2.1)

aTaKH

Taxoxx He ciij 3a0yBary, 10 3aXKUCT MaM’ATi HE MOBUHEH CTaBaTH MPUYUHOIO
3HAYHOTO 3HWKEHHS MPOMYCKHOT 3/aTHOCTI UM 30UIbIIEHHS 3aTPUMOK IPU JAOCTYII
710 TIaM’5iTi, 0COOJTMBO Y BUCOKOHABAHTAXKEHUX CUCTEMaX, TAKUX SIK 1aTa-1IIEHTPH a00
o0OuKCIIOBaIbHI TIATGOPMH B pealibHOMY 4yaci. ToMy BaXJIMBO OLIIHIOBAaTH, K Pi3HI
3aXMCHI MEXaHI3MM BIUIMBAIOTh HA MPOIYKTUBHICTh 1 HACKUIBKM 1€ 3HM)KEHHS €

MPUUHATHUM JJI1 KOHKPETHOTO 3acTocyBaHHA. OIHHMM 13 Ba)JIMBUX AacCIEKTiB
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MPOTYKTUBHOCTI € MBHUAKICTh JOCTYIY JI0 ITaM’sITl, sSika MOKe OyTH MTOpYyILIeHa Yepes
BUKOPUCTAHHS TaKMX MEXaHI3MiB, SIK MEpioANYHE OHOBIECHHA psijkKiB (refresh) abo
aKTUBAIlls 3axUCcCHUX anropuTtmiB. Hampuknan, y meromax 3axucty tunmy PARA
(Probabilistic  Adjacent Row  Activation) Kko)KHa  aKTHBAIlisi  TaM ATi
CYIIPOBOMIXKY€ETHCS TOJATKOBUMHU OTIEpAIlisIMU, SIK1 3a0€3MEUyI0Th 3HUKECHHS PUZHUKY
arak RowHammer. Ognak Taki J01aTKOBI omneparlii MOXKYTh BUKJIUKATH 3aTPUMKH,
OCOOJHMBO SIKIIO YacTOTa JOCTYIy JO IaM ATi € BUCOKOW. Jl7s oIiHIOBaHHS
IPOAYKTUBHOCTI HEOOX1THO TPOBOAUTH TECTU BUKOPUCTAHHS €HEPT1i K Ha PUCyHKyY

2.4 st CTBOPEHOI CUCTEMH B TIOPIBHSIHHI 3 ICHYIOUHMH.

105 1

107 1 mm Default operation
RowSampling
mm PARA
]0':' .
N I
10

Sigle-saded Double-sided
RowHammer RowHammer

Energy Consumption (1)

PucyHnok 2.4 — BukopuctanHs €Heprii B ICHyIOUHX CXEMax 3aXUCTY

Takok  BaXJIMBO  BpaxOByBaTH  BIUIMB  3aXMCHUX  MEXaHI3MIB  Ha
0araro3agayHiCTh CHCTEMHU. Y CYYacCHHMX OOUMCIIOBAIBHHX IUTaT(OpMax Mmam’siTh
OHOYACHO BUKOPUCTOBYETHCS KIIbKOMa TMPOIECaMd YH TOTOKaMH. 3axXHUCHI
aJTOPUTMH MOXYTb CTBOPIOBATH KOH(IIIKTH IMiJ] Yyac JOCTYIY 10 CHIIBHUX PECYpCIB,
0COOJIMBO SIKIIO BOHU TepeadadaroTh OJIOKYBaHHS MTEBHUX OMeparlii s MepeBipKu
Yl OHOBJEHHA JAaHuX. Hampuknaa, y BHUMagkax 1HTEHCHUBHOTO BHKOPHCTAHHS
maM’gTi, TAKUX SK BEJIWKI 0a3u JaHuX a00 MOAEl MAIIMHHOTO HaBYaHHS, 3aXUCT

MOXKC  BHUKIIMKATH  3aTPHUMKH, SKi HEraTUBHO BIUIMBAIOThL Ha 3arajibHy
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OPOAYKTUBHICTh. TOMy BaKJIUBO MOJIEIIOBATH OaraTonpoleCOpHI CEepeloBUILA 1

BHUMIPIOBATH, SIK 3aXHCT BIUIMBAE HA IXHIO €(PEKTUBHICTb.

OxkpiM 1IHOTO, MPOTYKTUBHICTh TAKOXK 3AJICKUTH BiJl €(HEKTUBHOCTI peasizariii
caMoro 3axucHoro MexadisMmy. Hampuknan, amapaTHi pillleHHsS —3a3BUYai
3a0e3MmeuyIoTh IMBHIANTY OOpOOKY, OCKUIBKM I1HTErpOBaHI Oe3MOCepeqHbO B
KOHTPOJIEpU TIaM’SITi, OJHAK BOHU MOXKYTh OyTH MEHIII THYYKHMH. 3 IHIIOTO OOKY,
IporpaMHi  METOAM MOXYTh MaTH OUIBIIY BapiaTUBHICTb 1 MOXJIMBICTD
HaJIAIITyBaHHS, aJie IXHSI poO0Ta MOXKE CTBOPIOBATH HAaBAHTAXCHHS HA IICHTPATbHHMA
Ipoliecop, 0 BIUIMBAE HA MIBUIAKICTh BUKOHAHHS IHIIWX 3a/lad. ToMy HE0OX1JIHO
MPOBOAUTH TMOPIBHAHHS MDK PI3HUMH peaii3alisiMd 3aXUCHUX MEXaHI3MIB,
BpPaxOBYIOUM SIK iXHIA BIUIUB Ha MPOAYKTHBHICTH, TaK 1 KOHTEKCT, y SKOMY BOHU
3aCTOCOBYIOThCSA. ToMy dYepe3 11e € JOIIIBHUM CTBOPECHHS KIIBKOX ITJIXOMIB JI0
3aXHUCTy SIK MPOrPAMHUX TakK 1 amapaTHUX, MO0 OMIHUTH iX CHJIBHI Ta ClaOKi

CTOPOHH.

[Ile omauM BaxUBUM (AKTOPOM € €KOHOMIYHA BUTIJHICTH 1 3aCO0IB 3aXUCTY
maM’aTi, OCKUIBKM BIPOBQDKCHHS Ta IJITPMMKA TaKUX MEXaHI3MIB 3aBXKId
MOB’sI3aH1 3 NMEBHUMHU BUTparaMu. Po3poOka, iHTerpauis i ekcruryaraiisi 3aco0iB
3aXMCTy HE TOBUHHI MIEPEBUIILYBATH JIOMYCTUMUX OIOIKETHUX OOMEKEHB, 0COOINBO
B YMOBaxX MacoOBOTO BHUPOOHHMIITBA amapaTHOTO 3a0e3MeueHHs YM 3aCTOCYBaHHS B
MacmTabHUX 1HPPACTPYKTypaxX, TaKUX SIK Jara-leHTpU. Y I1bOMY KOHTEKCTI
BaYKJIMBO OI[IHIOBATH HE JIMIIIE IMOYATKOBl BUTPATU HA pO3POOKY Ta BIPOBAKEHHS,
aje i JOBroOCTPOKOBI BUTPATH, OB’ S13aH1 3 €HEPTrOCIOKUBAHHAM, 00CITyTOBYBaHHSIM

1 OHOBJICHHSIM.

OpHUM 13 OCHOBHUX aCIEKTIB €KOHOMIYHOI BHUTITHOCTI € TIOYaTKOBa BAapTICTh
1HTerpalii 3aX1UCHOTO MexaH13My. ATlapaTHi METO/IU, HATPUKJIad, MOXKYTh BUMaratu
MonudiKaii y KOHCTPYKIIi KOHTpoJiepiB mam’sti un yunis DRAM, 1o npu3BoauTthb
710 30UTBIIIEHHST BUTPAT Ha BUpOOHUIITBO. BomHOUAC porpamHi pillieHHS 3a3BUYai €

JEHIeBIIMMH JJI1 pO3pOOKH, OCKUIBKM HE MOTPeOyloTh 3MIH y anaparHii YacTHHI,
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aje MOXYTh 30UIbIIYBaTH HABaHTAXXEHHS Ha ILEHTPAJIbHUN MPOIECOp Yd 1HIII
KOMITOHEHTH CHCTEMH, 1110 BUMarae JOAATKOBUX pecypciB. JJs OIiHIOBaHHS IILOTO
acmeKkTy HEOOXITHO BpaxoBYBaTH, HACKUIBKM pPO3poOKa Ta BIPOBAKECHHS
KOHKPETHOTO MEXaHI3My BiJMOBIAAIOTh €KOHOMIYHUM MOKJIMBOCTSIM OpraHizaiii
abo BupoOHUKaA. JIOBroCTpOKOBI BUTpPATH Ha MIATPUMKY Ta OHOBIICHHSI TaKOX €
HEB1/I’€MHOIO YaCTMHOIO €KOHOMIYHOI OITIHKH. Y Mipy PO3BUTKY TE€XHOJIOT1H 1 TOSIBU
HOBHX BUJIIB aTak 3aXMCHI MeXaH13MU NOTPeOyIOTh aanTallii Ta BiockoHaneHHs. Le
MO>KE€ BKJIIOYATH OHOBJICHHSI TIPOLIMBOK, BJOCKOHAJICHHS aJrOPUTMIB a00 HABITh
MOBHY 3aMiHy I[I€BHMX KOMIIOHEHTIB. Hampukiaa, 3aXxvMcHI MeEXaHi3MH, SKi €
€()EeKTUBHUMHU CBHOTOJIHI, MOXYTh CTAaTH 3aCTAapUIMMHU 4Ye€pe3 KUIbKa POKIB Yepe3
MOSIBY HOBUX METOJIB aTak, TaKUX SK yaocKoHalieH1 BapianTu RowHammer. Tomy
BaYKJIMBO OI[IHIOBATH, YU Mepeadadae 3aXUCT THYYKICTh 1 MOXKIIMBICTh OHOBJIEHHS 3

MIHIMQJIbHUMH BUTPaTaMH.

3peliToro, EKOHOMIYHAa BHTIJIHICTh TaKOX 3aJeKHUTh BiJI MacmiTabiB
3aCTOCYBaHHS 3aXMCHOTO MexaHi3my. J[Jisg BenMKUX opradizamiii abo gara-IeHTpIB
HaBITh HEBEJIMKE MIJIBUIICHHS BapTOCTI O0JIaJIHAHHS YU €HEPIrOCIOKHUBAHHS MOXKE
MacmTabyBaTHCS O 3HAYHUX CYM. 3 1HIIIOTO OOKY, Ui CIEIlaTi30BaHUX CUCTEM 13
BUCOKMMHM BHUMOTramMH 10 Oe3nekd (HalpuKiIaj, y BIHCBKOBUX a00 MEIMYHUX
3aCTOCYBaHHSX) €KOHOMIUHI ACMIEKTH MOXKYTh MaTl HUKYUWA MTPIOPUTET MOPIBHSHO 3
piBHeM Oesmeku. Came TOMy BCl I (DakTopu TOTPIOHO BPaxOBYBATH TIPH

KOMIJIEKCHIM OIIHII METOIY 3aXUCTY.

2.2 30ip Ta cTPpyKTypH3alis pe3yJbTaTiB TeCTyBaHHA

[Ticns cTBopenHs matdhopmu i YHIPIKOBAaHOTO TECTyBaHHS 3aC001B 3aXUCTY
. .. .
nam’siTi MOXHa MepexoauTu a0 30opy aaHux 4viniB DRAM Big pi3HHMX CyyacHUX
BUpoOHUKIB. lleli eram € BaxJIMBUM HE JIMIIE ISl TEPEBIpKHM poOOTH camMoi
wiatpopmu, ane ¥ ans QopmyBaHHsA Oa3W JNaHWX, sIKA CTAHE OCHOBOIO JIJIst

MOPIBHSJILHOTO aHAI3y XapaKTEPUCTHK MaM’sTI Ta IXHbOI BPA3JIMBOCTI /IO aTak.
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CyyacHi DRAM-uinu 3Ha4HO BapilOIOThCSA 3a apXITEKTYpPOI, TEXHOJOTTYHUMU
mpoiiecaMd BUPOOHUIITBA, 0OCITOM TaM’sITI Ta ONTHMI3aIlisIMH TSI KOHKPETHHUX
3aCTOCYBaHb, TOMY 3aJly4eHHS JAaHUX BiJ pi3HUX BUPOOHUKIB JO3BOJIUTH OTPUMATH

MOBHY Ta 00’ €KTUBHY KapTUHY IXHIX CHJIbHUX 1 CTAOKUX CTOPIH.

30ip maHUX HEOOXITHO OpraHi3yBaTh 3 YypaxyBaHHSIM KITbKOX Ba)KJIUBUX
acniekTiB. [lo-mepiie, TeCcTyBaHHS Ma€e OXOIUTIOBATH LIMPOKUN CIEKTp Mojesei
DRAM, 30kpeMa sIK MacoBO JAOCTYNHI YIMM JJs CIOXKHWBYOIO PHUHKY, TaK 1
BHCOKOITPOAYKTHBHI BapiaHTH AJisl cepBepiB abo crenianizoBaHux npuctpois. [lo-
ApyTe, BAXKJIMBO BPaXOBYBaTH OCOOIMBOCTI TEXHOJIOTIYHUX MOKOJNIHb, AK€ KOXKEH
HOBMU BHUTOK TEXHOJIOrIi, Hanpuknan, mnepexin Big DDR4  no DDRS,
CYNPOBOJIKY€EThCSI 3MIHAMH B apXITEKTYpl, SIKI MOXKYTh BIUIUBAaTH Ha CTIMKICTb J0
arak RowHammer Ta inmmx 3arpo3. Lleit 6ararorpanHuii miaxia J03BOJIMTh BUSBUTH
3arajpHl TPEHJU B PO3BUTKY TEXHOJIOT1M mam’ STl Ta caabKl Miclis, sIKI HOTPeOyIOTh

1JIBUIIICHOI YBaru.

JlomatkoBO, TeCTyBaHHsS CJiJ MPOBOJUTM B YMOBaxX, L0 MaKCHUMAaJbHO
HAOMMKEHI 10 peajbHUX CIeHapiiB BUKOpUCTaHHs mam’sTi. Lle o3nawae, 1o
MOTPIOHO BPaxoByBaTH pPI3HI PEXKUMH POOOTH, TEMIIEpaTypHI YMOBH, Hampyry
KUBJICHHSI Ta 4acTOTHI mapamerpu. Hampukiaza, neski 4imy MOXYTh MOKa3yBaTH
BHUCOKY CTIMKICTh JI0 aTak IpU HOMIHAJIbHUX YMOBAax, ajié BTpayartd il MpHU
30UTBIIIEHH] TEMIEpaTypd 4YM IiJBUINECHHI Hampyrd. Tomy pe3yiabTatd TeCTIiB
MOBUHHI BKJIIOYAaTH B ceOe iHdopmailito mpo Bcl (PakTopu, fKi BIUIMBAIOTh Ha

BPa3JIMBICTh Mam’ ATl 00 3a0€3MeUnTH 00’ EKTUBHY Ta KOMILIEKCHY OIIIHKY.

OTpumaHi JaHi TakoXX MOXXYTb OyTH BUKOPUCTaH1 JJIsl Kjacu@ikaii yimis 3a
piBHeM ixHBOI Oe3reku. Ha OCHOBI TecTyBaHHS MOXHA CTBOPUTH PEHTHHT
BUPOOHUKIB 1 KOHKpeTHHX Moneneii DRAM, saxuil craHe OpieHTUpOM Jis
PO3pOOHUKIB anapaTHOTo 3a0e3MeUYeHHs Ta CUCTEMHUX iHTerpaTopiB. Lle 103BOIUTH
iM BUOMpaTH HAMOIBI 3aXUIIICH] KOMITOHEHTH JIJIs1 CBOIX MPOJYKTIB 1 ITiIBUIIYBaTH

3araJibHuM piBeHb Oe3neku MpucTpoiB. KpiM Toro, Taka 6a3a 1aHUX CTaHE BaXKJIUBUM
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pecypcoM i BUPOOHUKIB TaM’sTi, $KI 3MOXYTh BUKOPUCTOBYBaTH 1i JJIs

BIOCKOHAJICHHS CBOIX MPOAYKTIB 1 PO3POOKH OLIbII CTIHKUX apXITEKTYP.

2.2.1 CraH 3aXHCTy CTOKOBHX YilliB maMm’ATi

bararo crareit [41] MiCTATh AeTalbHUN EKCIEPUMEHTAIbHUI aHali3 Pi3HUX
xapakrepuctuk RowHammer qist 4iniB cBoix pokiB. Lli poO6oTH KOHIEHTpyBaIu

CBOIO yBary Ha HacCTYIHUX MapameTpax:

® [OLIMPEHICTH Yy YillaX OAHOrO BUPOOHHKA;

® 3aJICKHICTh YCIHIIIHOCTI aTaKU BiJl AOIOHY JOCTYIIY;

® 3aJICKHICTh HMOBIPHOCTI yJladi Bijl IA0JIOHY JAHUX;

® 3aJICKHICTh BIJ TEMIIEPATypH;

® KOpEJSIIs aApec MiXK PAIKaMHU [1aM AT1 )KEPTBU Ta arpecopa;

e curHarypa OITiB y 3aXHILIEHOMY PSJIKY, sIK1 3MIHIOIOTbCs yepe3 RowHammer;

® KITBKICTh PSIKIB, sIKI mocTpaxaanu depe3 RowHammer y cycigabomy

PAAKY;
e 3B’30K ypa3znuBux RowHammer KkoMipok 13 KOMIPOMETOBAHHUMHU
KOMipKamH;

3aBASKY IIUM BXE ICHYIOUMM T€CTaM MH MOXEMO BHJILIMTU 0araTo 1HBapiaHT
10 OyyTh HE3MIHHMMHU B OJIHIN MapTii MPUCTPOIB, IPH OJIHINA TeMIEpaTypl UYd MpU
OJTHAKOBUX CIIeHapisx. Takoxk B MOMEPEIHIX TOCTIHKEHHIX TOKa3aHo, 110 TOH (aKT,
10 PSJIOK Mam’sIT1 € Bpa3nuBuM 70 RowHammer MoxHa mpocitiikyBaTH B 6ararbox
CXOXKHX 32 CTPYKTYpPOIO Ta 4aCOM BHUPOOHHUIITBA CHCTEMax, TOMY 110 1H(HOpMAIIiI0
MOXXKHa CHUCTEMaTH3yBaTH Ta aHaJi3yBaTH 3 KO)KHUM HOBHUM ITOKOJIHHSM YiIliB.
OpHuM 13 KITIOYOBUX BUCHOBKIB 310paHoi iH(opMallii 13 3a3Ha4E€HUX BHUILE CTaTEH €
T€, 110 MTOMUJIKH, BUKJIMKaHi RowHammer, nepen0adyBano moBTOPIOIOTHCS. [HIIIMMHE
CJIOBaMH, SIKIIO 3HAUYCHHS KOMIPKM TMam’sTi Oyde 3MIHEHO 3a JIONMOMOTIOR0
RowHammer, 3HauenHs Ti€i camoi KOMipKH, IBUJIIE 32 BCE, 3HOBY Oy/e 3MiHEHO

aKuo  3actrocyBati RowHammer moBropHo. Il xapakrepuctuka Jg03BOJISE
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CTBOPIOBATH IOBTOPIOBAaHI aTraku Ha Oe3NeKy KOHTPOJIbOBAHUM CIIOCOOOM, SIKIIO
3IOBMHCHHMK 3HA€ OCHOBH1 30BHIIIHI XapaKTEPUCTHUKU BCTAHOBJICHUX Ha MaIlMHI

(b13UIHUX TPUCTPOIB.

BukopucToByiour ekcriepuMeHTalbHY 1HPpacTpyKTypy TectyBanHsd DRAM nHa
ocoBi FPGA 6yno mpotectoBano 239 monynie DRAM, BUTOTOBIEHHX TphOMa
ocHoBHUMH BUpoOHUKamMu (A, B, C) 3a octanHi omuHamath pokiB (2013-2023).
JlaH1 TakoXx OyJ10 OHOBJICHO JJIsl HAWHOBIIMIKX 4YimiB. JlOCTIKEHHS BUSABUIIH, 1110 220
13 MpoTecToBaHMUX cxeM Bpasnusi 1o RowHammer. Haitnepia nomuska Oyma B gimax
BupoOHunTBa 2013 poky. Lle moka3aHo Ha pUCYHKY 2.5, J€ IMOKa3aHO YacTOTy
MOMWIOK, SKy MM BHUSABWIM B YyciXx 239 mnepeBipeHUX MOAYISIX, 1€ MOyl

KJ1acu(iKOBaH1 HA OCHOBI JIaTU BUPOOHUIITBA.

@ Mogyni A Mogayni B Mogyni C
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Pucynok 2.5 — 3anexHicth KiibkocTi RowHammer nomuinok Bix poky

BupoOHUIITBAa DRAM winiB.

Sk BuaHO 3 310paHuXx JaHux, yci moayini DRAM, Burotosneni B nepioa 2013—
2014 pokiB, DEMOHCTPYIOTH BpasnuBiCTh 10 arak RowHammer. Ile mo3Bosmsie

3pOOMTH BaXKJIMBHUM BHCHOBOK: IOSIBA TaKWX BPA3JIMBOCTCH € SBHUINEM, TICHO
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MOB’S3aHUM 13 €BOJIIOIIEI0 OUIBII MPOTPECUBHUX TEXHOJIOTIYHUX TPOILIECIB
BUPOOHUIITBA TaM’sTi. 3MEHIICHHA (I3UYHUX PO3MIPIB KOMIPOK MaMm’ATi Ta
BiJICTaHEH MDK HHUMH, 110 OYyJI0 MPOJUKTOBAHE MPArHEHHSM ITiJIBUIUTH IIUIHHICTD
30epiraHHsi JaHUX 1 3MEHIIUTH EHEPrOCHOXHUBAHHS, CTAJI0 BOJHOYAC HKEPEIIOM
HOBUX pu3uKiB. Lleit ¢pakT 1eMOHCTpyE, 110 PO3BUTOK TEXHOJIOTIH, CIIPSIMOBaHHM Ha
BIOCKOHAJICHHSI OIHUX XapaKTEPUCTUK, MOXKE CTBOPIOBATH MOTEHIIIHHI 3arPO3U JIJIs
IHIIMX AaCMeKTiB, TakuxX sK Oe3meka. 3MEHIICHHS pO3MIpiB TPaH3HUCTOPIB,
30UIBIICHHS IUIBHOCTI pPO3TAlllyBaHHS €JIEMEHTIB 1 3arajbHa ONTHUMIZAIlisS IS
M1JIBUIIEHHS TPOAYKTUBHOCTI CIIPUSUIM TOSIBI 111€1 BPa3JIMBOCTI, KA MPOSBISETHCS
caMe B OUTBII MPOCYHYTUX IMOKOJIHHSIX TEXHOJIOTTYHUX MpoIeciB. Takuil 3B’ 430K
MK pPIBHEM TEXHOJOTIYHOTO MPOTpPecy Ta CXHWIBHICTIO JO HOBUX THIIB aTak

MIJKPECIIOE€ BAKIUBICTh BUBUEHHS 1 PO3YMIHHS MOAIOHUX TEHACHIIH.

[HTeprionsmis UMX AaHUX Y BIANOBIAHI Tpadiku MOXE HAIaTH LIUPIIUN
KOHTEKCT 1 [JO3BOJUTH BHUSBUTH TPEHAU B PO3BUTKY TEXHOJIOTIM mam ATi.
Hanpukian, aHami3z 4acTOTH Bpa3/IMBOCTEH y Ppi3HI pPOKM BHUPOOHUITBA MOXKE
MOKa3aTu, AK 3MIHM TEXHOJOTIYHUX MPOUECIB (MepexiJy Ha MEHIII HAHOMETPH)
BIUTUHYJIM Ha CTIHKICTh MOMYJIB 70 Takux arak. Kpim Toro, rpadiku MOXyTh OyTH
KOPUCHUMHM JUIsl aHajli3y, Yd € Iporpec y 3MeHuleHH1 BpasnuBocTeil y DRAM,
cTtBopeHux micist 2014 poky, 1 4M BOPOBAKEHI BUPOOHMKAMU 3MIHM €(EKTUBHO
CHPAaBISIOTHCA 3 UMM 3arpo3aMu. TakuM 4YHMHOM, MOKHa Oyne BHUSBHUTH IEBHI
3aKOHOMIPHOCTI, HampUKIaj, 3aJeXKHICTh M MNOKOIIHHAM DRAM Ta iXHBOIO
ctivikicTio 10 RowHammer. JlomatkoBo, rpadiuHe mpeAcTaBICHHS TaKUX JaHHUX
JI03BOJISIE BI3yaJIbHO TIOPIBHSTH BPa3UBICTh MOAYIIB Pi3HUX BUPOOHUKIB. [{e Moxe
OyTH KOPUCHUM JIJIsl BUBYEHHS TOTO, K1 cTparerii 00opotsou 3 RowHammer Oynu
BIIPOBA/KEHI PI3HUMH KOMIIAHISIMH Ta HACKIJIbKA BOHU Oyl yCHIITHUMU. 30KpeMa,
aHaji3 JO03BOJIAE 3pO3YMITH, 4YM BIUIMBAIOTh HAa BPA3JIUBICTh crHeruQiyHi
O0COOJMBOCTI apXITEKTypH 4iIMiB, BUKOPUCTOBYBAaHI MaTepiaii ab0 aJIrOpUTMHU

3axucTy, Taki sk Refresh Management a6o Error-Correcting Code (ECC).
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Kpim Toro, maHi MOXYyTh JOIOMOITH OIIIHUTH, HACKUIBKA BUPOOHHUKHU
NPUILISIOTH YBary BUPIIICHHIO ITi€l mpobnemu. Hampukiaz, SKimo Moayii meBHUX
POKIB UM TOKOJIiHBb JIEMOHCTPYIOTh IIOCTYNOBE 3MEHIICHHS BPAa3JIMBOCTEH, IIe
CBITYUTH TIPO T€, 110 BUPOOHUKM aKTUBHO BIOCKOHAIIOIOTH CBOI TEXHOJNOTII. Y pasi
K BIJICYyTHOCTI MOKpaIleHb MOKHA 3pOOUTH BUCHOBOK, III0 MPOOJeMa 3aJIUIIA€ThCs

aKTyaJbHOIO 1 MOTpeOye O1IBIIIOTO BTPYUYaHHS 3 OOKY rajysi.

Uepes cuiibHE pO3KUIyBaHHS TOYOK I'padiKoM JIiHIMHA 1HTEpHOJIALis He Oyie
M1IXOAUTH, TOMY BUKOPHUCTAEMO METOJM IHTEPIIONAILII BUCOKOTO MOPAIKY. Meton
THTEPHONAIII BUCOKOTO TMOPSAKY JO3BOJISIE HAOIU3UTH (PYHKIIIIO, 3HAYECHHS SIKOi
BIJIOMI JIMIII€ B JUCKPETHUX TOYKAX, IOJIHOMOM BHCOKOTO cTemneHsa. MeToj
Jlarpanxka € mnpencTaBHUKOM Takux (yHkmi. Hexalt 3amaHo HaOlp TOUYOK
(X0, V0), (X1, ¥1) o (X y), me  y; = f(x;) Iarepnonsuiiiauii  momiHoM  P(X)

BHU3HAYA€THCA AK:

n“\ 2.2
P(z) =Y yiLi(z) &2

1=0

ne L;(x)— 6a30Bi moninomu Jlarpanxa, ki BU3HAYar0ThC (POPMYIIOL0:

Li(z) = H =% (2.3)

0<j<n Ti T Lj
JFi
TyT xoken Oa3zucHuii moiiHOM L;(X) BpaxoBye BCl TOYKH, OKPIM X;, 1 Ma€
3HayeHHs | B Toulix; 1 3Ha4eHHs 0 B yCixX 1HIIMX Toukax. [HTepnomsmis Jlarpanxka
3a3BUYail JJa€ XOpOIIl pPe3ylbTaTH, SKIIO MOTPiIOHO MOOYIyBaTH MOJIHOM IS
HEBEJIMKOI KUJIBKOCT1 TOUOK, OJTHAK BOHA MA€ BUCOKUM CTYIIHB MOJIHOMA, SKUHA MOXKE
OyTH OOYHMCITIOBAIBHO JOPOTHMM ISl BEIMKUX HaOopiB nanux. Ha miacta Ham
MOTPiOHO BUPAXYBATH THTEPIIONAIIO JIMIIE OJUH pa3, TOMY Il HETOJIK HaM He

MNEPCIIKOIKAE.
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PucyHnok 2.6 — I'padiku Tpenay ganux nporectoBanux 4inie DRAM

AHani3yrouu JaHi, MOXKHA TOMITHUTH 3HAUHUW TPEHJ Ha 3pOCTaHHS KUIBKOCTI
MOMMJIOK y MOJYJIiB TlaM’siTi, BUTOTOBJIeHUX BUpoOHuKamu A ta B. Lleit ¢penomen
MOe OyTH MOSICHEHUH K1JIbKOMa TEXHIYHUMU i EKOHOMIYHUMH YMHHUKaMU. OTHUM
13 KIJIFOYOBUX € 3MEHIICHHS TEXHOJOTIYHOTO MPOILECY, SIKE J03BOJSE 30UIBIIUTH
T'YCTUHY TaM’sIT1, TOOTO pO3MICTUTH O1JIbIIIE KOMIPOK Y TOMY camoMy 00’ emi. [Ipote
3MEHIIEHHS PO3MIPY OCEPEKIB MaM’Ti Ta 3MEHIIICHHS BIJCTaHI Mi)K HUMU CIIPUSIE
3pOCTaHHIO B3a€EMHOT'0O BIUIMBY KOMIPOK, 30KpeMa BUTIKaHHIO 3apsny. Lle 3HauHO
HiABUIILYE PU3UK BUHUKHEHHS MIOMUIOK, 30KpeMa uepe3 araku tuny RowHammer,

AK1 €KCILUTYaTyI0Th came Il (P13M4H1 OOMEKEHHS.

e oqHMM BaXKJIMBUM YMHHHMKOM € MPArHeHHs BUPOOHUKIB /10 37CIICBICHHS
BUPOOHMIITBA. Y KOHTEKCTI 3pOCTaHHS KOHKypeHUli Ha puHKy DRAM ne moxe
OPU3BOAUTH O BUKOPUCTAHHA MEHII SIKICHUX MarepiaiiB, CHPOLIECHHS
TEXHOJIOTIYHUX TPOIECiB a00 CKOPOYCHHS 3aXO0JiB OE3IMEKH IIiJl Yac PO3pOoOKU Ta
BUTOTOBJICHHSI. Takuil MiIXiA, XO04 1 3HUXKYE BUTPATH HAa BUPOOHUITBO, MOXKE
CIPUSATH TMOSABI OUTBIIUX BPA3JIMBOCTEN 0 ceU(pIYHUX aTak, M0 W MPOSBISETHCS
y TIABUIICHHI YacTOTH TMOMHUJIOK Yy TECTOBAHUX MOMYJISAX. Y TOHM K€ 4ac MOy

nam’a1i BupoOHrKa C IeMOHCTPYIOTh TEHACHIIIIO 0 MOKPAICHHS 3aXUCTY B1J] aTak
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turry RowHammer. Ile MokHa YacTKOBO IOSCHUTH OUIBIIIMM TEXHOJIOTTYHUM
MPOLIECOM, 1110 BUKOPUCTOBYETHCS B IXHROMY BHPOOHHUIITBI. 30epeXeHHs OLTBIION
BIJICTaH1 MK KOMipKaMM Ta MEHIIA HIIJIHICTh OCEPEIKIB TO3BOJISIOTH 3MEHITUTH
PU3HK HEKOHTPOJIHOBAHOTO BIUIMBY MK HHMH, IO MO3UTUBHO IMO3HAYAETHCS HA
3arajbHIi CTIHKOCTI MOIydiB. Y KOHTEKcTi 60poThOM 3 RowHammer ne moxe
CBIIUUTH TMPO CBIAOMHM BHUOIp HAa KOPHUCTh OLIBII HAIIMHOTO, XOo4a W MEHII

KOMITAaKTHOTO JTU3aliHy, CIIPSIMOBAHOTO Ha MIHIMI3AIllI0 BPA3JIMBOCTEH.

[Ipu anamizi MX JaHUX BAXKIMBO BPAXOBYBATU PI3HOMAHITHICTH JIHIAOK
nam’siTi, 110 BUITYCKAIOThCS PI3HUMHU BUpOOHUKaMmH. Pi3HI cepii MOayiB, HaBITh y
MeXax OJHOTO BUPOOHUKA, MOKYTh JEMOHCTPYBAaTH a0COIIOTHO Pi3HI pe3y/IbTaTH B
TECTaxX 4Yepe3 PI3HULII0 B KOHCTPYKIIi, IITBOBIM ayIuTOpii Ta MpIOpUTETaX MpH
po3po6ii. Hanpuknazn, cepii 1jsi cepBepiB a00 KPUTUYHO BAKIMBHUX 3aCTOCYHKIB
MOXXYTh MAaTHU 3HAYHO Kpalluil 3aXUCT, HI’K MAacOB1 CHOKKBY1 Moayii. I{e morpelye
JIOJJTATKOBOI CETMEHTAIlll JaHWX, $Ka JO3BOJIUTh BUIUIUTH CHEUU(IYHI 30HU
CKYITYCHHSI PE3YJbTaTiB 1 BH3HAUUTH XapaKTEPUCTHUKUA IMX 30H IS TIHOIIOTO
po3yMiHHS TipoOsieMu. OcCOOJMBO BaXXIMBUM aCIEKTOM aHalI3y € BpaxXyBaHHS
XPOHOJIOTTYHOTO YMHHUKA. 3yCHIIJISl BAPOOHHMKIB 13 00pOoTHOM 3 aTakoro RowHammer
JOCSTIIM CTajli MacoBOrO BIPOBaJKeHHA B cepeauHi 2017 poky, KoiM mnodanu
3’ SIBJIITUCS TIOMITHI 3MIHH B apXITEKTYpl MOJYJIiB TIaM’ STl Ta 3aXHUCHUX MEXaHI13Max.
Ile poOUTHh TOLIILHUM PO3AUICHHS JaHUX Ha JBa 4acoBl Biapizku: 10 2017 poky,
KOJTM 3aXHUCT JuIe mo4yaB (OpMyBaTHCS, 1 MiClg, KOJM BUPOOHUKH IMOYAIA
BIIPOBA/KYBaTH OUIBII JTOCKOHAI TEXHOJOTIi Ha PiBHI MacOBOTO BHUPOOHUIITBA.
Takuit miaxia 103BOJISAE YITKIIIE 1IEHTU(IKYBaTH 3MIHA B €(DEKTUBHOCTI 3aXUCTY Ta

1XHIH 3B’ I30K 13 €BOJIIOLIE0 TEXHOJIOTII HaM’ STi.

Tomy mepeinemMo 10 Kiactepusalii cmocodboM kiactepu3aiii HeuiTkux K-
cepenHix. Y HEUITKIA KiacTtepusallli KoKHa TOYKa MOXKE HAJIeKATH KiJIbKOM
KJIacTepaM OJTHOYACHO, 3 TIEBHOIO MMOBIPHICTIO, @ HE OYTH IIJIKOM MPUB’I3aHOIO /10

OJTHOTO Kiactepa. MeTton HediTkuX k-cepenHix HamaraeThbCsi BUPIIIMTH CUTYaIlilo,
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KOJIM TOYKHM 3HAXOJATHCA ONMU3BKO JI0 KUIBKOX LEHTPIB ab0 € HEOAHO3HAUHWMU,
3aMIHIOIOUM TPAAMIIIHY BiICTaHb HAa MMOBIPHICTH, IO MOXe OyTH (YHKIIIEIO
B1JICTaH1, HaNPUKJIaJ, IHBEPTOBAHOIO BIICTAaHHIO. B 1IbOMY METO/I1 /1711 KOYKHOT TOUKU
OOUHCIIOETHCSI WMOBIPHICTD 11 HaNEXKHOCTI J0 KOXKHOTO 3 KJacTepiB, a MOTIM
BUKOPUCTOBYIOTBCSI 111 WMOBIPHOCTI JJii OOYMCICHHS 3Ba)XEHOTO LIEHTPOILTY.
[Iporniecu imimiamizaiiii, iTepamiii Ta NPUNHHEHHA € TOMIOHMMH 10 THX, IO
BUKOPUCTOBYIOTBCSI B CTaHAapTHOMY ajiroputmi k-cepemnix. OTxe, OoTpuMaHi
KJIACTEpU MAIOTh PO3MIISAIaTHUCh SIK UMOBIPHICHI PO3IMOIIIH, a HE SIK YITKO BU3HAYEHI
MITKU. BaxnuBo 3a3Ha4uTH, 10 CTAaHAAPTHUM anroput™m k-cepeiHix € okpeMum
BUITAJIKOM HEYITKUX K-CepelnHiX, KOJIM WMOBIPHICTh HAJEKHOCTI TOYKH JO
KOHKPETHOTO KJIacTepa JAOPIBHIOE 1, AKII0 TOUKa HAalOIMKYa 10 HEeHTpoiaa, 10 B ycix

IHIIINX BUMNAJIKaX.
AJTOpUTM HEUITKHX K-cepeHiX MOKHA OMUCATH TAKUMHU KPOKAMHU:
1. 3amaemo ikcoBaHy KUIbKICTh K-KiacTepiB

2. InimianizyeMo BHUMAaIKOBUM YWHOM K 10 [, TIOB'sI3aHE 3 KiIacTepamd, i
00YMCITIOEMO WMOBIPHICTh TOTO, IO KOXKHA TOYKA JIAHUX X; € YJIECHOM 3aJaHOTO

kiactepa k

3. IlepepaxoByeMO LIEHTPOIJl KJIAcTepa SIK 3BAXKEHUW LIEHTPOIZl, BPAXOBYIOUU

MMOBIPHOCTI YJICHCTBA BCIX TOYOK JIAHUX X;:

i X P i ’
i (n 4 1) = D zick & (1 | iz) (2.4)
D ziek Plpr | i)
Es g\ -1
. b—1
P z) =D+ 2.5)

d;

=1
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4. ITpomoBKyEMO TakKy ITepallito, JOKK MaTPHIlI YJIEHCTBA HE 301KUThCA abo
MTOKU He Oy/ie JOCSITHYTO BKa3aHOI KOPUCTYyBaueM KUIBKOCTI ITepartii.

[Ipy nmpoMy 3MiHHA b € TOKa3HUKOM 3Ba)XKyBaHHS, SIKUM BH3HAYa€ BITHOCHI
3HA4YE€HHS BariB JUIsl PO3MOALTY 1 piBeHb HeuiTKOCTi. Konu b— 1, 3HaueHHs TOUOK, 110
MIHIMI3YIOTh (PYHKIII}O TIOMUJIKH y KBaJpaTi, CTAIOTh Kpallle pO3MOAITICHUMH, B TOU
yac sk b—00 YJIEHCTBO /10 KilacTepa HaOImKaeThes 10 1, 110 BBAXKAETHCS HAUOIIBII
HEUYITKUM cTaHOM. Ha chOroziHi He iICHy€ TEOpETUYHHUX J0Ka3iB, 5Kl O BKa3yBaJd Ha
ONTUMAaJIbHE 3HAYEHHS b, TPOTE eMIIIPUYHO KOPUCHI 3HAYEHHS 3HAXO/IATHCS B MEXKaxX
Bix 1 mo 30, a B OuIbIIOCTI AOCHIKEeHb 3HaYeHHs 1.5<b<3.5 mokazanau xoporri
pesynbrati. ToK BUKOPHUCTAEMO 3HAYCHHS 2 JJIs HAIIOTO BHUMAAKY 1 TMPOBOIUMO
PO3paxyHKHU JUIsl KJIacTepy TOYOK 10 Ta micis no3Hauku 2017 poky. Ilicns uporo
BI3yaJJ113y€MO Ha OAHOMY rpadiky 1 OTpuMaeMo rpadik IpeacTaBIeHUN Ha PUCYHKY

2.7.
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Pucynok 2.7 — I'padiku knacTepiB Bpa3iuBoCTell npoTecToBanux yinie DRAM

VY nepiioMy CKyMmueHH1 CIIOCTEPIraeMo, 110 BC1 MOAYII1 MaM'sTi, HE3aJIe)KHO BiJl
BUPOOHMKA, HE MAaloTh 3HAYHOI Bpa3MMBOCTI M0 araku RowHammer, 1m0
MOSICHIOETHCS IXHBOIO HU3BKOIO TyCTHHOIO mam'sti. Llel daktop € kputudHuM,

OCKUIbKM HHM3bKa TYCTMHA O3HA4a€, 110 MK KOMIpKaMU MMaMm'siTi 3HAXOAUTHCS
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OlnbIMi  (QI3UYHUN TPOCTIP, IO 3HUKYE HWMOBIPHICTH BUTIKAHHS 3apsiay MIK
CYCIIHIMH KOMIpKamMH Ta, BIJIITOBITHO, MiHIMI3y€e IMaHCH i araku RowHammer
Oytu edekTruBHOIO. Moaym mamM'aTi 3 TaKOK apXiTEKTyporo, SK MpaBUJIO, OUIBII
CTIWKI 70 eJEKTPUYHHMX BIUIMBIB, OCKUIBKH 3MCHIICHE IIUIBHE PO3MIIICHHS
€JIEMEHTIB 3HMKY€ UMOBIPHICTH TOTO, IO OJfHA KOMipKa 3M0’K€ MUMOBIJIFHO 3MIHUTH
3HauYeHHs CyciaHboi. Ile o3Hauae, 10 paHHI MOyl MaM'siTi, BUTOTOBJICHI 3 MEHII

HIUIBHUMU YillaMH, TPUPOTHO MaJIH OLIBIINN 3aXUCT BiJl [HOTO TUITY aTak.

[Ilo crocyerhcsi BUpOOHUKAa A, TO MOro JBa OCHOBHI CETMEHTH — IPEMiyM
JHIKKa 1 OFOKETHI MOyl — JAEMOHCTPYIOTh P13HHM piBEeHb Bpa3muBocTi. [Ipemiym
MOy, WMOBIPHO, MalOTh OUIBII 1HHOBAIIMHI TEXHOJOTII, SKI 3HUXKYIOTh
UMOBIpHICTh ycmimHoi araki RowHammer. MoxiinBo, BOHM BUKOPHUCTOBYIOTH
OUIBII TEepEeOBl TEXHOJOTII BUPOOHUIITBA, IO BKJIIOYAIOTH JOJIATKOBI €JIEMEHTHU
3aXMCTy, Takl SK OUIbII €(QEeKTUBHE YIPABIIHHS EIEKTPUYHUMH MOJSAMH a0o
CHeIiajgizoBaHl aJrOPUTMHU JIJIsi 3MIHM DPIBHSA HAmnpyrd B KoMmipkax mam'sti. Lle
J03BOJISIE TIPEMIYM MOJESAM 3HAUYHO 3HM)KYBAaTH Bpa3JMBICTh /O aTak, L0 €
BOXJIMBUM  aCIEKTOM [JI1 BHPOOHHKIB, OPIEHTOBAHMX HAa BUCOKOKJIACHHX

CHO)KI/IBa‘{iB, A€ ITUTaHHA Oe3IIeKH € HaHSBanﬁHO BaXXJIMBUM.

VY To#t yac sik OHOMKETHI MOAYJl I[OTO ) BUPOOHUKA HE MOKA3YIOTh TaKHX
BUCOKHMX PE3yJbTaTiB, II€¢ MOXE CBIAYUTH MPO T, IO JJIs 3JCHICBICHHS
BUPOOHUIITBA 111 MOMYJII BUKOPUCTOBYIOTh MEHII CKJIQJIHI TEXHOJIOT1i a00 3HUKEH1
pPIBHI 3axMcCTy, MmO poouTh ix OuUTbII BpaznuBuMmHu 10 RowHammer. Ilpore,
HE3Ba)XAOUM Ha I1e, 0OW/IBa CETMEHTH BHpPOOHMKAa A 3apa3 mnepeOyBarOTh Ha
CTa0lILHOMY PIiBHI, IO JO03BOJISIE 3pOOUTH BHUCHOBOK, III0O HA JIaHOMY eTami iX
TeXHOJIOT1i 3axucty Big RowHammer nocsrin neBHoro rutaro. TpeHn Bkasye Ha
HE3HAYHE 3pOCTaHHS BPA3JIMBOCTI, OAHAK 1€ MOXKE OyTH YACTHHOIO MPHUPOIHOIO
PO3BUTKY TEXHOJIOT1M, OCKIJIBKU 3 MEPEXOJOM /10 HOBUX TEXHOJIOTTYHUX MPOIECIB
MOXKYTh BUHHUKATH HOBI BPA3JIMBOCTI, MOB'SI3aHI 3 MEHIIUMHU PO3MIpaMH YilliB Ta

OLIBIIION0 HIUJIBHICTIO ITaM'STI.
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BupoOnuxk B gemoHCTpye CXOX1  pe3ynbTrard, Maw4d  CTallIbHI
XapaKTepUCTUKN Ha PiBHI IUIATO, IO MOXKE CBIIYUTH MPO T, MO OOWaABa IIi
BUPOOHUKH JOCATIIN MEBHOTO ONTHMYMY B 3aXHUCTi Bix arak RowHammer, i Tenep
3MiHHU Bi0YBaIOThCSI JIUIIIE Yepe3 MOCTYOBY €BOJIIOLIIO TEXHOJIOT1i mam'sTi, ane 0e3
BEJIMKHUX KOJMBaHb. SIK 1 y BUIAIKy 3 BUPOOHUKOM A, el TPEHI MOXKE 3MIHUTHUCH
IpU TEpexXoJl JO0 HOBHX TEXHOJOTIH, SIKI MOXYTh NPUHECTH 3 COOOK HOBI

MOJKJIMBOCTI 200 ypa3IMBOCTI, TIOB'SI3aHi 3 MABUIIICHHSIM IIUTBHOCTI ITaM'sITi.

Monyni BupoOHuka C, HaBIaku, JEMOHCTPYIOTH I[IKaBy JMHAMIKy. Xoda B
MUHYJ1 POKM BOHU MajlM TEHJICHIIIO JI0 3pOCTaHHS BPa3jMBOCTI, HA TEMEPIIIHIN
MOMEHT BOHM 3HAYHO NOKpammiu cBid 3axucT Big RowHammer. Lleir Tpenn
CBIJTYUTH TIPO T€, 110 BUPOOHUK C aKTUBHO MPAITIOE HAJ| TOKPAIICHHIM TEXHOIOT1H
3aXHCTy 1 HAMaraeTbCs CKOPUCTATUCS HOBMMHM MeToAaMu abo MarepiajaMu JJis
3MEHILECHHS BIUIMBY arak. BpaxoByroud Te, MO iX MOZYM OMMXKYl 0 Cy4acHHX
PO3pO0OK, MOXKHA TIPUITYCTUTH, 1[0 BOHU BIIPOBADKYIOTh OUIbIII €)EKTUBHI PIILICHHS

TSt 3a0€e31e4eHHs 0e3MeKH, 10 POOUTH iX KOHKYPEHTOCIPOMOKHUMHU Ha PUHKY.

2.2.2 TecryBaHH#A 10AaTKOBHUX METOAIB 3aXHCTY

bazoBuM MeTOIOM MPOrpaMHOTO 3aXUCTy € MPHUIIBUAIICHHS OHOBJICHHS
KOMIpOK B OaHkax mam’siTi. [{e 3BiCHO Hece J0/IaTKOBI BUTPATU €HEPTii, aJie 11€ MOXKe
OyTH Jy>Ke XOPOIIOIO BIAMPABHOIO TOYHOO MOPIBHSHHS PIBHS 3aXUCTY 1 BIIHOIICHHS
Horo 1o eneprosutpar. OHOBIEHHS 2X — LI€ CIOCI0, SIKe 3a3BUYail peanizyeThCs Ha
cepBepHux uyincerax Bia Intel micist mossu Sandy Bridge i € 3anpomoHoBaHuM 3a
3amMoBuyBaHHSM. L{e 3MeHITye yac OHOBIECHHS PsiKa KOHTPOJIEPOM Tam’siTi 3 64 Mc
10 32 McC 1 3BYXKy€ TMOTEHIIHe BIKHO Il mpoBeaeHHss RowHammer abo iHmmx

MMOMIJIOK CIIPUYMHEHUX HEBIPHUM JIOCTYTIOM JIO TIaM’ SITi.

[Ticns 11pOTO MOXKHA 3a3HAYUTH TE€ IO MPEACTABIIM BUPOOHUKH KOHTPOJIEPIB
nam’ati, sk-oT Intel - pTRR (pseudo Target Row Refresh) [42], st 3meHIIeHHS

BBy RowHammer. y MaiiOyTHix cuctemax. Ha »kaiib, Taki MexaHi3MU OHOBJICHHS
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psAZIKa KEPTBU HA OCHOBI KOHTpOJIEpa Mam’ STl He 3HAIOTh PO (i3UYHY CyMIKHICTh
PAIKIB arpecopa Ta xepTBH B 4irti DRAM i, sk Taki, BOHM MOXXYTh HE 3a0€3IICUUTH
noBHuM 3axucT Big RowHammer. IIlo ctocyerbcss DRAM, Bupobnunku DRAM
sanmpoBagmm MexaHisMu TRR (target row refresh) [10] 1 cTBepmkyBanu, mo ixHi
HOBI Mikpocxemu DDR4 ne BpazmumBi mo RowHammer [52] i3 3axuctom, skwmii
3abe3neuyroTh 11 MexaHisMu. TRR — 1e 3aranpHuUil  TEepMiH, SKHUM
BUKOPHUCTOBYETHCS JIsl MEXaHI3MIB, SIKi OHOBITIOIOTh IIITLOBI PSIKH, 10 SKUX TIEBHUM
YUHOM BH3HA4YE€HO 4yacTuil noctyn. Ha sxanb, BupooHuku DRAM He onucyBanm (i
JI0C1 HE OMUCYIOTh), AK IXHI peaiizaiii HaJiiHO 3arnobirarorb RowHammer, 1 He
PO3KPUBAIOTH, SIK 1X peaiizallii npamrrwTh. TakuM unHoM, npudnauzHo B 2019-2020
pokax Oyso He3po3ymino, uyd MoxumBl 3MmiHU OiTiB RowHammer y peanbhHux
Mmikpocxemax DDR4 DRAM, ane micns npencraBieHHss TRResspass crano
3po3yMiso 10 11e MOkJIMBO. TRR MOXHa BIAHECTH 10 CTaHAAPTHUX HAJAIITyBaHb
KOHTPOJIEPIB, TaK K BiH € BOYJJOBAaHUM B IMPOTpaMHe 3a0€3IEUCHHSI, aJie TaK sIK BiH
€ TPEICTaBHUKOM BHOOpPY psKa aTakylOuux, TO e Croci0 MpencTaBiIsiTUME
RowSamplaing. Metog RowSampling € ogaum 3 miixoaiB 10 3aXUCTY Bij aTak THUITY
RowHammer, sikuii BUKOPUCTOBY€ TEXHIKY BUOIPKH PSAAKIB TaM'sAT1 17151 3a11001raHHs
HECAHKI[IOHOBAaHUM 3MiHaM BMICTY KOMIPOK IaM'iT1 4epe3 arpeCUBHE aKTHBYBaHHS
cycimHix psakiB. RowSampling meron mossirae B peryisipHid mepeBipii abo
OHOBJICHHI NMEBHUX PAJKIB MaM'sTi MiJ Yac omepaiiil 34MTyBaHHS 4YM 3alUCy HA
OCHOBI BWIMAJKOBO 3r€HEPOBAHMX 3HAUCHb. [7es MeToay B TOMY, 1100 CTBOPUTH
CUCTEMY BUOIPKU TaKUX PSAKIB, iK1 OydyTh aKTHBHO OHOBJIFOBATHCS 200 BUOMPATUCS
KOHTPOJIEPOM IaM'siTi B rpolieci podotu cucteMu. Lle 3H1Ky€e MIMOBIPHICTH TOTO, IO
PSAAKH, SIKI MOXYTh CTaTh >KEPTBaMHU aTak, 3aJIUIIaTUMYThCs Oe3 yBaru 1

ypasnuBuMH 10 RowHammer.

Kontponep nmam'sti BUOMpae psiiku 3 NeBHOK WMOBIPHICTIO (sIka MOXke OyTu
3MIHHOIO B 3aJICKHOCTI BiJl CTparerii ab0 KOHKPETHUX MapaMeTpiB) 1 aKTUBHO iX
nepe3anucye abo OHOBIIOE, TAKAUM YHWHOM 3amo0irarouyu HAKOMTMYCHHIO TTOMMJIOK

yepe3 HECAHKIIOHOBaHY akTuBaIllito. BiamoBiiHO, psANKH, SKI HE BUOUPAIOTHCH,
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OTPUMYIOTh JOAATKOBUN 3aXUCT uepe3 MpOILEeCcH Iepe3anucy ado peryiasipHOro

BHOOPY JJII OHOBJICHHSI, IO CIIPUSE 3MIITHCHHIO HAAIHHOCTI CUCTEMH TIaM'SITI.

OnuH 3 TOJOBHUX AaCIEKTIB IILOTO METOMYy — II€ MOTO TOpIBHSIHA MPOCTOTA
BIIPOBA/KEHHS. Y OLIBIIOCTI BUNIAJKIB HE MTOTPIOHO MEPENPOSKTYBATH apXITEKTYPy
nmam'sti a00 BUKOPHCTOBYBATH CKJIAIHI JTOMATKOBI MEXaHI3MH JJIA 3a0e3TMeueHHs
3axucty. RowSampling mobpe mpairoe B cepemoBUINAX, 1€ BHKOPHUCTOBYIOTHCS
pECypCH 3 HU3BKUM HaBaHTKEHHSM, JIE YaCTOTa OHOBJICHHS PSKIB HE BUKJIMKAE
3HAYHUX 3aTPUMOK. Y TIOPIBHSHHI 3 1HIIMMH METOIaMH, TAKUMH SK BUKOPUCTAHHS
JOJJATKOBUX TMAapUTETHUX OITiB a00 CIeliali30BaHUX KOHTPOJEPIB MaM'siTi,

RowSampling Moxe BuUMararu MiHIMaJIbHUX PECYPCIB JUIs peasti3aliii.

B 3anexxHOCTI Bil 4acTOTH BUOIPKHU, 1€ METOJl MOXE MPU3BECTH A0 JNESIKHUX
HaKJIATHUX BUTpPAT, OCKUIBKA KOHTPOJIEp TaM'ATi MIOBHHEH aKTUBHO OHOBIIOBATH
BuOpani psagku. lle Moxke yNOBUIBHUTH POOOTY CHCTEMH, SKIIO BHOIpKa

B110yBa€THCS HAJITO YACTO.

2.3 BusiBjileHHA 00MeKeHb Ta BPAa3/JIMBOCTECl B HASIBHUX alapaTHUX i

NPOrpaMHMX PillICHHAX

HesBaxkaroun Ha BIPOBAIKEHHS YHUCICHHUX METOMAIB 3aXHCTY, K almapaTHHX,
TaK 1 MPOTPaMHUX, OUTBIIICT 13 HUX MalOTh MEBHI OOMEKEHHS Ta HE TapaHTYIOTh
a0COIOTHOTO 3axucTy. BukopucranHs TtectoBoi margopmu Ha ocHoBl FPGA
(pucyHoOK 2.8) [03BOJISIE OTPUMATH TIIMOOKE PO3YMIHHS €(PEKTUBHOCTI 1CHYIOUHMX

MEXaH13M1B 3aXHCTy Ta BUBHAYUTH TXHI MOTEHIIHHI C1a0K1 MiCIIS.
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Pucynok 2.8 — Cxema TectyBaibHOi cuctemMu 4inmB DRAM

Jlist aHamizy Bpa3iIMBOCTEH MU BHKOPHCTOBYBAJIM CIEIaIbHO PO3pOOJICHY
tectoBy mardopmy Ha 0a3i FPGA, sika 103BoJisiE MPOBOAUTH HU3BKOPIBHEBI
excriepuMeHTH 3 DRAM-uinamu. [lnatdpopma  miaTpumye  MOKIMBICTH
MaHIIyJIIOBaHHS TaliMIHTaMU [1aM’sITi, peani3allii aarOpuTMiB arpeCUBHOTO JOCTYITY
0 psAKiB Ta 300py CTAaTUCTUKWA MIOA0 OITOBUX MNOMIJIOK. JloCiiKeHHs
npoBoamiocs Ha 3pazkax DRAM-nam’siti DDR3 ta DDR4 Bijx pi3HUX BUPOOHUKIB,

1o A03BOJIMJIO OTPHUMATH y3aFaJIBHeHi PE3YIbTAaTH.

Busineni oOMexeHHsI amapaTHUX METOJIB 3axucTy Oyio chopMoBaHO 3a
KPUTEPISIMA KUIBKOCTI 3HAMIEHUX MOMUJIOK 1 KIJIBKOCTI BUKOPUCTaHOI eHeprii. B
17IeaTbHUX yMOBaX TOMMJIKH, SIKI MOXXHA BUIPABUTH, MAIOTh OyTH BUSIBJICHI Ta
BUMpABJICH], TOAI SIK BUSBJICHI TOMUJIKU, $SKI HE MOXHA BUIPABUTH, MAaIOTh
MPU3BECTH 110 30010 Tporiecy abo cuctemu. Y 1iii KoHirypaiii €quHui cmocio,
SKUM 3JIOBMHUCHHK MOXXE CKOMIIPOMETYBATH CHUCTEMY, II€ 3allyCTHTH JOCTaTHIO
KUIBKICTh OITIB y MOpaBWIbHUX mMo3uLisAX, o0 ¢yukuis ECC He BusBuia
NOIKO/KeHH. Tabmuug 2.1 nmokasye MiHIMalIbHY KIJIbKICTh HEB1IBOPOTHOI 3MIHH

01TiB, HEOOX1THUX JIJIs1 O1TIB TaHUX a00 OITIB JaHUX 1 KOHTPOJIHLHUX OITIB.
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Tabmuus 2.1 — KpuTudyHi yMOBHU BTpaTH 1aM’sTi JIJIsl IPOIECOPiB

Tun mpouecopa | [larepn Pobotu | 3minu OiTiB Kinpkicts 61TIB
AMD-1 [P1] 3-BF-16 3 CumBomm, 1
KonTtponsHmii
AMD-1 [P2] 4-BF-16 MiH. 2 cuMmBOIH
Intel-1 [P3] 4-BF-8 MiH. 2 cuMmBOIH
Intel-1 [P4] 2-BF-8 MiH. 2 cuMBOIIH

VY outbmocti moxayniB DIMM, ski Bpaznusi 1o RowHammer, Baxko 3amyctutu
TaKi YUCJICHHI 3MIHU O1TiB OONIM3y OAWH BiJ oxHoro. OgHak Habararo mpocTilie
BUKJIMKATH MOMIKOKeHHS Ha Intel-1, sik oGroBoproBaTUMEThCS Aati. Sk moka3aHo B
tabmuii 2.1, Mu BusiBuiu, mo B Intel-1 BusBIEHI HEBUNpPABHI TOMUIKH HE
OPU3BOASATH A0 30010 CHCTEMHU 1 HaBiTh He TNOBLIOMIIIIOTHCS OC. Cxoxe, 110
OCHOBHOIO NIPUYMHOIO € HEHAJEeKHA MIATPUMKa MPOrPaMHOTO 3abe3meyeHHs s
koHTposiepa nam’saTi B OC, To0TO apaiiBep 3BITY MPO MOMUIIKK HE PO3II3HAE Ta HE
HILIANI3Y€E Pecypcu MeXaHi3My 3BITY MpO MOMWIKU. SIK HACHiJIOK, 3JIOBMHCHHK
MOXKE€ BUKOPUCTOBYBaTH CHCTEMY B il KOH(]Irypaiiii 3a 3aMOBYYBaHHSIM 3 MEHILIOIO
KUTBKICTIO TiepeBepTaHb OiTiB, HIK HEOOX1AHO, 3 171eaJTbHOI0 TapaHTIE0, HAJAHOIO

dynkiiero ECC.

Sxmo roBopuTH Tpo I1IAOJOHM, SKi MOKHA BHKOPHCTOBYBaTH, TO MH
BUKOPUCTOBYEMO 73, pO3B’si3yBady OOMEXKEHb, JJISi PO3POOKH MPUIATHUX JJIS
excruryaranii maomoniB ¢ynkuii ECC gns AMD-1 1 Intel-1. Jna AMD-1
3JI0BMUCHUKY MOTP1OHI pUHAIMH1 TpH 3M1HU O1TiB y 16 Oaiitax (To0TO cnoso ECC),
KOJIM ofHE 3 30ypeHb OITiB 3HAXOAUThCs B kKepyrouux Oitax ([P1]). [nmn nBa 6iToBi
CIIOTBOPEHHS MarOTh OyTH HAIIUJICHI Ha J1Ba P13HI CUMBOJIM (TOOTO OyTH IPUHANMHI
Ha 8 01T ouH Bij oHOTrO). [Ipy HaIIIFOBaHH1 JIMIIIE HA OITH JAHWUX YOTUPHU 3MIHCHUX
OiTa MalOTh MpHNaJaTH Ha MPUHAWMHI JBa pi3HI cuMBoiu B cioBi ECC ([P2]).

ExcriepumenTy moxazanu, 1mo craHgaptHi MexaHisMu ECC MoxyTb €()eKTUBHO



113

BUIPABJISITH JIUILIE OJMHUYHI OITOBI MOMMJIKHM, TOAl sIK aTaka RowHammer moxe
MPU3BOIUTH 10 MHOXKHMHHHMX OITOBUX 3MIiH Yy CyCilHIX KoMipkax. BumpoOyBaHHs
TakoX mpogaeMoHcTpyBaiy, mo ECC, peanizoBanuii Ha piBHI KOHTpOJIEpa Mmam’sTi,
HE 3aBXIM 3[aTHUN aJeKBaTHO pearyBaTd Ha aHOMAaJIbHI MATEpPHH JOCTYITY, IO

JI03BOJISIE 3TIOBMUCHUKAM OOXOAMTHU IIEH MEXaH13M 3aXUCTY.
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Pucynok 2.9 — Kinpkicts ECC kopekii BiAMOBIIHO 10 KUJIBKOCTI aTak

[Ile omHMM amapaTHUM IiJIXOAO0M € 30UIbIIEHHS YaCTOTH OHOBJICHHS IaM’ fITi,
110 3MEHIIyE€ MMOBIPHICTh HEKOHTPOJILOBAHOI 3MiHU O1TiB. IIpoTe neit meron mae
3HaYH1 OOMEXEHHsI, OCKUIbKM MPHU3BOAUTH J0 3POCTaHHS €HEPrOCIOKUBAHHS Ta
3HIDKCHHS 3aTralIbHOI TTPOAYKTUBHOCTI CUCTEMU. TeCTyBaHHS MOKa3ajo, 10 HaBITh
MIpU TJBUIIEHHI YaCTOTU OHOBJIEHHS mam’siTi B 2-3 pa3u, ataka RowHammer Bce

I[€ MOXKE CIPAIlbOBYBAaTH, X04a i MOTpeOy€e 3HAYHO OLIBIIOTO Yacy.
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Pucyaok 2.10 — EHeproBurparu pi3HUX BUIIIB [IaM’ STi
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Ak 6aunmo 3 pucyHky 2.10. mpu 301IbIIEHH] PO3MIPY IaM’sITi pOCTe€ BUTpara
eHeprii Ha i OHOBJECHHs, MPU IOMY 30UTBIIEHHS IIBUIKOCTI B 2 pa3u HE Jae
MOKpAIlleHHs] BUSBJICHHS IMOMUJIOK B 2 pa3u. Sk Oauumo 3 pucyHky 2.11 npu
30UTBIIIEHH] YaCTOTH OHOBJICHHS B 4 pa3u WMOBIPHICTh 3aXUCTy TOXOAUTH 110 90%
g o6ox BuaiB nmam’siti DDR3 ta DDR4. Lle noci He nae rapaHTOBaHOTO 3aXHCTy

IpH 1y>Ke 3HAaYHOMY 30UJIbIIIEHH] €HEPrOBUTpPAT Ha MaM’SITh.

MMOBIpHIicTb 3axucty DDR3 mmemm /1M OBipHiCTb 3axncTy DDR4
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Pucynok 2.11 — 3anexxHicTh 3aXHUCTY BiJ] aTaK BiTHOCHO MHOXXHUKA OHOBJICHHS

Cepen mporpaMHUX MeEXaHI3MIB 3aXHCTy Oylo MNpPOTECTOBAHO aJIrOPUTMU
MOHITOPUHTY aHOMAJIbHOI aKTUBHOCTI IMaM’ATi Ta OOMEXEHHSI TOCTYITy J0 MEBHUX
oOnacteil. AHani3 MoOKa3aB, 10 OUIBIIICTh ICHYIOUMX aJTOPUTMIB MAarOTh 3HAYHI
oOMeXeHHsI Y BUSBIEHHI CKJIaJHMX BapiaHTiB RowHammer, ocobmuBo Tux, 1o
BUKOPUCTOBYIOTh  PO3MOIIIEHI  MaTepHU  JOCTymy abo  OpaloTh Y
OararonoTo4yHoMy cepenoBuilil. KpiM Toro, Mmeronu, mo 0a3yrThCs Ha 0OMEXKEHH1
JOCTYILY, MOXYTh HETaTWBHO BIUIMBATH HA MPOAYKTUBHICTH JIETITUMHUX MPOTPAM,
0COONIMBO y BUMAAKy BUCOKOHABaHTAXXEHUX cUCTeM. JlomaTkoBo, Oya0 JAOCITiIKEHO
e(eKTUBHICTh POTPAMHUX PIllIEHb, IO BUKOPUCTOBYIOTh MAIlIMHHE HaBUAHHS JIJIS

BusBieHH RowHammer-noniOnux arak. Pesynmpratu mokazanu, 1o Ii METOAU
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MOXYTb OyTH €(EeKTHBHHUMH, ajlé BOHM BHMAraloThb 3HAYHHX OOYMCIIOBAJILHUX
pecypciB Ta He 3aBKIu 3a0e3MeuyroTh HEOOXiIHYy TOYHICTh MpPH peajbHOMY
HaBaHTaxeHHI. SIk Gaunmo 3 pucyHKy 2.12 mpu 30UIbIICHHI KUIBKOCTI KOMaHJ 1
JBOCTOPOHHOMY ITiIX0/Il MO>KHA IOCATTH 3MiH 01TiB 00X0/sT4M BC1 HasIBHI MPOrpaMHi

METO/H 3aXUCTY.
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Pucynok 2.12 — 3anexHicTh 3MiHU 01Tl BIZHOCHO KUIBKOCTI aTak

Ha ocHOBiI mpoBeneHHUX EKCIIEpUMEHTIB OyJI0 BCTAHOBJIEHO, IO JKONIEH 13
ICHYIOUMX METOAIB 3aXUCTy HE € aOCONIOTHO HAIIMHUM NPOTH araK THUILY
RowHammer. Amaparni metoau, Taki sk ECC Ta mijBuIlieHe OHOBJICHHS I1aM’sITi,
MaroTh CBOI OOMEXEHHsI Ta HE MOXYTh MOBHICTIO yCyHYTH 3arposy. [Iporpamui
MIIXOAU, 30KpEeMa MOHITOPUHT aHOMaJbHOI AaKTUBHOCTI Ta aJTOPUTMIYHI
0OMEKEeHHS, MOXYTh OyTH €(pEKTHBHUMH JIUIIE B MEBHUX CIICHAPISIX, aje MalOTh

3HAYH1 HEJOMIKU y MPOJYKTUBHOCTI Ta TOUHOCTI BUSIBIICHHS.

TakuM ynHOM, HAOUTBII €(EKTUBHOIO CTPATETIEI0 3aXUCTy € KOMOIHOBAaHUU
MIX11, 0 MOETHYE anapaTHi Ta IPOrpaMHi METOH, a TAKOXK TOJAIBIIHI PO3BUTOK
aJanTUBHUX CUCTEM 3aXHCTY, 30KpeMa Ha OCHOBI MAIlIMHHOTO HaBuaHHs. [lomambimi

JOCJIIJI)KEHHSI TOBUHHI Oy TH CIIPSIMOBaH1 Ha pO3pO0KY HOBUX METOJIUK I€TEKTYBAHHSI
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arak RowHammer, siki 3a0e3neduyBaTUMYyTh BHUCOKY TOYHICTh BUSIBJICHHS TpU

MiHIMaJbHOMY BIUIMBI Ha IPOIYKTUBHICTH CHCTEMHU.

BucHoBKkHM 10 po3ainy 2

OT1xe y 1iboMy po3Aiii Oylio CTBOPEHO MIaTGopMy YHi1piKOBAaHOTO T€CTyBaHHS
3ac00iB 3aXHUCTy Tam’sTi, IO JO3BOJIA€E MPOBOJUTH KOMIUICKCHHM aHami3
e(EeKTUBHOCTI PI3HUX MEXaHI3MIB 3aXMCTy Bij arak Tunmy RowHammer Ha ocHOBI
FPGA Xilinx ZCU208. IloOynoBaHa yHiBepcalibHa IporpaMHa OCHOBa jajia
MOXJIMBICTh ~ CTaHAAPTU3YBaTH MIAX1A [0 TECTyBaHHs, 10 3abe3neuye
MOPIBHSHHICTH 1 YHI(IKOBaHICTh OTPUMAHMUX PE3yJbTariB. Bu3HaueHHS KPUTEPIiB
OLiHIOBaHHS e(peKTUBHOCTI 3axucty DRAM no3Bonuino cpopmyBaru 00’ €KTHBHI
METPUKH JIJIs aHAJII3y PI3HUX METOAIB MPOTUIIT aTakaM. 30KpeMa €eHEproBUTpara Ha
KOMIpPKY ITaM’4T1, pIBE€Hb 30ypeHb BIIHOCHO JKepena, paalyc araku, KuibKicTe ATC

JUIsl 3MI1HU O1TIB Ta BIAMOBIIHO JA03BOJIEHA YaCTOTA JIOCTYMY MPU HASIBHIN ararl.

[Ipouiec 300py Ta CTPyKTypu3allii pe3yJbTaTiB TECTyBaHHS BUSIBUB HU3KY
OoOMEXeHb ICHYIOUMX amapaTHUX 1 TPOrpaMHHUX PIlIeHb. 30KpeMa TECTyBaHHS
nokazano, mo cydacHi yinu DDR4 Ta DDRS 3HauHO Bpa3iuBi 110 arak
IBOCTOpOHHKLOTO RowHammer Ta MOXXyTh JIeTKO OyTH CKOMIIPOMETOBAaHUMHU. Takox,
aHajl3 TMOKa3aB, IO METOAM 3aXUCTy B OIOMKETHUX JIIHIMKaX BCIX TPhOX
MPOTECTOBAHUX BUPOOHUKIB € HEJOCTATHHO €(HEKTUBHUMHU MTPU POOOTI 3 CyHaCHUMU
DRAM-uinmamu, mo MarTh MIABHINCHY YYTIMBICTH JIO0 Mapa3WTHUX 30ypEHb.
BusiBnieni Bpa3iuBOCTI CBiYaTh MPO HEOOXIIHICTh MOAAIBIIOTO BIOCKOHAJICHHS
MEXaHI3MIB 3aXHCTy, 30KpeMa po3poOKH KOMOIHOBAHMX IMIXOMAIB, IO BKJIFOYAIOThH

amaparHi Ta TPOrpaMHi METOAM BUSBIICHHS Ta TIOM SKIICHHS BIUIMBY aTak.

OtpumaHi pe3yabTaTd MIATBEPAKYIOTh, IO ICHYIOYl PIIIEHHS MHOTPEOYIOTh
JOOTIPAIIFOBAHHS Ta ajanTallii IMiJl HOBITHI TEXHOJOTIYHI MPOILIECH Y BUPOOHMIITBI
DRAM. Bukopucranust FPGA 115 TecTyBaHHS JO3BOJIMIIO OTPUMATH JI€TaIbHI TaHi

npo poOOTYy pI3HUX MEXaHI3MIB 3aXHUCTy Ta BU3HAYUTH iXHI CHJIBHI Ta cla0kKi
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ctopoHu. Lle cTBOpro€ OCHOBY IS MOAQIBIIMX JTOCTIKEHb 1 PO3POOKH OLIbIII

HaJIHHUX METOMIB 3aXUCTY IMam ATi Big arak RowHammer.
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PO3/1T 3.
PO3POBKA MNOKPAIIIEHUX CUCTEM 3AXUCTY HAM’SATI
TA OLIIHKA IX POBOTH

3.1 Po3poOka pimeHb onTuMi3anii 3aXMCTy Ha OCHOBI BUOIPKM PSAAKIB

3axuct Ha ocHOBI BUOIpKHU psiakiB (Row-Sampling) € oquuM 13 Haiinepmx i
HaWMpOCTINMX METOMIB TpoTuaii arakam Tuny RowHammer, mo wmoxna
3aCTOCYBATH OE3IOCEPENHbO 10 KOHTponepa mam'aTi. Moro mpuHIMI poGoTH
MoJisirae B TOMY, IO TiJ Yac aKTUBallli KOKHOTO psJKa KOHTPOJEP TEHEpye
BUIMAKOBE 3HAYEHHS 3 IEBHUM BIJXWICHHSIM. 3 HEBEJIMKOIO WMOBIpHICTIO p<K1 11eit
PAZIOK BKIIIOUAETHCSA y BUOIPKY Ta PO3ISATAETHCSA SK MOTEHILIMHO aTakyoduil. Y
BUMAJKY, SKIIO PAJOK BU3HAYEHUN SIK aTaKyHOUHil, KOHTPOJIEp BUKOHYE BIIMOBIJIHI
3aXHMCHI J1i, HAPUKJIIAJl, OHOBJIIOE CYCIJIHI PSIIKH, SIK1 MOTJIA CTaTH KEPTBAMU aTaKH.
Takuii miaxig rapanrtye, M0 arpeCUBHUN PSIIOK HE 3MOXKE YHUKHYTH BUSIBICHHS Ta

BUOIPKH, 3aBIAKU YoMy araka RowHammer crae 3Ha4HO MeHII €()eKTHUBHOIO.

Lleli MeTon 3axuUCTy NMPHUBEPHYB yBary JAOCIIJHUKIB IlI€ HAa pPaHHIX eTarnax
BuBYeHHSI RowHammer-arak, 1o nmpu3Beso 10 CTBOPEHHS KIJIBKOX HOTO BapiaHTIB,
Takux SK "iMoOBipHiCHa akTuBaiis cycimHix psakiB" (PARA)[48] Ta "imoBipHicHa
aktuBaiiga psagaka" (PRA)[49]. Obuasa mi migxoau 0a3yroThCs Ha 17€i BUITAIKOBOI
BUOIpKHU, aje MAarOTh BIAMIHHOCTI y crioco0ax peanizailii Ta JeTaisx ajanTaiii 10
KOHKpeTHHX YMOB. [ 0110BHOI0 niepeBaroto Row-Sampling € fioro npocrora, 0CKiabKU
METOJI He BUMArae CKJIaJHOTO 30epiranHs cTaHiB a0 TaOIuIlh y TaM'aTi KOHTPOJIepa,
10 3HAYHO BIAPiI3HsA€ HOTO BiJ] 1HIIUX, OUIBII PECypCOMICTKMX METOMAIB 3aXHUCTY,

TaKuX SIK BAKOPUCTAHHS JIYUIBHUKIB a00 CKJIQIHUX JIOTIYHUX OTeparlii.

Cepen 3Ha4yIlIMX MPUKIAAIB BUKOPUCTAHHS IOTO MIIXOAY MOXKHA 3rajiaTh

peamizaiiro BUOIPKH PANKIB y crapimmx mporecopax Intel mms 3axucty DDR3
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DRAM Big RowHammer, ska orpumana Ha3By pTRR (probabilistic Target Row
Refresh). L{s Texnomoris Oyna mocuts edextuBHOIO a1 DDR3, ane 31 3pocTtanHsam
yacTOTH OHOBJeHHs mam’sti DDR4 Intel Bupimmia BiAMOBUTHCS BiJ HMiATPUMKH
pTRR, BBaxkaroum, mo cranaapTHi xapakrepuctuku DDR4 3a6e3neuytoTs JocTaTHIi
piBeHb 3axucty. [Ipore mocmimkeHHS OCTaHHIX POKiB mokazanw, mo DDR4, sx i
panimie, BpaznuBa 10 RowHammer-arak, mpuuomMy HOBIII 4inu HNOTPEOYIOTH IIIE
MEHIIOI KITBKOCTI ONepatii JOCTyIly A0 MaM'sTi, 00 COPUYMHUTH 3MiHY 3HA4€Hb
O1TIB.

3Bakaroud Ha 11 OOCTaBUHU, METOIM BHUOIPKH PAIKIB 3HOBY HaOyBaloTh
MOMYJSPHOCTI SIK TEPCHEKTUBHUM HAmpsiM Il MiABUIEHHS 3axucty DRAM.
BunHukae BaIMBE THWTAHHS: SIK€ 3HAYCHHS IOPOTY p € ONTHUMAJIBHUM IS
3a0e3neueHHd HaAliHOrTO piBHSA 3axucTy? BiamoBigp Ha 1€ NHUTAHHS Mae
BpPaxOBYBaTH HE TUIBKH XapaKTCPUCTUKH OKPEMHUX MOIYJIB MaM’sITi YA TOTOYHY
YaCTOTY OHOBJICHHS, aJie i1 3a0e3euyBaTi KOMIUIEKCHUH MMiJIX11, SKHI BpaxOBYy€ BCIO
CUCTEMY TPOTATOM YyChOro TepMiHy ii ekcrutyataiii. Lle morpebye meranbHOrO
MaTeMaTUYHOI'0 MOJENIOBAaHHS, aHali3y PU3MKIB Ta MIMOOKOTO PO3yMiHHS 3MIH Y
TexHojorisax BupooHunrea DRAM. Takox, 3Baxkarouu Ha 3pOCTalOqy CKIAIHICTH 1
MacIITaOHICTh CyYaCHMX OOYHCIIOBaJbHUX CHUCTEM, Ba)XJIMBO OIIHIOBATH
edexTuBHICTh MeTOAy Row-Sampling He nunie 3 momsiny Oe3neku, ane i 13 momisiay
HOro BIUIMBY Ha NPOAYKTUBHICTh. BuOIp HAATO BHUCOKOTO 3HAYEHHS PP MOXKE
30UTPIIMTH HAKJIaJHI BUTPATH Ha OOpOOKYy, LI0 3HU3UTH 3arajbHy MPOMYCKHY
3MIaTHICTH 1am’sTi. ToMy OCHOBHE 3aBllaHHA — 3HAWTH OallaHC MK €(DEeKTUBHICTIO
3aXWCTy Ta BIUTMBOM Ha MPOAYKTHUBHICTh CHUCTEMH, BPAaXOBYIOYM HOBI TPEHIU B

TexHojorisix DRAM 1 BUMoru cydyacHux oO4MCIIIOBaIbHUX HABAHTAKEHb.

3axuCHI MeXaHi3MU, CTBOpeHi Misi MmiHiMizamii RowHammer nepenbagarorsh
npocty ¥ yHidikoBany mojenb DRAM. KokeH psmok micis 3amucy CTBOPIOE
HABOJIKM B CYCITHIX psaax. PiBeHb CIIOTBOPEHD Ha Psf KEPTBHU, K MPUITYCKAETHCA,

3aJIeKUTh BUKIIOYHO BiJ WOTO BIACTaHI Bi psAxy arpecopa. Hampukmanm, psin
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arpecopa K BrumiBae oJHakOBO Ha JIBOX CYCIIHIX KepTB - psiaku K+1. [Tpu mipomy K
BunBae K42 wmenmoro wmiporo, HiX K=£1, K+3 me menmoro, 1 Tak gami. A
NPUCKOPEHHS, 3 SKUM BIUIMB HABEICHb 3MEHIIYETHCS 3 BIJICTAHHIO, HA3UBAETHCSA
koedimient nocmabnenns (KIT) a pamiyc aii (P/]) Bkasye Ha BifCTaHb MIXK PSAIOM
arpecopa Ta ioro HaianbIoro xxeptBoio. Moayns DRAM 13 pagiycom aii 2 o3Havae

o K 30yproe Tuibku yotupu psaau: K£1 1 K£2.

Yepes 1e 3acobu 3axucty RowHammer, npugati 115 3aUMCy B KOHTPOJIEP
maM’aTi, MepIl 3a BCe HAMAraroThcsa iMeHTH(IKyBaTH pAmM arpecopa. Ix mera
MOJISATAa€ B TOMY, 1100 HIKOJM HE JO03BOJIATA MOMY OTPUMYBATH OlJIbIlIE aKTHBAIliN
psAlKa, HXK (PIKCOBaHE MOPOTrOBE 3HAUCHHS, SIKE HA3UBAETHCSI TOPOTOBUM 3HAYCHHSIM
RowHammer (Agrgn), B Mexax iHTepBasy oHOBiIEeHHs (64 mc y DDR4 Ta 32 mc y
DDRS5). SIk TiIbKK KUIBKICTh aKTHBALIM JOCATHE ARgrpy, JOCTYI OJOKYETHCS [0
HAaCTYHOTO OHOBJEHHs. llepenOauvaeTbcs, MO TakWid MiAX1T HEWUTpaii3ye BcCe
30ypeHHs, CTBOpeHE psiioM arpecopa. Cxemu BUOIPKU PSAKIB K HAJIAIITOBYIOThH
HOPIr P TaK, o0 IMOBIPHICT, 110 KUJIBKICTh 3aIUTIB OY/Ib SIKOTO psJiKa Jii1e 10 Ary
Oyne nyxe Hu3bKoro. [Ipobiema x, 10 He JyKe 3p03yMLJIO, SIKOK0 Ma€ OyTH 115 JTyKe
HU3bKa UMOBIPHICTh, XOUa B JCSKUX HEIIOAABHIX POOOTaX OMHUCYETHCS 3HAYCHHS
10—15 3a roquny 6e3nepepBHux 3anuciB [61]. [lonepenni cxemu ajist Row Sampling
[62], [63] mpumyckanu, MO NPU JOCATHEHHS Agry KOHTPOJEpP Mam’ STl TaKOXK
OHOBIIIOE 1 psAAKIB xkepTB. Ha >xamp, BHyTpimHsS Tomoinoris psakiB DRAM
3QJIMIIAETHCSA KOMEPLIMHOW TaeMHHUIICO TocTadaabHuKiB DRAM. Tox koHTposep
nam’siTi He3JJaTHE 1IeHTU(DIKYBATH PSIAKY KEPTB, Ha K1 BIUTMBAE KOHKPETHUHN PSJIOK

arpecopa.

Ha npaktuiii DRAM He moOBOAMTBCS Tak, SIK MPOIOHYE I CIPOIIEHA Ta
yHi(pikoBaHa Mozenb. Jleski psSaKd BUMararOTh MEHINE 3alUTiB, 100 BUKIMKATH
3MiHy OiTiB, HIXk 1HIm. [le BinmoBizae HEOOXiTHOCTI MaTH 1HAUBIAYyadbHE Ary JUIS
KOXKHOTO psiiKa, a He €IMHE MocTiitHe 3HaueHHs 11 Bciei DRAM y cuctemi. Kpim

Toro, 30ypeHHs: DRAM He € piBHOMIpHUMU: JI€SIKI KOMIPKHA MarOTh OLIBIIE IITAHCIB
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OyTH 3MIHEHMMHU, HDXK 1HIII, HABITh AKIIO iX BIJICTaHb JO PSIAY arpecopiB OJJHAKOBA.
Hapemti, paniyc Ail 3MIHIOETbCA B 3aJICKHOCTI BiJ PNy aTaKylO4yHX; AEAKl psiau
MaroTh OUIBIIMI paniyc Aii, HiX 1HII. Came ToMy crpabxkHsa moaenb DRAM wmae
HaJI4yBaTH BCl 11l 3MiHHI 1100 aHami3yBaT 3axucT RowHammer 3 Matemarnaaum
MiIX00M Ta peajbHUMH pe3yjibTaTaMHu B ICHYIOUMX cucteMax. [Ipu mpomy Taka
cucTteMa Moxke OyTH CIpoIlleHa 1 0 Io0albHUX 3HA4YeHb, ajie MOoTpiOHO oOupaTu
HAWBUIIMI MOPIT P 3 YCIX MOXIUBUX IS 4illy mam Tl 1 HatHmwkunit THry micos
TeCTyBaHb BCIX psiykiB. OaHa 3 nmepmux pooiT [59], mpucesuenux Row-Sampling,
MICTUTh BUBEIEHHA (OpPMYIHU i OOYMCIICHHS WMOBIPHOCTI HEBAAJIOi aTraku
RowHammer npu 3aganux napamerpax p i Ary, a TAKOK BBOAUTH NOHATTA "'payHIu"
(mo3HauaroThest K r). PayHaum ommcyroTh 4ac, HEOOXiMHWUNA 3JIOBMHUCHHKY IS
JOCATHEHHS MOPOTY Agry IUISIXOM MOCJIJIOBHOI aKTUBAIlll PAJIKiB, HE3aJIEKHO Bij

TPUBAJIOCTI BIKHA OHOBJIEHHS I1aM’SITi.
— —p XAgp ) K
PHeB,uaqi =1- (1 —e? RH) (3.1

Ha sxanb, 1 GopMyia Jyke MPUMEHINYe 3HAYEHHS Hopory BuGipku. Moro
BU3HAYEHHS IPYHTYETHCS HA MPUITYLIEHHI, IO KOXEH 13 payH/IB € HE3aJECKHUM 1
XKOAHI 30ypeHHS HE MepenaroThbCs B OMHOTO pPAayHAy JO HACTYMHOTO. AJjie Ha
MPaKTHUIll, araka, sika aKTUBYE TOJOBUHY PSIKIB HANPHUKIHIN payHIy, a IHIIY
MOJIOBUHY OJipa3y Ha MOYaTKy HACTYITHOTO, Ma€ BUCOKHH IIaHC YHUKHYTH BHOIPKH.

ToOTo 1i moAil MOTPIOHO PO3IISAATU K B3AEMO3AJICIKHI.

Jlns o6umcnenns nmopory B PARA [48] BuKoprCTOBYIOTH Taki (hOpMyJIu:

1 \ARH
Plen) = Plen-1) +p(1=3p) (1 = P(en-agy-1)) (2

P(eN) = 0 HpI/I N < ARH (33)

Jle ex BUIAJOK YCIIIIHOI aTakd. YMOBA 2 TyT TPUBIAJIbHA 1 O3HAYAE 1110 aTaka
HE CTajach MPHU KITLKOCTI 3aMUTIB MEHIIIH, HIJK Ta sIka BCTAHOBJICHA SIK TIOPOTOBA Ha

koHTpoJepi mam’ 1Tt DRAM. 3 p0oro BUILIMBAE, 10 B TAKOMY BUIIAIKY HUMOBIPHICTH
) Yy AKY
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nonoMkr RowHammer nopiBHIO€ Hy/10, TOOTO TIaM’SITh OYJIO YCITIITHO 3aXHUIIICHO B
JTAHOMY payHl 1 0 HACTYITHOTO BCl 3HAYEHHS B KOHJICHCATOPAaxX KOMIPOK ITam’sTi

Oy/ie OHOBJICHO 3aBISKA aBTOMATHYHUM TIPOIICCAM.
Sk Oyno BuIe onrcano, araka RowHammer BuMarae BUKOHaHHS JIBOX YMOB:
e Agrp aKTHUBAIl PSAJKIB 110 HE MOTPAITUIIN IO BUOIPKH
® BiJICYyTHICTh aBTOMAaTUIHOTO OHOBJICHHS PSJIKIB )KEPTBHU.

Tax sx My HE TPUHMAEMO 32 TAHICTh ABTOOHOBJICHHS PSAIKIB KEPTB, TO MOKEMO
mie gogaru mapamerp P(vrp) mo mokasye Taky WMOBIpHICTH. Lls #iMOBIpHICTB
MPONOpIIiitHA BIJHOIICHHIO JBOX YAaCOBHUX IHTEPBaJiB: YaCTUHA BIKHA OHOBJICHHS,

SKa BUXOIUTD 32 MEXK1 ARy (tarax) T2 YaCOBOTO 1HTEPBATY BiIKHA OHOBIEHHS (toxos).

t -t XA
P(UTH) — _OHOB™ “aTaK RH (3.4)

tOHOB

OcCKUIbKH JIBI UMOBIPHOCTI € HE3aJICKHUMH TO WMOBIPHICTh HEB/IA4l B TAHOMY
BUMAAKy € ix pg00yTtkom. JlogatkoBo ¢opmynia WMOBIPHOCTI BHIaliol aTaku
RowHammer mae BpaxoByBatu BCIO cHCTeMy (TOOTO HE JHIIE OKPEMHid OJIOK
maMm’sTi) 1 TPUBAJIICTh aTaku. TaKKMM YMHOM, MU BBOJMMO JIBa J0JIaTKOBI ITapaMeTpH:
3arajibHa KUIbKICTh OJIOKIB b y BCiM cUCTEMI, IKI MOXKYTh OyTH OJHOYACHO aTaKOBaHi
RowHammer ta A, 3aragpHa MakcMMajbHa KUIbKICTh aKTHBAIIA PSAKIB y 0ol
npoTsiroM arakd. OTpuUMaBIIM WMOBIPHICTh YCHIIIHOI aTakKu JIJisi OKPEMOTO OJIOKY,
MU MOKEMO MacluTabyBaTH ii 10 BCi€i CUCTEMU, 00 HABITh OIMH CKOMIIPOMETOBAHUMA
OJIOK mam’sIT1 BXKE € 3arp03010 I Hac. TakuM YMHOM, SKIIO YCIIIIHY aTaKy Ha OJTUH

0510k mo3HauuTH P To 11 Beiei cuctemu opmyna ctae Peyerenn= 1 — (1 — Pl)b

[Ipu upomy, sik Oyso BKa3aHO BUIIE, IMOBIPHICTh IUX ABOX POJIN HE3aleKHA,
TOMY BHKOpUCTOBYtouM popmynu 3.1, 3.2, 3.3, 3.4 1 po3nucaBiIu s HE3aICKHUX

BHIIICONTUCAHUX HMOBIPHOCTEH OTPUMAEMO:

PCI/ICTeMI/I =1- (1 - P(BA) X P(UTH))b (3-5)
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Ile P(e,) 3HaXOAUTHCS 3 cCHCTEMH 3.2, 3.3 BUKOPHUCTOBYIOYH HACTPOIOBAHI 3HAYEHHS,
sSIKi MOJKHA Oyrie miiopatu uist Halikparioi podotu, a P(vyy) otpumyemo 3 popmynu

3.4.

IIpu 1meomy pazgiyc aii He dirypye B dopmyni Oe3nmocepeaHbo, aje Micis
KaJIBKYJIAIII caMe 1€ TTIOPOrOBe 3HAUYCHHS MU BHKOPHUCTOBYEMO JJIS BCIX PSAKIB B
100aTbHO-3a3HAYCHOMY CHCTEMOIO pajiyci il HaBKOJIO aTaKyludoro psjaKa.
Pesynpraty iMIuieMeHTallii Takoro METOAy MOYKHA 0a4uTH Ha PUCYHKY 3.1

1E+7
1E+6

1E+5

1E+4

1E+3

1E+2

1E+1 l I I

1E40 ] . O —

DDR4 (A) DDR4 (B) DDR4 (C) DDR5 (A) DDRS5 (B) DDRS5 (C)

Mommnok Ha 1 E+9 Komipok

W ba3ose P M KoperosaHe P

Pucynok 3.1 — [lopiBHAHHS KigbkocTi RowHammer moMunok asst pi3Hux p

Sx GaunMo 3 TOpIBHSHHS HMOBIpHICTH BimMOBM Rowhammer mis pizHux
nmoporiB p s koHdirypamii A Ta B. Jlng yacror auckperwsaiii Mu
BUKOPHUCTOBYBAJIM 3BOPOTHI BEJIMYMHHU CTymneHs IBiku (Todto 1 3 32, 1 3 64),
OCKUTBKM MH OYIKyEMO, IO TakKl 4YacTOTH JUCKpeTu3aiii OyayTh JIETKUMH
peamizyBaTu B KOHTposiepl mam'ari. OpHak Hama Qopmyna Ta KOA MOXYTh
mpamoBaTd 3 Oyap-SKMMH 3HAUYEHHSMH YacTOTH AUCKpeTu3amii. Mu Takox
BUKOPUCTOBYBAJIM HU3bKI 3HAYEHHS TMOPOTY, IO BIAMOBIIAIOTH OCTaHHIM
TEeHJEHIIAM, SIKI MOKa3yloTh, 110 HOBI KoMipku DRAM, mo BUMararoTh MeHIIE
3BEPHEHB JI0 TIaM’SIT1, TOKW O1TH HE TTOYHYTh 3MIHIOBAaTHUCH [5]. [padik umroctpye, 1o
MIpY IPABUWIIBHIN peryssiiii mopory BUOIpKHU 3aJI€KHO BiJl arlapaTHUX KOHQIrypariii,
MOXUJIMBO 3HAYHO MIJIBUIIUTH 3aXMINEHICTh CUCTEMHU BiJ arak Tuimy RowHammer.

Hampuknang mms DDRS po3pobnuka C mopir OyB HiABUINEHUN JOCTaTHBO, 1100
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BAQJIOCHh 3MEHIIUTU KUIBKICTh CHOTBOpeHUX OITIB Ha 89.5%, mpu ubomy He

MEPEBUILMBIIY BUMOTH 10 €HEProe(hEeKTUBHOCTI.

3.2 3MeHIIeHHS] BUTPAaTH NAM’ATI B CHCTEMax 3aXHCTy Ha OCHOBI

JIYMJIBHUKIB

JlomaTtkoBO Ha piBHI METOAY BHOIPKU PSIIKIB, IO MPAIIO€ HA WMOBIPHICHOMY
BU3HAYEHHI, €(EKTUBHUM MIJAXOAOM € BHUKOPUCTAHHS 3aXHUCHUX MEXaHI3MIB Ta
METO/IIB, 3aCHOBAHMX HA JIYWJIbHUKAX, SKI I1HTErPylOTbCA B alapaTHy
MIKpOapXITeKTypy MoAyiB mam’sTi. Li MeToau BiACTEXYIOTh KUIBKICTh aKTHUBAIlIN
PSAAKIB IaM’SIT1, 1110 J03BOJISIE BU3HAYUTH MOTEHIIITHO ypa3/iuBl PAAKU 1O MOMEHTY,
KOJIM BOHU CTAlOTh arpecopamu. Takuii miaxia 3a0e3neuye BUCOKUNA PIBEHb 3aXUCTY,
IpOTe Ma€ CBOi OOMEKEHHS, 30KpeMa, MOB’s3aHl 3 JOAATKOBUMH BUTparaMu Ha
30epiraHHs JaHUX JIYWIbHUKIB. Takl METOIM 3aXHCTy 3a3BHYail peasizyloTbca Ha

piBH1 OaHKIB (OJIOKIB) maM’SITI.

VY rtakiii koH]irypailii kKo>keH OaHK Ma€ CBiif HaO1p JTIYMIBHUKIB, SIK1 30epiratoTh
1H(pOopMaIIito MPo YacTOTy aKTUBAIM PAAKIB y Mexax O0aHky. Lle mo3Bossie mBuaKO
pearyBaTH Ha TOTEHIIIHI 3arpo3u, OJHAK, 3HOBY X TaKH, BUMarae JIOIaTKOBHUX
amapaTtHUX PEeCypciB JJIs 30epiraHHs X JIYUILHUKIB. 3arajbHl HAKIJIaHI BUTPATH
Ha KPEMHIEBY IUIOIILY MPHU LIBOMY 3pOCTAlOTh MPOMOPIIINHO A0 KITBKOCTI OAHKIB Y
Monyii nam’sti. s Benukux koHdirypamiii DDR4 ta DDRS ne moxe cTBoproBaTu
3HaYHE HABAaHTAKEHHS Ha OOMEXKEHI pecypcH amapaTHOl YaCTHUHHU, OCOOJMBO B
CUCTEMAaX, JIE €KOHOMIisl MPOCTOpPY Ta €HEeproe(eKTUBHICTh € KpUTHYHUMH. Jlo

MPUKJIAAY MOOUITBHI Ta HU3bKO PIBHEBI MTPUCTPOI.

BukopucranHs 1HAMBIAyadbHUX JIYWIBHUKIB Ha PiBHI 0OaHKy B MeETOJax
3axucTy mam’sTi Bim RowHammer cynpoBoKy€eThCst T0MaTKOBUMH BUTPATAMH Yacy,
MOB’SI3aHUMH 3 1X poOororo. OCHOBHa TpPHUYHMHA IUX 3aTPUMOK TIIOJSATAE B
HEOOX1THOCTI PETyasPHOTO OHOBJICHHS 3HAYEHBb JIYWJIBHHUKIB, OCOOJMBO MiJa Yac

IHTEHCUBHOTO JIOCTYIY JI0 IaM’ATi. Y cydacHux cucremax nam a1t DRAM noctyn



125

n0 OaHKIB 3IIACHIOETHCS TMapayiesibHO JJIs MiJABUIIEHHS MPOAYKTUBHOCTI. Auie
1HTerparlis JIYUIbHUKIB CTBOPIOE JOAATKOBE HABAHTAXKCHHS HA KOHTPOJIEP MMaM ATi,
OCKUIBKM TIOTPIOHO BHUKOHYBaTH JIOAATKOB1 omepallli MiapaxyHKy Ta IepeBipKd
KOYKHOTO pasy IMpH akTuBalii psaka. OJHUM 13 KIIIOYOBHUX aCIEKTIB TaKUX 3aTpar €
3017bIICHHS 4Yacy Ha OOpoOKy 3amuTiB 10 mam’sti. KoHTpomnep Mae He muiie
00poOMTH CTaHJApPTHI KOMaHJM YWTAaHHS Ta 3alliucy, a W OHOBUTU BIAMOBIIHI
3HAYEHHS JIYMIBHHKIB, 8 TAKOK BUKOHATH TTOPIBHSHHS 3 TOPOTOBUMHU 3HAYEHHSIMH,
00 BU3HAYUTH, YU MOTPIOHO BKHUBATH 3aXMCHHUX 3aXOJiB, TAKUX SK OHOBJICHHS
cycimHix psankiB. lle mMoke mpu3BOAUTH 110 30UIBIIEHHS 3aTPUMOK, OCOOIUBO Yy
BUIIAQ/IKaX, KOJW KUIbKa OaHKIB OJHOYACHO aKTUBHI W MOTPeOYIOTh CHUHXPOHHOI

00pOOKHU JTaHUX.

[Ile omuuM (dakTopoM € OOMEKEHHs, OB s3aHI 3 arapaTHOI peali3alli€ero
JYUIBHUKIB. [l KOKHOrO OaHKy HEOOX1JHO BUIUISATA YacCTUHY PECYpCiB Ha
30epiraHHs JIYMJIBHUKIB, IXHE OHOBJICHHS Ta JIOTIKy mnepeBipku. lle ctBoproe
JIOJJTATKOBE HABAHTAXKCHHSI HA BHYTPIIIHIO MIMHY MaMm’sTi, sika 00CIyroBye OOMiH
JAHUMHU MK KOHTposiepoM 1 MoayisiMu DRAM. V BUCOKOTIPOSYKTUBHUX CUCTEMAX
€ MO)XE CHPUYMHUTH 3HIKEHHS 3arajibHOI MPOMYCKHOI 3AaTHOCTI uepe3
KOHKYpPEHIIII0O MDK CTaHJApPTHUMHU OIepalisiMd nam’sTi  Ta MpolecaMu
00CcTyroByBaHHs JTIYMIbHUKIB. Jl0JaTKOBO Yepe3 BUCOKY IHTEHCUBHICTh Orepalii i3
TYWIbHUKAMU KOHTPOJIEp MaMm’sTi MOXKe TeHepyBaTH 3aiiBl KOMaHJM OHOBJICHHS
CYCIJIHIX PSJIKIB HaBITh y BHIIQJIKaX, KOJM L€ HE € KPUTUYHO HeoOximHum. Lle
30UTBIITY€E KUIBKICTh TAKTIB, BUTPAYEHUX HA 3aXHMCHI 3aXOMH, IO B CBOIO YEPry
3HMKY€ TOCTYITHICTB [1aM’SIT1 JIsi BUKOHAHHSI OCHOBHUX 3aB/IaHb. Y 0araro3agadyHux
CepeloBUILAX TaKUW MiAX1J MOXKE CTBOPIOBATU 3aTPUMKHU B OOCITYTOBYBaHHI 1HIIHUX

MIPOIIECIB, K1 TAKOK BUKOPHUCTOBYIOTh PECYPCH TTaM ’SITi.

1106 3MEeHIMTH BUTpATH Ha amapaTHy peajizailiio, 1e JOCHTIKEHHS 3BEepTace
yBary Ha MOKJIUBICTb IIE€PEHECEHHS MIAPaxXyHKy 3HaYEHb JOCTYIY 3 piBHS OaHKYy Ha

IBeHb paHry. ToOTO pPO3MIUPUTHA PIBEHb OXOIUIEHHS JOTIYHUX 3B SA3KIB IO
Y.
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JIO3BOJIUTH Y 1IbOMY IIAXO/1 JIYMJIbHUKAM OXOIUTIOBATH Okl 00nacTi mam’sTi. Y
CBOIO Yepry II€ JO3BOJHUTHh CYTTEBO CKOPOTHUTH KUIBKICTh TaKUX JIYMUJIBHHKIB, IO
BIUTMHE SIK Ha BUKOPHUCTAHHS IaM’STi 3arajioM TaK i Ha ImBUAaKoxit0. Hampukian,
ofuH Hallp JIYMIBHUKIB HA PAHT 3aMIHIOE KiJIbKa HAOOpIB AJSl KOKHOTO OaHKy B
MeXax IIbOTO paHry. Takuii mepexis J03BOJISIE 3SMEHIITUTH BUMOTH JI0 00CSTY TaM AT,
HEOOX1THO1 17151 30epiraHHs JIYMIHHUKIB, 1 OTHOYACHO 3HUXKY€E HaKJIaH1 BUTPATH Ha
TUIONTY 1 HIUTbHICTH MaM’ATl. OJHaK LeH MiIX11 BUMarae peTesibHOTO aHai3y BILUIUBY
Ha €(EKTUBHICTh 3aXHCTY, OCKIJIbKH OUIbIIA JeTai3alliss MOXKE MPU3BECTH JI0

SHHNKCHH I-IYTJII/IBOCTi J0 aTak.

3MEHILICHHsS JeTaii3aimii MiApaxyHKy 10 pIBHA paHry JO3BOJISIE CYTTEBO
CKOPOTUTHU KUIBKICTh JIIUMJIBHUKIB 1, BIJMOBIHO, 3HU3UTU amnapaTtHi BUTparu. Lle
OCOOJIMBO BAXJIMBO JJII CHUCTEM, J€ OOMEXKEHI PecypcH Ham’sTi Ta KOPUCHOI
O0OYMCITIOBAIBHOIL IIOIII € KpUTUYHUMU, HAMPUKIIAJ, BOyJOBaHI CUCTEMH, CEpPBEPU
abo mpucTpoi 3 HU3BKUM €HeprocnoxuBaHHsAM. OJHaK Taka 3MiHa JeTaji3auii
HiApaxyHKy MOKE BIUIMHYTH Ha TOYHICTh BUSIBJICHHS NMOTEHUIWHUX 3arpos3, ajxe
y3arajbHEHl JaHl Ha piBHI paHry MOXYThb HE BPaxOBYyBaTH JOKaJIbHI aHOMAJIi,
XapaKTepHI i1 OKpeMHuX OaHkiB a0o psakiB mam'sti. lle Bumarae BUKOpUCTaHHSA
JOJATKOBUX MEXaHI3MIB KOHTPOJIO, TaKUX SK aJalTUBHI aaropuTMu ado

PO3MOJIITIEH] CUCTEMU MOHITOPHUHTY.

Takmit miaxig mo aeranizallii TakoK CTBOPIOE HOBI BHKJIMKH IS ONTHMI3AIli
napameTpiB JIYWIbHUKIB. Harpukias, SKio iHTEHCUBHICTh BUKOPUCTAHHS TIaM’SIT1
HEPIBHOMIPHO pO3MOJIIJIeHa M1 OaHKaMU BCEPEAUHI PAHTY, 11€ MOKE MPU3BOAUTH JI0
MMOMIJIKOBUX PE3YABTATIB. Y TaKMX BUMAJKaX HEOOXITHO PO3pOOISATH aITOPUTMH,
SKI JUHAMIYHO BpPAaXOBYIOTh HABAaHTAKECHHS Ta KOPUTYIOTH IMapamMeTpu poOOTH
JIYWIBHUKIB 3QJIEKHO BlJl XapakTepy A0CTymy a0 nam’sTi. KpiM Toro, 3MeHIleHHs
AeTaizaiii Moxke OyTH e()eKTUBHHUM TIIbKHU 32 YMOBH, IO 1HII MEXaHI3MHU 3aXUCTY,
TaKi sIK Iep10AMYHE OHOBIIEHHA psAKiB (refresh), mpairoroTe HaAITHO 1 Y3TOIKEHO 3

miunabHuKamMu. Ille ogHMM acmeKToM € JacoBl 3aTPUMKH, IIOB'S3aHl 3
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MaciTaOyBaHHSAM MiAPaxXyHKy Ha piBeHb paHry. Uepes OUIbIIMI 0OCIT ITaHMX, K1
noTpiOHO 0OpOOMTH, IIBUAKICTh pearyBaHHS Ha TOTEHIHI araku MOoxe
3MEHIIIUTHUCSA, 110 MIJBHUINY€E PU3UK ycmmHoi peam3amnii RowHammer-arak. s
BUPIIICHHA 1i€i MpoOieMu MOXYTh OyTHM 3aCTOCOBaHI CIIEIiali30BaHi amaparHi
OpHUCKOpIOBaul  abo  onTuMi3aiisi  CTPYKTYpH  JIUMIBHUKIB,  HANpUKIA,
BUKOPUCTAHHS OararopiBHEBUX CXeM 30epiraHHs, sIKi MO€IHYIOTh IIBUKOMIIID Ta

€KOHOMIIO PECypCiB.

3.2.1 leranizanisi migpaxyHKy JOCTYIly Ha piBHi 0aHKY Ta paHry

Sk Oyno mokazaHo Bumie, Mera arak RowHammer nonsirae B Tomy, 1100
HaJIciaTh JOCTaTHIO KUIbKICTh KoMaH[ 3anucy (ACT) cyciiHIM psakaM KepTBH
DRAM 6e3 mpsiMoro AOCTYITy 10 HbOTO, II00 MOITKOAUTH, YU 3MIHUTH OITH B HHOMY.
UYepe3 Taki OOMEKEHHs, SK HEBIJIOMICTb MAaKETy Mam’sTl, L0 TPUMAETbCA SIK
BUPOOHHMYA TAEMHHULIA, AJTOPUTMHU HA OCHOBI JIIYMJIBHUKIB HE MOXXYTh BUMIPATU
piBeHb 30ypeHHS pPAIKIB <« KEpTB», OCKUIBKA BOHM HE 3HAIOTh, (i3uyHe
po3TalryBaHHs TOTO YH 1HIIOTO psiika. HaroMicTh BOHM HaMararoThCsi BUSIBUTH, KOJIH
PSAAKU BUKOPUCTOBYIOTHCS SIK arpecopu, MipaxoByIOuM ix axTuBaiii. byab skuit
pAOOK mam’sTi Mae OyTH Kiacu(IKOBAaHMM MeXaHI3MaMHU 3aXHUCTy SK PSAIOK-
arpecopa, repui Hix iiomy Oyne Bugano noctatibo ACT, 1106 MOMIKOAUTH CYCIIHIM
psaok xepTBU. OCKUIBKK HpU ABOCTOpoHHROMY RowHammer nBa cycian psaku

MOXKYTb BUKOPUCTOBYBATHCS, 1100 aTaKyBaTH OJIUH, TO MPY MOPOTOBOMY ARrp KOMaH],

. . A
MOTPIOHUX JJIs aTaKU OJIUH aTaKyIOUHi psIoK oTpuMae A = % KOMaH/.

aggr

3aramom, BUTpaTu mam’sTi, HEOOXITHI JJisg TapaHTYBaHHS BUSIBJICHHS aTaku
Row-Hammer, 3anexats BiJ 01TOBOi IIMPUHU KOKHOTO JIYUJIBLHUKA Ta 3arajibHOL
KUTBKOCTI JIYMJIbHUKIB. KiJbKICTh OITIB HA TIYMIBHUK S 0€3M0CEPEIHBO 3aJICIKUTh
BiJl IOPOTY BUSIBJICHHS , SIKMIl PO3pPaxoBY€ThCs 3 MOPOTy araku Arp. B 11eani, Ham
noTpiOHO Oysi0 O BBECTH JIUMJIBHHUK B3araji JUisi KOXKHOTO psiaka okpemo. OmHak

MaTH OJWH JIYMJIBHUK Ha PSAOK HAATO JOPOTO B HU3HKOPIBHEBOMY BHKOHAHHI Ha
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KOHTpOJIepi (Hamp., TunoBuii 6ank DDR4 mac 2'6 = 64K psakiB, ki BUMaraTumyTh
npubmu3ao 1 Mb mam’ati miuuiapHUKIB Ha OaHK s a Try 3 MaKCHUMallbHUM
3HaueHHsAM 32768). Uepes 111 oOMEXeHHS, OLIBIIICTh ICHYIOUHMX MEXaHi3MIB
MIpU IIOMY BCE III€ TapaHTYIOUM BHUCOKHWH PiBeHb BUSBICHHs. [lapamerpamu mux
METO/IIB € TIOPIT BUABIEHHS 1 W - MakcuMalibHa KUIBKICTh KOMaH/ JI0 KOHTpOJIepa,

AK1 MOXKYTbh OyTH BUKOHaHI MPOTATOM Yacy 10 HACTYITHOTO OHOBIICHHS freFy -

[lopir BusIBIEHHS BH3HAUa€ BPA3IUBICTH MaM’sTI 10 30ypeHb 1 (PiKCyeThCs
HICJIsl BUTOTOBJIEHHSI BUPOOHUKOM. 3BICHO HEMOXJIMBO 3HAWTHU Take 3HAYCHHS JJIs
KOKHOI KOMIPKHM 1HAMBIAYaJIbHO, aj€ SIK MOKa3ylTh TECTOBI JlaHl LIEW MOpIT €
CEpEeHIM 3HAYEHHSIM JJI BCIX PAJIKIB. 3HOBY X TaKu, TOUHO L€l iHPopMalli 3HaUTH
HE MOXJIMBO Y€pe3 KOMEpIiIIHY Ta€EMHHII0 BUPOOHUKIB MaM’sTi. W BHU3HAYA€THCA
taiMiiraMmu DRAM 1 mmOuHOI0 migpaxyHkoBoro taiiMepa. Ha piBHI OaHKy
aKkTUBaIlli pAIKiB oOMexeH1 iHTepBasioM Mik aBoMa ACT - fzc, 1 mepioAMUHUMHU
OHOBJICHHSIMH, 1110 BU3HAYAIOTHCA 32 JOMOMOTO frery 1 trrc. OTRe, W Ha piBHI OaHKY

W5 MOXKHA po3paxyBar 3a (OpMYIIOH0:

_ [ewn(2)
Wg = (3.6)

trc

Kpim Toro, BpaxoByro4uH MMIMOMHY JTIYMIILHUKA HA PIBHI PAHTy, aKTUBAIIIT PSI/IKIB
HE OOMEXKYIOThCS JiMIe BUKIIOYHO Wy OaHkiB. KigbKiCTh KOMaHJ akTUBAIil JJIs
psZKa B paH31 0OMEXKEHHM YOTUPMA Pa3aMHu MPOTATOM fzy . SIK HACIIIOK, HE 70 BCIX

0aHKIB MOYKHA OTPUMATH JIOCTYII 13 MAaKCUMAJIbHOIO YacCTOTOIO.

Texnomnorii DDR3 1 DDR4 BUKOpUCTOBYIOTh MEXaH13M OHOBJIEHHS BCIX OaHKIB,
KWW OHOBJIIO€ BCl 0aHKHM OIHOYACHO Mij yac BUKoHaHHA koMaH i1 REF, yrpumyroun
paHr 3alHATHM TMPOTITOM frrc KOXEH frpr. Crangapt DDRS  mnpencrtaBuB
onHoOankoBy komaHay REF [65], mo 1o3Bojise OHOBIIOBAaTH OaHKU paHTy

1HUBITyaJIbHO, JIJIST TOTO 100 3aJUIIATH TOCTYITHUMHU 1HIIT OaHKHU 1Mam’sTi, TaK SK
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trrc K trprr. OTXe, 3HaueHHsT W Ha piBHI panry Wp nns mam’sati DDR3 1 DDR4

MOXKHA po3paxyBaTH 3a (popMyIioro:

_ [rerex(-)
Wp = (3.7)

tFAW+4

a Wp nns mam’siti DDRS HaOyBae BUMIsALY:

Wp = [z | (3.8)

Tenep sikio Mu BizbMeMO Nj SIK KIJIbKICTh OaHKIB Ha PaHT, 3arajibHa KUIbKICTb
JIYWIBHUKIB Y paH3i AJid BUSBIICHHS aTak Ha piBH1 OaHKy OyJie TOpiBHIOBATH JOOYTKY
Hj; Ta KITBKOCTI JIIYMIBHUKIB Ha OaHK. SIKIIO KUIBKICTh JIYWJIBHUKIB IPOMOpPIIiitHA
W, a edeKTUBHE 3HAYEHHSI TAKOTO TIOPOTY JIJIsi CYMHU BCIX MEXaH13MiB BUSIBJICHHS Ha
piBH1 O0aHKY B paH3i € N; X Wg. Otxe, konu N X Wg > Wp, MexaHi3M BU3HAUCHHS
aTakyd Ha PaHTOBOMY PiBHI Ma€ HIX4Yy e(PEeKTUBHICTh W HIXK cyma BCiX MEXaHi3MiB
BUSIBJICHHS Ha PiBHI OaHKIB mam’aTi. SIK HacHIigoK, MepexiJ 10 MepeMillcHHS
JIYWIBHUKIB JIOCTYIY Ha PIBEHb PAHTY MOXE 3MEHUIUTH KIJIbKICTh JIYUIBHUKIB,

HEOOX1THUX ISl 3aXUCTy 1aM’sTi Bij arak RowHammer.

JIjist MOAyImiB TIaM’SIT1 Pi3HOTO TUITY, MPOTECTOBAHUX Y PO3/LIL 2, 3Ha4eHHST W,
Wp HaBeneHi B Tabnuii 3.1. Y 1i#i Tabauni norpimeHHs piBHs W po3paxoByeThCs 3a

dbopmynoro 3.9:

Wp
Wnorip =1- Wi XN (3.9)

st Tabnutist moxasye, 110 B Mipy TOTO, SIK TEXHOJIOT1Sl PO3BUBAETHCSA 1 CTaHAAPT
JI03BOJISIE  BUKOPUCTOBYBaTH Oiiblie OaHKIB HAa paHr, 3MeHIeHHs W T dgac
nepexody Bij piBHS OaHKY 1O PIBHS paHTy JAeTali3alis MiIpaxyHKy 1 MOTIpIIeHHS

nopory 301nbiyeThes 3 19% niust DDR3 no 62% nns DDRS.



Tabmuus 3.1 — TeopeTruHe 3MEHILICHHS 3arajbHOI KIJIbKOCTI JIYMIBHUKIB TS

DDR3, DDR4 i DDRS npu niepexozi 3 0aHKy 10 paHTy
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[Tam'are W Wp Ng Worip
DDR3 1.25 x 10° 8.15 x 108 8 19%
DDR4 1.33 x 10° 11.3 x 106 16 47%
DDR5 6.61 x 10° 8.00 x 10° 32 62%

3.2.2 Ilepexia 10 JiYMJIBLHUKIB PiBHSA PAHTY

JUIst KITBbKICHOI OLIHKM 3MEHILIEHHS BUKOPUCTAHHS IaM 4TI B pPe3yibTari
3HaieHoro i oopaxoBanoro W MU po3misgaeMo JBa HEMIOAABHO OMYyOIiKOBaHi
koHTp3axoau, a came Graphene [60] 1 BlockHamer [61]. Ockinbku 111 KOHTP3aX0aH
Oynu mnpusHayeHi Jjume 18 nam’ati DDR4, pesynasratu B 1boMy po3aiil

obmexyroTecs DDR4.

Graphene 306epirae agpecu psKiB 1 TIYUIBHUKA B acoriiaTuBHINA mam'ati (Al) 1
BUKOPUCTOBY€E anroput™ Micpa-Ipica [62] gt nigpaxyHky auiie ACT Ha Naamucis
JUTSL pSIIKIB OaHKYy, 1110 OyJIM aKTHBOBaHI HalvacTime. MiHiMaabHa KUIBKICTh 3aIUCIB

y Al BianmoBigHO 10 myOiKallii po3paxoBy€eThCs 3a (HOPMYIIOLO:

w
Nsancin = || (3.10)

3anuc y All npu npoMy MICTUTH Mapy KIIIO4-3HAYEHHS, /1€ KIIOY € aJIpecoro
psAlKa, a 3HAYEHHSIM € JIYWIBHUK, TJII0C OAUH OIT MepernoBHEHHS JJIsl JIYUIbHUKA.
Lle#t 61T mepenoOBHEHHSI BAKOPUCTOBYETHCS SIK TPUTEP JJIs1 BUSBIICHHS, KOJIU KEPTBa
Oyna akTHMBOBaHA 3aHAATO Oararo pasiB, 1 ii cycimam TOTPIOHO OHOBHUTH CBOi
3Ha4eHHA. JIIYMIBHUK Mae OyTH 31aTHUM 30epiraTv 3HAUYEHHS 10 Auger/ 2 — 1. [ns

TUTIOBOTO Topory 30ypenHs Try = 32768 [9], 11e 03HaYae MakcUMalIbHE 3HAYEHHS Ha
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JYAIBHUK Auger/ 2 — 1= 8191 =21 — 1, omxke, niunnsruk 13 6it. AnpecHa yactuna
3alyCcy TMOBMHHA MaTH MOXIIMBICTH 1ACHTU(]IKYBATH KOXEH pANOK. BpaxoByroun
JeTaizaliio MiapaxyHKy Ha piBHI OaHKy, SK 3allpONIOHOBAHO B OpHUTIHAILHIN
nyOmikarii, 1 6anku DDR4 13 65536 psakamu, agpecHa yacTUHA 3allCy MaTUME BCi
16 6iT. TakuM YMHOM ISl 3arajJbHOTO 3aMUCY OAHIET KOMIPKH 3aXHUCHHUX JaHUX
notpioHo: C = 16 + 13 + 1 = 30 6iriB. Bignosiguo no dopmymu 3.10 3 W = Wy,
npototun Oanky nam’sati DDR4 3 takum 3axuctom notpebyBatumy 162 3amucu B
AIl. TakuM ynHOM, 3araabHui po3mip All cranoBuTh 16 6ankiB X 162 3amucu x 30

6iTiB = 9.49Kib Ha panr (5.06KiB mis kiroui, 4.43KiB ans pemrru nanux).

3 1HIOro OOKY, BpaXxOBYIOUH AETali3allio MiApaxyHKy Ha PiBHI paHTy, 3alACU
BUMAaraTuMyTh OUIbIlI€ MiCIl ISl BIAMOBIJHOCTI YHIKAJIBHIA ajpeci pska.
Ockinbku paur DDR4 moxe mictutu 10 16 6aHKiB, afipeca psjika Mmae OyTu Ha 4 01Tr
O1BILIOIO 32 €KBIBAJIEHT HA piBHI O0aHKY, 1100 OJHO3HAYHO 1JEHTU(DIKYBaTH KOXKEH
pAoK. Y pe3ynbrari 3aradbHui po3mip 3anucy crae C' =20 + 13 + 1 = 34 6itu.
Bianoinno no ¢opmynu 3.10 3 W = Wp, npOoTOTUIT 3aXUIIEHOTO PAaHTy Iam’sTi
DDR4 wmarume 1394 3anucu B All. Takum uwmHOM, 3arambHuii po3mip All
cranoButuMe 1394 3amucu x 34 6itu = 5.71Kib na panr (3.36KiB mns xirouis,

2.35KiB gy pemrtu 1aHux).

JUIsi OmHOTO paHry JOJaTKOBHM oOcsr mam’siTi, sikuid Bumarae Graphene 3
IMOMHOO MiIPpaxyHKy JOCTYIIB Ha piBHI paHry, Ha 40% MEHIIUH, HIXkK Taka )X cyma
s 16 momarkoBHX He3alekHUX OaHKIB, HeoOXimHux misg Graphene 3 MIMOWHOO

MIIpaxyHKy JIOCTYIIB Ha pPiBHI OaHKY.

BlockHammer 3 inmoro 6oky BukopuctoBye Qinsrpu biiyma 3 migpaxyHKoM
(DBI) [71], mo6 migpaxyBatu kuibKicTe ACT mins xoxuoro psaka. OBII mpartrtoe,
MOB’S3YIOUM KOXXKHE MOXJIMBE BXiJHE 3HAUCHHS 3 YHIKaJIbHUM HabopoMm k
JIYUJIBHUKIB 13 3arajibHOi KiIbKOCTI M JYWJIBHUKIB, BUKOPHCTOBYIOYH XEIII-
dynkiito. Komm psamox axtuBoBaHo, DBII BukopucToBye Xemi-QyHKIIO s

BU3HAYCHHS acolliallii kK TIYUIbHUKY Ta 301IbI1ye iX. Kou psSgok akTMBOBAHUM 1 BCI
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MOB’S13aHI 3 HUM JIYWIBHUKU NEPEBUIIYIOTh MONEPEIHbO BU3HAYEHE IOPOTOBE
3HaYeHHS Hpr, MEXaHI3M poO3DIANae psn sk arpecopa. BiH mepemae KomaHzy
IpoIIEeCcOpy, 00 YIMOBUILHUTH MPOLEC, IKUI aKTUBYBAB PsAIAOK-arpecopa BOCTAHHE,
00 J0YEeKaTUCh JTOKU PSAOK He OHOBUTHCS. KoxkeH frprw ycl miumnbHuku OBIT
CKUJAIOTHCS JJIsl BpaXyBaHHS MEPIOJUYHOCTI OHOBIEHHS psnkiB mam ati. 1106 e
HPOMYCTUTHU aTaKy, sika He Oyna O HalijieHa Ha PAJOK, CHHXPOHHO OHOBIICHHUH 3i
CKUJaHHAM ycix miunmnbHuKiB, Block-Hammer BuxopucroBye nsa ®BII. Bonu no
4yep31 OHOBIIIOIOTHCS KOXKEH pa3 frerw / 2, 1 00MABa 301IBIIYIOTH CBOE 3HAUYCHHS TIPH
ACT, ane oqHoyacHO (irypye B po3paxyHkax Juiie oguH. [IpuHiun po6oTu 1poro

MEXaH13My MOKa3aHO Ha PUCYHKY 3.2.

@ @ ©

Active CBF CBFu CBFg CBF4 . CBFg
CBFp

Pucynok 3.2 — UepryBanust ObII na BlockHammer.

Komu axtuauit ®BII Bussnsge arpecopa (1 Ha pucynky 3.2), BiH 3aHOCHUTh
panok 10 4dopHoro cnucky. KokeH tregpw / 2, aktuBHuid DBII ouuniaerbes i
JICaKTUBYEThCSI Ta OOUYMCIIEHHS nepexoiaTh Ha iHmmi OBII (2 Ha pucynky 3.2).
Axmo HeaktuBHu OBII BusiBisie arpecopa (3 Ha pucyHky 3.2), Liei pe3ysibTar He

BPaxOBY€THCA IO MOTO HACTYIHOI aKTHBALII].

Leli MexaH13M BUKOPUCTOBYE CKOPOUECHUI HAOIp JIUMIIBHUKIB JUJIS TIIAPAXYHKY
noctyiy. OCKUTBKY JIIYUILHUKH € CIIUTBHUMH JJTSI KUTBKOX PSIZIKiB B 0aHKY, MEXaH13M
BUSBIICHHS Ma€ OyTH JOCHTh BUTPUBAJIMM 1 poO30IpJMBHUM, 1100 MaTu 3MOTY
BIIPI3HUTH PSIKA-arpeCcopy BiJ 1HIIMX 3BHYAMHHUX PSIKIB, A0 SKUX 31ACHIOETHCS

HeyacTud Joctyn. [{ns 3po3yMuioro 1 penpe3eHTaTUBHOIO CHOCIOy OI[IHUTH
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3natHicTh BlockHammer Bipi3HATH psSAKu-arpecopu Bia JOOPOSKICHUX PSAJIB, MU
BBOJIMMO 3MiHHY PiBEHb IIyMY - 7. PiBeHb 1IyMy - 11€ CepeIHE 3HAYCHHS, JOCATHYTE
muywibHuKaMu miciiis W ACT piBHOMIPHO pO3MOAUIEHUX IO BCIX psIKax
PO3MIISIHYTOI B JaHUI MOMEHT nam'siTi. Bin moBuHEH OyTH 3HaYHO HIKYMM 32 TOPIT
BUSIBJIICHHSI Hp; M00 JTIYMIBHUKY, TIOB’S3aH1 3 PSAIKAMU-arpecopaMu, BUIIISITACS
cepel JYUIbHUKIB, 3017bIIEHUX 0€3MeYHUMU JOCTYIIaMu 110 mam’aTi. TakuM 4uHOM

3HaueHHs 1 OyJie po3paxoByBaTUCS 3a HACTYITHOIO (POPMYIIOKO:

WXk
n =

— (3.11)

Peanizariis Ha piBHI 6aHKYy, 3ariporioHoBaHa aBTopamu BlockHammer, Bkiitouae
M = 1024 niyunsuukiB Ha OBII, k= 3, 1 Hp, = 8192. [Ins po3misinytoi DDR4 ¢ Wi
= 1.33 x 10° maemo piBens mymy n = 3896. Ile o3Hauae, Mo Mg 4ac 3BUYANHOI
pobotu, sika morpedye Oararo mam’sTi, OUIBIIICTD JIYMIBHUKIB, IIBUJIIIE 3a BCE,
JOCSTHYTh IIbOTO 3HaY€HHs. MexaH13M MOKE JIETKO PO3PI3HUTH arpecopchbKi psiiv,
KUIBKICTh JJOCTYIy J0 KOTpHX OyJie JocsAraTv 3HaueHHS Hp;, 110 TpUOIU3HO BIBIYi

MEPEBUILY€ 3HAIIEHE 3HAUYEHHSI 3HAYEHHS /1.

Posrnsimaroun peanizaifito mepeHEeCEHHs JaHUX JIYWIBHUKIB 0 PAHTOBOIO
piBHS, piBEHb IITyMYy MOBUHEH HAOyBaTH 1ICHTUYHOTO 3HAUYCHHS, 11100 3a0€3MeUnTH
iIeHTHYHKI piBeHb 3axucTy. Tak MoxkHa 3HUTH Wp = 11.3 X 10° = 8.5 x W, Ilpn
upomy Mu obpamu M = 8192 1 k= 3. Takox A IpOCTOTH MU BUPILIUIHN 30€pertTu
KOHCTAHTY k, OCKUIbKH II€ 1 TaK BXKE€ YK€ HeBeluke 4ucio. Mu BubOpanu M sk
HAWOMMKYMUNA CTYIIHb ABIAKH, MO0 30epertu mofaioHe 3HAYeHHS IIyMy. 3 ITUMHU

3HAQUYEHHSIMU MU MAaEMO PiBEHb ymy n < 4138.

KinpkicTe 01TIB Ha JIYWUJIBHUK BU3HAYAETHCS JHIIE 3 Hpr, TOMy HE3MIHHOIO
3aNUIIAE€ThCS AeTalli3allisl MiIpaXyHKy Ha piBHI OaHKy Ta piBHI paHry. OCKUIbKU
crangapt DDR4 mae 16 6ankiB Ha panr, a @BII Ha piBHI panry Mae y 8 pa3iB Oliblie

miumibHUKIB TopiBHSHO 3 DBIl Ha piBHI 0aHKy, 3aradbHUN PO3MIp, 3aWHATHIA
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JIYUILHUKAMU JJ1s1 pIBHS AeTaji3allii miapaxyHKy Ha piBHI paHTy, BABIYl MEHILIUN 3a

IICHTUYHI MiIpaXyHKH ajie BKe Ha PiBHI OaHKY.

O4eBHUIHO, 10 MEPEHECEHHS MiAPAaXyHKOBUX JIUMJIBHHUKIB JOCTYIY 3 PIBHS
0aHKy Ha piBeHb paHTy B nam’sTi Ty DDR4 no3Bosise 3Ha4HO 3MEHIIUTH 0OCST
JOJATKOBOI T1aM’sITi, HEOOXIAHOI JyIs peamizallii 3aXMCHUX MEXaHI3MiB, TaKUX SK
Graphene 1 BlockHammer. 3okpema, ekoHomist moxe mocsratu 40-50%, mo €
CYTT€BUM TIOKa3HUKOM JUIsl 3HUKEHHS amapaTHUX BUTpAT 1 TJIBUIICHHS
e(eKTUBHOCTI BUKOPUCTAHHS pecypcy. Takuil miaxiJ BIAKPUBA€E MEPCHICKTUBH IS
onTuMi3zaiii 3axucty 0e3 BTparu €(heKTUBHOCTI, OCKUIbKH Ha PiBHI paHTy MOXKJIUBE
OlNbII IIMPOKE BUKOPUCTAHHS 3arajlbHUX pECypciB il KUIBKOX OaHKiB, W10
MIHIMI3y€e JyOnrOBaHHA JaHUX y mnam’saTi. Takok BaxJIMBO MIJMITUTH, IO
METOJIOJIOT1i, crioyaTKy po3pobieni ainst DDR4, € nocratHbo yHiBepcaabHUMU, a0u
iXx MOoxkHa OyJ0 ajanTyBaTH 10 1HIMX MokoimiHb nam’sTi DDR, Ttakux sk DDR3 1
DDRS. [lepenecenss IYMILHUKIB HA PIBEHb PAHTY HE JIUIIIE 3a0€3I1e4y€e EKOHOMIIO
nam’sTi, ane W JO3BOJSE CTAaHAAPTU3YBaTH HIAXOAM 0 3aXUCTy MK PI3HUMHU
nokoiiHHAMH DRAM. lle 0coOnuMBO BaXJIMBO B YMOBaxX IIBHUJKOTO PO3BHUTKY
nam’siTi, OCKUIbKY BUPOOHUKHU MPArHyTh JOCITTH BUCOKOT IMUTBHOCTI pO3TAIlyBaHHS

KOMIpPOK, 110 301JIbIIIYE PU3HK ypa3IUBOCTEH, 30KkpeMa 10 arak RowHammer.

Po3paxynku B Tabmuil 3.1 1eMOHCTPYIOTh, SIK 3MEHIIIEHHS 00CSTY 10AaTKOBOI
maM’aTi TpsSMO 3alICKUTh Biag koedimientra W, 1mo Xxapakrepu3ye KuUIbKICTh
JTYWIBHUKIB JOCTYITY JUTsl KOKHOTO OaHKy 4 paHry. JJis HOBIIIMX MOJYJIIB mam’sTi,
takux Sk DDRS, 3HmxkeHHs 3HaueHHS W [103BOJISIE HE JIMINC 3MEHIIMTH OOCST
JOJJATKOBOI TaM’siTi, ajlie ¥ MOKpamuTd wmaciraboBaHicTh cuctemu. lle wmae
BUpIIIaNbHE 3HAYEHHS ISl 30€peKeHHS KOHKYPEHTOCHPOMOXKHOCTI BUPOOHHUKIB
DRAM, OCKUIBKM TEXHOJIOT1I aM’ STl CTAIOTh JieAajll CKIaIHIIUMHU. Y Tadmumi 3.2
IpeACcTaBIeH] MPOrHo30BaHi o0csaru ekoHomii mam’sati it DDR3, DDR4 1 DDRS
Opy Tepexo/l Ha MIIpaxyHKOBlI JIYWIBHUKKA Ha piBHI paHry mis Graphene i

BlockHammer. 3rigHo 3 IMMH JTaHUMH, aanTallis 3aXUCHUX MEXaHi3MIB JIO0 PiBHS
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paHry 3a0e3nedye ICTOTHY ONTUMI3aIliio 0€3 3HAaUHKMX 3MIH Y 3aralibHii apXiTeKTypi
KOHTpoJepa nam’sTi. KpiM Toro, 1i pe3yiasraTi IeMOHCTPYIOTh, 110 YHIBEpCAIbHUN
TIX17] 10 3HUKEHHS 0OCSTIB IMaM’sITi MOXKE CTaTH KJIH0YOBUM (PakToOpoM y po3poOiti
MaitOyTHiX mokosiiHb DRAM, 1e BHCOKI HIUIBHOCTI Ta eHepreTuiHa e€(eKTUBHICTD

6yI[YTB OCHOBHUMMH BUMOT'aMH PUHKY.

Tabmuus 3.2 — 3MeEHIIeHHsS 3arajbHOl KUIBKOCTI 3aWHATOI JYWIBHAUKAMUA

nam’sTi 17 pi3Hux tamiB 3axucty DDR3, DDR4 1 DDRS

3MEHIIICHHSA
PiBeun PiBenn
3alHSATO1L
O0aHKy paHry
mam’sTi
Baransauii W (8 x W5, Wp) | 10 x 10° 8.15x10° |19%
DDR3 | Graphene AIl 4.45KiB 4.00KiB 11.2%
BlockHammer ®BI1 26KiB 26KiB 0%
Barameauit W (16 x Wi, Wp) | 21.28 x 10¢ | 11.3 x 10° | 47%
DDR4 | Graphene AIl 9.61KiB 5.79KiB 40%
BlockHammer ®BI1 52KiB 26KiB 50%
Baramsauit W (32 x W5, Wp) | 21.15 x 105 | 8 x 10° 62%
DDRS5 | Graphene AIl 9.38KiB 4.05KiB 57%
BlockHammer ®BI1 52KiB 19.5KiB 62.5%

OpHuM 13 KJIIOYOBUX MUTaHb, SIKE MOCTAE MPU 3MIHI JAeTani3auli igpaxyHKy 3
piBHsI OaHKY Ha PIBEHb PAHTY, € 3/IaTHICTh KOHTP3axoay €()EKTUBHO BUTPUMYBATH
CKOpOUYEHY 3aTpUMKy Mixk aABoMa aktuBallisiMu psakiB (ACT). YV nportorurni nam’sti
DDR4 Ha piBHI OaHKY KOHTPOJIEp IaM’sITi 3IaTHUM BUIaBaTH OJIHY aKTUBAIliI0 KOXKHI
45 uc. lporo yacy 1oCTaTHbO ISl TOTO, 1100 OUIBIIICTh JIYMWIBHUKIB BUKOHYBAJIN
BC1 HeoOxiH1 onepaitii. [IpoTe, Ha piBHI paHTy cepeHs 3aTPUMKa MI’K aKTHUBALIISIMU

3MEHIIIYEThCS 10 3HA4YCHHS tpaw/4 = 5.42 Hc. lle cTBOpro€ 3HA4HI BUKJIMKHU JIS
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peanizaili epeKTUBHUX MEXaHI3MIB 3aXHUCTY, 30KpeMa JiJisd THX, 110 0a3yrThCs Ha

MipaxyHKOBHX JIYMUIbHUKAX.

Hanpuknan, BlockHammer nemoHCcTpye 3aTpuMKy Bchoro 1 He mepesa Buaadero
KOXKHOI aKTUBALll, 110 JO3BOJISE HOMY (PYHKIIIOHYBATH HABITh 32 YMOB CKOPOYEHOI
3aTPUMKHU MK JIBOMA aKTHUBALlISIMU Ha PiBHI paHTy. YTiM, IHII MEXaH13MH, 30KpeMa
Ti, II0 BHUKOPHUCTOBYIOTh amapaTHy MmATpUMKY mouryky (All), gk e poOuTh
Graphene, cTukaroThCsl 31 3HAUHUMHU TpyAaHowamu. [lIBuAKICTE poOOTH TakuX
MEXaHI3MIB TIOMITHO 3HWXY€EThCS 13 30UIBLIEHHSM iXHBOTO Macmraly Ta
HaBaHTa)KEHHS Ha JIiHIi enekTporepenad. Yepes ne norouHi npoekt All MOXyTh
BUSIBUTHCS HE3JaTHUMHU MIATPUMYBATH HEOOXIAHUN pIBEHb IMIBUIKOMIL JJIA
peainizaiii 3aXxUCTy Ha PIBHI paHTy. AHJIOTIYHI MpoOjieMu Oyiau 3a3HA4eHl Yy
HOTEPEHIX JOCIIKEHHAX, 30kpema B npono3uuii CAT-TWO, ne aBropu npsimo
BKa3yBaJlM, 110 3HM)KEHa yactora podotu All oOMexye iXHIO €(pEeKTUBHICTh IpPH

nepexo/Il 10 MipaxyHKiB Ha PIBHI paHTYy.

[Tonpu 111 TpyAHOIIII, ICHY€E 3HaYHA MTEPCIIEKTUBA PO3BUTKY MaiOyTHIX MPOEKTIB
All, axi 3MOXyTh 3a0€3MEUUTH JOCTAaTHIO IIBUAKICTH TomykKy. OmHuMm 13
MOTEHIITHUX pIlIeHb € BHUKOPUCTAaHHS KOHBEEPHOI apxitekrypu s All. Y
KOHBEEPHUX CXEMax 3aTpPUMKH TIOIIYKYy HE BIUIMBAIOTh HAa 4Yac BHAAYl aKTHBAIIii,
OCKUIbKM BCl omepallli BUKOHYIOTbCS mapanienbHo. lle o3Havae, 110 MpomycKHa
3MIaTHICTh 3QJIMINAETHCS KIIOUOBUM IapaMeTpoM, a He 3aTpuMka oOpoOku. Kpim
TOTO, KOHBEEPHA apXITEKTypa JIO3BOJIIE IIOCTYIIOBO 3MEHIIYBaTH KIUIBKICTh
AKTUBHMX 3aIMCIB MiJI Yac MOUIYKY, 110 CYTTEBO 3HW)KY€ HAaBAaHTAXXEHHS Ha JIHII

eJIeKTporepeaay i 301IbIIye MPOIMYCKHY 3AaTHICTb.

3aBasku MM niepeBaram KoHBeepHi All MOXyTb 3HAYHO 3MEHIIUTH OOMEKEHHSI
Ha IIBUIKICTH PoOOTH MexaHi3MmiB BusiBieHHd RowHammer. HaBith 3a ymoBu
30UIBIIICHHS CKJIAHOCTI anapaTHoi peaizallii, 11e pillieHHs 37aTHe 3a0€3MeUUTH SIK
BHUCOKY WIBUAKOAIIO, TaK 1 HaIIMHICTh, HEOOXITH1 it €(EKTUBHOTO 3aXHUCTy B

Cy4yacHHUX 1 MailOyTHIX cucTeMax nam’siTi. TakuM YMHOM, 1HHOBAIli Y TPOEKTYBaHH1
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Al BiIKpUBatOTh HOBI MOXKJIMBOCTI JJ1s afanTaliii MexaHi3miB 3axucty RowHammer

710 YMOB, SIKi BUMararoTh OUTBII BUCOKOI MPOAYKTUBHOCTI Ta MEHIIIOT 3aTPUMKHU.

3.3 MoaeJb 3aXMCTY HA OCHOBI MAIIIMHHOTO HABYAHHS

Bukopucranus mammanoro Hapuanus (ML) st Businenns: arak RowHammer
€ JOCTAaTHBO CBDKHUM IIiJIXO/IOM, SIKAW JIUIIE€ TOYMHAE AKTHUBHO AOCIIIKYBaTHCS
HAyKOBOIO CHUIbHOTOIO. lleil MeTox mNpomoHye ananTUBHICTH 1 MOXJIMBICTH
aHaJl3yBaTU CKJIQJHI B3a€MO3B’S3KH MIX MapamMeTpaMu AOCTYMy IO Mam’sTi, 110
BaXXKO BHSIBUTH TpaaulIiHUMHU 3acob6amu. OCHOBHA ifesl MoOJsira€ B TOMY, 11100
BUKOPUCTOBYBaTu airoputMu ML ans aHamizy BEJIMKMX OOCSTIB JaHUX, SKI
reHEepYIOThes i yac poootu DRAM, 3 MeTOr0 BUSIBJICHHS 111a0JIOHIB 200 aHOMaJTIH,
xapakTtepHux st RowHammer-atak. MammHHe HaBYaHHS MO)XKe OyTH KOPHCHUM
JUISl CTBOPEHHSI CHUCTEM BHUSBIICHHS HA OCHOBI MOHITOPUHTY MOBEAIHKU Iam’ STl B
peasbHOMY 4acl. AJITOPUTMH, Takl sIK HEMPOHHI Mepexi, AepeBONoaAiOHI MoJenl
pimieHb ab0 METOIM KJIacTepu3allii, MOXYTh HaBUaTHCS Ha BEJIMKUX HaOOpax JaHHUX,
AK1 BKJIFOYAIOTh SIK 3BMYaliHI onepauii JOCTyIy 10 MaM’sTl, TaK 1 Jii, 0 IMITYIOTh
arakn RowHammer. Ilicns TpeHyBaHHS Taki CHCTeMH 3/1aTHI aBTOMAaTHYHO
KiIacu(iKyBaTH JOCTYNH JI0 TaM’ATi SIK MOTEHIIHHO Hebe3neuHi abo Oe3neuHi,

HaBITh SKIIO aTaka MaCKYy€ThCs 1] 3BUYaiiHy aKTUBHICTb.

[Tornpu 3naunMit noteHmian, rexuonoris ML pis Busisnennss RowHammer noku
o nepedyBa€ Ha paHHIX CTaJlisIX PO3BUTKY. BOHA CTUKAETHCS 3 HU3KOK BUKIIMKIB,
TaKUX SIK HEOOXIJHICTh OOpPOOKHM BEIMKUX OOCSTIB JaHMX Yy peajbHOMY Yaci,
O0OMEKEHICTh PecypciB OOYMCITIOBAILHOT CHUCTEMH Ta CKIIATHICTh HAJIAITYBaHHS
Monenel s poOOTH B PI3HUX amapaTHUX cepenoBuiax. Kpim Toro, TOYHICTH
MOJIeJIe MOXKE 3aJIeKaTH BiJl SKOCTI M PI3HOMAHITHOCTI HaBYAJIbHUX JaHUX, IO
noTpedye peTeasrHOTo 300py Ta 00poOKHU iHDOpMaIIii. [HIITUM BaXKJIIMBUM aCTIEKTOM €
aganTuBHICT, cucteMu BusBieHHs. CydacHi araku RowHammer mnoctiitHo

€BOJIIOLIOHYIOTh, 1 3JIOBMHCHUKH BHUKOPHUCTOBYIOTH HOBI TEXHIKH IS OOXOAY



138

3axucty. lle o3Hauae, M0 CHCTEMH MAIIMHHOTO HAaBYaHHS MOBUHHI OyTH 37aTHI
OHOBJIIOBAaTHCS 1 HABYATUCS HA HOBUX JaHUX JJIs 30€pEKEHHS CBOET e(DEeKTUBHOCTI.
Po3pobka Takux AuHAMIYHHMX PIlIEHb MOTpeOye SK TEXHIYHUX 1HHOBAIlIM, TaK 1

peCypciB IS IHTErpaIlii B ICHYIOUi CUCTEMH.

Hackinpku Ham BiIOMO, 1€ Mepila NPOMO3UINS MEXaHi3My BHUSBICHHS
RowHammer na ocHoBi ML, sika copsiMoBaHa Ha amaparHy peaiizaiito. B
nyOmikarii Ha cxoxy Temy mpodecop UakpadoTi Ta iH. [45] 3aniponoHyBaB MeXaHI13M
3aXUCTYy Ha OCHOBI MPOTPaMHOro 3a0e3MeUeHHs, SKUI BIJCTEKY€E PIBEHb MPOITYCKIB
LLC nns BusiBaeHHs mimo3pinux mpoieciB. [lorim BiH 3amucye 6ank DRAM i
JOCTYII 10 PSAIKIB Y IIbOMY IPOIIECI Ta BUKOPUCTOBYE 3TOPTOBY HEUPOHHY MEPEKY
(CNN) s kimacudikariiii mabaoH JOCTYMY Bl MPOIECy aTaku uu Hi. He3Baxkarouu
Ha Te, IO e pIllIeHHS He MoTpebye Moaudikalli armaparHoro 3a0e3nedeHHs, s
BUSIBJICHHS MPOIECY aTaKy MIci ii MoYaTrKy moTpiOHO Oararo vacy (B cepeaHbOMY
1,5 ¢). Onpnak araku RowHammer nmoBuHHI BHKOHYBaTH 3MiHY OITIB MEHII HIX
trerpw = 64 Mc, a TIpolIeC, AKUH YXKE Ma€ JOCTYII 10 arpecopiB, OMU3bKUX 0 OakaHOi
KEPTBH, MOXKE CTBOPUTH O1T-¢utin MeHI HiXk 3a 10 mc [4]. Tomy, Bumararouu 1,5 ¢
JUISl BUSIBJICHHSI TIPOIIECIB aTaku 3a ImadmoHoMm noctynmy g0 DRAM 3maerbes

HEJIOCTATHIM.

3.3.1 Bubip moaesii MAIIMHHOTO HABYAHHS

Mamunne HaByanHs (ML) — 1me migramy3p IITy4YHOTO 1HTEJEKTY, sKa
(bOKyCy€eThCS HA CTBOPEHHI aJrOPUTMIB 1 MOJENEH, 3MaTHUX HaBYaTUCA 3 JaHMUX 1
MOKpAIyBaTh CBOi pe3yJIbTaTH 03 HEOOX1THOCTI MKOPCTKOTO MpOTpaMyBaHHS. Y
IIbOMY TIPOILIECI KOMIT FOT€pHA CUCTEeMa aHaI3ye JaHi, BUSIBJISE 3aKOHOMIPHOCTI Ta
BUKOPHUCTOBY€E 1X Ui NPOTHO3yBaHHS a00 MPUUHATTSA pilleHb. Buaum pizHux

MOJKJIETIEH MAIlIMHHOTO HAaBYaHHS MOYKHA TOOAYUTH HAa PUCYHKY 3.3.
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A Classic Machine Learning B Deep Neural Network ¢ Convolutional Neural Network D Recurrent Neural Network
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Pucynok 3.3 — Pi3Hi Mojie1 MalllMHHOTO HaBYaHHS

OcCHOBOIO MalTMHHOTO HaBYAHHS € JaHi. J{J1s1 TpeHyBaHHS Mojenel HeoOX1THO
310paTy peieBaHTHUM 1 IKICHUN HA01p TaHuX, IKUH BIAMOBIIA€ 3a1a4i. J[aHi MOXYTh

OyTH pI3HOTO THUILY:

® YHCJIOBI (HANPUKIIaa, BIKOBI 3HAUYEHHS ),

® TEKCTOBI (HampHKIaJa, KOMEHTapl B COLIAJbHUX MEPEKAX),
e 300pa)keHHs,

e BIJEO,

® YacoBi PSIU TOMIO.

Hani MOXyTh OyTH SIK CTPYKTYpOBaHMMH (HampuKiIaa, TaOmuul), TaK I
HECTPYKTYPOBAaHUMHM (HAMPUKIA], TEKCT a00 300pakeHHs ). /{7151 sKiCHOTO HaBYaHHS
BaYKJTMBO, 100 310paHi 1aHi Oylid penpe3eHTaTUBHUMU Ta OXOIUTFOBAIU BCl MOYKIIUBI
cieHapii BUKOopucTaHHs Momesi. Cupi JaHi 4acTO MICTSATh TOMUWJIKH, BIJCYTHI
3Ha4YeHHs, QyOmiKaTHi 3anucu abo HepeneBaHTHY iHpopMartiro. [1[o6 monens mora
MpaIoBaTi €(PEeKTUBHO, JlaHl MPOXOJATh KiJIbKa €TamiB MONEPEeIHbOI OOPOOKH.
Criovarky OYMIICHHS JaHWX, BHJIAJCHHS IOMHJIOK, 3allOBHEHHS IIPOITYIICHUX
3Ha4YeHb, BUJAJEHHs nyOmikatiB. Ilicis mporo ime eram MEpeTBOPEHHS aHUX,
HanpuKIaa, MaciiTaOyBaHHS YHCIIOBUX 3HA4YCHb, KOMYBaHHS KaTeropiajabHUX

3MIHHUX a00 HopMadmi3auis. [licns nux eraniB AaHi MOXKYTh OyTH BUKOPUCTAHHI AJIs
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HaBYaHHS oOpaHux Mojened. [laHi MOAUIIOTBCS HA HaBYaldbHY BHUOIPKY (IJis
TPEHYBaHHS MOJENi), BaligaliiiHy BHOIpKYy (A7 HaJalITyBaHHSA MapaMeTpiB) Ta

TECTOBY BUOIPKY (151 MEPEBIPKH TOYHOCTI MOJIEIII).

HaBuaHnHs — 11€ TIpOIIeC, MiJ] Yac SKOTO aJrOPUTM aHaJi3y€e HaBdaIbHY BUOIPKY
1 HAJAIITOBYE CBOI MapameTpu JUid MiHiMi3awli nomuinku. Hanpuknan, y miHiAHIT
perpecii Mojenb IIyKae TaKy JiHIIO, fKa HAaWKpamie OMUCYE 3aJICKHICTh MIXK
3MiHHUMH. HaBuaHHs Bi10OyBa€eThCs 3a IOMIOMOTOIO 1TepaIliftHIX METO/IIB. AJITOPUTM
OOYHCITIOE TIOMWIKY (HampuKIad, PI3HUIIO MDK Tepen0adeHMH Ta pealbHUMHU
3HAYEHHSIMHU) 1 KOPUTYE CBOT MapaMeTpu, 00 3MEHIIUTH 1110 ToMuIIKY. Lleit mporiec

MTOBTOPIOETHCA 10 TOCATHEHHS 0a)XKaHOTO P1BHS TOYHOCTI.
[cHye€ KiJIbKa OCHOBHHMX THUIIIB MAIIMHHOTO HABYAHHS:

« Kepoane naBuanus (Supervised Learning): Mozaenb HaBYa€ThCS HA JJAHUX 3
BiJIoMUMH MiTKamu. Hampukian, y 3amadi kiaacudikaiii MoJelb aHali3ye
JlaHI Ta BU3HAYa€, J0 SKOI KaTeropii HajaeKuTh HOBHM 00’ekT. Ilpuxmamm

aJTOPUTMIB: JIIHIITHA perpecis, Aepea piuieHs, SVM, HeHpOHHI Mepexi.

« Hexkeposane naBuanns (Unsupervised Learning): Monens npatitoe 3 1TaHUMA
0e3 MITOK 1 HamMaraeTbCs 3HAUTH 3aKOHOMIPHOCTI, HANPUKIIAJ, TPYIyBaTH
naHi B kjactepu. llpukmanm anroputmiB:  k-cepenni, iepapxiuHa

KJIaCTEepHU3allisl, aBTOEHKOJEPH.

o Haguanns 3 nmiakpimensasm (Reinforcement Learning): Monens HaB4aeTbCs
B3aEMOJIISITH 3 CEPEIOBUIIEM 1 OTPUMYBATH BUHATOPOAY 3a MPABWIIBHI Aii.

[e#t miaxia 4acTO BUKOPUCTOBYETHCS B POOOTOTEXHIIII T 1rpax.

Jliniiina perpecis € ofHi€0 3 0a30BUX MOJIEleil MAalIMHHOTO HaBYaHHs. BoHa

BUKOPUCTOBY€ETHCS ISl TPOTHO3YBAaHHS 3HAUEHHS Y Ha OCHOB1 3MIHHOI X.
Y =wWiXy +wWyxo + -+ wux, +b (3.12)

Ie:
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e W; — Baru abo koedirieHTu,
o b — 3MmimenHs (bias),
e X; — BXIJIHI 3MiHHI (O3HAKH).

Mera  momsrae B MiHIMI3amii  (QyHKIIT  BTpaT,  HaMpHUKIA,

cepeaHbokBaaparuuHoi nomuiaku (MSE):
N
1 o 2
MSE = NZ(yi - i) (3.13)
i=1

ae:
e ¥, — mepenbdavyeHe 3HAYCHHS,
e Y; — peayibHE 3HAUCHHS,
o N — KUIBKICTh 3pa3KiB JIaHUX.

Ontumizariisi 1 HAaBYaHHS B JIaHIH MOJE BUKOHY€ETbCSI METOIOM I'PaJliEHTHOTO
cnycky. Ile merom onTumizarlii, SIKHA BHUKOPHCTOBYETHCS ISl 3HAXOKEHHS
MiHiIMyMy QyHKIi. KokHa iTepaliis OHOBIIOE MapaMeTpu MOACNII W Y HampsSMKY

MPOTUJICKHOMY JI0 TpajiieHTa (DyHKLIT BTpaT:

JL
W:=w—n— 3.14
na (3.14)
o 1) — IIBUJKICTb HABYAHHS,
oL .
* 3, JacTKoBa MoXi/Ha ¢yskiii Brpar L 3a mapamerpoMm w.

T'oBopsiuM po HEKEPOBAaHE HABUYAHHS MOXKHA PO3IVISIHYTH OCHOBHUU MeTox K-
cepennix (K-means) 1o BUKOPUCTOBETHCS SIK OCHOBHHM JJISI TAKOTO TUITY MEPEX
MalIMHHOTO HaB4YaHHS. K-cepenHi — I aNropuTM KjacTtepusallli, sikuil rpymnye
Toukn nanux y k kmacrepiB. OCHOBHa ijiesi moyisirae y MiHiMi3aiii BiJCTaHI Bij

KO’KHOI TOYKH JI0 LEHTpoiaa 1i Kjacrepa.
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Before K-Means

@opmyIa 1aHOTO AITOPUTMY MA€ BUIIISIA:

k
arg ming )" " flx = il

o C;— Hablp TOUOK y KiacTepi 1,

e Wi — LEHTp KjacTepa i,

Pucynok 3.4 — Anroputm po6otu K-Means
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(3.15)

o |lx — p;]|? — xBagparHuHa BiICcTaHb MiXk TOYKOIO X 1 LIEHTPOM KIJIACTEPA LL;.

[leit anropuT™m I1TEpaTUBHO TMpPHU3HAYAE KOXKHY TOYKY JO HAMOIUXKIOrO

IIEHTPOia a TICIS IBOTO OHOBIIOE IEHTPOIMU SK CEPEAHE TOYOK y KOKHOMY

KJIacTepi.

VY HaB4aHH1 X 3 MIJKPIIUICHHSM areHT HABYA€ThCS 4Yepe3 B3aeMOAI0 13

cepenoBuilieM. ATEHT OTpUMY€e BUHAropoay R; 3a mii a; , siki BiH BUKOHYE B CTaHi S

Meta areHta, M0 HABYAETHCA IMpPU I[BOMY — MAaKCHUMI3yBaTH HAaKOIUYEHY

BuHaroponay. Ilpu 11boMy po3pOOHUK Ma€ ONTHUMAIbHO PO3AUIMTH HAropoau sk 3a

OCHOBHY TaK 1 3a JOMOMIXHI 11111, 100 KOHTPOIIOBATH HAYaHHS MOJIEII.

Gt - Rt + th + 1 + yth+2 + ---

(3.16)
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ne Y — KoedlllleHT IUCKOHTYBaHHS, SKWM 3MEHIIYE BAXKIMBICTh ManOyTHIX
BuHaropon. [lomituka m(s,a) BU3Ha4yae, sIKy IO a areHT BUKOHAE B cTaHi s. s 1i

ONTHMI3allii BAKOPHCTOBYIOTHCS METO/M, HAIPHKIIAI, Q-HaBUaHHS:
Q(s,a):=0Q(s,a) + « [Rt +ymaxQ(s’,a’) — Q(s, a)] (3.17)
a

ne:
o Q(s,a) — (yHKIIIS OLIHKY CTaHY 1 i,
e (O — IIBUIKICTH HABYAHHS.

[licnss HaBYaHHS MOJIETb NEPEBIPSAETHCSA HA TECTOBUX JAHMX, SIKI BOHA ILIE€ HE
Oaumna. lle mo3Bosisie OWIHUTH 1i y3arajabHIOIOUY 3/IaTHICTh, TOOTO T€, HACKUIbKU

no00pe BOHA MpaloBaTuMe 3 HOBUMU, HEBIJJOMUMH JIAHUMHU.
OcCHOBHI METPUKH JIJIs OLIIHKY 3aJIeXaTh B1J] 3a]1aul:
o Jlns xnmacudikarii: TouHicTh (accuracy), moBHoTa (recall), F1-mipa.

« Jlna perpecii: cepennbokBapaTuyHa nomuiika (MSE), cepennst abcomntoTHa

nomuika (MAE).

[lepmioro MOS0 IKY MU BUKOPUCTAEMO JIJIsi CTBOPEHHSI MOJIETi BU3HAUYECHHS
3arpo3u RowHammer Oyze Mojienb 3 10Bro-kopoTkodacHoro mam’ a11i0. Long Short-
Term Memory (LSTM). Takuil Tun Mepex € creuiajbHUM THUIIOM PEKYpPEHTHOI
Heiiponnoi Mepexi (RNN), po3pobnenuM st poOOTH 3 MOCTiJOBHUMH IaHUMHU. 1i
KJIF0YOBa OCOOJIMBICTh — 3/AaTHICTH 30epiraTi Ta 0OpoOIsATH BaXIIUBY 1H(QOpMAILIIIO
OPOTATOM TPUBAJIMX YACOBUX MPOMDXKKIB, JOJal04d MpoOlieMy 3aTyXarouHux

TPaJIIEHTIB, AKa XapakTepHa ajs ctangapTHux RNN.

OcHoBuuii npuHuun podotu LSTM mnonsrae B Tomy, 1100 BHUpIIIYBaTH, SKY
iHpopMariro 30epiratu, Ky 3a0yBaTv, a SKy OHOBJIIOBAaTH Ha KOXXHOMY KpOIIi
00poOKHM MOCIiTOBHOCTI. {151 1IbOTO MOIENTh BUKOPUCTOBYE KOMIPKH TaM'siTi, Kl

(YHKILIOHYIOTh SIK CHelialli30BaHl HakoMUuyBayl JaHuX. JlocTynm no mux KOMipok
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KOHTPOJIIOETHCS Yepe3 HaO1p reiTiB (BOPIT): BOpoTa 3a0yBaHHS, BOPOTa BBEJACHHS Ta
BOpoTa BUXOAy. Bopora 3a0yBaHHS BHPINIYIOTh, 5Ky YaCTUHY TOINEPEIHBOT
iH(opMalii ciijg BUAAIUTH, a SKy 30€perTH, 3aje)XHO BiJl MMOTOYHOTO KOHTEKCTY.
Boporta BBeeHHS BU3HAYAIOTh, SIKy HOBY 1H(OpPMAIlIIO TOJATH 10 KOMIPKU IaM'sTi,
TOJI SIK BOPOTa BUXOMY KOHTPOJIIOIOTH, siKa 1H(pOpMaIiss Oyae mepemaHa najii Ha
HacTynHUM Kpok. Takuit miaxim npo3Boisse LSTM edextuBHO mpalroBaTa 3
3a/1a4amH, JIe BAXKJIMBO BPaXOBYBaTH KOHTEKCT Ha BEJIMKIiH BiJICTaHI B ITOCIIAOBHOCTI.
Hampuknazn, y 3amauax oOpoOKu MPUPOAHOI MOBH 1€ MOXE OyTH BpaxyBaHHS
B3a€MO3B'A3KIB MIXK CJIOBAMH, SIKI 3HAXOMATHCS HAa MOYATKy Ta B KIHII PEUCHHS.
[Ton10HI TOBrOCTPOKOBI 3AJIEKHOCTI € BAKIIMBUMH TAKOXK Y 33]1a4ax aHaJl13y YaCOBUX
PAIB, TAKUX SIK TPOTHO3YBaHHS PUHKOBUX TEHJICHIIIM a00 po3Mi3HaBaHHs MaTepPHIB

Y HOTOKaX AaHUX.

LSTM wMmogem MaroTh 3HauHy CTIMKICTh 0 BTpaTH BaXJIMBOI 1H(pOpMariii
3aBASKH CBOiM apXITeKTypi. BomHodac 1 K apXiTEeKTypa YCKIAIHIOE iXHIO
peaiizailifo, BHUMarar4yd OUIBIINX OOUYMCIIOBAJbHUX PECYpCiB TOPIBHSIHO 3
npoctuMu RNN. HesBaxaroun Ha nie, LSTM 3anumaerscst nonyasspHO MOAEIUIIO
JUISL pOOOTH 3 TIOCIIIOBHUMH JaHUMHU, OCKUTBKH 11 TIepeBaru B TOUHOCTI ¥ 31aTHOCTI

30epiratu JOBrOCTPOKOBI 3aJI€KHOCTI MEPEBAKYIOTh HEJIOMIKH.

Koxken 6nox LSTM (mpencraBieHnii Ha pUCYHKY 3.5) CKIIAa€ThCS 3 TPHOX

OCHOBHHUX KOMIIOHEHTIB:
1. Bxin (input gate): Bu3Havae, aKy HOBY iHQOpMaIIi0 10/1aTH 10 "mam'sTi".

2. Buxizg (output gate): KOHTpOIIOE, KA YacTUHA 1H(GOpPMAIIii 3 maM’STi CTaHe

BHUXOJOM.

3. Bxin 3a0ytrs (forget gate): Bupimnye, siky iHhopmMallito BUJATUTH 3 TaM'ATI.
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Pucynok 3.5 — bynoBa 61oky nam’siti mogeni LSTM

Ha xoxxnomy kporti t LSTM otpumye BXin:

¢ X{— BEKTOp BXIJIHUX JAHUX Yy MOMEHT 4acy t,
o hy; — BekTOp BUXO/y MONEPETHHOTO CTaHY,

e Ci| — CTaH MaMm'sTi 3 MONEPEIHBOTO KPOKY.

Bxing 3a0yrrs mpamroe mepmmM 1 oOpoOisie  JaHi Ha THpeaMeT  iX

3arnam’ ITOBYBaHHS:
fo = o(Ws - [he — 1, x] + by) (3.18)

o fi — Koedii€eHT, 1110 BU3HAYAE, SIKY YACTHUHY CTAPOro CTaHy Mam'siTi Ci- CJiJ

3a0yTH,
e G — cUTrMOiHA (PYHKIIiS aKTUBAIIIi,
e W;ibs — Baru 1 3miIeHHs.

[Ticns 1poro cucreMa MEpPexXoauTh Ha BXIJ 3aXOIUTIOIUM 3 CO0O0I0 JaHi 3

MUHYJIMX 1T€palliif:

ip = (W - [he—q, x¢] + by) (3.19)
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¢ = tanh(W, - [he_1, x;] + b.) (3.20)

o 1;— Koeilli€eHT, SKui BU3HAUA€, CKUIBKK HOBOT 1H(GOpMAaIlii 10AaTH 10 CTaHy

mam’sITi,
e C; — KaHAWAAT Ha HOBUH CTaH I1aMm’STi.

[Ticas mporo craH mam’siTi OHOBJIIOETHCS 3 YPaxyBaHHSM TEMEPIIIHBOTO 1

MHUHYJIOI'O CTaHY:
Ct = ft . Ct—l + it . at (321)

e C{— OHOBJICHUU CTaH MaM'sTi, IKHI € CYMIIIIIIO CTAPOro CTaHy C¢j 1 HOBOTO

BHECKY C;.

I nepenaemo 3HaiieHy 1H(pOpMaIlit0 Ha BUX1J HEHPOHHOT MEPEXKI:

0 = o(Wy - [he—1, %] + by) (3.22)
h; = o; - tanh(c;) (3.23)
o 0 — Koeilli€HT, SKUW BU3HAYAE, SIKy YAaCTHMHY OHOBJICHOTO CTaHy C; CIiJ
BHUHECTHU Ha BUXIJ,
e h; — Buxignuit cran LSTM Ha moTOYHOMY KPOIIi.

LSTM nHaBuaeThCs 32 JOMOMOTOIO 3BOPOTHOTO MOIMIUPEHHS MOXUOKH Yepes3 uac
(Backpropagation Through Time, BPTT). ®@ynkuis Brpar (Hanpukiaa, MSE a6o

KPOC-EHTPOITiSI) MIHIMI3yEThCS 3 BUKOPUCTAHHSIM TPAJIIEHTHOTO CITYCKY.

Hpyroro Momesmuto s IMIUIEMEHTarlii Oyzne OaraTtopiBHEBUU MEPIETITPOH.
Multi-Layer Perceptron (MLP) — 11e oA1H 13 OCHOBHUX THUIIIB HEUPOHHUX MEPEK,
0 CKJIAJAEThCSA 3 KIJIBKOX IapiB HEMPOHIB, SIKI B3a€EMOIIIOTh MiX cO00I0 uepes
3BakeH1 3'eHaHHs. MLP Hanexuth 10 kareropii MMOOKUX HEUPOHHUX MEpEexK 1
IIMPOKO 3aCTOCOBYETHCS JJIi BUPIMIEHHS PI3HOMAHITHUX 3a/4a4, TaKUX SK

kiacudikaris, perpecis Ta iHiili MpoOJIeMH MAIIMHHOTO HAaBYAHHS.



147

OcHoBHa cTpykTypa MLP BK/ItO4a€e Tpu THNU MIApIB: BXIAHUH 1I1ap, oguH abo
KUJIbKa MPUXOBAHMX IAPiB, Ta BUXITHUH 11ap. BXiAHUH m1ap OTpUMYyE€ AaHi, IKi MOTIM
NepealoThCcsl 4Yepe3 HEUpPOHU NPHUXOBAHUX IIapiB, 1€ BOHU OOpOOJISIOTHCS 1
MIEPETBOPIOIOTLCS B HOBI MpeACTaBiICHHS. BuximHuii map reHepye pe3ylbTaT
00poOKH, KM MOXe OyTH HMOBIpHICTIO I Kiacuikaiii abo mporHO30M st
3agau perpecii. [Iponiec Hapuanus MLP 3a3Buuaii 371HCHIOETBCA 3a JOIMOMOTOIO
aJTOPUTMY 3BOPOTHOTO ToIMpeHHs momimiku (backpropagation). i yac HaBdaHHS
Mepexa HaMaraeTbCs MIHIMIZyBaTH (DYHKIIIIO BTpaT, 10 BUMIPIOE PIZHUINIO MIXK
nependadeHHAM Mojienl 1 (PaKTUYHUMH 3HaYeHHAMHU. J[JI1 1[bOTO MONENb KOPHUTYE
Bary 3'€JHaHb MiXX HEHPOHAMH, III0 JO3BOJISIE MEPEXKi MOKPALITUTH CBOI MPOTHO3H HA

OCHOBI BXIJTHUX JaHUX.

[IpuxoBani mapu B MLP BUKOPHCTOBYIOTh HENIHINHI aKTHBAIliHI (DyHKIII],
taki sk ReLU (Rectified Linear Unit), curmoina abo TanreHc rinepoonu (tanh). Ile
JI03BOJISIE MEPEXK1 MOJICTISIM CKJIaJH1 M HETIHINHI 3aJIeKHOCTI y TaHUX, 110 POOUTH ii
Jy>Ke TOTYXKHOIO NIl BUPIIICHHS CKIaaHuX 3ana4. MLP MoxyTe mMatu oguH abo
K1JIbKa MPUXOBAaHUX IIAPIB, IO POOUTH iX IMTMOOKMMU HEUPOHHUMU Mepexamu (deep
neural networks). Onnak MLP Maroth neski oOMexeHHs. 30KpemMa, BOHH HE Tak
no0pe MmiIXoAsTh Juisi poOOTH 3 JaHWMH, IO MaloTh MPOCTOPOBY ab0O YacoOBY
CTPYKTYpY, SIK 300pakeHHsI a00 TEKCT. Y TaKuX BHUIMAJKaxX OUIbII €()EKTHUBHUMU
MOXYTh OyTH CIeliai3oBaHl apXiTEKTypH, SK-OT 3TOPTKOBI HEUPOHHI MEpexi
(CNN) nmns 300pakeHb a00 pekypeHTHI HelpoHHl Mepexi (RNN) mus
nociinoBHocTel. Hespakaroun Ha 11e, MLP Bce 111e € moTyXHUM 1 yHIBepCaIbHUM
IHCTPYMEHTOM JjIsi 0ararbOX 3aBlaHb MAIIMHHOTO HABYAaHHS, 1€ HEMa€ TaKHUX

cnenu@iuHuX BUMOT JI0 CTPYKTYPH AaHUX.

J71s1 KOYKHOTO HEHWpOHa B Mepexi, JiHIiHAa KOMO1HAIlIS BX1THUX 3HAY€Hb MOYKHA
Bupazutu 4depe3 Qopmyny 3.12. Ilicms Toro sik oOYMCIIEHO JiHIWHE 3HAYCHHS

HEHPOHA, BOHO MPOIYCKAEThCA Yepe3 aKTUBALIWHY (DyHKIII0, 1100 OTpUMAaTH BUX1]T
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a;. AxtuBauiiiHa (yHKIIS MOke OyTH PI3HOIO 3aleXHO Bix 3agadi. OnHieo 3

HaWOIBII MOMYASPHUX € CUTMOI/1a, TKa BUPAKAETHCS (HOPMYIIOIO:

1
a; = O'(Zj) = m (3.24)
[H111 akTUBAILIH] QYHKIIIT, IO ITUPOKO BUKOPUCTOBYIOTHCS B MLP, BKTI09atoTh

ReLU (Rectified Linear Unit), sika mae BUTIISI:
a; = max (0, z;) (3.25)

a0o0 TaHTeHc rinepOoniuHui (tanh):

e’ —e7%i

aj = tan h(Zj) = m (3.26)

OcHoBHUM anropuT™ HaB4aHHA MLP — 1e 3BOpOTHE MOIIMPEHHS NOMWIKH,
10 Ja€ 3MOTY KOPUTYBaTH Baru HEMPOHHOI MEpeki JJIs MiHIMi3allii MOMUJIKH Ha
Buxozl. [Ipu HaBuaHHI MOJEI1 BUKOPUCTOBYEThCS PyHKIIIs BTpart (loss function), sika
JUISL 3a]iadi perpecii Moke OyTH BHU3HAuY€HA SIK CepeIHBOKBAJpATUYHA MOMUIIKA 34
dopmynoro 3.13. Takox ockinbku MLP BuKOpUCTOBYy€ 3BOPOTHE MOIIUPEHHS
MMOMUJIKH, TO HEOOX1JHO OOUMCIIOBATH MOX1H1 (DYHKI[IT BTpAT MO BIAHOIICHHIO J0
Bar 1 3CyBiB. BOHM BHKOpPHCTOBYIOTHCS JIJI1 OHOBJICHHS mapameTpiB hopmyny 3.14.
Lleli mpouec MOBTOPIOETHCS ISl KOXKHOI 1TEpallii HaBYaHHS, 10 JA03BOJIIE MOJIEINI

ITOCTYITIOBO OKPALyBaTH CBO1 ITPOTHO3M.

Takum ynHOM, B MLP KOKEH HEMpOH BUKOHYE JIIHIMHE MIEPETBOPEHHS BX1THUX
JAaHUX, a TOTIM 3aCTOCOBY€ AKTHBAIIWHY (PYHKIIIO JJIS OTPUMAHHS PE3yJIbTary.
3BOPOTHE TMOIIMPEHHS J03BOJIIE KOPUTYBAaTH Baru MJis MiHIMI3alli MOMUJIKH.
Maremarnuyna ckinagoBa MLP ckmamaerbcss 3 MHIMHEX — TpaHc(oOpMaIii,
AKTUBALIIMHUX (PyHKLIM Ta BUKOPUCTAHHS TPAIEHTHOTO CITYCKY JJISI ONTUMI3AIll]
mepexi. [Ipu oMy Takuii TUIT MEPEXK € TOCUTH IPOCTUM, 110 301IbIIIYE MIBUIKICThH

po0OTH, 110 € Ty’Ke BAXKITMBUM B HU3HKOPIBHEBUX IMILUIEMEHTAIIISIX.
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OcTaHHIM €K3eMIUIpOM SIKHA MU BUKOPUCTAEMO [JIsi HaBYaHHS OyIyTh
3ropTkoBi Helponni mepexi. Convolutional Neural Networks (CNNs) € ogaum 3
HaWOLIBII MOMYJIIPHUX THUIIB HEHPOHHUX MEPEXK, IO CHEIIali3yIOThCs Ha 00poOITl
Ta aHami31 CTPYKTypOBaHUX JaHUX, TAKUX SK 300pakeHHs, Bijleo 4 aymio. Bonm
3a3BUYail BUKOPHUCTOBYIOTBCS JUIA 3a/lad KOMII'IOTEPHOTO 30Dy, BKIIOYAIOUH
Kkiacudikaiio 300pakeHb, pO3Mi3HaBaHHS O0'€KTIB, CETMEHTAIlII0, @ TAaKOX 1HIII
3a/1adi, MOB'sI3aHI 3 aHAMI30M Bi3yanbHUX naHux. OcHoBHOIO ocobmmBicTI0O CNN €
3aCTOCYBaHHS ormepaiiii 3ropTku (convolution), Mmo 103BOJsE€ e(PEKTUBHO
BUI00yBaTH 03HAKM 3 JaHux. Omnepallis 3rOPTKH TMOJISITae€ B 3aCTOCYBaHHI (PUIBTPIB
(sapa) 1o BXIAHUX JaHUX a0o0 momepenHboMy Iapy. KoxHe siapo MpoXoauTh IO
JTAaHUM, BUJISIOYM JIOKAJIbHI O3HAKH, TakKl K Kpai B 300paKeHHsX, TEKCTypH abo

1HII cnenugiyHl naTepHy JaHux. Oneparis 3rOpTKH BUKOHYETHCS TAKUM YHHOM:
S@H=U*xK)(Ej) = z Z ImKGi-m,j—n) (327
m n

S(1,j) — pe3ysbTaT 3ropTKM Ha nmo3uii (1,)),

I(m,n) — maHi BXiAHOTO KJacTepa,

K(i,j) — siapo 3ropTku,
o * — omepailisi 3ropTKH (JI00YTOK 1 CyMyBaHHSsI).

B pesynbrari koxkeH (UIBTp CTBOPIOE HOBHM ONyNpUHT (aKTHBALIIO), IO
MICTUTh O3HAKH, BUsIBJICHI 1M (pinbTpoM. [licis 3ropTku pesynabrar mepeaacThest
yepes akTuBaliiHy (yHKII0, 100 J01aTH HEMIHIWHICTD B MEPEXKY. 3a3BUYAM
BukopuctoByetbest  (yHkuist ReLU (Rectified Linear Unit), mnpexacrasnena
dopmymoro 3.25. Ie mo3BoIsi€ MOIETI HABYATHUCS CKIIATHAM, HETIHITHUM MaTepHaM,

SIK1 € HEOOX1THUMHU JIJI1 BUPIIIIEHHS OLIBIIOCTI peaibHUX 3ajad.

JI1st 3MEeHIIIeHHsT PO3MIpIB JaHUX 1 3MEHIICHHS OOUMCIIIOBAJIbHOI CKIIQHOCTI
3aCTOCOBY€EThCs minBHOipKa (pooling). OauH 3 HAWMOIIUPEHIMIUX METOIIB — IIe

MaKcHMaJIbHa MiaBuOipka (max pooling), e 3 KOKHOTO MiAO0JIOKY BUOUPAETHCS
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MakcuMmaiabHe 3HadeHHs MaxPool(x) = max(x). ITigBubipka 3MeHIITye TpOCTOPOBI
pO3MipH aKTUBAIliM, IO JOTOMAarae 3HU3UTH KIIBKICTh MapaMeTpiB 1 3amolirae

IMICPCHABYaAHHIO MO,ZIGJ'Ii.

[Ticnst KiabKOX IIApiB 3TOPTKU Ta MiABUOIPKH, OTPUMaH1 O3HAKH MEPEIal0ThCs
B o7IMH a00 KiibKa mapiB 3 moBHUM 3'eqHaHHsAM (fully connected layer), me xoxen
HEHPOH 3B'3aHUI 3 yciMa HEWpOHaMHU TMoTepeIHbOTo MIapy. Lle 1o3Bossie 3aiiicHuTH
diHanpHe Kiacudikaiiiine pillieHHsS Ha OCHOBI O3HAK, BUTSTHYTHUX Ha IOIEPEIHIX
eTanax. Buxigauii map 3a3BU4ail € mMapom, 1o BiAMOBimae 3a kiacudikaiiio ado
perpecito. [{ns 3agayi kinacudikaiiii 3a3Bu4dail BAKOPUCTOBYEThCS CUTMOI (popMmyra

3.24) abo copT™MaKc U1l IEPETBOPEHHS PE3YNbTATIB Y HMOBIPHOCTI.

e%

3.28
o (3.28)

Softmax(z;) =
1€ Z; — BHXIJ HEWpPOHYy ] Ha BUXIIHOMY Iuapi, k — yci MOXJIMBI Ki1acu

nependaueHi I Kiacudikailii 1aHO MOACILIIO.

o ocobmmBocTeit CNN MOKHA BIIHECTH aBTOMAaTU4YHE BU00YBaHHS O3HAK -
CNN MOXyTh aBTOMaTHYHO BH00yBaTH 03HAKH 3 BXIJITHUX JaHUX 0€3 HeOOX1THOCTI
PYYHOTO BHOOpY, IO POOUTH iX AYyXKE MOTYKHUMH JJIi OOPOOKH KOMILIEKCHHUX
HaOopiB panux. lle mo3Boisie HEWPOHHIM Mepexi CaMOCTIHHO HaBYaTHCS 1
ajantyBaTUCs N0 cneuu(iuHuX O0COOMMBOCTEN Bi3yasllbHMX MarepHiB. DUIbTpU B
iapax 3ropTKU 3/1aTHI BUSABIIATH JIOKAJIbHI O3HAKMU (HAPHUKIIAA, Kpai, TEKCTypH), 1
caMe Il O3HAKU BUKOPUCTOBYIOTHCS JJIsi OUIBII BHCOKOPIBHEBOTO aHamizy. BoHu
TakoXX 30epiraroTh MPOCTOPOBY 1H(OpMAIIiIO, 0 BAXKIMBO JJIs PO3Mi3HABaHHS
00'eKTIB Yy 300paKEHHAX. 3aBISKH TOMY, 0 (DUIBTPU MOXYTH MEPEMIIIATHCS TI0
300paskeHHI0, CNN MOXXYTb 3aXOIUTIOBATH JIOKAJIbHI ATE€PHU HA PI3HUX MO3ULIAX Y

300paxeHH1, 1[0 pOOUTH MEPEXKY 1HBAPIaHTHOIO J0 3MIIIEHHS 00'€KTa.

[ap migBUOIpKHU 1 3acTOCyBaHHS (DUIBTPIB AOMOMAraloTh 3MEHIIUTH PO3MIpU

JaHUX 1 KUTBKICTh MTapaMeTpiB, HEOOX1THUX JIsl HABYAHHS MOJIEII1, 1[0 3HMKYE PU3UK
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NEpeHaBYaHHA 1 MOKpAIIye 3arajibHy MPOMyKTHUBHICTh. TakoX MpU IOMY Mepeka
MOXKE€ MacmTalyBaTuCh 1Jisi pOOOTH 3 BEIMKMMHU OOCSTaMU JaHUX, 30KpeMa B
peanbHoMy uaci. Ockuibkn CNN camocTiiiHO BHU00yBa€ BaXKIMBI O3HAKH, II€

3HAYHO CIPOIIYE MPOIEC CTBOPEHHS MOJIETI.

Jo wnemonikiB CNN MOXHAa BIAHECTH BEJIMKI OOYMCIIOBAJIbHI BUTpPATH.
Hapuanus CNN BuMarae 3HauHUX OOYMCIIOBAIBHHX PECYpPCIB, OCOOIWBO MJIA
BEJIMKUX MEPEXK 1 BEIMKUX HaOopiB Janux. s nocsrueHHst Bucokoi TouHocTi CNN
TaKOXX MOTPEeOYIOTh BEIMKUX OOCATIB HaBYAIBHHUX JIaHUX. TOMY BaXKIIMBO Maru
BEJIMKI J1aTaceTu JUIsd HadyaHHS 1 TeCcTyBaHHS. AJle He AyXe BEIHMKUMH 00 aaHa
MOJIeTh MOKe OyTH CXWJIbHA N0 TepeHaBYaHHA. SIKIIO JaHWX HEAOCTaTHbhO, abo
AKIIO Mepeka 3aHaATO BelMKa Juis HasBHoro Habopy manmx, CNN Moxe

IICPCHABYATUC, IO 3HUIKYE i SI[aTHiCTB A0 y3araJJbHCHHAI.

3.3.1 BukopucraHHs A/ 3aXHUCTY TA NOPiBHAHHSA Pe3yJbTATIB Mepex

CTBOpeHHST MEXaHI3My 3aXHUCTy Oy/ie NUIUTHUCS Ha YOTUPH €Talu:

1. Bubip ocobrusocmeti: BUOIp CIHUCKY amapaTHUX TOAIN JJIs BIACTEKEHHS

HAIIIOI0 0OPAHOI0 MOACIIIIO;

2. Cumynayisi: CTBOPEHHS BHOIDKM JaHUX [IUISXOM MOJC/IIOBaHHS Ta

MOHITOPUHTY CUCTEMHU TIPH aTalll, B K1 Oy/ie peaii30BaHoO el MEXaHi3M;

3. Haguanua ma mecmysanus: 3r€HEpOBaHl JaHl MOAUISAIOTHCA Ha HAOIp IS
HAaBYaHHS Ta HaOIp JJI TECTYBAaHHS Ta BUKOPHCTOBYIOTHCS JJii HAaBYaAHHS

mozeiri ML Ta i1 oLiHKH.
4. Anapamua inmezpayisi: BIPOBAJKEHHS AJITOPUTMY BHUSIBJICHHS B CUCTEMY.

S. lllupoke mecmyeanus. TECTYBAaHHS CUCTEMHM Ha JAHUX JNATACETy arak Ha

nam’siTh PI3HUX BUPOOHHUKIB C(HOPMOBAHOTO B PO3/ALII 2
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Tox 11 KOPEKTHOI IMIJIEMEHTAIIIT CUCTEMH MAIIMHHOTO HaBYAHHSI MU MaEMO
BU3HAYUTH TOJOBHI MapaMeTpu AJs BiACHiAKoByBaHHS. Komm BUKOHY€ThCS araka
RowHammer, Bona Mae neBHUM BIUTUB HA MiKpoapXiTeKTypHi noAii. Cucok moii,
AK1 BIJICTEXYIOTHCS U BUSIBJICHHS, TMOBHHEH JO3BOJSATH MEXaHI3MYy PO3PI3HATH
araky Ta Oe3MeuHy MOBEAIHKY CHUCTEMH. XOua PI3HOMAaHITHICTh BIACTEKYBaHHX
MO BaKIWBa JJIsi HAJIEKHOTO BUSBICHHS arak 1 3HWKCHHS YacCTOTH XHUOHHX
CIpallbOBYBaHb, BUOIp HAUIUIIKOBHUX IMOJINA MOXE 3pOOUTH peasizaliio JOPOKIOK
3 TOYKH 30pYy IaM’sTi, CIIOKMBAHHS €HEPTii Ta/abo 4yacy BHUSABICHHS 0€3 CYTTEBHUX

rnepesar ajs TOYHICTH BUSBJICHHS.

Mera araku RowHammer — 3MiHUTH 3HaueHHsS OITIB B OCHOBHIM mMam’sTi
IUISIXOM MIBHJIKO1 Ta Oararopa3oBoi akTuBauli psaakiB DRAM. TakuMm yuHOM, aTtaka
CIPUYUHUTDH Oarato KOHGMIKTIB Juist psiakiB y 0ankax DRAM 1 qyske mano 3BepHEHb
10 psAKiB Hanpsmy (row hits), ne 1 Oyzne nepmmMy NOAISIMHU, SIKI MEXaHi3M Oyze
BijgcTexxyBaru. 11[o0 oTpumaT 1OCTYII 0 OCHOBHOT MaM'sTi, aTaka MOBUHHA 001HTH
BC1 PiBHI KEIIly, OUUILAI0YH MPU IIbOMY pssiku arpecopa. Kemr nepmroro piast (L1)
po3auienuit Ha L1-I nns mHerpykuiit tTa L1-D nnsg ganux. CurHarypHuid marepH
araku RowHammer € gy»e KopoTKHUM 3a KUTBKICTIO oniepairiil. Komu #oro iHCTpyKITii
30epiratotecs B L1-1, BiH HaBpsi1 uM reHepyBaTUME Oararo npomaxiB y I[bOMY Kellll
Tak K OyJe 4acTo 3BepTaTuch mo Tiil camiil agpeci. Otxke, L1-I matume Oiibiie
MOTPAIUISHB 10 KelTy, HiXk nmpomaxis, a L1-D MaTume Ounbiiie mpomaxiB Kelly Tak sK
JAaHUX TaKa aTaka He Hece. ToMy NoTpiOHO BIACTEKYBaTH NOTPAIUIAHHS 110 Keury L1-
[ ta mpomaxu kemry L1-D. AKTUBHICTb 1HIIMX PiBHIB KEIIy MOXe OyTH 4acCTKOBO
BpaxoBaHa 3 pomaxiB kemry B L1 1 akTuBHOCTI 0OCHOBHOT nam'siTi. ToMy BiICTEKEHHS
3BEPHEHb JI0 KElIy Ta MPOMaxiB Kellly Ha 1HIIMX PIBHAX € 3aiBUM. TOX pe3toMyIOoun
MOJKHA CKa3aru, mo Oy BUOpaHi Takl XxapakTepucTuku: BrydanHs L1-I, mpomaxu

L1-1, Bnyuenns L1-D, npomaxu L1-D, BnydeHHs B pAJIKH 1 MPOMaxXu B PAIKH.

Buxopucrtaemo gemS [91] uist cumynsiii araku Ta HAJIAITOBYEMO apXiTEKTYypY,

Ha SKiM mpaioBatuMe MexaHisM. Cumynarop Mae OyTH HaJalITOBAaHUM JUIS
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peectpartiii BuOpaHux (yHKIIIH Mg yac MOACITIOBaHHS IporpaM. Y TO# Yac sk Moii,
MOB’sI3aH1 3 KelI-TlaM SITTI0, MOXKYTh PEECTpyBaTUCS gemS Oe3nocepenHbo, Moii,
noB’s13aH1 3 OypepoM psaKiB, HE peecTpyroThesi Ramulator, ikt BUKOPUCTOBY€THCS
IS MOZICITIOBaHHS OCHOBHOT nam’siti. Moayns Memory-Corruption, npencTaBieHHi
y JOAATKOBHUX (DYHKIIISIX MOYKHA BUKOPUCTOBYBATHU JUIsSI pEECTpallli 3BEPHEHDb PAIKIB
1 KOH(IIKTIB psiAKiB. Takok mapayiesbHO OyayTh MPAIFOBATH Pi3HI MPOTpaMU IS
3aITyCKYy, BKJIFOYHO 3 IpOrpaMaMH aTakd Ta TeCTaMH IMPOIYyKTUBHOCTI MaM’siTi, 100
MIJKPECTUTH KOMIIOHEHTH, Ha SIKI Takox Oyae cmpsiMoBaHa araka. L{i mporpamu
BUKOHYIOTBCS TIOCIIZJOBHO HAa OTHOMY 3MOZI€JIbOBAHOMY IIpoLiecopi abo nmapaienbHO

3 BUKOPUCTAHHSAM KUJIBKOX 3MOJI€JIbOBAHUX MPOIECOPIB.

3i0paH1 J1aHl I HaBYaHHS Ta TECTYBAHHSI BUTATYIOThCSA 3 BHXITHUX (haidsiiB
gemS B skl OyJI0 J0JaHO KaCTOMHI JIaH1 3 HE3aJeKHUX TECTIB Ha pealbHUX Yirmax
DRAM. 3apeecTpoBaHi 1nojii NepeTBOPIOIOTHCS Ha 3pa3ku (PIKCOBAHOI TPUBAIOCTI
Ta TPYMylThcs y BikHa (Oydepu ¢ikcoBaHOI TOBKUHU), TO3HAYEHI K aTaka abo
BIJICYTHICTh aTakd. J[Ba MOCIITOBHUX BIKHA YaCTKOBO MEPEKPUBAIOTHCS: Jpyra
MIOJIOBHMHA B N-TO BIKHA MOBTOPIOETHCS ISl IEPILIOT MOJTOBUHHM (N + 1)-T0 BiKHA aTakH.
KoedirieHT mepekpuTTs Mk IBOMa MOCIJOBHUMH BIKHAMH MOYKHA 3MIHIOBaTH 3a
O0axxanHsaM. [1oTiM BUIAIKOBUM YMHOM BHUOMPAIOTHCS BiKHA JJI1 HAOOpY JaHUX ISt
HaBYaHHS a00 JJ1s1 HA0opy JaHuX Juist TectyBaHHA. Kinbka moneneit ML HaBuaroTbcs
Ta TECTYIOThCS 3a JOMOMOTOI0 CXOXXKHUX HAOOpiB JaHUX, MO0 OIIHUTH 1 PIBEHb
BIIHOCHY MIBUAKICTh HaB4YaHHA. [1[00 BuOpatu momens Jisi KiHIEBOI peanizallli,
NOTPIOHO BPaxXOBYBaTH TOYHICTh, BUKOPUCTAHHS MaM’sITI Ta 4ac BUCHOBKY TIij] 4ac
po0OoTH B mIporpaMHOMy 3a0e3meueHHl. TakoK BaXXITMBO PO3YMITH HACKUIBKH Oyre
peanbHO 310paTu HaBYajdbHY BHUOIPKY ISl TOI UM IHILIOT MEpEXi, TaK SIK BEJIUKa
KUIBKICTh JAaHUX MOXKYTh MPOCTO OyTH HEJOCTYITHA Yepe3 BaXKKICTh ii 300py. Takox
1[e MOXKe OyTH HE JY»KE€ KOMEPIIIHO BUT1IHO, IO TEX € BAXJIUBUM (DAKTOPOM MPH

OLIIHIII HEHPOHHUX MEPEX IO OyIyTh BUKOPUCTOBYBATHUCH Y BETUKUX MacIITadax.
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Amnaparna interpamis. Komm wmomens ML HamamToBaHa Ta 37aTHa
kimacuikyBaTl BiKHA TOMIN SK Taki, IO MOXOASATH BijJf aTakKk YW Hi, il MOXKHA
peai3yBaTH SIK MEXaHi3M OHJIAafH-BUSBJICHHS B apXITEKTypi CUCTEMH. [HTerpoBaHMit
MEXaHI3M MOKa3aHO Ha PUCYHKY 3.6. PeanizoBaHuii MexaHi3M MOKHA PO3IVISAATH 5K

TPHU OCHOBHI CKJIaJIOBI:

1. amapaTHi JTIYAITLHUKH
2. 6ydepu cemruniB (mpoMixkHUH 2a 1 dhiHaIBHUH 2b)

3. HeMipoOHHA Mepexa

L1-D~ | O I 025 ﬁﬁ -% (3
‘e = - 9 (k)
L3—H ‘ 0[1]5 @ No attack)

| LLC | ' gﬁ :
| DRAM F

Pucynok 3.6 — Interpartis mexanizmy BusiBiieHHs RowHammer B DDR Ha ocHOBI

MAallTMHHOT'O HABYaHHSs

AmapatHi JIYWIBHUKK O€3MOCEePEHhO I1HTETPOBAHI B apXITEKTYpy Ta
MiapaxoBytoTh BUOpaHi nomii. Koxkue sipo mae okpemuii HaOlp TIYMIBHHUKIB IS
MIIpaxyHKy Mol nomnajnanb 1 npomaxiB Ha L1-1 ta L1-D. JliunnsHUKH peryaspHO
3YUTYIOThCS, KOMIIOIOThCS B Oydepu Ta ounmarorbes. Ilicnms toro, sik Oydepu
3al0BHEHI, BOHU KOMIIOIOTHCS y BXIAHUI Oydep HEHPOHHOI MEpexi Ta 4aCTKOBO
OYHIIAIOTHCS BIAMOBIIHO 0 KOe(]IIli€eHTa MEPEKPUTTS MIXK MOCI1TOBHUMHU BIKHAMH.
PeanizoBana HeliponHna mepeska 00po0Oisie cBiit Bxiguuit Oydep 1 kimacudikye mpoiiec

K TPOLeC HOPMAJIBHOI MOBEAIHKHA 200 HEHOPMAJIBHOI.

I[J'ISI CIIPpOIICHHA HAaBUaHHA Ta TCCTYBAHHSA MO,ZIeJ'Ii MAaIllMHHOT'O HaBYaHHA BCEC

Oyle BHUKOHYBAaTHCh O€3MOCEPEIHhO HA OJHOMY IOPTATHUBHOMY KOMIT IOTEpI 3
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nporecopoM Intel® Core™ 17-8565U @ 1,80 I'T1, 16 I'b oneparuBHOi mam’sITi mij
kepyBanHsM Windows 10 Bepcii 19042. Cumynsiiisi CHCTEMH 3a AOMOMOTOI0 gemS
Oyne BUKOHYBaTucs Ha cepBepl . Kijibka CHCTEMHHUX apXiTEKTYp BUKOPUCTOBYIOTHCS
JUISI CTBOPEHHS HAOOpIB JaHUX, MO0 30UIBIIMTH PI3SHOMAHITHICTh BXIJHUX
mapameTpiB Ta cueHapiiB. Koudiryparii Bxmrodarore ogumH abo nsa [I1, mro
nmpaiooTh Ha dactori 1 [Th, 3 BukopuctanHaMm BkiIrodueHuX kiaci LII1
TimingSimpleCPU, skxi BpaxXoBylOTh TaWMIHTHM KOXKHOi IHCTpyKwii, abo
DerivO3CPU, sxuit, KpiM TOTro, MOK€ BUKOHYBATH M103a4€proBe BUKOHAHHS KOMaH]I
araku. Cuctema BukopuctoBye aBa 32 Kb kemry L1 na HII (omun L1-D i oqun L1-
I), onun rmodansHuM ke L2 512 Kb 1, Hapeiti, DDR4 DRAM na 2400 MI'1i, sikuii

00po0Oisie Ramulator [65] sik ocHOBHY 1aM’AThb 13 0OMexeHHsM Ha 30epiranus 4 I'b.

[I106 3reHepyBaTH HAOOPH TaHUX, MU BUOPAITU JIB1 pi13H1 MPOTPAMU JIJIs 3aITYCKY
Ha 3MOJenboBaHuX cucrteMax. llepma nporpama - ne tect STEAM, sikuil BuMarae
Benukoi KuibkocTi mam'sati [101], dyepe3 Te mio #oro sikpa3z i 3poOJIeHO st
TECTyBaHHS MPOJYKTUBHOCTI Mam’sATi. [lpyra mporpama — 1€ KOMOiHaIli aTaku
RowHammer 13 goBiapHUM jgocTynoM 10 mnam ati. Araka RowHammer Oyne
IPEACTABISATA COOOK ITMKJI BUKJIMKIB Tam’sTi 3 JjictuHry 1.1, a Bumaakosi
3BEpPHEHHs [0 mam’sTi 3anucadi B JjictuHry 3.1. ¥V upomy koai ¢ynkuis rand()
BUOMpae BUMAAKOBY ajpecy B Mexax a 218- macupy OaiftiB. OOuaBa IUKIH
BUKOHYIOTBCS 110 4ep31 KUTbKa pa3iB 13 BUMAKOBOIO TPUBAJICTIO (/1€ MaKCMMalbHa
TPUBAJICTh Y 5 pa3iB MEPEBUILYE MIHIMAIbHY TPUBAJICTh), IPUUOMY KOXKEH 3 HHUX
3aiimae nipubnau3Ho 50% 3aranpHoro yacy BukoHaHHA. | Tect STEAM, 1 mporpama
IUI aTaku/JOBUIBHOTO JOCTYIY € MporpaMaMu, siki moTpeOyroTh OaraTo mam’Ari,
TOMY MOJIEJTb MAIIMHHOTO HaBUaHHS MOBWHHA OyJe po3Mi3HaBaTH MIA0JIOHU aTak, a

HE JIMIIIE TPOTpaMHu, siKi MOTpeOyroTh 6araTo mam’sTi.

mov rand(), %eax ; put a

mov (%eax), %ebx ; read wvalue

Jmp rand_loop ; restart
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Jlictunr 3.1 - [{uka 10BUILHOTO TOCTYITY A0 Mam'siTi Ha X86 apXITEKTypi

Jlist paitry sxypHay MOJETIOBaHHS MH TeHepyemo 3pa3ku 1o 100 He koxeH,
aki rpynyemo y 100 10-mikpocexkyHnHux BikHa 13 50% MepeKpUTTIM MIiX
MOCIIITOBHUMH BIKHAMHU JTOCTYIy: ocTaHHI 50 3pa3kiB 3amMHCaHUX BIKOH JOCTYITY
MOBTOPHO BUKOPHUCTOBYIOTHCS sIK mepii S0 3pa3kiB HacTynmHOro BikHa. [Iporpamumii
JIYUIBHUK Ha BUXO1 BUKOPHUCTOBYETHCS JIJIs1 Kiacu]ikaii KOXKHOTO BIKHA SIK Take,

[0 BUKOHYE aTaKy 1 € 3arpo3010, YH Hi.

Sk Oyno ommcaHO BHUILE BUIPOOOBYIOTbCS Tpu pi3dHI mozaemi ML: Jlosra
kopotkouacHa nam’sTh (LSTM), Bararomaposuii nepuentpon (MLP) 1 3ropTkoBa

HeliponHa Mepexa (CNN).

Moneni MaliMHHOTO HaBYaHHS OynyroThes 3a qonomororo Keras [103], MoBorO
Python, npencraBnenrmu B dictunry 3.2, 3.3 1 3.4. V nux cnuckax n_timesteps =
100 kinbKICTB 3pa3KiB Ha BIKHO araku, 1 n_features = 6 11e KIJIbKICTh p13HUX (DYHKIIIH,
3apeecTPOBaHUX gemS 1 BUKOPUCTAHUX SIK BXIJHI JaHl. Yci Tpu Moxeini OepyThb
n_timesteps x n_features 3paskiB sik Oydep MaHMX Ha BXil 1 Mae 2 BUXOAH

("BimOyBaeThcs araka' 1 "araka BiACYTHS").

1 model = Sequential ()

2 model.add(LSTM(100, input_shape=(n_timesteps,n_features)))
3 model.add(Dropout (0.5))

1+ model.add(Dense (100, activation="'relu'))

5 model.add(Dense(n_outputs, activation='softmax'))

¢ model.compile(loss='categorical_ crossentropy',

7 optimizer='adam', metrics=['accuracy'])

Jlictunr 3.2 - Kog Python anst ctBopenns moaeni LSTM



1 model = Sequential ()

2 model.add(Permute((2,1), input_shape=(n_timesteps,

3 model.add(Dense(n_timesteps // 2))
¢+ model.add(Flatten())

5 model.add(Dense (128, activation="relu"))

¢ model.add(Dense(n_outputs, activation="softmax"))

7 model.compile(loss='categorical_ crosse
8 optimizer='adam', metrics=['ac

ntropy',
curacy'])

Jlictunr 3.3 - Kox Python nns crBopennst moaeni MLP

1 model = Sequential()
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n_features)))

2 model.add(ConvlD(filters=64, kernel_size=3, activation='relu',
3 input_shape=(n_timesteps,n_features)))
4+ model.add(ConvlD(filters=64, kernel_ size=3, activation='relu'))

5 model.add(Dropout (0.5))
s« model.add(MaxPoolinglD (pool_size=2))
7 model.add(Flatten())

s model.add(Dense (100, activation='relu'))
s model.add(Dense (n_outputs, activation='softmax
1w model.compile(loss='categorical cross
11 optimizer='adam', metrics=["accuracy

Jlictunr 3.4 - Kon Python nns crBopennst monent CNN

Hapuanus BigOyBaeThcs B ABOX PEKHMax, IO € 1ICHTUYHUMHU 10 PoOOTH B

peanbHUX KOMI t0TepHUX cucTteMax. [lepeBipka Takox Bi1OyBa€eThCs 3a IOMOMOTOIO

Ha0OpiB JaHUX, CTBOPEHUX 32 JOIIOMOTOI0 CUMYJIALIIT apXITEKTYPH B YMOBAX KIIHKOX

BH/I1B HaBaHTakeHHs maMm’ 11 DDR:

o [30/1bOBaHE BUKOHAHHS: OAHOYACHO BUKOHY€ETHC JIMIIC OJHA IIporpamMa,

o IlapanenbHe BUKOHAHHS: JIB1 IPOrpaMu BUKOHYIOTHCS IMapajesibHO Ha JIBOX

3MOACIIbOBAHUX Aapax.

106 po3mmput HaOOpH JaHUX, OOMIBI KOH]Iryparli 3amycKaiucs K Ha

[EHTPaIBHUX TPOIEcOpax 3 MOCIIOBHOIO apXITEKTypoOlo, TaK 1 Ha mpolecopax 3

M03aropsIKOBUM BHUKOHAHHSIM KomaHA. Lle mo3Bomsie OMIHUTH e(PEeKTUBHICTD

MOI[GJ'IGI‘/JI MAaIlTMHHOT'O HaB4YaHHA B p13HI/IX CCPCAOBHIIAX, 4 TAKOK BpaxyBaTHU BILJINB

apXITEKTypPHUX OCOOJIMBOCTEN amapaTHOro 3a0e3MeUeHHs Ha pe3yibTaTd. TOYHICTh
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pI3HUX MOJEJIe, OTpUMaHUX I Yac IbOTo aHasidy, HaBeAaeHo B Tabmumi 3.3. Lli
pe3yibTaTH  JIONOMAararoTh  1I€HTU(IKYBaTH HaleQEeKTHBHINI  MOAENl JiA

KOHKPETHUX YMOB OOYHMCIICHB 1 PO3IIUPEHUX HAOOPIB TaHUX.

Yac o00poOku, 3a3HaueHuWd Yy TaOuuIl, BigoOpakae MPOMYKTHUBHICTD
MPOrpaMHOTo 3a0e3MeueHHs MOjee MamuHHOTO HaBuaHHS. KpiMm Toro, anami3
gacy oOpoOKH JJO3BOJISIE BUSBUTH MTOTEHITIHHI BY3bKi MICIISI, TIOB'SI3aH1 3 BAKOHAHHSIM
mozeneit. Hanmpuknan, muis koHdirypanii 13 mo3anopsIKOBUM BUKOHAHHAM KOMaH]
4acTO CIIOCTEPIraeThCsi MEHIIMH dYac OOpOOKH, OCKUIBKM TaKi apXiTeKTypu
JO3BOJISIIOTh  ONTHMI3yBaTH BHUKOHAHHS 3aBJaHb 3aBISKH OUIbII €(EKTHBHOMY
YIPaBIIHHIO NOTOKaMU 1HCTpYKILii. Llell ¢akTop € BaKIMBUM JJi11 BpaxyBaHHS Mij

yac BUOOpY miatdopmu Jisl BIPOBAKEHHS MOE MAIlTMHHOTO HAaBYaHHS.

Tabmuusg 3.3 — TounicTk 1 yac kareropuzaiiii ML Moxeneit

Tun moaeni Tounicts (%) | FP (%) | FN (%) | Yac Ha BUKOHaHHS
LSMP (i3omboBane) | 99,9447 0,0527 10,0026 | 236 MKC

LSMP (napanensna) | 99,8861 0,0902 | 0,0237 | 246 mkc

MLP (i301p0BaHa) 99,9824 0,0167 |0,0009 |7,5Mkc

MLP (mapanenbHa) 99,7675 0,2183 10,0142 | 6,9 mkc

CNN (i3ompoBaHa) 99,9851 0,0140 |0,0009 |40 mkc

CNN (nmapanesnbHa) 99,9715 0,0285 |0 53 MKc

TakuM dYWMHOM, OTpUMAaHI pe3yJIbTaTH HE JIMIIE OIHIOITh TOYHICTH 1
IIBUJIKOJIIIO PI3HUX MOJIEIICH, ajie i MiIKPECIIOITh BAKIUBICTD alanTalii Moaelei
710 KOHKPETHOTO amapaTHoro 3ade3nedeHHs. Lle 0coOmmBo akTyanbHO I71s peaabHUX
CHUCTEM, JIe 3aTpUMKa OOpOOKHM Ta TOUHICTh MOXKYTh BIIMBATH HA MPOAYKTUBHICTb 1

KIHIIEBUM JOCBiA KOpHCTyBauiB. Lle miaTBepIKeHHS KOHIIEMIi AEMOHCTPYE, IO
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MalllMHHE HABYaHHS MO)KHA BUKOPHUCTOBYBATH JIJIsl BUsIBIICHHs arak RowHammer i3
TpacyBaHHS amapaTHUX IMOMIA 3 BHCOKOIO TOYHICTIO. TUM HE MEHII, 11¢ PIlICHHS
BHUMarae BaKJIMBOI JOJIATKOBOT HAKJIQIHOT 001acTi maM’sITi JyIsl 30epiraHHs BX1JHOTO
Oydepa Ta MosIeIIi MAIIMHHOTO HaBYAHHS, 1 HE rapaHTye BUsBIeHHS BCix 100% arak.
{006 3pobuTH HOro KOHKYPEHTOCIHIPOMOXXHUM Yy TOPIBHSAHHI 3 HallCy4acHIIIUMHU
ANTOPUTMIYHUMH MeXaHi3MaMu BusBIeHHS RowHammer, Momeni mammHHOTO
HaBYaHHS Ta TPAaCyBaHHS HEOOXITHO TOJATKOBO ONTHMI3yBaTd, 00 3MEHIIWTH
HEOOX1JIHYy JIOJaTKOBY IlaM’ATh Ha 30epiraHHs HEHpoMepexki s 30epeKeHHs

HamnpsIMy Ha KOHTPOJUIEP1 am’ SITi.

[{ikaBo, 110 B Mail0yTHbOMY PIIIEHHS] HA OCHOBI MAIIMHHOTO HABYaHHS MOXYTh
cTatu OUIbIl MPUBAOIMBUMH, HIXK PIIICHHS HA OCHOBI JYWIBHUKIB. JlilicHO,
aJITOPUTMIYHI KOHTP3aXOAWM HA OCHOBI JIYWIBHHKIB BUKOPUCTOBYIOTH KUIBKICTh
JYWIBHUKIB, 00EPHEHO MPOIOPLIHY OPOTy 30ypeHHs KOMIpOK mam’ATi. OCKUIbKI
¢b13uuHe HAOMMKEHHS MK KOMIPKaMH CTa€ BCE MEHIIIE 3 poKaMu [75], 11 KUIbKICTh
TYWIBHUKIB Oyle NPOAOBKYBaTH MPOMOPLIMHO 3pocTaTd. A 3 1HIIOTO OOKY,
KOHTP3aX0/Ii Ha OCHOB1 MAIlIMHHOTO HAYaHHsI HE Oy/lyTh MacIITa0yBaTUCs 0OEPHEHO

MPOIOPIIIITHO 3HMKEHHIO TTOPOTY akTuBallii 30ypennss RowHammer.

3.3.2 llopiBHSIHHSA 3aiiHATOI MaM’ATI

Tak sk JaH1 MepeXi MarOTh BUKOPUCTOBYBATHUCH B HU3bKOPIBHEBUX CHCTEMAX
BaYKJIMBO PO3YMITH iX (Di3UYHI pO3MIpU B €KBIBaJIEHTI 1lam’ siTi. Uum MeHIuM Oyjie
pPO3MIp OTpUMAaHOi MOJIENl, TUM Kpallle. 3BICHO TaKOX MOTPIOHO BPaXOBYBATH IIHY il
PO3IIMPEHHSI, TOOTO UM cucTeMa Oyzie TapHO PO3IIMPIOBAHOIO B YMOBAX 301JIbIIICHHS
bytrnpunTy nam’sti. O0cAr 3aiHATOI MaM’ATI BUSHAYAETHCS KUTHKICTIO TTapaMeTpPiB
MOJIeTl Ta THUM, SK III mapameTpu 30epiratothesi. [lapamerpu HelipoMepexi
30epiraroThCsl y BUIIISIII YMCET 13 TIEBHOIO TOYHICTIO, 3a3Buuai 32-01THi (4 OaiTn)

a00 16-01TH1 (2 OaiiTH) 3HAUCHHS 3 TJIABAIOUOI0 KOMOIO.
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3aranpHui  00CST TaM'sTi, SIKUA BHUKOPUCTOBYE HEMpoMepeka, MOXKHa

o0urcIuTh 32 GopMyIIor0:

NParameters X BParameter (3_29)

3aiigaTra nam'atb (MB) = 10242

Nparameters — 3arajbHa KUIbKICTh TapaMeTPIB y MOJIEIII, pO3paxoBaHa sIK CyMa

napaMeTpiB KOXKHOTO IIapy.

Bparameter — KUTBKICTH 0aiTiB, HeoOXiMHA 11 30epiraHHs OJHOTO TapaMmeTpa

(4 6anitu s float-precision 32 a6o 2 6aiitu qis float-precision 16).

[Ipu upoMy [ po3paxyBaHHS KIJBKOCTI IMapaMeTpiB BUKOPHUCTAEMO

popmymy:

Nparameters = depthn X (kernelwidth X kernelheight) X

(3.30)
X depth,_,; + depth
depth, — KinbKicTh GiALTPIB y MOTOYHOMY IIApi.
depth,_; — xinbkicts GineTpiB y monepenHboMy mapi (ab0 KiIbKicTh

KaHaJ1B BX1JIHUX JAHUX).

kernel,qn, Ta kernelyeign: — pO3MIp AApa 3rOPTKH.

Honanok depth BpaxoBye 3HaueHHs 3cyBY (bias) s KO)KHOTO (PiIbTpa.

Po3mip mam’sTi 3HAYHOIO MIpOIO 3aJIeKUTh BiJ 0OpaHOro (opmary 4YHCel.

Buxopucranus 32-6iTHuX umcen i3 miaBarouoro komoro (FP32) € cranmaptaum y

OaraTtboXx Helpomepekax, ajie JJisg 3MEHILIEHHs 00CcATy MaM’ATi MOXKHA NIEPeUTH Ha

16-6itHi 3HauenHs (FP16). Hampuknan, skmo Helipomepexka mae 1 MimbiioH

napameTpiB, nam'ste 11t FP32 Gyne:

MemoryFP32 = 1,000,000 - 410242 ~ 3.81 MB
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toml sk g FP16:
MemoryFP16 = 1,000,000 - 210242 ~ 1.91 MB
Takoxx okpiM mapameTpiB MOJIEN1, Ha 3alHATY MaM’SITh TAKOXK BITUBAIOTh:

o Buxopucranns TtumuacoBux OydepiB s 30epiraHHs NPOMIDKHUX

pe3yabTaTiB O0UHCIICHb.

o I'pamienTH mig yac HaBYAHHS, K1 TaKOXK 30epirarotbes y dhopmari FP32 a6o

FP16.

o [laM'aTh 11 BXOMIB 1 BUXO/IIB, SIKA 3aJICKUTH Bl pO3MIPY BXIJIHUX JJAHUX Ta

00paHoi apXITEKTYpH.

Po3paxyemo QyTnpuHT mna s nepiioi Mexkenl apxitekrypu LSTM, sika
Ipairoe 3 PEeKypeHTHUMH OOYUCICHHSAMHU. [[1s KUIBKOCTI MapamMeTpiB TYT

BUKOPHUCTOBYIOTH (POpMyITy:

NParameters(LTSM) =4 X (ntimesteps X (nfeatures + 1lltimesteps) + ntimesteps)

Takum 4YMHOM OTPUMAEMO:
Nlpgrametersursmy = 4 X (100 x (6 + 100) + 100) =
=4 X (100 x 106 + 100) = 4 x 10700 = 42800
Jlomamo mapaMeTpu MOBHO3B SI3HUX IIAPIB:
N2parameterscersmy = 100 X100+ 100+ 100 X 2 + 2 = 10202
CymapHo:
Nparametersarsmy = N1 + N2 = 42800 + 10202 = 53002

Ham 3HaiimemMo GyTOpuHT 175 0araromiapoBOTO TEpCenTpoHa. Y IIid
apXiTEeKTypl BiJCYTHI 3ropTkoBi mapu. [lapameTpu OOUMCIIOIOTHCS TUIBKU IS

ITOBHO3B I3HUX IIIaPiB:
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Dense-map 1:

N1pgrametersceery = 100 X (100 + 1) = 100 x 101 = 10100
Dense-map 2:
N2pgrameterscpery = 128 X (100 + 1) = 128 X 101 = 12928
Dense-map 3:
N3parameterscpery = 128 X (2 + 1) = 128 X 3 = 384

CymapHo:

Nparameters(pery = 10100 + 12928 + 384 = 23412

Hust  ¢dinanbHOro ob6uucnenHss CNN  HelipoMmepexi crno4arky HOTpPIOHO
OOYMCIIUTA PO3MIP 3rOPTKOBHX IIApiB. 3aCTOCYEMO BIANOBIAHY (QOpMyny s

oOurcnenns nmapamerpis 3.30.
Convl1D, ap 1:
Nlpgrameterscnn) = 64 X (3 X 6) + 64 = 64 X 18 + 64 =
= 1152+ 64 = 1216
Convl1D, ap 2:
N2pgrameters(cnn) = 64 X (3 X 64) + 64 = 64 X 192 + 64 =
= 12288 + 64 = 12352
Dense Illap micns Flatten mapis:
N3parametersccnny = 100 X (flattenedg;,, + 1)

SIKI0 BX1JTHI 1aH1 Niimesteps= 1 00 miciist MaxPooling (3 pool size=2) 3anumunrtbes

50, To0TO:

flattened_size = 50 X 64 = 3200
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N4pgrameterscenn) = 100 X (3200 + 1) = 100 x 3201 = 320100
Buxigauit map:
N5pgrameterscenny = 100 X (2 + 1) = 100 x 3 = 300
CymapHo:
Nparametersccnny = 1216 + 12352 + 320100 + 300 = 333968

Tox ¢iHampHE 3HAYEHHA 3aMHATOI MaM SAT1 MPEAICTaBICHUMH HepoMepexamu
MO>KHA 100aunTy B Tabmuil 3.4. Ik 6auumMo nepcenTpoH € HaWMEHIIIOI0 MEPEKEIO,

IIpu IOMY TpHUMaArO4u Apyre MiCI_[C 3a TOYHICTIO BU3HAYCHHS aTaKHu.

Tabmuis 3.4 — [1am’ga1e 3aitagra ML monensimu

Tun moznemi Kinbkicte mapameTpin Zaitasita nam’sth (KbB)
LTSM 53002 207.38

Perceptron 23412 91.45

CNN 333968 1304.56

3.4 MogeJib 3aXHCTY HA OCHOBi YaCTOTHOI'0O MaCHBY

Jlommoku 3axucHI MexaHi3MH Bl RowHammer Ha 0CHOBI JIIYMIIEHUKIB HaJaIOTh
HaWKpallly TapaHTiio 3axXucTy. L1 pilieHHs] BUKOPUCTOBYIOTh JIYMIBHUKN aKTUBAIi
PAIKIB JJIs BUSBJICHHS pAJKiB-arpecopiB. Ha BiAMiHY BiJl IMOBIpHICHHX PillIEHb, TaKi
METOAM MOXKYTh 3alIPOIIOHYBATH TapaHTOBAHMM 3aXUCT BiJl 3MiH OITiB, KOJIM arpecop

3aBk M Oyzie BUSIBJICHUH 70 TOTO, SIK aTaKa MOIIKOAUTh BaXKJIMBI JTaHi.

JIist BpaxyBaHHSI MEPIOANYHUX OHOBJIEHb PsAAKIB DRAM niuuibHUKH B yCIX
METOJIaX 3aXUCTy HEOOXITHO mepiogndHo ckupatu. OpHaK Take MepioanydHe
OHOBJIEHHs BCiX psinkiB DRAM He BinOyBaeThCs OAHOYACHO, SK I1€ CTAETHCS 3 X

mymiIbHuKaMHu. OHOBJIICHHS pOSHO}IiJ’IHIOTBCH KOPOTKHMMHU IIMATOYKaAMHU trRrc KOXKEH
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trerr. AJIe OCKIJIBKM KOHTpOJIEp Mam'siTi He 3HA€, SKUM PSAIOK 3apa3 OHOBIIOETHCS,
CKUJaHHS JIYMWIbHUKA HE MOXHA CHHXPOHI3YBaTH 3 BJIIACHE OHOBJICHHSM psIZKa,
JOCTYH JIO0 SIKOTO BIH MOHITOPUTBH. Y peE3yJbTarl OUIBIIICTh ICHYIOUMX METOIIB
BUSBIICHHS Ta 3axXUCTy Ha OCHOBI JIYWIBHHUKIB CKUAAIOTh YyC1 JIYMIBHUKA
OHOYACHO, KOK€H pa3 trprw. Lle Mae MeBHI MpsiMi HACHIIKH IS PO3POOKHU

KOHTP3aXO/I1B.

OckUIbKU OUTBIIICT JIYUIBHUKIB HE CKUJAETHCS CHHXPOHHO 3 OHOBJICHHSM
psiKa, arpecop MOK€ BHUKOPHCTOBYBATH IO 1H(OpMALiIO sl HALIJTIOBaHHS Ha
PSAAKY, YU JITYUIBHUKY OyIyTh CKUHYTI B CEpPEUHI aTaKu, OKH PsIIOK HE OHOBJIEHO,
0 TpU3BEAE A0 aTaku, ska He Oyle 3acBilueHa KOHTp3axoioM. Pucynok 3.7
UTIOCTpy€ aTaKky Ha pSIOK, KWW HE OHOBIIOETHCA CHHXPOHHO 31 CKHJIAHHSIM
muuiapHUKIB. Ha 1bOMy ManmiOHKy OHOBJEHHS B PO3NIIHYTOMY pSAKY HE
CUHXPOHI30BaHI 31 CKUJAHHSAM JIYUJIbHUKIB. TakKMM YUHOM, KOJH JIYWJIbHUKU
cKuaaroThes, (paktnyHa KuibkicTb ACT psaka nepeBulllye 3HAYEHHS JIIYUIIbHUKA.
SIKIo mij 4ac aTaku Led psIOK BUKOPUCTOBYETHCS SIK arpecop, KOiau (paKTUUHUN
nigpaxyHok ACT psaka nepeBully€e Ary, 3HaYCHHS JIYWIbHUKA Oy[Ae HUKYUM Bij
(bakTUYHOTO MiAPaxyHKy, OCKUIBKK HOTo Oysl0 CKHHYTO Tij 4Yac araku. Y LbOMY
BUIAJIKy araka He Oyne BuUsiBJIeHA. ICHYIO4l MEXaHI3MHU BUKOPUCTOBYIOTH KIJIbKa
MeToiB, 100 BpaxyBatu ued ¢akt. Hanpukinan, BlockHammer [57] Bupimrye
MOJIBOITH BECh MEXaHI3M 1 MO 4ep3l CKUJaTH JTiuniabHuKH, a Graphene [60] giuTh
MOPIr BUSABIICHHS Ha 2, OTKE€, BUKOPUCTOBYOUYH BJIB14l O1IbIIIE TOYATKOBOI KIIBKOCTI

JHYUIbHUKIB
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Pucynok 3.7 — EBosnronis Ti4MJIbHUKA TOCTYIY P HECUHXPOHHOMY OHOBJICHHI

—— ACT na JYWILHUKY ' ACT nicis OHOBIICHHS

3anponoOHOBaHWA MEXaHi3M BHSBJICHHS Ha OCHOBI YaCTOTHOTO MAacCHBY
0asyeThes Ha noeaHaHH1 TiuniabHUKIB ACT Ta ominku iX yactotu. [Ilo6 cnpoctutH
JEMOHCTpaLll0, MU TIPUIMYCKaeMO, 1110 JJisi BUKOHaHHS 2 ACT 3aBxau 3Ha00UTHCS
SKUNUCH (DIKCOBAaHUM Yac, HaBITh AKIIO MK HUMU BUJAETHLCA MEPIOJUYHA KOMaHAA
REF, To6T0, MU OyieM0 pO3mIIsiIaTH JIMIIE Yac, MIPOTITOM SKOTO Ha MaM'siTb MOXYTh
OyTu BHUJIaH1 KOMaH11 akTuBalii. Hexai B 6aHKy mam’siTi MOXKYTb OyTH 3po0iieHi N
KOMaH]| aKTUBALlll TIPOTATOM fzgrw . 3 YpaxyBaHHIM MOPOTY 30ypeHHS gy, OCKUIBKH
JIBa CYCIJIHI PSJKHU KEPTBU MOXKYTh OyTH BUKOPUCTAHI JUIsl MOTO TMOIIKOMKEHHS,

HeoOxiaHa KitbKicTh ACT Ha psaioK, 1100 BUKJIMKATH 3MiHY OITiB, CTAHOBHUTD
_ TRH
Apy = — (3.31)

Toni KITBKICT PSAIKIB BUKOPUCTAHUX B ararli MOJKHA 3HAUTH SIK:

Nc
Ry =— (3.32)
ARH
Tomy cepenniit mepion mixk g8oma ACT Ha arpecopa He MOXe TIEPEBHUIIyBaTU
P = R X tre Ay ycmimHoi ataku. [HmmaMu ciaoBamu, sikino cepeaniit nepiogq ACT
psanaka mepeBuirye P, BiH He € arpecopom, OCKITBKH HE MOXE 3aBEpIIUTH aTaKy

MIPOTSITOM BiKHA OHOBJICHHS (trRerw ).
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[I{o6 BiACTEXYBaTH JIMILIE MOTEHIIIHOTO arpecopa, MM MOXKEMO BiJICTEXKYBaTH
JIMIIE PAJIKH, SIKI aKTUBYIOTHCS IOCUTH 4acTo, 1100 OyTu arpecopamu. Bincrexyani
PAIKM OyIyTh 30€pekeHi B TaOMuIIl. 3alucu TaOJIMIl CKIIAJalOThCS 3 MapH KITH0Y-
3HAYEHHS, /1€ K04 — II€ 1IeHTU(IKATOp psiaKa, a 3HAUYCHHS — Yac 3aKIHYCHHS
tepminy nii. [I{o0 BimcTexyBaTH JHIE YacTO AKTHUBOBAHI PAIKHA, MU MOXKEMO

BUKOHATH Takl Jii:

1. Konu psiaky Bunaetscst ACT Brepiiie, BUIIISEMO JIJIs1 HHOTO 3aIKC Y TaOIHUII.

Yac BUIAJICHHSA BCTAHOBJIFOEMO K f + P , e t e MOTOYHMH Yac.

2. SIK110 psIOK 3HOBY aKTHBOBAHO JI0 BHIAJICHHS, 30LIBIIYEMO Yac BUAJICHHS
Ha P . TakuM 4YMHOM B 3araJIbHOMY BUIJIsI/I1 HOTO Oyzie BCTAHOBJIEHO Ha f) + 1
X P, ne to 11e yac nepuioro J0CTymy A0 psJiKa B IbOMY trerw, a 71 11€ KUIBKICTh

pa3iB, KOJIM BiH OyB aKTMUBOBAHUU MICIISA KPOKY 1.

3. Ilicng mocsrHeHHs 4Yacy BHUJAJICHHS 3alUC MOXKHA MPUOMpATH 3 TaOIHIII.

Hogi komanau ACT y 1iboMy psiAKy pO3MOYHYTHCS 3HOBY Ha Kpolli 1.

BukopucToByour Leld METoJ, JMIIE Ti PSAAKU, SIKI aKTHBYIOThCSI MPUHANMHI
OMH pa3 3a KoxHUW P B cepenubomy Oyne 30epexeHo B Tabmuii. OmgHak
BIJICTEKEHHSI BCIX YAaCOBMX MO3HAUYOK B TaOJMII JJIA MEPEBIPKH MPOCTPOYEHUX
3Ha4YeHb 3aiiMe HaATO Oarato vacy. 3aMiCTh MOCTIHHOTO MOHITOPUHTY HOBI 3aIlUCH

CIOYaTKy HaMaraTUMyThCsl 3aMIHUTH MPOCTPOUYEHI.

[{s TexHiKa MOXKE BIJICTEKYBATU PSIIKH, SIKI aKTUBYIOTHCS JIOCUTh 4acTo, 1100
CTaTH YaCTUHOIO aTaku. EBOIIOIIS OHOTO 3amucy B TaONMII MPOUTIOCTPOBAHA Ha
pucyHnky 3.7. Ha 1iboMy MaJltOHKY YOpHAa JIiHisS MO3HAYa€ 4ac, 110 3aJUIIUBCS 10
Toro, sik Tabnuu 3a0yne 3anuc. ACT no3Ha4aroThCs 4epBOHMMU KOJIaMU, a IEP10AH,
KOJIM  PSIOK  HE  BIJACTEXKYETHCA  MEXaHI3MOM, TO3HAYAIOThCS  CIPUMH

NPSAMOKYTHUKaMU.
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PucyHnok 3.8 — EBodtoriis JiuniabHUKa Yacy B TaOIUIl JOCTYIY MPHU aTalli

MexaHi3M 3/1aTHUN BIJICTEKYBAaTU BCl PSIIM, SIKI aKTUBYIOTHCSI JJOCUTH 4acTo,
00 OyTu nmoTeHIiitHuMu arpecopaMu. OKpiM Yacy BUAAQJICHHS, JI0 3alUCy TaOJIHUII
JOJTAETHCS JIYUJIBHUK, 1100 BECTH MiJIPaXyHOK KIJBKOCTI aKTHBAIlid, SK1 Oyso
BUJIAHO [JIsl psiiKAa 3 MOMEHTY HOro jaojaBaHHs a0 TaOmuii. [ledt miumibHUK
HIIMATI3YETHCA ONMHUICI0, KOJHM 3alUC BUJLICHO, 1 30UIBIIYETHCS, KOJIU PSJIKY
Bupaetbcsi ACT. Konu 3amuc 3a0yBa€eTbesi, a MOTIM BUKOPUCTOBYETHCSI MTOBTOPHO,
TYWIBHUK Tiepe3amyckaeTtbess 3 1. [IpocTi aTakm MOXKHA BHUSBHUTH JIMIIE 34
JOTIOMOTOI0 IThOTO JIYMJIBHMKA: KOJIM JHYUJIBHUK HAOMMKAETHCS 10 TIOPOTY
BUSBIICHHS (* Agy) MU MOXXEMO BBaXKaTH PAJl arpecopoM 1 3amo0irTa 30ypeHHIo
JTaHUX OyIb-sIKUM CIIOCOOOM, HAIpPHKJIAJ OHOBJEHHSM PSAIAKIB YU OOMEKCHHSIM

JOCTYITy 10 TIaM’ STl aTaKyIOUHUM MPOLIECOM.

[Ticnst Toro, SIK PSAAOK BBAXKAETHCS arpecopoM, MOTO 3aluc MOKHA OYUCTHUTH,
o0 3BUTbHUTHU Horo. Lle mpamtoe mis atak RowHammer, ki peryisipHO BUIAIOTh
ACT cBoiM psnkam-arpecopam, 30epiraloud 3amuc y TaOnuIll, 301IbIIYIOUH

miamibHUK 1718 KookHOTO ACT, MOKM BiH HE TOCSATHE TOPOTY BUSBIICHHS.

B 1iboro npocToro mijaxoay € aBi mpoOiIeMu siKi TOTPIOHO JOJATKOBO BUPIIIUTH.
[To-niepiie, arpecop Moxe 3a0J0KyBaTH 3amuc B MacuB (mobmo 30epirarouu Horo
AKTUBHHUM, TOMY HEJIOCTYIHUM IS HOBUX 3alKCIB) MPOTITOM TPUBAJIOTO 4Yacy,

BUJIaI04YM BeNUKY KuUTbKicTh ACT, He Jocsiratoun mpy [ibOMY MTOPOTY BUsIBIIEHHS. Toi
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arpecop MOXKE BHUKOPHCTATH 4Yac, KOJIHM TMEpIIMiA 3amuc 3a0JI0KOBaHO, 100
3a0J10KyBaTl JAPYTHNA 3alliC 1 TaK Jdajli, M0 3PEIITOI0 BUMAara€e IyKe BETHKOi
KUIBKOCTI JITYMJILHUKIB 1 MOHITOPMHTOBUX MEXaH13MiB, 11100 YHUKHYTH OJIOKYBaHHSI

BCIX 3aITHUCIB arpecopoM.

{06 BUPIITUTH 1110 TIPOOIIEMY, MU MOXKEMO 3MIHUTH T€, IK MU OI[IHIOEMO PSIKA
SK arpecopiB. 3aMiCTh TOTO, 1100 MOKJIAIaTUCS JIMIIE HA 3HAYEHHS JIYUIbHUKA, MU
MOXKEMO IHTETpyBaTH YacTOTy akTHBaiii y Qopmyny BpaxoBytoun C 3HAYCHHS
JYUIIBHUKA, f,y, YAC BUIAJICHHS 3aMKCY,  TOTOYHUH yac 1 P MakcuMallbHa 3aTpUMKa
Mmix ACT psiaiB-arpecopiB, MOTEHIAT psAY sk arpecopa g araku RowHammer fzy

PO3pPaxXoBY€ETHCS 32 POPMYJIIOO

t —t
fay = C X exp (3.33)
P
3MiHy [IbOTO 3HAUYECHHS BIJIHOCHO JIIYMJIbHUKA MTPOUTIOCTPOBAaHA Ha PUCYHKY 3.8
[Topir mst fry Opu SKOMY PO3MIAAEMO P SIK arpecopa fry = Arm. SIKIIO psIAKY
arpecopa Bunaetscsi ACT yepes perynsapuuit intepBan At € [2¢zc; P), 3HAUCHHSA fry

MoxkHa oOuuciutu micis ACT 3a popmyroro:

to + cP — (t, + (c — 1)At) c(P — At) + At)
=cC
P P

frn =c¢ (3.34)

1ie tp 1€ Yac MepInoi KOMaHAW aKTHBAIlli, BUJAHOI pAJKY. SKIIO araka BHIae
ACT psaky sikomora noBiasHiIIe (At — P ), fry nocsrae Agy IS € = Cyaxe = Arn. 1
HaBnaku, ko ataka pugae ACT sknanmBuaiie (A¢ — 0), fry focsTae nopory Agrg.
TUISL C = Cyin = \/A_RH . TouHe 3HAYEHHS Cy,;; MOKHA OOUMCIIUTH SIK HaMMEHIIE IIijie

3HaueHHs C 110 33JI0BOJIbHSIE HEPIBHICTD frpy 2 Apy, 3 At = Aty =2 X tge.
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Pucynok 3.9 — 3mina 3HaueHb JIYMWIBHUKA Yacy Ta YaCTOTH B TaOJIHIIl JOCTYIY MIPH

ararl RowHammer

Hpyroio npobiemoro, sika MOXX€ BUHUKHYTH, € aTakd MPHU PO3JIUIEHHI, SK
MPOUTIOCTPOBaHI Ha pUCYHKY 3.9. Sk mokazaHo, arpecop 3a3BUuail BUKOHY€E MOBUIbHI
aKTHBAIlll, JOKU 3HAYEHHS HE HAOIM3UTHCA JIO JIIMITY, YeKae, MOKH 3alKiC 3HUKHE 3
Tabnuii, a notiM Bugae pemrty ACT nis aTaku MPOTATOM 4Yacy, IO 3aJIUIITUBCS
LUKy OHOBJEHHS trprw, II00 3aBEPIIMTH aTaKy HEMOMITHO. ATpecop MOBHUHEH
MEPEKOHATHUCS, M0 MK 3HUKHEHHSM 3alucy 3 TaOJuIll Ta 3aBEPIICHHSM I[HUKITY
OHOBJICHHSI TTPOMIIIO JOCTAaTHBO Yacy, o6 BugaTu Bci ACT, mo 3anumumiucs, 1moo

3aBCPIONTH aTaKy.

{06 ycynyTH 110 poGiemy, P MoxHa 301IBIITUTH Ta CKOPUCTATUCS TIEPEBArOI0
crocoOy oounciieHHs fry. Yum Oubiiie ATC BUKOHAHO B MEpIiii YaCTHHI aTaku, TUM
MEHIIIE Yacy Ma€ arpecop y Jpyriil yactuHi. BpaxoByroun, 1110 BUKOHAHHS L€ OJJHOTO
3aMmuTy A0 MaMm’4Ti y Mmepuiii 4yacTuHi 3aiiMe 4yac, crmiBpo3MmipHuil kiibkom ACT y
JPYTii 4aCTHHI, IIeplia YaCTUHA He MOBUHHA BUAATH 3aHaATo 6arato ACT, mo6 natu
ApyTid YacTuHI AocTaTHhO yacy Ay BukoHaHHa pemith ACT. I{o6 yHuKHYyTH
BUSBIICHHS Ha JIPYTii YaCTHHI aTaky, BOHA MOBMHHA CKJIAJATUCA 3 MEHIIE HIXK Crin
ACT. Jlng 3axucty BiJ aTak po3aUIeHHs 3Ha4eHHsI P Mae OyTH BCTaHOBIECHO TaKUM

YUHOM, MO0 IMCHIA 3aBepIIeHHS Ary — Cmin + 1 ACT mis mepmioi yacTwWHH Ta
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O‘IiKyBaHH}I BUJAJICHHA 3aIIMCYy 4acy, 110 3aJIMIIHUBCA, 6y.IIO HCOAOCTATHBO IJIA BI/II[a‘Ii

pemTH Cmin — 1 ACT. HoBe 3Hauenns P Mae 3a10BOABHITH HEPIBHICTH
P (ARH — Cmin T 1) + Atmin (Cmin - 2) = trerw (3-35)
OT1xe, MiHIMaTIbHE 3HAYCHHSI MOXKHA PO3paxyBaTH 3a (HOPMYIIOI0

p = trerw — Atimin (Cmin — 2) (3.36)
ARH — Cnin + 1

Takox BapToO 3a3HAYUTH, IO 3HAYCHHS Cpin € HAWMEHIIUM 3HAYCHHSIM
JIYUIBHUKA, JIJIS SKOTO OOYMCITIOETHCS HalMEHIIe 3HaYeHHS, IS SKOTO fry > Agrp.
OcCkinbKH 3HAYCHHS Cmin 1 P 3amekarh omHE BIJ OJHOIO, iX MOXKHA BH3HAYATH
iTeparliitHo, criouaTky oduuciouu P 3a qonomororo

Agrn
a TOTIM ITEpPaTUBHO OOYUCITIOYH Cmin 1 P, TOKM 3HAYEHHS Cmin HE

CTa01TI3y€ThCS.

BucHoBku 10 po3ainy 3

Otxe B jaHoMy po3aiii Oyio 3MOJEIbOBAHO Ta MPOAHATI30BAHO TPU MOJENI
JUTSI BUSIBJIEHHS Ta 3aXMCTy BiJ aTak Tuiy RowHammer. [lepmma 3 Hux nependauana
3MEHIIIEHHS JAeTaji3allii MiApaxXyHKy Ha PiBHI paHTy, IO J03BOJUJIO CYTTEBO
ONTHUMI3yBaTH BUKOPUCTAHHS MaM'sITl, SMEHIIUBIIHN 11 3aWHSTICTh JIIUUILHUKAMH JI0
67% y DDRS. lle pimenHs n03Boisie €(pEeKTUBHINIE BUKOPUCTOBYBATU PECYPCHU
KOHTpOJIepa aM'aTi, He 3HWKYIOYHM TOYHICTh BUSIBICHHS MOTEHIIMHNX 3arpo3. Kpim
TOTO, TaKa ONTHMI3AIlisl CIIPUSE 3MEHIIEHHIO €HEPTOCIIOKUBAHHS Ta MTOKPAICHHIO

3arajbHO1 MPOAYKTUBHOCTI CHCTEMH.
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Hpyra mojenb 6a3yBaBcsi Ha 3aCTOCYBaHHI METO/IB MAIIMHHOTO HABYaHHS AJis
BUSIBJIICHHS aTak, 30kpema BukopuctanHsi LSTM, MLP ta CNN monenei. byno
BU3HAYEHO, 1110 HaWKpaIlll pe3yJIbTaTh IpoAeMOHCTpyBaia moaeiab MLP, sika nocsria
touHocTi 99,7% mpu wyaci BusBneHHs 6,9 Mkc. lle cBiAUMTH TIPO BHUCOKY
e(eKTUBHICTh BUKOPUCTAHHS INTYYHOTO IHTENEKTY AJsl 3amoOiraHHs arakaM Ha
naMm'siTb B peadbHOMYy 4yaci. Bukxopucranus MLP Takox 103BoJiss€ cuCTeMI
aJanTyBaTUCS 10 HOBUX 3arp03 3aBISKH MOXKJIMBOCTI TIEPCHABUYAHHS HA aKTyaTbHIX
Habopax JaHUX, 10 3HAYHO IMIABUIIYE 1i HAAIHHICTh Y TOBFOCTPOKOBIH MEPCIICKTUBI.
Henonikom Takoro mijixoay € nmotpeda B 300pi 1 HABYaHHI HEUPOMEPEK1 Ha BEJIUKIN

KUTBKOCTI JJAHUX BIJIMOBIAHOTO THUITY Iam’sITi.

Tpets Mozens 0a3yBaiach Ha METO/I1 BUSIBJICHHSI HA OCHOBI YACTOTHOTO MAaCHUBY
B Content Addressable Memory (CAM), 1o npaiftoBaB IUIIXOM aHaJIi3y MOPOTOBUX
3HAYEHb KIJIBKOCTI JOCTYMIB 10 Mam'siTi, SIKI MOXYTh CIPUYMHUTHU 3MiHU OITIB, a
TaKOX KOHTPOJIO YaCTOTU IUX AOCTymiB. JlaHWI METOA MpencTaBisie BUPILICHHS
npobiaemu mpucyTHboi B Graphene 1 BlockHammer, a came HecHHXpOHHE
OHOBJICHHS JIYWJIBHUKIB. AJTOpUTM Mependadae 3amuc B MacuB PSAKIB JI0 SIKUX
BiIOYBCS JIOCTYI Ta 4Yac KOJW JlaHI 3 HHOTO MOXKHA BHJIANIATH, 0a3yrO4HMCh Ha
MOPOTrOBUX 3HAYEHHSX IS 3MIHU OITIB B IIpeCcTaBIeHOMY TuIll mam’ti. Kpim Toro,
TaKUWd MiOX1A J03BOJISIE 3HAYHO TOKPAIIUTH INBHIKICTH JIETEKTYBaHHS aTak,
OCKUTbKM 00poOka BinOyBaeThcs 0€3 HEOOXITHOCTI TPUBAIUX OOYUCIICHB, IO
XapaKTepHO JUIsl METO/IB Ha OCHOBI IITYYHOTO 1HTENEKTy. Hemomikom *k Takoro
MIXOMYy € HEOOXITHICTh Yy TOYHMX JaHUX IIMOA0 aTak Ha KOHKPETHUW THUTI
MIPEICTABIICHOI TIaM’sITi, TOOTO MPU BUXOJI HOBUX BEpCId mam’siTi MOTPIOEH Yac Ha

JTOCHIHKCHHS TIepe]] IMIIJIEMEHTAII€10.

OtpuMaHi pe3ysbTaTd MATBEPIKYIOTh, 110 3alpPONOHOBAHI MOJIENI MAaloTh
3HAYHUW TOTEHINAN ISl TABUIIEHHS €(QEKTUBHOCTI 3aXMCTy TaM'aATi BIJ aTak
RowHammer, 103Boist04M ONTHMI3yBaTH BUKOPHUCTAHHS PECYPCIB Ta TOKPAIIUTH

IIBUJKICTh 1 TOYHICTH JETEKTyBaHHsA arak. KokHa 3 HHMX Ma€ CBOi YHIKaJIbHI
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nepeBard, Mo Ja€ 3MOTYy aJanTyBaTH iX s BUKOPUCTAHHS B PI3HUX yMOBax.
[Tomanpiri oCHiIKEHHS MOXKYTh OyTH 30CepeKeH] Ha KOMOIHYBaHHI LIMX MOJIETIeH,
11100 TOCATTH I1Ie BUIOT €(PEKTUBHOCTI, a TAKOXK Ha IHTETpallii pO3IJISHYTHX IT1IX01B
y peasibHI amapaTrHi Ta MporpamMHi cucTeMu. TakuM 4WHOM, MpeACTaBiIeHa poOoTa
pOOUTH BaroMuil BHECOK y PO3pOOKY HOBHUX METOMAIB 3aXUCTy MaMm'sTi BiJ aTak
RowHammer Ta iXHIO MNpakTHYHy peami3allil0 B CydacHHUX OOYMCIIOBaJIHLHUX

CHUCTCMaAX.
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PO3/LIT 4.
MPAKTUYHE 3ACTOCYBAHHSI PO3POBJEHUX 3ACOBIB
3AXUCTY OBYHUCIIOBAJILHOI CHCTEMMU BIJ ATAK HA
MAM’SITH

4.1 (I)OpMyBaHHH OCHOBHHMX XapaKTCPUCTHUK TECTOBAHOI 00U CJIIOBAJIbLHOI

CUCTEMMU.

Po3poOmsitoun TexHiky 3amobiranHs RowHammer na peanpHuX cucremax,
BaYKJIMBO MTPaBWJIBHO OIIHUTH i1 3a 6ararbma myHKTaMu. L{e 103BoNuTh MOpiBHIOBATH
il 3 ICHYIOUMMH MPOIMO3UIISAMHU, MOKpAIlyBaTh ab0 BUIIPABIATH HEIOJIKH, SKILIO
HeoOX1/IHO, 1 HaJAIITOBYBAaTH ekl mapamerpu s ontumizamii. 11lo0 ouinutu
YCHIIIHICTB 3aXUCTY CUCTEMH Ta BapTICTh 3MEHILIEHHS MPOIYKTUBHOCTI, IPOIO3UIIIL
II0/I0 3aXUCTY MarOThb BUKOPUCTOBYBAaTH IJIAT(OPMH OILIHKH, SIKI T€HEPYIOTh TaKi
NOKAa3HUKH, K 4acTOTa BUSABJIEHHS XUOHO-o3UTUBHUX (FP) 1 XuOHO-HEraTMBHUX
(FN) pe3ynbrari, a Takox €Kl cnenu@iuHi METPUKH, MPUTAMaHHI JIUIIE aTaKaMm
taurmry RowHammer, sk Hampukmaa KidbKICTh JOAATKOBHUX OHOBJICHb I1aM’sITi,

KUTBKICTh 3aMiH PSAKIB 200 KiJTbKICTh BUSIBJICHUX arpecopis.

HagiTb K110 MpOono3ullli 111010 3aXUCTY Ha OCHOBI MPOTPaMHOTO 3a0€3MeUeHHS
HE TMOTPeOyIOTh >KOMHUX MOAMQIKAIIN amapaTHOro 3a0e3MEUYeHHS IS 3aXHUCTY
CUCTEMH, TEHepallii IMX IMOKAa3HWKIB BCE OJIHO BHUMAarae po3poOKu MiaarGopmMu
OLIIHKM, $Ka MICTUTh HEOOXIJHI 1HCTPYMEHTH HJisi iX MOHITOpUHTY. J[leska
iH(pOopMarlis Ipo 1maM’ATh HE BiJIOMa IIPOIIECOPY, 1 AKIIO aralll BAACTHCS MOIIKOAUTH
OJIMH OIT y 1mam’sITi, HEMA€ rapaHTii, 110 3M1HA Ta CIOTBOPEHH: O1TiB Oyzie BUBHAYEHO
miJ 9ac TeHeparlii MeTPUKU OIIHKU. 3 1HIIoro OOKy, amapaTHi MPOMO3UIli 11040
3aXHUCTy Ta 3MEHIIEHHS HACHIKIB 3aBXKId MOTPeOyBaTUMYTh peaiizaiii B
apXITeKTypl, W10 MIJJISra€e OLIHII BXE HAKJIaQAHUX BUTpPAT Ha po3poOKy Ta

MO (IKALIIO s BKE ICHYIOUHMX TaK 1 MaiiOyTHIX MOAYJIIB ram’ sITi.
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[ITo6 HaIe’)KHUM YMHOM OIIIHUTH MPOIIO3UITIT 11010 3aXUCTY, TIaTGopMa OLIHKA
MOBMHHA MaTH MOKJIUBICTh BUKOHYBATH Cy4YacCHI aTakH, siki BAMAararTh MOBHICTIO
pob60Yoi omepariifHoi CUCTEMH 1 IIporpaMaMM B Hil ( 1100 TeCcTyBaTH HaIpPHUKJIIAL
aTaxu, AKi MOXXYTh BUXOJUTH 13 MCOYHHUIII BeO-Opay3epa) mi yac BUKOHAHHS TaKOX
MOTPiOHO TIepemraBaTi BCIO HEOOXiMHY iH(OpMAIli0 B CEpEIOBHII, OIU3BKOMY 0

CITOKUBYHUX CHUCTCM.

Po3pob6ka Ta BUTOTOBJIEHHSI HOBUX IHTETPAJIbHUX CXEM JIJIs1 KOYKHOI 1Tepartii I
gac po3poOku MeTomiB 3axucTy Binm RowHammer matnme BenmmdesHi (piHaHCOBI Ta
4acoBl BHUTpaTtu. B TecTyBaHHI MOAYJIB MaM’sTi y BEIUKHUX MacliTadax Mu
noknaganuch Ha FPGA [93], 100 emyntoBaTH KOHTPOJIEp MMaM’sTi, BIPOBAIKYIOUH
araKyBaJbHI aJITOPUTMU, 100 NEPEBIPUTH iX HA ICHYIOUMX CYyYaCHHUX CHUCTEMax Ta
nam’siti DRAM. Takox 11e Mae mepeBary B TOMY, IO TaKWil ceTall JTy>Ke€ TOYHO
BIJINOBIJIa€ pEajJbHUM CHCTEMaM, BOJHOYAC MPONOHYIOYM BHCOKY MOAYJBHICTH 1
HUBBKUN MUK PO3pOOKH [JIsi CTBOPEHHSI METOAIB 3axucTy. O/HaK SK MporpaMHa
peaizailisi B peajJbHUX CUCTEMaxX, Tak 1 anaparHa peanizailis Ha FPGA ctukaroThes
3 TUMH X oOMexeHHsMU. [lo-nepiue, BHYTpilHE po3ramryBaHHs OaHkiB DRAM
HEBIJIOME KOHTpoJiepy mam’sti. [Ipomo3uiii moao 3axucTy, siki BUKOPUCTOBYIOTh
OHOBJICHHS TIOCTPAXKIAINX PSJIKIB, HE MOXYTh 3aXUCTUTH ITaM’SITh, OCKUTEKH BOHU
HE MOXYTb 3HATH, SIKI CYCIJHI PSIAKM NOTPIOHO OHOBUTH. [lo-apyre, HEOOX1IHICTD
TECTyBaHHS HA ICHYIOUUX MOMAYJIAX IMaM’ATi € TPOOIEMOI0 TIPU PO3MIISLAlI MaitOyTHIX
TEXHOJIOT1M maMm’aTi, Takux ik DDRS, a0 HOBUX €HEproHe3aJeKHUX Mam’sTi, sKi

MOTEHIIIHO Yy TIMBI 0 pi3HOBUIB aTaku RowHammer [62, 63].

OcTaHHIM PIIEHHSM TSI ITOTO € BUKOPUCTAHHS CUMYJISITOPIB, /1€ MH MOXKEMO
CUMYJIIOBATU Ccy4acHl a0 MaiOyTH1 apXITEKTypu 3 aKTyaJlbHUMH YillaMu Iam ATi
a060 3 MaitObyTHiMU TexHoJorisiMu. CydacHl MPOIMO3MINT MO0 3aXUCTy BiJ aTak
HamaM’siTb BUKOPHUCTOBYIOTh pI3HI 1HCTPYMEHTH MOJCIIOBAHHS JJIA OI[IHKA
eextuBHocTi. Hampukmaa: Graphene [60], TWiCe [64], ProHIT [49]

BUKOPHUCTOBYIOTh CUMYIIATOP MIKpoapXiTekTypu x86 McSimA+ [73]; BlockHammer
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[57] 1 PARA [15] BUKOPUCTOBYIOTh cUMYJSATOp cuHxpoHizarii DRAM Ramulator
[65]; MRLoc [50] BukoprCTOBY€E CUMYIISITOP MOIYIBHOT apXiTEKTypH gemS [66].

Takox KpiM CHUMYIALINA BaKJIMBO 3pOOUTH (Pi3UYHY MIATPOpMY, KA MOKaKe
pe3ylbTaTd B peaJbHOMY CBITI. TecTroBa cucTeMa 0a3yeThcs Ha IuiaTgopmi
po3pobku ARTY Z7 [103]. g mara mictuTh cuctemy Ha kpuctamiB (SoC) Zyng-
7000 Bix Xilinx, sikuif MicTuTh nBosiaepHuil nmpouecop 650 MI'm ARM Cortex-A9
pazoM 13 MporpaMoBaHO0 BeHTWIbHOIO Marpuiero Xilinx 7-i cepii (FPGA).
[Toemnanas mnpomecopa Ta FPGA  no3Bossie  cTBOproBaTH  CIelialii3oBaHi
nepudepiitHi TpUCTpoi Ta CreliaibHI JIOTIYHI CXeMH JUIsl ONITUMI3AIli JOCTYITY 10
nam’sTi. ApXITEKTypa CHUCTEMH 3 MPOLIECOPOM 1 mepudepiiHUMU MPUCTPOSMH,

iHTerpoBanuMu B FPGA, mpouttocTpoBaHa Ha pUCyHKY 4.1.

D J—
/‘— UART Rx - console
@ J addr
— Cortex A9 }{ EMC ggfia
ader L
5 % | ext
[ S [etrl _ | mem.
pemmmebomees | | addr =1
! other. | data
RAM iperiph. | & EMC  Teh
Eo 3 DMA x

|

Pucynok 4.1 — Cxema riargopmu TectyBaHHs Ha ocHOBI FPGA

[Ipotiecop Mae crieniagbHUA MOPT AJIs 3B’ 3Ky 3 ONEPATUBHOIO Mam’SITTIO Ta
CHUIKY€EThCS 3 mepudepiiHuMu npuctposMu uyepe3 muHy AXI mpu iHTEerpauii
O1IBIIOT 1X KUTBKOCTI. JIJIs MiAKITIOYEHHS OJTHOTO TOJIOBHOTO IMPUCTPOIO JI0 KiJIBKOX

MJIETIUX TPUCTPOIB MU BUKOPUCTOBYEMO TToniepeuny naHenb AXI.

JlocTynm 10 30BHIMIHBOT Mam’sITi BiJ TMporecopa BUMAara€ BUKOPUCTAHHS
nepudepiitHoro KoHTposiepa 30BHIMHBbOI mnam’sTi (EMC) ana  kepyBaHHS
KOHTaKTaMH aJpPecH, JaHWX 1 KepyBaHHS 30BHIIHBOIO mam'saTTio. lleit EMC

HEOOX1JTHO HaJaIlTyBaTHU IiJi Yac MPOEKTYBaHHS JIOT1YHOI CXEMHU 3 TailMIHTaMu
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nam’sTi MoKa3zaHuX B TaOmuIi 1.1 1y1st JOCTyITy /10 Hei 3 MaKCUMaIbHOFO IIBHJIKICTIO.
[Ticns ekcriepuMEeHTIB MU TIOMITHIIH, [0 MiHIMaIbHa 3aTPUMKA, STKOT MOYKE JOCSITTH
EMC mix n1BoMa mociiJOBHUMH 3BEPHEHHSIMU JI0 30BHIIIHBOI IMaM’siTl, CTAHOBUTH
50 mc. Xouya 1€ BHIIE, HDK MiHIMadbHI 45 HC, 3a3HayeHl B JaTalllMTax IaM sTi,
PI3HHUIL JOCUTAaTHRO Maja, 00 BBaXKaTu L0 KOoHQIrypamiro 1 i pe3ynbTaru

JIOCTOBIPHUMH.

Hoctyn o mam'sitTi 3 OOKy Ipoliecopa MOXKE CIIOBUIBHIOBATUCS JBOMa
dakropamu. [To-mepime, mporecop 0OMEKEHHI y KUTBKOCTI 3B€pHEHbB JI0 MTaM'sITi, K1
BIH MOXK€ BHMKOHATH 3a JOIMOMOTror0 onHi€i iHCTpykmii. Ilicnst 3aBepiieHHs cepii
3BEpPHEHb 10 MaM'aATi JUIsl OJHIEI 1HCTPYKIIi MpOLEcOp MOBUHEH OTPUMATH Ta
JEKOAyBaTh HACTYIHY IHCTpYKUIt0 3 mam'sati. Ll omepawis 3aiimae neskuid 4ac,
IPOTSATOM SKOTO IPOIIECOp HE 3BEPTAETHCA /0 MepeBipeHoi mam'sti. Kpim Toro,
nporpamMa BUKOPUCTOBYBaTHUME 1HCTPYKIlli, MOB’si3aHI 3 IUKJIOM (3MEHIICHHS
JYWIbHUKA Ta TEpexiJ] J0 MOYaTKy LMKIY), 100 MOBTOPIOBATH 3BEPHEHHS 0
naM’ Tl BEJIUKY KUIBKICTh pa3iB. Lli IHCTpyKIIii 3aMyTh ASSKUI IOMATKOBHM Yac JIJis
mpoIriecopa o BiH BUKOPHCTAE JIJIT OTPUMAHHS Ta JACKOAYBAHHS, TPOTITOM SKOTO

poliecop HE MaTUMe JTOCTYITY JI0 MePEBIPEHOT mam’ sTi.

3 X MpuYuH 1argopma iIHTerpye nepudepiitHuil IpuCcTpii IPSIMOTO TOCTYITY
no nam’sati (DMA) y FPGA, sikuil BUKOHYBaTMMe BEJIUKY KUIBKICTh 3BEPHEHB 0
nam’siTi 6e3 MpsSIMUX KOMaH 1 BiJl mporiecopa. [Iporiecop BrpyyaeThes IUIIe OAUH pa3
HANPUKIHII KOXKHOTO ITUKITY, 100 TMepe3amyCTUTH Horo, sKIIO I1e¢ HeoOXiIHO,
0OMeKyI04H BIUIUB OTPUMAaHHS 1 I€KOAYBaHHS IHCTPYKLINA Ha nporeci. DMA nie sik
miyierid npucTpiit Ha mmHi AXI, miakIoYeH1d 10 mpoiecopa,i ik KOHTPOJUIEP 110
IIMHU, SKa 3’ €IHY€ MOro 3 aM’ATTI0, Ha SIK1i BiH mparoe. ToMy 11e Mae creriaibHy
napayienbny AXI st 3B'13Ky 3 ONEpaTUBHOIO MaM'SITTIO, SIKUW 3’ €IHY€E MPUCTPIH 3

BuaineauM EMC 1 Cortex mnsa qoctymy 10 RAM.

Onnak DMA o6mexxenuit y ma0GnoHax ajipec, siki BIH MO)Ke BUKOPHCTOBYBATH

nijg yac goctymny o nam’sati. [lpoctuit DMA, interpoBanuil y FPGA, 3naTHuii nuie
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BUKOHYBATH JOCTYIH JJIsl YUTaHHS a00 3alKcCy Ha MOCJIJIOBHUX ajpecax mam’sTi.
1100 OIIHNTH Yy TIMBICTH A0 KUTbKAIIAPOBUX aTaK Ha IIaM’sITh, IIaTQopMa TOBHHHA
MaTH MOKJIMBICTh BUKOHYBaTH MOBTOPHI JOCTYIH JO OJHIE] ajgpecu abo KIJTBKOX
aapec. 1lo6 monermmty po3poOKy miIaThopMu, 3aMiCTh TOTO, MO0 MoaudiKyBaTH
DMA, Mu peanizyeMo MaTpUIllO, sIKA MHOXKUTH BEKTOP aJpecHd Ha BUXOIl 11100
JO3BOJIUTH Takiit mojeni goctymy a0 nam’sti EMC micins DMA, 1110 renepye HOBHi

BEKTOp aapecu Jyist araku. [{eli kiHmeBuii BEKTOp MOKHA OOUUCIUTH 32 (hOPMYIIOIO:

— - — - ao
ag mg,g mo’l e mogn
aq
aq ml’g le - mlin .
=1 . . R : (4.1)
Up—1
Ap—1| . Mp—1,0 Mp—11 --- Mp_1n
L - pins L - 1
L 1 EMC

Martpuiis ckiagaerbes aumie 3 11 0, a 101aTKOBUI KPOK MHOXKEHHSI MaTpPHIIi
3aMIHIOEThCA TTOpO3psiaHOI0 OiHapHOIo omnepaltielo ABO. [lonatkoBa 1 gogaeThes B
KIHIII BEKTOpa BXI1JIHOI aJipecH Jisi OUTBIIOTO KOHTPOJIIO Ha/l MOAU(IKAIIEIO aJIPECH.
[Is w™marpumst aapec peaizoBaHa SK HE3aJleKHUN TepudepiiiHuil TpUCTpiid,

peaaroBaHuii MPOIECOPOM.

Hapemri, miakntoueHHda nam'sti jgume 10 DMA yHEMOXIMBHUTH HOPSIMHMA
IoCTyn Tpouecopa n0 Hel. [lpsMuil gocTtynm MOXHA BHUKOPUCTOBYBATH IS
BUKOHAHHS TPOCTHX 3aBlaHb, TaKUX SIK IOIIYK IOIIKOHKEHb a00 1HIIiasi3aris
nam’sati. TakuM yruHOM, nepudepiiHuN TPUCTPId MYJBTHUIUIEKCOPA BCTABIISETHCS
s makmodeHHs EMC nponecopa Ta EMC DMA (3a sikoro #ie MaTpulls aapecH)
no koHTakTiB DRAM. Ile no3Bossie mpouecopy BUIBHO MMEPEMUKATUCA MIXK
noctynamu 3 DMA 1 noctynamu 3 mipoiiecopa, a Takoxk HayamroByBaTu aAsa EMC 3
pizauME napamerpamu cuaxponizailii. EMC DMA moxe OyTv HaamToBaHUM JIs
onTUMI3aIlli MBUIKOCTI aTaku RowHammer Ta Ha piBeHb MOIIKOIKEHHS 3alTCaHUX

a00 3untanux 3HaueHb. JlomatkoBo, EMC, 10 sSikOTO 3BEpTa€THCS MPOIIECOp, MOXKHA
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HaJAIITYBaTH 3 O1IbII MOBIILHUMH MapamMeTpaMu CUHXPOHI3aIlii, o0 3a0e3neunTu

TOYHICTB 1 HECTIOTBOPEHICTh 3HAYCHb, 3AITMCAHUX 200 3YMTaHUX Y ITH0 KOH(DIrypallifo.

Hnsa tectyBanHss DRAM na mpenmer 3axucty Big RowHammer kputnyno
BXJIMBUM € TOTY>KHMM 1 CydacHUHM LeHTpainbHuUM mponecop. Lle oOymomieHo
HEOOXITHICTIO MPOBEACHHS CKJIAJHUX ONepalliii, TakuxX SK IIBUIKE T€HEPYBaHHS
BHCOKOYACTOTHUX JOCTYMIB JO MaM'sTi, 1[0 € OCHOBOIO araku RowHammer.
[Iporiecopu 3 BUCOKOIO TakTOBOIO dacToToro (He MeHmie 3.5 I'Tm) 1 Benukoro
KUTBKICTIO sifiep (6—8 abo Ounbie) 3a0e3MmedytoTh MOKIUBICTh 0araTormoToYHOCTI,
10 HEOOXIAHO I TapajieTbHOTO BUKOHaHHS TecTiB. Hapasi 1me € 3BuuaiiHOIO
YACTUHOIO CYyYaCHHX KOMIT IOTEPHUX CHCTEM TOMY MH MPHUITYCKaeMO 1€ K 0a30By
TOUKY MIJAO0CTIIIHOI cucTeMu. [{enTpansaum nporecopom Buctynuth Intel Core 17-
13700K, sikuit mae 16 sinep (8 nmpoayKTuBHUX 1 8 eHeproedeKTUBHUX ), TIATPUMYE
gactoty 110 5.4 I'T1 1 3abe3neuye noTpiOHy JjIsi aHali3y 0aratonoTo4yHy OOpPOOKY
nanux. Marepuncbka mnata ASUS Pro WS W480-ACE 3a6e3neuye miaTpuMKy ycix
CTaHJapTIB Mam’sTi, BiAmoBiAHO 1 DDRS, MOXIMBICTE peryiroBaHHS TaWMIHTIB 1
yactotd DRAM uepe3 BIOS, a Takoxx Mae kuibka ciotiB DIMM it TecTyBaHHS
pi3HEX MonydaiB mam’sTi. [ TecryBaHHs Oyle BHUKOPUCTOBYBATHUCH KUJIbKa

KOMILJIEKTIB ONEpaTUBHOI IaM’ SITi:

Kingston HyperX Fury DDR3 4 I'6 3 wactototo 1600 MI1;

Corsair Vengeance DDR3 8 I'6 3 yacrororo 1866 MI'11;

Crucial Ballistix DDR4 16 I'6 3 wactoTtoro 2666 MI11;

Corsair Vengeance LPX 16 I'b (2 x 8 I'b) 13 wactororo 3200 MI'11;
Kingston Fury Beast DDRS 16 I'b (2 x 8 I'b) 13 wactororo 5200 MI'n;

Tak sk oCHOBHMM ejemMeHTOM cucreMu € wmoxayini DRAM, sxi OymyTh
migaBaTUCs TECTYBAaHHIO JUISI OTPUMAaHHS PEMpPE3CHTAaTUBHUX pe3yabTariB Oyme
BUKOPHUCTAHO Kijbka MoaylniB DRAM Bix pisaux BupoOHUKIB 1 mokoiiHs (DDR3,
DDR4 i DDRSY). JlonatkoBo Momysi MatoTh pi3Hi emHOCTI (4 I'b, 8 I'b, 16 I'b) 1 Oynu

BUTOTOBJICHI Ha PI3HUX TexImpolecax, Takux sk 20 M, 14 um 1 10 um 115 Kingston
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Fury Beast. Takox Ba)JIMBO 3a3HBAYHTH 1[0 CUCTEMA 3JIaTHA MiATPUMYBATH MIOBHUIA
noctynn go iHdopmariii SPD (Serial Presence Detect), mo mo3Bossie 3unTyBaTh

1H(opMalliro PO MO/ TTaM'sITi.

JlomaTkoBO HE MEHIII BAXKJIMBUM KOMIIOHEHTOM € TIpoTpaMHe 3a0e31meueHHs, SKe
TI03BOJIsIE CTBOPIOBATH crieldivHi crieHapii 11 TectyBanHa DRAM Ha Bpa3nuBicTh
no RowHammer. BymyTs 3acTocoBani omwmcaHi BuIiIe gem3, CIemiaii3oBaHi
IHCTPYMEHTH, Taki ik Memtest86 Ta nesiki KacTOMH1 yTHIITH Ha ocHOB1 Python 1 C,
AKl TEHEpyIOTh YacTli akKTuBalli psakiB mam’sTi. s aHamizy pesynbraris
BUKOPHUCTAEMO CTaTUCTU4HI Oi0mioreku Ta minardopmu (Python i3 NumPy i

Matplotlib).

4.2 IMmmiieMeHTALIA 3aXUCHUX MoJaeJield

JUig IMIUIEMEHTAlLlli CKOPUCTAEMOCHh BOYTOBAHUM MOJYJIEM TE€CTYyBaHHSI KEIy
cache test physaddr. Lleit mianporpaMHuii KaTajaor MiCTUTh [IpOrpamy, sika BUOUpae
HaOOpH AUISHOK MaM’sTi, sIKI MPOEKTYIOThCs Ha TOM camuil keml L3, BctaHOBiIeHUH
Ha 2-saepuux L1 tuny Sandy Bridge. Bin nepeBipsie, 4 AiiiCHO MiCIIETIONIOKEHHS
31CTaBJISIIOTHCA 3 TUM CaMUM HaOOpOM Kelly, BU3HAYalO4M 4ac JIOCTYMYy A0 HbOTO 1
BUBOASYH 111 1aH1 y ¢aiin CSV st BigoOpaskeHHs.

def test():

cache = CacheBitPLRU(4, randomise=False)
assert_eq(cache.mru_state(), '0000')

def check(addr, is_miss, state):

assert_eq(cache.lookup(addr), is_miss)

assert_eq(cache.mru_state(), state)

check(@, True, '1000°')
check(1, True, '1100")
check(2, True, '1110%)
check(3, True, '@801")

Jlictunr 4.1 — TecTyBaHHS Ha Kelll TPOMaxu
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Otxe, choepiuly MU HJIAITOBYEMO CHUCTEMY JUIsI TPOBEIEHHS TECTIB.
BuxopucroByemo Linux sik 6a30By omeparliiiHy CUCTEMY, OCKUIbKH BOHA JI03BOJISE
HaM Oe3MOoCepeIHbO MPAIIOBATU 3 (PI3UYHOIO MaM’SITTI0. 3aBaHTAXKYEMO CUCTEMY B
peXHUMI CynepKOpucTyBada (root), ajke TIIBKM TaK MOXHA OTPUMATd IMOBHUM
KOHTPOJIb HaJ| pecypcamu mam’stTi. Jlami miakirodaeMo MoTpiOHI 1HCTPYMEHTH —
HaNpuKIJIaJa, mmap abo cremniaii3oBaHl ApaiBepH, sKi Aal0Th 3MOTy MallyBaTu
¢GizuuHy mam’sTh 1 OTpUMYBAaTU A0 Hel mpsmuil goctyn. Jlami mepexogumo A0
oTpuMaHHA G3UYHHUX ajpec mam’sTi. OCKUIbKM Cy4YacHI CHCTEMHU MPaIIOIOTh 13
BIPTYaJbHOIO MTaM’SITTIO, TOTPIOHO EPETBOPUTH BIPTyasbH1 afpecu Ha ¢izuuHi. [e
poOUTHCS Yepe3 3UMTyBaHHS TAOIMIL CTOPIHOK, SIKI 30€piratoThCsl B ONEpaliiHii
cuctemi. Mu obupaeMo aapecH, siki BIAMOBIAAIOTh PAAKAM IaM ST, 110 3HAXOAAThCS
MOpyY OJIMH 13 OAHUM, 00 came 11 psiiku OynyTh "arpecopamu" B ataiii. PetenbHO
nepeBipseMo, MO0 BOHM OylM KOPEKTHO BHUPIBHSHI, 0O CTBOPUTU ONTHUMAJIbHI
ymoBH 1t RowHammer. Ilicns 3anmycky TecTiB oTpuMyemo rpadik npeacTaBiIeHHA

Ha pUCYHKY 4.2.
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Pucynok 4.2 — I'padik oTpuMaHHs Kell MpoMaxiB Ha TECTOBIM CHCTEMI

HNanuit rpadik MOKasye CXWIBHICTH 0 KeIl MpOMaxiB B KeIll HAIIoro
nmporecopa, o JOTOMOXKE B IMOMAIBIIIOMY 3 IMIJIEMEHTAIIIEI0 aJTOPUTMY aTakH.
[Ticns BU3HAYEHHS aipecy, CTBOPIOEMO IIA0JIOH TOCTYMY /0 mam’sti. Harma meta —

OararopazoBo i Oe3mepepBHO 3BepTaTHCs 10 Lux "arpecopchkux' psakiB. lle
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POOUTHCS 3a JOMOMOTOIO IUKJIIB, SIKI BUKOHYIOTBCS 3 MiHIMAJIBbHUMHU 3aTPUMKAMH.
JI7is 1IbOTO BUKOPUCTAEMO (DparMeHT KOAy MpeAcTaBlieHUi B JicTUHTY 1.1, skwii
MaKCHUMaJbHO IIBHJIKO YMTA€E M 3alUCy€e JaHl B KOMIpKU il aTaku. Lle mo3Bosise

CTBOPUTH YMOBH JIJIsl BATOKIB 3aps/ly B CyCIIHIX pSAJKax Imam STl *KEepPTBU.

[I1o6 mepeBipuTH, Y BUKJIMKAJIa araka 3MiHM B TaM STi, JOJAEMO MEXaHi3M
MoOHITOpHHTY. [lepen movyarkoM TeCTy MU 3alHCy€eEMO BiJJOMI 3HAYEHHS B PAJIOK
">KepTBU'", a MOTIM PETYJISIPHO YUTAEMO iX 1 MOPIBHIOEMO 31 30€pekeHUMU. Ko
AKiCh OITHM 3MIHWJIM 3HAYCHHs, 1€ O3Hadae, Mo araka RowHammer ycmimxo
BUKJIMKaNa TMOMWIKK. Bcei 1l 3MiHM MH (PIKCYyEMO B OKpeMHUH >KypHad st
MOTAJTBITIOTO aHaJi3y. 3PEIITOr0, MH ITiICYMOBYEMO PE3yIbTaTH. 3aIUCyEMO YaCTOTY
MOMUJIOK, iXHI TO3MWIii Ta 1HIN AeTaji, o0 Mo0aYuTH, HACKIIBKU Bpa3IUBUM
KOHKpeTHUI Moxayns DRAM. IToTiM MU MOXK€MO 3MIHIOBATH 1HTEHCHUBHICTH TECTY
a00 HajalITyBaHHS CUCTEMH, 100 JOCIIIUTH, SIK L€ BIUIMBAE HA PIBEHb MTOMMIIOK.
Takuit miaxig ga€ 3MOTy HE TUIBKH OIIHUTH BPa3JIUBICTh, a M Kpallle 3p03yMITH, SIK

CaM¢€ ITOBOJUTHCA 1am’sITh HiII 4qacC aTaku.

S0 >k TOBOPUTH TMPO IMIUIEMEHTAIII0 3aXMCTy Ha YAaCTOTHUX MAacuBax, TO
nepir 3a BCE MNOTPIOHO OUIHUTH DIMOWMHY AMCKpeTH3aulli JIYWiIbHUKIB. Jlns
peaizailii B IYWIbHUKAX Yac BUJAJICHHS 1, OTXKE, TIEp10/] TOBUHH1 Oy TH MEPETBOPEHI
B JIUCKPETHI 3Ha4eHHs. JIMCKpeTu3yBaTH 3MiHHI, NOB'3aHl 3 yacoM P 1 At Ham
JIOTIOMO’KE 3MIHHA Yacy f4rc y TUKax mpornecopa Ha ogHy Ha ACT. Hanpuknan, a t47¢
o piBHe 0.25 o3Havae, 110 JIYUIBHUK HANTAIITOBAHUN TaKMM YHMHOM, IIIO TIaM’STh
MOXXEe OTpuUMaTu 4 KOMaHAM aKTUBallli 3a OAWH 1 TOM e TiK. At B TaKOMy

npeacTaBiIeHHI Oynie JOPIBHIOBATH dmin X tarc , 1€ dpin 1€ MAKCUMaJIbHA KUIBKICTh

PAIKIB, K1 MO’KHA BUKOPHCTOBYBAaTH OTHOYACHO 0€3 YIOBUIbHEHHS IBUKOI aTaKH.
[Ipu 1boMy 3HAUEHHS f47¢ BU3HAYUTH TOYHICTH TaiiMmepa. [Ipu 3MeHIieHHi f47c
TOYHICTh TaliMepa 3HUXKYETHCS, 110 MPU3BOAMUTH IO MEHILIOTO PO3MIpy 3allucy B
MacuBl (MeHULIE OITIB, HEOOXIIHUX ISl 30€PEIKEHHS forp). ONHAK LIE TAKOXK MOXKE

MIPU3BECTH 110 30UTBIIIEHHS KITBKOCTI 3aMKUCiB. 3HAYCHHS f47¢ MOKHA OTITHUMI3yBaTH
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JUIsl BUOOPY HAWKPAIIOro KOMIIPOMICY MiX PO3MIPOM 3alucy Ta KUIbKICTIO 3aIUCIB,

3aJIeKHO BiJ] TOTO, K TaOnuisg Oyae peaizoBaHa.

Jlnsa xopomioi faeramizamii MiApaxyHKy Ha piBHI OaHKY, dwin = 2: 2 psaau
BUKOPHCTOBYIOTHCA 110 Uep3i, 00 YHUKHYTH MOTPAIISTHHS B psAKu. Ha piBHi paHry
MOKHA BUKOPHCTOBYBATH JIeKiJIbka 0aHKiB oqHo4YacHO. Konu oqun Gank oOpoOise
ACT, psaaku B iHmmMX OaHkax MOXyTh oTpumyBath ACT mapanenpHO, IO
MPU3BOJUTD 10 OUIBIIOTO 3HAYCHHS IS dyin. SIK P Ma€e 3a70BOJIBHATH HEPIBHICTH
3.35, dopmyna s oOuMcIeHHS MEPIIOro 3HAYEHH Ta iTepaliiina popMysa CTaloTh

HAaCTYIITHUMM:

X

p, = & X tacr 4.2)
ARH

w - dmin X (Cmin - 2)

ARH — Cmin + 1

(4.3)

P - tACT X

[Ipu BuUKOpHCTaHHI AUCKPETHOTO 3HA4YEHHS 1Jisi P BUHMKae HOBa mpoliema.
Ockinbku TaliMep Moxke He cuHxpoHizyBarucs 3 ACT, HOBI 3anmucu MOXYTb OyTu
3a0yT1 JI0 TOTO, IK BOHU (DaKTUYHO JOCSTHYTh ITOYATKOBOTO (HEIUCKPETHOTO) P vacy.
1100 yHUKHYTH Li€i TPOOIEMH, HOBI 3aIlIMCH MaTUMYTb CBOI /., BCTAHOBJICHI Ha f +
P + 1 3amictpb ¢ + P (e t 1e MOTOYHUN THK), OO MEPEKOHATHUCS, 1110 BCl 3alUCU
3QJIMIIAIOTHCS B TAOJNIUIII TPAaBUIILHUIN MPOMIKOK Yacy. SIK HaciJOK, SIKIIO #) € TIKOM

nepiIoi KOMaHIU aKTUBALT PAIKA, TOII feyy = fp+ ¢ X P+ 1.

Cinin IPA TTLOMY OOYHMCITIOETHCS K HaWMEHIIE I1JIe YHCIIO, SKE 3aJ0BOJILHSE

HEPIBHICTb

Cmin X (P — dmin X tacr ) + dmin X tacr + 1 > A, (44

Cmin X
min p

MexaHi3m peanizye TaOMWII0 3 JBOMa aJpPEeCOBAaHMMH BKa3IBHHUKAMHU Ha
nam'atb Ta onHUM MacuBoM. [lepmii CAM CAMRg MiCTUTB 11€HTU(DIKATOPH PSIIKIB,
npyruit CAMyt — yac Bupanenss, a MacuB CNT MIiCTUTh 3HAUYCHHS JYWIHHUKIB.

[Ipuunna Bukopuctanus CAM 1is 1AeHTH(IKATOPIB PANKIB 1 Yacy BHUAAJICHHS
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[OJISATa€ B TOMY, 110 0OM/Ba BOHM MOTPeOyIOTh MOIIyKy, Koiau Bupaerbes ACT.
CAMR BUKOPUCTOBYETHCS JJIS TOIIYKY, SIKIIIO B aKTUBOBAHOMY PSIIKY BXKE € 3aIuC,
a CAM1 BUKOPUCTOBY€THCSA /JIs MOLITYKY 3aIlMCIB JUI 3aMiHHU 200 BuAaneHHs. OgHak
3HadeHHs JiumibHUKa B CNT BHKOPUCTOBYIOTBCS JIUIIE I PO3PaxXyHKY fry. 3amuc

y MexaHi3M1 BUSIBJICHHS Ma€ OJJHAKOBUM 1HAEKC ISl BCIX MACHUBIB.
3 TOYKH 30py aJITOPUTMY, Y TaOJIHIII peani3oBaHO Taki (PyHKIIII:

o« CAMp peanizye QyHKI nomryk(search(psook)), BCTaHOBICHHsI(set(iHOeKc,

PAOOK)).

o« CAMy peanizye (QyHKIIT TOIIYKY, BUJAJCHHS 1 BCTAHOBJEHHS IO Yacy

searchExpired(t), searchAvailable(¢), get(indexc), set(inoexc, t).

o JlonarkoBa (yHkIis BunaneHus (delete(indexc)), AKui BUIAJSE 3aMUC 3 YCIiX

TPHOX KOMITOHEHTIB TaOJIHIII.

Jlictuar 4.1 mokasye, K NpaIOe€ MEXaHI3M. Y LbOMY aJITOPUTMI fygy L€
MaKCUMaJIbHE 3HAUEHHS, K€ MOXKHA JOCSTTH , feyce = tmax | Myuxsie — TPUBAIICTD
IIUKJIIB 00CITyTOBYBaHHS, TOOTO, KIJTbKICTh TAKTIB M1’ KOKHOIO IMEPEBIPKOIO TTaM’SITi
JUISl BUJAJIEHHS NPOCTPOYEHUX 3amuciB. DyHKISA init BCTAHOBIIOE MOYATKOBE
3HayeHHs ¢ nipu 3anmycky. DyHkiuis onACT BUKIMKAETbCS KOXHOTO paszy, ko ACT
BUJIAE€THCS 0 BKA3aHOTO PsIKa IaM’sITi, a GYHKIIIS timer BUKIMKAEThCS KOYKEH TaKT

JUIsL IPUPOCTY L.
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1 ~ Function init:

2 t=20

3 v Function isRowhammer(c, texp):

4 f RH = c * (texp-t) / P

5 return £ RH > T_RH

6

7 ~ Function onACT(row):

8 index = CAMR.search(row)

9 v if index >= @ then
10 texp = CAMT.get(index)
11 v C = CNT[index]
12 if texp < t then
13 texp =t +P+1
14 c=1
15 v else
16 texp = texp + P
17 c=c+1
18 v if ¢ »>= cmin and isRowhammer(c, texp) then
19 detected(row)
20 delete(index)
21 v else
22 CAMT.set(index, texp)
23 CNT[index] = c
24 ~ else
25 index = CAMT.searchAvailable(t)
26 CAMR.set(index, row)
27 CAMT.set(index, t + P + 1)
28 CNT[1index] = 1
29 ~ Function timer:
30 t =t + 1 mod tmax
31 v if t mod tcycle = @ then
32 v foreach index in CAMT.searchExpired(t) do
33 delete(index)

Jlictunr 4.1 — I'mo0anbHUM anroput™ poOOTH 3 MaCUBaMH YaCTOTH

Icnye makcumyMm 1/tarc KOMaHJ akTHBallli HAa KOXXHOMY TakKTi, 110 MOXYTh

301IbILYBATH f,yx, HA P JUI pAIIB 3 JOCTYIIOM. Y TOM K€ 4ac 3HAYEHHS ey, —  KOKHOTO

3anucy 3MeHIyeThes Ha 1. OTke, Ha KO)KHOMY THUKY CyMa BCIX ey, — ¢ 3MEHILY€ThCSI
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: . P P
HA Nsanucy 1 MOXKE 301IBIIATUCS HA P Komut nsamuen < ——> CYMa BCBOTO fy, — £ MOKE
ATC ATC

) ) P
30UTBITYBATHCS IIBUAIIE, HI’K 3MEHIITYBaTUCS. | HABMAKU, KOJIU Msgnucy > - Cyma
ATC

BCIX fep — ¢ MOXKE TUIBKM 3MeHIIyBatucs. OTxe, JUisl 3BUYANHOI Mporpam, IO

moTpedye BeIUKOro OO0CIry mam’siTl, sSKa BUKOPHUCTOBYE KeIl, 00 VHUKHYTHA
9 b

noBropaux ACT Ha KibKa pSJKIB, KUIBKICTh 3aIllUCIB CTaOUTI3yBaTUMEThCS came

P .
c000I0 HAaBKOJIO t_ O,Z[HaK HallaTHUK MOXC 3MYCHTHU MCXAdHI3M BUKOPUCTOBYBATU
ATC

Bce Ouapliie 1 OLIble 3aMyciB MIIIXOM THMYAaCOBOTO OJIOKYBaHHS JESIKUX PSJIKIB.
OO0OuuciIeHHsT MIHIMAJIBbHOI KUIBKOCTI 3alKCIB MOJKHA 3QIMCHUTH MHUIIXOM IMITaIll
aTakW, SKa HaMaraTUMETbCS BHKOPHCTATH SIKOMOTra OLIbIIE 3amuciB. AJTOPUTM

iMiTaIli Takoi araku HanmucaHo B Jlictunry 4.2

read t_ACT

read W

read d min

read HCf irst

P = W¥t_ACT / (A _RH)

repeat

c_min = findCmin(P, d _min)

P =1 ACT * (W-d min*(c_min-2)) / A RH-c_min+1l m

until ¢ min is fixed

n_entries = d_min

t stop = (c_min - 1) * (P - d min * €T ACT ) + 1
v while t stop > P + 1 do

n_ACT = (t_stop-d min*t ACT -1) / P

[Ce T o T o T B W N

el i e
[N N ]

14 t stop = min(n ACT * (P - d min * £t ACT ) + 1, t stop - n ACT * d min * t ACT )
15 n_entries = n_entries + d_min
16 n_entries = n_entries + t_stop/t ACT

Jlictuar 4.2 — IMiTaiisa araky 3 MaKCUMaJIbHOIO KIJIBKICTIO 3aIIKCIB

Cam anroputm JUIMTHCS HA KiIbKa cerMeHTiB. [lepimmii cermenT, Bia psaaka 5
70 psAnaKka 9, BUKOPHUCTOBYETHCS JIS MTOBTOPHOTO BU3HAYCHHS 3HAUYCHBb P 1 Cpin.
Oynkiisa findCmin 3HaXOAUTH 3HAYECHHS Cpyiy 32 TOTIOMOTOIO PiBHSIHHS 4.4. ITepartis
NPUITMHSIETHCS, KOJIM 3HAYCHHs CTaOuI3yroThes. lle mMae cratucs gyke MIBHAKO,
OCKUTbKHM 00M/1Ba 3HAUYEHHS JIUIIE HE3HAYHO BIPI3HAIOTHCS 1 BOHU OOUBA OKPYTJICH]

710 nUTMX 3HadeHb. Hactymauit cerment y psnkax 10 1 11 imitye nepmmid i, ACTs,
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BCTAHOBJIIOIOYM TEpILE 3HAUEHHsS ISl Yacy 10 HAHpaHIIIOro 3aKiHYEHHS fyp 1
1HIIIAITI3a11is1 KUTBKOCTI 3aITUCIB Msgnycy. 1 PETIA CETMEHT, Bi psnka 12 mo psaka 16, €
SIPOM aJTOPUTMY. Pk BUIUICH] TpynaMu i, 1 BuAaM aoctatHbo ATC, 11100
MaTl MIHIMAJIbHUN BIUTUB fyp. MICHS LBOTO g, INEPEPAXOBYETHCS K 4Yac [0
HAWpPaHIIIOro BUAAJICHHs. SKIo psAaKiB Oylio aKTUBOBAHO Ouniblle, HDK MOTPiIOHO,
11100 HE BIUIUBATH fs10p, HAMEPIIL pSIIKK OY1yTh CTEPTI MEXAaHI3MOM PAHIIIE, HIXK LIEH,
1 Oyae MeHIle Jacy JJIs aKTHBAIll 1HIIMX PSIJIKIB, IO MPU3BEAE JO BUKOPHCTAHHSA

MEHIIO1 KUTBKOCTI 3anuciB. Komu ty,, < P+ 1, nuki O6isiblne He NOTpiOeH, K Lyop/tarc

psAAKIB MOkHA BianpaBuTy 1o ofH1A ATC 0e3 BIUTUBY ).

SIK TUIBKY NEpIINN HAMpaHIIINM Yac 3aKIHYEHHS fy0p AOCATHYTO, Bel 1HII ACT
3aMIHSTb JIMILE ICHYIOU1 3aIIUCH, SIKI TOCTYIIOBO CTUPATUMYThCSA. SIK MOSICHIOBAJIOCS
paHile, SIKIO0 B TaONMIl OUIbLIE HIX P 3amuCiB, CyMa YCIX fyoio — ¢ 3aIUCIB Y
TAOMUIIl MOXKE JIMIIE 3MEHIITYBATUCS, IO MPU3BOAUTH IO IIBUAKOTO BHUIATICHHS
3Ha4eHb. OCTATOUYHE 3HAYCHHS Msgnucy Y LIBOMY QJITOPUTMI BU3HAYAETHCS KUIBKICTD
3anuciB TaOMUIL, HEOOX1AHUX JUIsl YHUKHEHHS BUITAJIKY, KOJIU PSIIOK HE MA€ MICIIS B
tabmui, komu Bumaerbcss ACT. Opnak, K 3a3HaA4ajaoCs paHilie, KUIbKICTh
BUKOPHUCTAHUX 3aIUCIB PIIKO TEepeBHIyBaTUME P - fyr¢ MiA 4Yac HOPMaJIbHOI
poOotu. IIlo0 3MEHIIUTH CHOXWBAaHHA EHEPrii, MEXaHI3M MII O peaizyBaTH
HEOOX1JHI CXEMHU MJisi BIJKIIOYEHHS BEJIMKUX YAaCTUH MacCUBY, KOJIM BOHHM HE

BHUKOPUCTOBYIOTLCA.

4.3 TecryBaHHSI OTPUMAHUX MOJeJIeH 3aXUCTy

[Ipu TecTtyBaHHI MoOnejel MaIIMHHOTO HaBYaHHS BAXKIUBO 3pPO3YyMITH YH
ONTHUMAJIbHY KUIBKICTh HEMpPOHIB BUKOPHUCTAHO JJI TOTO UM IHILOIO BapiaHTy
TectyBaHHs. [le BamBO a1 TOTO 1mM00 MIHIMI3yBaTH Yac Ha MPOXOMKEHHS JTaHUX

Kpi13b HEMpOMEpPEKY 1 BUBHAYEHHS PE3yJIbTaTy UM BiJIOYBA€THCS aTaka.

Tak sk Hallkpalior B PO3MIPHOCTI Yacy Ta TOYHOCTI Oyia oOpaHa MOjelb

MYJBTHPIBHEBOTO mepcentpoHa MLP To moTpiOHO 3HAWTH 4M HalONTHMAJIbHIIIA
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koHbIrypars Oymna BUKOpUCTaHa. J[Jig HBOTO Bi3bMEMO BIMOBIAHI PO3MIPHOCTI
mapiB 1 MOYHEMO IX BapilOBaTH BIAMOBIMHO B KOXHIW iTeparlii HaB4aHHs. Tak Mu
3MOKEMO 3HAaWTH 3MIHY TOYHOCTI B 3aJIEKHOCTI BiJl 3MIHH PO3MIPHOCTI, MIPU IIOMY
3aNUIIMBINY BCl 1HII 3HAYEHHS KOHCTAaHTHUMH. [lepimum mapameTpom € mepiiui
Dense map micns BXigHOTO, IO Mae po3MipHICTh Bim | 10 n_timesteps.

3MOI[CJ]I>OBaHi PE3VYJIbTAaTH HABYAHHA B TAKUX MCKaAX MOXKCMO 0aunTH Ha PHUCYHKY.

100 }'-‘_‘_'_'_'—'—‘—'—Q
()
80 ‘/
xR
2 60 /
L
T
T 40 ()
= "/
20 0—0—‘—‘

0
10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100

KINIbKICTb HEMOPOHIB

Pucynok 4.3 — Tounicts Mmogeni MLP nipu pi3Hiit po3MipHOCTI IEPIIOTO HIApy

Sk 6aunmo Tpu 3HaYEHHI n_timesteps / 2 TOYHICTb HE MOKPAILY€ThCS, TOX 1€
3HaYeHHs Oy/ie BUKOPUCTAHO JUIsl MOJAJIbIIMX TPEHYBaHb Ta iMuieMeHTauii. [licis
IIbOTO CIiAye npyruit map mepexi micius Flatten gynkiii 3 relu Bugom aktusarii. Tyt
PO3MIPHICTh HE MPUB’sA3aHa JI0 BX1JHOI PO3MIPHOCTI a CKOpIII€ OO0 BUXIJIHOI. Sk
3a3Haya€ aBTop CTarTi Mpo ontuMizamito MLP cuctem [95] 3Hau€HHS BTAKOTO IIAPY
Kpaiie oOupaTd K OJMH 31 CTENEHIB BHXIJIHOTO IIapy, TOOTO CTEIMEHI ABIMKH B

HaloMy BUNaAKy. Take MOpiBHSHHS MiCJsl HABYAHHS MOKHA OauMTH HA PUCYHKY 4.4.

100 ; ® ® PY ®

80
60

40 °

TOYHICTb %

20

2 4 8 16 24 32 64 96 128 160 192 224 256
KI/TIbKICTb HEMPOHIB

Pucynok 4.4 — Tounicte Mmozaeni MLP nipu pi3Hiil po3MipHOCTI APYTOTO MIAPY
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Tenep OIIHUBIIM PO3MIPHICTH MEPEXI1 MOTPIOHO OLIHUTH 11 HaKIaAaH1 BUTPATH
Ha mam’sTh Ta eHeprocrokuBanHs. lllomo mepmroro HakmagHa mam’sTh IS Takoi
Mepexi Oyna pospaxoBaHa sk 0.086 MO 1o € ayke HEBEIMKHM PO3MIPOM,
MOKJIMBUM JJTS IMITJIEMEHTAIlli HaBiTh Ha KOoHTposiepi DRAM. Ane koHTponep mae
O0OMEXEHY MOJITHUKY MO BHKOPHUCTAHHIO TMOTY)XKHOCTI TOX BUMIPSEMO SIKI came
CTBOPIOE Hallla HeWpomepeka. Mu BuMiproeMo eHeprocnoxuBanHsi DRAM B
Hamomy I1K 3a 1omomMororo KibKoX MigXO/1B, MOEAHYIOUN MPOTpaMHi Ta arnaparHi

IHCTPYMEHTH, 11100 OTpUMAaTH TOYHI W HaJIIMHI pe3yJabTaTH.

JUig mo4yatky MM BUKOPUCTOBYEMO IPOTPAaMHI IHCTPyMEHTH, Taki sik Open
Hardware Monitor, mo6 oTrpumaTu 3arajibHy 1H(GOpPMALIIO MPO MOTYKHICTh, SKY
CIIO’KMBAE BCs cucTema. L{g mporpama 103Bosisie HaM BIJCHIIIKOBYBaTH TEMIIEPATYPH,
Hanpyryu Ta 3arajbHy IOTY)KHICTh KOMITI'IOTEpA, IO AAa€ PO3YMIHHS MPO Te, SIK
MPAIIOI0Th KOMIIOHEHTH B cucTeMi. OHaK 11 IHCTPYMEHTH BUMIPIOIOTH CIIOKHBAHY
NOTY>XHICTh Ha piBHI Bchoro [1IK, ToMy st TOUHIIO! OLIIHKKA €HEPrOCIOKUBAHHS
came DRAM mu koMOIHYEMO 1X 13 OUIBII CHEIiai30BaHUMH MiaXxonaMu. MU Takox
BUKOPHCTOBY€EMO 30BHIIIHINA €HEPrOMETPH, MIAKIFOUAI0YH 1X M1k OJIOKOM KUBJICHHS
Ta KOMIT'FOTEPOM J/JIi BUMIPIOBAHHS 3arajbHOi IMOTY)KHOCTI, SIKy CIIO)KMBA€ BCSA
cucteMa. L1 npuctpoi 1onoMararoTh BiICTEKYBaTH CIIOKUBAHY MOTYKHICTh M1 4ac
BUKOHAHHS PI3HUX HABAaHTAXXEHb. AJI€ OCKUIbKM EHEProMeTpU BUMIPIOIOTh
MOTY>XHICTh BCi€l CUCTEMH, HaAM TOTPIOHO CIMEMIaJIbHO CHOCTEpIraTu 3a 3MIHAMHU
MOTY>KHOCTI, 1100 3pOOMTH BUCHOBKHM 1I0J0 eHeprocnoxuBanHd DRAM. Jlns e
OLIBIII IETAaTFHOTO BUMIPIOBaHHS eHeprocnoxuBanHsi DRAM, MU BUKOPUCTOBYEMO
CreIriaaizoBaHi JaTYMKU €HEPTOCIIOKUBAHHS, SIKI MOXKYTh OyTH IMiIKJIIOUEHI Yepe3
iHTepdeiicu, sk PMBus a6o 12C. Ili matyumku n1aioTh 3MOTy TOYHO BHUMIPIOBATU
CHEPIrOCIOXMBAaHHSA Ha PiBHI okpemux diniB DRAM, m03BoNsi04M JI€TanbHO

BUBUUTH MMOBEIHKY MaM'ATi Mij] YaC BUKOHAHHS PI3HUX 3a]1a4.

[To 3aBepuIeHHIO TECTIB MM BHKOPUCTOBYEMO IMpOrpamMHe 3a0e3nedyeHHs AJis

aHai3y OTpUMaHUX JaHUX. Tak sSK B TECTOBaHI CUCTEMI CTOITh mporiecop Bif Intel,
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yepes Intel VTune Profiler Mu MoxkemMo BIACTEXKUTH, sIK Pi3HI omeparii 3 mam'sTTio
(3amuc, YuTaHHS, OHOBJICHHS ) BIUTUBAIOTh HA eHeprocrnokuBadHs. L{e mae Ham 3mory
HE JIUIIIe BUMIPATH MOTYKHICTh, aJie i ONITUMI3yBaTH ii B paMKax KOHKPETHHX 3a/1a4,

3MEHIIYIOYH CTIOKUBAaHHS €HEPrii M yac poOOTH CUCTEMHU.

3arajgoM, BuMIpIOBaHHSI eHeprocnokuBanHs DRAM B nHamomy IIK €
KOMOIHOBaHHUM TIIJTXO/IOM, PE3YJABTaTH SKOTO MPOJEMOHCTPOBAHO HA PHUCYHKY 4.5.

Tyt Mu 6aurimo TecTu 3pooiieHi ais mam’sati Tuiry DDR3 ta DDR4.

3.5

3.01

2.5

2.04

1.5 4

EHeproevkopucTaHHs (BT)

1.0 1

== CTangapTHa pofoTa DRAM3
= DRAM3 3 3axucTom MLP
== (CTaHpapTHa poboTa DRAM4
—— DRAM4 3 3axucTom MLP

0.0 Y T T T T T
0 20 40 60 80 100

YacoBi Kpokwn

0.5 4

Pucynok 4.5 — JlonarkoBe eneproBukopuctanns 3axucty MLP s DRAM

Cepenne HakJIaJIHE HABaHTAXXEHHS Ha eHeprocnoxuBanHs ckiiano 0.14 Bt mo
€ JIOCTaTHIM PIBHEM [IJIsl MIHIMAJIbHOTO BIUIMBY Ha cucteMy. [Ipu miboMy BaxIJMBO
PO3YMITH, IO II€ € JOKATI30BAaHUM 3HAYCHHSIM Ha SIKe BHUIUIMBA€E 0araro mymiB Ta

HaBeJEHb 1 1151 Iudpa € B paiioH1 TOXUOKH JIsl Cy4aCHUX OOUMCITIOBAIEHUX CUCTEM.

TecTyBaHHS IMIZIEMEHTOBaHUX HeHpoMepex rpeactasieHo B Taobmuui 4.1. Tyt
MU 0auMMO PI3HUINI0O MK TPEHYBaHHSM Ha JaraceTi BIAMOBIAHOI MaMm 4TI Ta

3araJlbHOMY JaTraceTi JocCTymiB. Pi3Huilsi oOyMOBJIeHa PI3HOIO YacTOTOK 1
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BIIMOBIAHO PI3HUMHM TlapaMeTpaMH TIOPOTOBUX 3HA4Y€Hb, 110 MalwTh OyTH

BIJIMTOBITHUMH IO THITY TIaM’ SITi.

Tabmuus 4.1 — BUSIBIIGHHS Ha OCHOBI HEMpoMepex1 BIAMOBIIHO IO TUITY ITaMm’sTi Ta
THIIl J1aTaceTy

Bussnenns araku | BusBiaeHHs aTaku
Yacrora nmam’ 4TI,
Tun nam’sti (Jloxanbhe (3aranbHa
MI'
TPEHYBaHHS) Mepexa)
DDR3 1600 99.62% 92.34%
DDR3 1866 99.11% 91.14%
DDR4 2666 99.52% 89.38%
DDR4 3200 99.51% 90.41%
DDR5 5200 99.37% 88.95%

Po3srnsiatoun K THIOBY IMIUIEMEHTAIIIIO /I 3aXCUTY Ha OCHOBI JIYMJIBHUKIB
MOXKHa oOpatm Bxe gochipkeHy DDR4.  BukopucroByroun —napameTpu
CUHXpOHIi3aIlii, HaBeneHi B Ta0mui 1.1 ,1 Ay = 16384. Jlns BnpoBa keHHS Ha PiBHI

0aHKy BIAMOBIAHI mapaMmeTpu vacy € TakuMu: Ne = 1.33 X 106, din = 2.

Jlns mpocrotu BuOepemo ty7¢c = 1, T006TO, ommH Tik 3a ACT. Anroputrm
noka3aHuil B JicTUHTY 4.2 nae HaMm 3HaueHHS P = 83, cuin = 130 1 nsgnueu = 447.
3BepHIThH yBary, o B 11 KoHIrypailii 3Ha4eHHs P 1 ¢y, TOCTaTHBO Majli, Mmoo iX
MOXKHA OyJI0 BU3HAYUTH JIMIIE 3a OAHY iTepailiro. MakcuManbHe 3HAUYCHHS, SIKOTO

MO’KE JOCSITHYTH JHUUIBHUK, Cmax = 16189
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31 3HaYEeHHAMU P 1 Cpin, MU MOKEMO NOPAXYBATH (foxp — Huare = 10452, 1 TakOXK
po3Mip TaiimMepa I PI3HUX 3HAYCHD Myucris. LI Myurnis = 2, TaUMEp TMOBUHEH
yTpuMyBaTH 2 X (texp = Ouare = 20904, 1110 Bumarae npuHaiiMHi 15 OIT. WIS Ayucie =
3, Taiimep MaB 6u yTpumMyBatH Juiie A0 1.5 X (fep = Ouare = 15678, 1m0 Bumarae 14
0iT. Posmsnaroun tunosuit DDR4 3 2'°= 65536 psamiB, IS 71,005 = 2, KOXKEH 3aIIHC
Ta0mII CKJIaJIaTUMEThCS 3 16(inenTHdikarop psanka)+15(uac 10
BunanieHHs )+ 14(munneHuk ACT) = 456itu. Tabmuust Mae #ugme, = 447 3amucis,
3aragpHUN po3Mmip Tabmuili cranoButuMe 447 X 45 = 19.6Kib (BKkiIrO4arOuu SK

CAM, tak 1 macuB CNT).

Tao0mus 4.2 — mapaMeTpu aIrOPUTMY IS PI3HUX THUIIB [aM IT1
p p PUTMY p

DDR Arn, | trerw, | N, Jlivuns- | Po3mip macusiB | Po3mip

TUTT THC | MC MJIH et HUKU CAMp+CAMT | MmacuBy CNT
DDR3 |69,2 | 64 1,25 1 114 3.35 Kib 1.91 Kib
DDR4 |16 |64 1,33 1/12 | 465 12.2 Kib 6.41 Kib
DDR5 |48 | 32 0,661 | 1/28 | 701 17.6 Kib 8.25 Kib

Tabnuis 4.2 MicTUTh niepedtik po3mipiB anroputmy Juisi DDR3, DDR4 1 DDRS.
[TapameTpu CHUHXpOHI3allli, sIKI BUKOPUCTOBYIOThCS NIl CTBOPEHHS i€l TaOuLIL,
HaBeZieH1 B Tabmumi 1.1. 3nauenHs Agy angs DDR3 e mepmuMm po3DisiHYTAM
3HAYeHHAM I boro mokomuHS DDR [24]. 3nauenns Agzy mis DDRS mie ne
BHU3HAYEHO, TOXK MU 3HAMIIUIM I [[HOTO 3HAYE€HHS MPAKTUYHO 3 TECTOBOI BUOIPKU

po3ainy 2.

Jlnst nmopiBHsAHHS, peanizaiist Graphene Ha piBHI OaHKY 15 po3misiHyToi DDR4

Oyne BukopuctoByBatu BiamoBimHo CAM 4,8 Ki0, a BlockHammer mpms Tiei x
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KOH(Iryparlii BUKOPUCTOByBaTUME MacuB JiumibHUKIB 26 Ki6. Tobro Taka
peamizaifii HE TUIBKM HE MaTHUME HEIOJNIKIB 3 HEpPIBHOMIPHUM OHOBJICHHSAM
JTYWIBHUKIB, a 1 3aiiMaTuMe 3HauyHO MeHIe Micts 31.5 % y nepmomy 1 24.5 % y

JPyroMy BUMAJAKY BiIITOBIIHO.

KpiMm Toro, Takuii miAXiZ J03BOJISIE 3HAYHO TOKPAUIUTH IIBUAKICTh
JIETeKTYBaHHS aTak, OCKIJIbKH 00poOKa BiIOyBaeThbcs 0€3 HEOOX1THOCTI TPHUBAIUX
00UKCIIeHb, 110 XapaKTePHO JAJIi METO/IIB Ha OCHOBI IITY4YHOTO iHTENeKTy. Hemomikom
K TAKOTO MiJIXOy € HEOOX1IHICTh Y TOYHUX JaHUX LIOA0 aTaK Ha KOHKPETHUH TUI
IPEe/ICTaBICHOT 1MaM’aTi, TOOTO MPH BUXOJI HOBUX BepCiil mam’sTi MoTpiOeH Jac Ha

JTOCHIIKEHHS TIepe] IMIIJIEMEHTAII€I0.

BucHoBku 10 po3ainy 4

VY npomy po3aii Oys0 3A1HCHEHO IMIUIEMEHTAIIII0 MOJIENIEN 3aXUCTY Y peajbHy
CUCTEMY, 1110 TO3BOJIMJIO OI[IHUTH iXHIO €()EKTUBHICTh Y IPAKTUYHOMY 3aCTOCYBaHHI.
Ha mouarkoBoMy etami Oyinu BHU3HAYEHl XapaKTEPUCTUKH TECTOBOi CHUCTEMH,
BKJIFOYAIOYM BUOIp Tpoliecopa, MaTepUHCHKOI tiatu Ta SSD, a Takok BUKOPUCTaHI
monaym nam'siti DDR3, DDR4 1 DDRS nins npoBeneHHst TecTyBaHHA. Takuh migxina
JI03BOJIMUB OLIIHUTH pOOOTY MEXaHI3MIB 3aXMCTy Ha PI3HUX MOKOJIHHIX Mam'siTi Ta

BU3HAYUTH 1XHIO €(DEKTUBHICTh y PEAJIbBHUX YMOBAX €KCILTyaTallli.

Byno peanizoBaHo neTeKTOp arak Ha OCHOBI HeWpomepexi MLP, skuii
IPOIEMOHCTPYBaB BUCOKHI B1JICOTOK BMSIBIICGHHSI aTak MpU HaBYaHHI Ha JIOKAJIbHO
3reHepoBaHMX JaHuX. Lle CBIMUWUTH Mpo Te, 10 ajamnTailis MOl MiJ KOHKPETHE
oOnagHaHHs Ta YMOBH €KCIUTyaTallii 3Ha4HO MiBULLYE 11 epekTUBHICT. OnHaK Oyi0
TaKOX BCTAHOBJIEHO, II0 XO4Ya METOJ MAIIMHHOTO HaBYaHHS 3a0e3Ieuye BUCOKY
TOYHICTb, BIH HE TAPAHTY€E MOBHOT'O 3aXMUCTY BiJl yCiX MOXKJIMBUX BapiaHTIB aTak, 110

€ 10r0 OCHOBHHUM OOMEXEHHSM.
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Kpim TOTO, BIpOBaPKEHO MOJCIb JIETCKTYBaHHS aTaKk Ha OCHOBI YaCTOTHOTO
MacHBY, SIKAW TaKOX MPOIEMOHCTpYyBaJia BiIMiHHI pe3ynbraT. s Monens 3axucty
BUSIBUJIACS OLIBII JKOPCTKOIO IOJAO0 3amoOiraHHs arakaMm, OCKUIBKM BOHA
MOKJIAJAEThCSI HA YITKO BHU3HAUEHI TMOPOTOBI 3HAYEHHS KITBKOCTI JOCTYMIB JO
nam’sTi. Takox 3a3HadeHa MOZEINb BUSIBUIIACH O1IbII €()EKTUBHOIO Y BUKOPHCTAHHI
naMm'sTi HOPIBHSHO 3 ICHYIOUMMHU pileHHsAMHU, TakuMu ik Graphene 1 BlockHammer,
3MEHIIYIOYM BUKOPUCTAHHS IMaM’ATi Ha JiYmibHUKY Ha 31% Ta 24,5% BiamoBigHO.
Ile 3abe3meuye eGEKTHUBHUN 3aXHUCT, MPOTE HOTO OCHOBHUM HEIONIKOM €
HEOOX1THICTh 3a3/1aJIeTi/Ib BU3HAYATH I1l TIOPOTOB1 3HAYCHHS, III0 MOXKE OOMEXHUTH

10ro e(peKTUBHICTh IPH 3M1HI XapaKTEPUCTUK HOBUX MOJYJIIB MaM'ATi.

TakuM YWMHOM, OTpUMaHI pe3yJlbTaTd CBiAYaTh MpO Te, IO OOUABI
IPOJIEMOHCTPOBAH1 MOJIEJIl 3aXUCTy MalOTh CBOI IIepeBaru Ta HeJoaiku. Mojenb Ha
OCHOBI MalIMHHOIO HABYaHHS € THYYKOIO 1 JI0Op€ aJanTyeTbCs /10 HOBUX THIIB
nam'siTi, ajge He Jae aOCOJIFOTHOTO 3aXHCTY, TOAI SK MOJACIh YaCTOTHOTO aHalli3y
3a0e31euy€e MOBHUM 3aXKCT, ajie 3HAYHOKO MI1POI0 3aJICKHUTh BIJl HArlepel BU3HAYCHUX
napamMeTpiB. [lomanpiin HOCIIKEHHSI MOXKYTh OyTH CIIPSIMOBaH1 Ha MOEAHAHHS 1IMX
MIIXOMIB IO 3aXHUCTY, IO J03BOJIUTH JOCSATTH OajdaHCy MiX TOYHICTIO, IIBHUIKICTIO

BUSIBJIICHHSI Ta YHIBEPCAJBHICTIO 3aXUCTY JJI PI3HUX BHUJIIB ITaM'sITI.
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BUCHOBKHA

OTxe y X0l AUCEPTAIiHHOTO JOCTIKEHHS OyJ10 MPOBEICHO BCEOIUHMM aHaI3
poOOTH oOmepaTuBHOI Mam’sTi, ii apXITEKTYpHUX OCOOJMBOCTEH 1 MEXaHi3MiB, a
TaKOX JIETAJIbHO pO3IIsiHYTO araky RowHammer, sika 31aTHa 3MiHIOBaTH 3HAYEHHS
01TiB y mam’siTi 63 mocTymy A0 HuX. byno mpoxeMoHCcTpoBaHO HEOE3IEKY Ii€l aTaku
Ta 11 aKTyaJIbHICTh, OCKUIBKH 301JIbIICHHS TYCTUHH KOMIPOK IaM’siTi poOUTh Cy4acHi
MOyl OUTbII Bpa3auBHMHU 10 (I3MYHUX aTaK Ha PIBHI amapaTHOi peajizailli Ta
noctyiy. bymo HaronomieHo, 1m0 Ha JaHUHW MOMEHT TOMIOHI aTaku HEMOXKIHBO
BIJIPI3HUTH B1J] 3BUMAIHOT pOOOTH CUCTEMH, 1110 POOUTH X 0COOJIMBO HEOE3MEUHUMU.
Kpim Toro, Oyiio mpoBeaeHO aHai3 ICHYIOUHNX MEXaHI3MiB 3aXHCTY Ta IOKa3aHo iXHi
HEJOJIKH, Cepel SKUX 3HAUHE BHKOPUCTAHHS €HEprii, HEMOXIMBICTbH POOOTH B

peasbHOMY Yaci abo HelocTaTHS e(PEeKTUBHICTh Y HOBUX MOKOJIIHHSIX MaM’SITI.

Po3po6neHo Ta ctBopeHo TecToBy matgopmy Ha ocHOBI FPGA nyist tecTyBaHHS
YimiB mam’siTli Ha Bpas3iuBicTh 10 araku RowHammer. Byno mnigrorosneHo
yHIBEepCaJbHy MPOrpaMHy OOOJIOHKY, 110 TiATpumye pi3Hi Tunmu DDR-nmam’sTi Ta
JI03BOJISIE TIPOBOJIUTH IIMPOKOMACIIITA0HI €KCTIEPUMEHTH. Y MEXKax I[bOTO PO3JLITY
OyJI0 IPOBEJIEHO TECTYBaHHS 254 muiat mam’siTi pi3HUX MOKOJIiHb Ha MPEAMET 3MIHU
OITIB TiJ BIUIMBOM YacTUX JIOCTYMIB JO CyCIIHIX psakiB. Bmepime Oyno 310paHo
Cy4yacHI JlaHl 1100 PIBHA IXHBOTO 3aXHUCTYy Ta CTPYKTYpOBaHO 1H(OpMaIlio s
MOJaNIbIIOro aHami3zy. TecTyBaHHS MPOAEMOHCTPYBao, 1O cydacHi yinu DDR4 1
DDRS5 € ocobnuBO BpaznuBUMH JO arak ABOCTOpoHHKOro RowHammer, o
J03BOJISIE 3JIOBMUCHHKAM JIETKO iX KOMIPOMETYyBaTH. AHali3 OTpUMaHUX IJaHHUX
TaKOXX TOKAa3aB, IO 3aCO0M 3aXHUCTY, peasli3oBaHl B OFKETHHX CEPIsX YCIX TPhOX
POTECTOBAHUX BUPOOHHUKIB, BUSBUIIMCS HEJOCTATHRO €PEKTUBHUMH JIJISI CYYaCHUX
DRAM-uimniB, fKi MatOTh M1JBUIIEHY YYTIUBICTH JI0 Mapa3UTHUX 30ypeHb. BuspiieHi
BPA3JIMBOCTI I1IKPECIIOI0Th HEOOX1THICTD IOIAJIBIIIOT0 BAOCKOHAICHHS MEXaH13MiB

3aXHUCTY, 30KpeMa IUITXOM PO3POOKHM KOMOIHOBAaHUX IMMIAXOMIB, IO TMOEIHYIOThH
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Ha ocHoBi orpumanux maHux OyJ0 MPOBEICHO OIIHKY IaTepHIB JOCTYIYy Ta
BUSBIICHO 3aKOHOMIPHOCTI, IO MOXYTh OyTH BUKOPUCTAHI JJs TMOKpAIICHHS
ICHYIOUMX METOIB 3axHcTy. Takok CGOpMyIbOBaHO Ta MPOAEMOHCTPOBAHO
METOZOJIOTI0 300py JAaHMUX MO0 3aXMCTY HOBHX CHCTEM IaM’sTi BiJ arak THUITY

RowHammer.

[IpogeMOHCTpOBaHO TPU MOAETI BUSBICHHS Ta 3aXHCTy B aTaKk THILY
RowHammer. Ilepma 3 Hux nepeabavyae 3MEHIIEHHS JAeTaiizalii MiapaxyHKy Ha
PiBHI paHTy, 10 JO3BOJHMIIO CKOPOTUTHU 3alHATY MaMm’ATh JIUMWIbHUKaMH 10 67% y
DDRS, poGmnsiun Meton Ou1bIin epeKTUBHUM ISl CydacHUX cucteM. Jlpyra mojenb
3aXUcTy 0a3yeThbCs HAa BUKOPUCTAHHI METOJIB MAIIMHHOIO HABYaHHS, 30Kpema
mozenedr LSTM, MLP ta CNN. byno Bu3HaueHO, 110 HalKpalluM BaplaHTOM €
mognenb MLP, sixka nocsirma 99,7% TOYHOCTI BUSBIICHHS aTak MpU 4aci BUSBICHHS B
6,9 Mxc. Tpetss MozeNb IPYHTYEThCS HAa METO/AlI BHSIBJICHHS arak 3a JI0NMOMOTOIO
gactoTHoro MacuBy B Content Addressable Memory (CAM), 1m0 BHUKOPHCTOBYE
BU3HAYEH1 MOPOTOB1 3HAYEHHS KUTHKOCTI IOCTYIIIB JI0 IaM’ATi. JlaHa Mojiesb 3aXUCTy
MPOJICMOHCTpPYBaJia 3HIKEHHS CIOXUBaHHS Tam’aTi Ha 31% y mopiBHAHHI 3
Graphene Ta Ha 24,5% y nopiBasHH1 3 BlockHammer, 1110 cBig4uTh Ipo Oro BUCOKY

e(heKTUBHICTb MIPU MIHIMAJILHUX BUTpaTax pecypciB.

Takok TIOKa3aHO pe3yJbTaTH IMIUIEMEHTAIil 3ampONOHOBAHUX MOJEICH
3aXHMCHUX MEXaHI3MIB Yy peanbHy cucteMy. Ha mouarkoBomy erari 6ynu chopMoBaHi
XapaKTePUCTUKHN TECTOBOTO CEPENOBHUIIA, 30KpeMa 00paHO MPOIIECOp, MATEPUHCHKY
miary, SSD Ta moaym mnam’sti DDR3, DDR4 1 DDRS. byno mnposeneHo
IMITJIEMEHTAITII0 JIETEKTOpa aTak Ha OCHOBI HeWpomepexi MLP, ska mokasama
cepenHio eheKTUBHICTh B 99.5% Ipu HaBUaHHI Ha JOKAJILHO 3T€HEPOBAHUX JIAHUX 1
B1AMOB1AHO 92.6% Ipy BUKOPUCTAHHI 3araJIbHOTO JJaTaceTy 31 3HIKEHHIM /10 88.9%
st DDRS. Byno mokasano, 1mo agamrariisi MOl 10 KOHKPETHOTO OOJaJHaHHS
CYTT€BO IIiJIBHIIYE TOYHICTh BHSABICHHS aTak. OmHaK Iiell MeTon He 3abe3redye

aOCOJIFOTHOTO 3aXUCTY B1J] YCIX MOXKJIMBHUX BapiaHTiB aTak. Takox Oysio peanizoBaHO
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MOJIEJNIb IETEKTYBaHHS aTak Ha OCHOBI YaCTOTHOTO MAacHUBY, SKa MPOJAEMOHCTpYyBaa
OUTBII JKOPCTKY MOJITHKY 3amoOiraHHsl aTakaM, OCKUIbKM TIOKJIAJa€eThCsl Ha
3a37ajeriib BU3HAUYCHI MOporoBi 3HadeHHs. [lonpu BHCOKY €(EeKTHBHICTh, Taka
MOZIETTb 3aXHCTy Ma€ OOMEXKEHHS y BUIISAI HEOOXIAHOCTI TMOIMEpPEaHBOTO
KamiOpyBaHHsS TIiJ] KOHKPETHI TapamMeTpw TaM’sTi, 0 MOXE 3HHU3UTH WOTO

yYHIBEpCaIbHICTD.

JlocaipKeHO IepCIeKTUBY IMITJIEMEHTAIllT pO3pO0JICHMX MOJCIEX 3aXUCTY Bij
RowHammer y mmpokiii nepcrnekTrBi Ha iICHYI041 OOUMCITIOBAIbHI CHCTEMH a caMe
T€, 1110 MOZIEJIb MAIlIMHHOTO HAaBYaHHS 37laTHA MpallloBaTh Ha HOBUX ILIaTax mam’sTi
3a JOTIOMOTOI0 3arajIbHOr0 HA0OpY JaHUX 1 HE MOTPeOy€e 3HAUHUX PECYPCIB CUCTEMH.
Mogenb 3aXMCTy Ha OCHOBI YaCTOTHOIO MAacUBY K JEMOHCTPYE BHIIHMHA pIBEHb
BUSIBJICHHS aTakK, NpU LbOMY BIH € 3aJI€KHUM BIJl KOHKPETHUX 3alHCaHHUX
napaMeTpiB cucTeMHU. Takoxk c(hOPMOBAHO MOMKIIMBI MPOIO3UILT 10 MOKPAIICHHS, a
camMe IMIUIEMEHTAllisl OHJAaiH HaBYaHHS, Ta MOXJIMBE KOMOIHYBaHHS YacCTOTHHX

MacCHBIB 1 MOJEJI MAIlIMHHOTO HAaBYaHHS.
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