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AHOTALS

Kopenxo /]. B. Meton Ta 3acib6 KOHCTpYyrOBaHHs Tpadiky B MporpamMHo-
KOH(QITYpOBaHMX  MepeXaxX Ha OCHOBI  INTyYHOTO  IHTENEKTy. —
Kpanidikamiitna HaykoBa mparis Ha IpaBax PyKOIUCY.

Huceprariist Ha 3100yTTs HAyKOBOT'O CTyMeHs JokTopa dimocodii 3
rany3l 3HaHb 12 IndopmarmiitHi TexHosorii 3a cremianbHicTIO 123
Komn’rorepHa imxkenepis. — HalloHanpHuit TeXHIYHUN yHIBEPCUTET YKpaiHH
«KuiBchkuii momitexHiyHuM 1HCTUTYT iIMeHi [rops Cikopcskoro», Kuis, 2025.

Huceprarniitna pobdoTa mpUCBSIYEHA PO3POOII KOMIIJIEKCHOTO METOY
KOHCTPYIOBaHHA Tpaiky B IpOrpaMHO-KOH(ITrypOBaHUX MEpPEKax Ha OCHOBI
METO/IB IITYYHOTO 1HTEJIEKTY, 10 AO3BOJISAE IMIJABUILIUTH NPOAYKTUBHICTH Ta
€(EeKTUBHICTh KOHCTPYIOBaHHA TpadiKy Yy MOpOrpaMHO-KOH(]IrypOBaHHUX
mepexxkax (SDN) ta mokpamutu sikictb 006cimyroByBanHs (QoS) 3a paxyHok
BUKOPUCTAHHA METOJIB IITYYHOTO I1HTEJNEKTY JJs MOOYJO0BM MapuUIpyTiB
nepenayi Tpadiky Ta iforo 6aJaHCyBaHHS.

byno oTpumaHo psAa  HOBHX HAyKOBHUX pe3yNbTaTiB, 30KpeMa,
3alpONOHOBAHO Ta OOIPYHTOBAHO YAOCKOHAJIEHY apXITEKTypy CHUCTEMHU
KOHCTPYIOBaHHs Tpadiky B IPOrpaMHO-KOH(ITypOBaHUX MEpPEKax Ha OCHOBI
METOJIB IITYYHOTO IHTEJIEKTY, 3aCTOCYBaHHS SKOi JO3BOJSIE CIPOCTUTH
npoliec OanmaHcyBaHHS TpadiKy B MEpexki Ta sKa, Ha BIIMIHY BiJl ICHYIOUMX
METO/I1B, 3a0e3Ieuye MOXJIMBICTh BUKOPUCTAHHS PI3HUX TMOKA3HUKIB JIJIst
OanaHCyBaHHSI HaBaHTAKCHHS B 3aJICKHOCTI BiJ THITy MEpEXKi Ta BUMOT JI0
HeEl.

OTprMaB MOAANBIINIA PO3BUTOK METOJ OOpPaxXyHKY O3HaK JIJisi BUOOPY
NUIIXy B MPOrPaMHO-KOH(ITYpOBaHMX  Mepexax 3  ypaxyBaHHSIM
0COOJIMBOCTEH JaHOTO TUITY MEPEX Ta BUMOT, 1110 BUHOCATHCS IO HUX.

Po3pobneno monens HEHpPOHHOI Mepexi s il BUKOPUCTAHHS Y
3ajjayax KOHCTPYIOBaHHS Tpadiky, a came OajaHCyBaHHS HaBaHTaXCHHS, y

IpPOrpaMHO-KOH(IrypoBaHUX Mepexkax. Po3pobieHy HelpoHHY Mepexy OyIio



TpeHoBaHO Ha HaOopi naHux IP Network Traffic Flows Labeled with 75
Apps.

OnTuMi30BaHO MOJIEJIb HEUPOHHOI MEpexi s 11 BUKOPUCTAHHA Y
3amauax OajaHCyBaHHS HaBaHTaXKEHHS. ExcriepuMeHTaTsHUM METO/IOM OYII0
BU3HAYECHO ONTUMAaIbHY KOH(ITYpaIlilo Ta HaAJIAIITyBaHHS HEUPOHHOI MEpexi
JUIsL  3amo0iraHHsl TEepEeHAaBYEHHS Ta OTPUMaHHA BHUCOKOI TOYHOCTI
MIPOTHO3YBAHHS ONTUMAIBHOTO TIISAXY.

[IpoBeneHo anami3 pe3ynbTaTiB 3aCTOCYBAaHHSA 3alPOMOHOBAHOTO
METOJIy KOHCTpPYIOBaHHs TpagiKy B MPOTrPaMHO-KOH(ITYPOBAHUX Mepekax
Ha OCHOBI METOJIIB IITYYHOTO IHTEJEKTY, IO BKJIIOYA€E B ceOe ONMTUMI3AIIIIO
poObOTH HEUPOHHOI Mepexki JJIi BHUKOHAHHS 3ajad  JUHAMIYHOIO
OasiancyBaHHs Tpadiky B MEPEX, IMiJIBUIIEHHS €PEKTUBHOCTI OarmaHCyBaHHS
HABAaHTAKEHHS B MEpPEXI B 3aJIEKHOCTI Bl OOpaHUX O3HAK NUIAXY Ta
3ano0iraHHsl HEKOHTPOJIbOBAHOI 3MIHM HABaHTAKEHHS MLUIIXY B MEPExKl
(mxuTepy) mpHu mepenadi MOTOKY JaHUX. 3a pe3yibTaTaMu 3acTOCYBaHHS
po3po0ieHoro Meroay Oyno AOCATHYTO Kpally MPOJYyKTUBHICTh MEpPEXl Ha
14%.

Po3pob6ienuit MeToa onTuMizallii HEMpOHHOI Mepexi € CKJIaJ0BOIO
KOMITJIEKCHOTO METOYy KOHCTpYyroBaHHs Tpadiky B SDN mepexax i 103BoJsie
ONTHMI3yBaTH MOJIENb HEHPOHHOT MEPEXi JO BHKOPHUCTAHHS B MPOTPaMHO-
KOH(]IrypoBaHUX Mepexkax B 3aJ€KHOCTI BlJl BACYHYTHX BHUMOT.

Kito4oBi cioBa: mpuKIIagHE MpPOTpaMHE 3a0e3MedeHHs, apXiTeKTypa
nporpamMHoro 3abesneueHHs, SDN wmepexi, KOHCTpYIOBaHHS Tpadiky,
OamaHCyBaHHsS  HABaHTAXCHHS, ONTHUMI3allisd, KOMIT'IOTEPHI CHCTEMH,

IITYYHUH THTEIEKT, HEHPOHHI MepeXi, MalllUHHE HaBYaHHS.



ABSTRACTS

Korenko D.V. Method and mean of traffic engineering in software-
defined networks based on artificial intelligence.

Dissertation for the degree of Doctor of Philosophy in the field of
knowledge 12 Information Technology, speciality 123 Computer Engineering
at the National Technical University of Ukraine "Igor Sikorsky Kyiv
Polytechnic Institute", Kyiv, 2025.

The thesis is dedicated to the development of a comprehensive method
for traffic engineering in software-defined networks based on artificial
intelligence, which allows to increase the productivity and efficiency of
traffic engineering in software-defined networks (SDN) and to improve the
quality of service (QoS) by using artificial intelligence to build and balance
traffic routes.

A number of new scientific results were obtained, in particular, an
improved architecture of the traffic design system in software-configurable
networks based on artificial intelligence was proposed and substantiated,
which allows simplifying the process of traffic balancing in the network and,
unlike existing methods, provides the possibility of using different criteria for
load balancing depending on the type of network and its requirements.

The method of calculating path selection features in software-
configurable networks has been further developed, taking into account the
characteristics of and requirements for this type of network.

A neural network model was developed for use in traffic design tasks,
namely load balancing, in software configurable networks. The developed
neural network was trained on the dataset [P Network Traffic Flows Labeled
with 75 Apps.

The neural network model was optimised for use in load balancing

tasks. The optimal configuration and tuning of the neural network was



experimentally determined to avoid overtraining and to achieve high
accuracy in predicting the optimal path.

An analysis of the results of applying the proposed method of traffic
design in software-configurable networks based on artificial intelligence .
The method includes optimising the operation of a neural network to perform
the tasks of dynamic traffic balancing in networks, increasing the efficiency
of load balancing in the network depending on the selected path
characteristics, and preventing uncontrolled changes in the load of the path in
the network (jitter) during the transmission of the data stream, is carried out.
The application of the developed method resulted in an improvement in
network performance of 14%.

The developed method of neural network optimisation constitutes a
component of a comprehensive method of traffic design in SDN networks,
whereby the neural network model can be optimised for use in software-
configurable networks in accordance with the requisite specifications.

Keywords: application software, software architecture, SDN networks,
traffic engineering, load balancing, optimisation, computer systems, artificial

intelligence, neural networks, machine learning.



CIMIACOK MYBJIKALI 3IO0BYBAYA

Haykoei npaui 8 Axkux onybsaiKo8aAHO OCHOBHI HAYKO8i pe3ynbsmamu

oducepmauji:

1. Kulakov, Y., & Korenko, D. (2021). Modified Method of Traffic
Engineering in DCN with a Ramified Topology. International Journal of
Advanced Computer Science and Applications, 12(12). ISSN: 2156-5570
ISSN: 2158-107X DOI: 10.14569/ijacsa.2021.0121258

2. Loutskii, H., Volokyta, A., Rehida, P., Kaplunov, A., Ivanishchev,
B., Honcharenko, O., & Korenko, D. (2021). Topology synthesis

method based on excess de bruijn and dragonfly. In Advances in
Computer Science for Engineering and Education IV (pp. 315-325).
Springer International Publishing. DOI: 10.1007/978-3-030-80472-5_27
3. Volokyta A., Loutskii H., Rehida P., Honcahrenko O., Korenko D.,

Rusinov V., Ivanishchev B., Kaplunov A. Convolutionary neural
networks regarding problem of monitoring data balancing in de bruijn
topology. Bulgarian Journal for Engineering Design, 2021, Mechanical
Engineering Faculty, Technical University-Sofia. ISSN 1313-7530

4. Volokyta, A., Loutskii, H., Rehida, P., Kaplunov, A., Ivanishchev,
B., Honcharenko, O., & Korenko, D. (2022). Extended DragonDeBrujin
topology synthesis method. International Journal of Computer Network
and Information Security, 9(6), 23. DOI: 10.5815/ijcnis.2022.06.03

5. Korenko, D., Cherevatenko, O., Rusinov, V., & Kulakov, Y.

(2022). Creation of the method of multipath routing using known paths
in software-defined networks. Technology audit and production
reserves, 4(2/66), 19-24. DOI: 10.15587/2706-5448.2022.262787

6. Kulakov, Y. O., & Korenko, D. V. Methods of applying artificial

intelligence in software-defined networks. Problems of Informatization
and Control, 1(73), 2023, 23-27. DOI: 10.18372/2073-4751.73.17640
7. Artem Volokyta, Alla Kogan, Oleksii Cherevatenko, Dmytro



https://doi.org/10.14569/ijacsa.2021.0121258
https://doi.org/10.1007/978-3-030-80472-5_27
https://doi.org/10.5815/ijcnis.2022.06.03
https://doi.org/10.15587/2706-5448.2022.262787
https://doi.org/10.18372/2073-4751.73.17640

Korenko, Dmytro Oboznyi, Yurii Kulakov, "Traffic Engineering with
Specified Quality of Service Parameters in Software-defined Networks",
International Journal of Computer Network and Information
Security(IJCNIS), Vol.16, No.5, pp-1-13, 2024.
DOI: 10.5815/ijcnis.2024.05.01

8. KynakoB 1O. O., Kopenko [I. B. Meron OanancyBaHHs
HaBaHTaXeHHA B Mepexkax SDN 3 BUKOPUCTaHHSM IITYYHOTO 1HTENEKTY.
[Ipo6nemu indopmaTuzanii Ta ynpasiiaas, 2(78), 2024, ct. 31-39. ISSN
2073-4751 DOI: https://doi.org/10.18372/2073-4751.78.18959



https://doi.org/10.5815/ijcnis.2024.05.01
https://doi.org/10.18372/2073-4751.78.18959

3micT
AHOTALIS ...ttt et ettt et e st e sbeeeaaeesnsaesnseens 2
ABSTRACTS ..ttt ettt st e st e st e saateesteesnsaeenseens 4
CIHUCOK ITYBJIKAIIM 3JTOBYBAUA ..o, 6
[MEPEJIIK YMOBHUX TTO3HAUYEHD.........c.cooiiiiiiiieeeceeeeeeeeee 10
B T VIt et sttt ettt et esabeesabee s 11
PO31UI 1. AHAJII3 METOAIB KOHCTPYIOBAHHS TPA®DIKY VY
[MPOI'PAMHO-KOH®II'YPOBAHUX MEPEXAX .....oooiiiiiiiiiiieieeieeeeeeee 17
1.1.  Amnani3z BUMOT 110 nporpamHoro 3adesnedenss LI 1 koHcTpyroBaHHS
TPADIKY ettt ettt ettt sttt ettt e bt sb e sttt et e b e s ha e eab e et ebe e aee e 17
1.2. TlopiBHsUIBHMIM aHa3 METOIB KOHCTpYyroBaHHA Tpadiky B SDN mepexax33
1.3.  Orusn iICHYIOUHX CHCTEM IITY4YHOTo 1HTeNeKTY y SDN Mepexax............... 36
BHCHOBKHU JIO PO3IIITY ©.oiiiiiiiiiiiiieeiiee ettt ettt vee e e eereeen 45

PO34UI 2. METO/X KOHCTPYIOBAHHA TPA®IKY V I[TPOI'PAMHO-
KOH®II'YPOBAHUX MEPEXAX HA OCHOBI LITYYHOI'O IHTEJIEKTY . 46

2.1. ApXiTeKTypa CUCTEMU KOHCTPYIOBAHHS TPAPIKY ...cccvvveeeerreeeirieeeireeeeereans 46
2.2. OO6paxyBaHHSI TOKA3HUKIB BUOOPY IIISXY ...veeeeuvrreeserreeeserreeennreeesssseeessnseeens 57
2.3. bamaHcyBaHHS HaBaHTaKEHHS HA OCHOBI IITYYHOI HEHPOHHOI MEPEKi...... 63
BHCHOBKH JIO PO3BIIIITY 2..cuvvieeeiiiieeeiiieeeeiteeeeeireeeeiaeeeeeaeeesavaeeesssaeeensseeeessesesssesans 71

PO34UJI 3. 3BACOBM1 KOHCTPYIOBAHHS TPA®IKY VYV [TIPOI' PAMHO-
KOH®II'YPOBAHUNX MEPEXAX HA OCHOBI LITYYHOI'O IHTEJIEKTY . 72

3.1. Bubip 3ac00iB po3poOKH CUCTEMH OalaHCyBaHHS HABAHTAKEHHA. ............ 72
3.2. ®opwmyBaHHs Ta nomnepenHs 00poOka HaBYAILHOTO HAOOPY MaHUX............ 74
3.3. TloGymoBa Ta HaBYaHHS MOJICII HEHPOHHOT MEPEKI ..eevvveeeeeereeeeirreeeirreenne, 85
3.4. Peamizaliisi KOPUCTYBALBKOTO THTEPAPEHCY ...eeevvveeeeeriieeeiiieeeiieeeeiree e e 89
3.5. Momudikamis SDN koHTposrepa ONOS .......cccoviiiiiiiiiieeeeee e 104
12771633 (0):3:97 091 (018 010 31 11 ) 00 T USSR 117

PO34LI 4. TECTYBAHHA TA AHAJII3 METOAY KOHCTPYIOBAHHA
TPA®IKY VYV ITPOI PAMHO-KOH®II'YPOBAHUX MEPEXAX HA OCHOBI
HOTYYHOT'O THTEJIEKTY .ottt 118

4.1. Po3po0Ka TECTOBOTO CEPEIOBHIIIA. .......uvveeeeurreeerereeeerreeesnreeenreeeassseeesnnnens 118



4.2.  AHaI3 PE3YIBTATIB TECTYBAHHSI ....veereveerereeereeesressreessseensseesseesssesssesenes 121
12771633 (023597 91 (03N 010 k31 ) ) A SRS 142
BUCHOBKW ........ootiiiiieeee ettt st et 144
JITEPATYPA et ettt sttt et eeane s 146
JIOTATOK A ..ottt ettt st ettt aeesaaeeeneas 154
YaCTHHA MPOTPAMHOTO KOJLY +venvvveeenrreeeureeesnreeessssesssssessssseessssseesssssessssssesssnsees 154
JIOTATOK B ...ttt sttt e 180

CIHCOK TTYOTIKAIIIHN 3IO0YBAUA ......cvveeereeeirieerieeieeenereessreesreeeseesseeeseeessseensns 180



INEPEJIIK YMOBHHUX IIO3HAYEHD

SDN — Software-Defined Networking

Al — Artificial Intelligence

ML — Machine Learning

NN — Neural Network

LBBNN — Load Balancing Based on Neural Network
GUI — Graphical User Interface

ONOS - Open Network Operating System

10



BCTYII

AKTyajbHicTb TemM. JIng TpakTUYHUX 3aBJaHb  peamizarii
iHpopMariiiHoro o0O0MIHY B CHCTEMax peajJbHOro Yacy, TaKuxX sK
TeJIeMEAUIMHA, YIPABIIHHSI PYXOMUMHU 00’ €KTaMHU, KOHTPOJb JUHAMIYHUX
MPOLIECIB Y CKIAJHUX PO3MOAUICHUX CTPYKTYypax MOJBIMHOTO MpHU3HAYEHHS,
KPUTUYHO BaXJIMBO 3a0€3MEUUTH CTIMKY Ta aJanTHBHY poOoTy Mepexi. B
YyMOBaXx BHCOKOi IIIIBHOCTI TMOTOKY 1H(QOpPMAIIIHUX MOBIIOMJICHbD,
00MEXEHOTO Yacy Ha 0OpOOKY Ta MPUHHSATTS PIIICHb, a TAKOX y BUIIAJIKAX
300iB y €JIEKTPOKUBJICHHI YU IMIKOBUX HaBAaHTaXXEHb Ha MEPEKEB1 PeCypcCH,
TpaAMIIiiHI METOAM MAapUIpyTH3alli 4YacTO BUSBISAIOTHCS HEIOCTATHHO
e(hEeKTUBHUMH.

Oco0nmBOi yBaru MOTPEOYIOTh CHUTYyaIlli, KOJMU Mepexa 3a3Hae
JTUHAMIYHUX 3MiH Y TOIOJIOTII, 1110 YCKJIQJHIOE 3a0e3MeUeHHs 0e31epepBHOTO
oOminy 1H@opmMmariero. HemoBHa komMOiHATOpUKAa JIOCTYNMHHX MAapIIPYTiB
4yepe3 BIAMOBH BY3JIB a00 KaHaTIB 3B 53Ky MPHU3BOJIUTH J0 HEOOXiTHOCTI
IIBUJIKOTO 3HAXO/KCHHS ONTHUMAJIbHOTO MUIAXY Tmepenadi Tpadiky 3
ypaxyBaHHSM IMOTOYHUX yMOB. KitacuuHi anropuTMu MapiipyTH3aiiii, Taki sk
OSPF, RIP abo cywacHi pillleHHS Ha OCHOBI IPOrpaMHO-KOH(IrypOoBaHUX
Mepex (SDN), maroTh OOMEXKEHHS IIOJ0 IMIBHAKOCTI ajanTallii g0 3MiH i1
e(heKTUBHOTO PO3MOIIITY PECYPCIB Y peaIbHOMY 4aci.

Bukopucrannst TtexHosorii SDN 3a0e3neuye OUIbII  €pEKTUBHE
BUKOPUCTAaHHS MEPEXEBUX PECYpPCIB Ta 3HWKYE BHUTpAaTH Ha KEpyBaHHSA
Mepexero. BrnpoBapkeHHsT TporpaMHOro KepyBaHHS CHpPUSIE MIBHAKOMY Ta
OpOCTOMY  3MIHEHHIO  MEpEeXEeBUX  KOH(]irypaiid, AUCTaHUIHHOMY
aZMIHICTPYBAaHHIO MEPEXKEBOT0 OO0JIaIHAHHS Ta CIOCTEPEIKEHHIO 32 CTAHOM
Mepexi.

KpiMm TOro, mporpamMHo-KOH(IrypoBaHi Mepexi 3a0e3leuyroTh
HiJBUIIEHY O€3MeKy, OCKUJIbKA BOHM JO3BOJISIOTH OJOKYBAaTH JOCTYI [0

MEBHUX PECYPCIB 1 MporpaM y pas3l MOTEHIIWHUX 3arpo3 1 BCTAHOBJIIOBATU

11



npaBuiia IOCTYIy Ta aBTOpU3AIliil AJI1 KOPUCTYBAUiB MEPEXI.

B cBowo uyepry, 3actocyBanHs mty4yHoro iHTenekty (LHI) y cdepi
iHQOpMaIlIHHUX ~ TEXHOJIOTIM €  KJIIOYOBMM  acleKTOM  MOOYJI0BH
KOMIT'I0TepHUX Mepex. Lle mo3Bonsie mBuae i eexTuBHIIIE BUPIIIYBATH
CKJIaJIHI TIpOoOJeMHU, MIHIMI3yBaTH KUJIbKICTh MOMMJIOK 1 IMJBUIIUTH PIBEHb
po0OOTH.

3 ypaxyBaHHSIM LHUX OCOOJMBOCTEH Ta MOTpeOd IOCTa€E akKTyalbHa
HAyKOBO-TIPAKTHUYHA MpOOJeMHa 3ajada po3pOOJEHHS IMITYYHOTO 1HTEJIEKTY
U  KOHCTpYIOBaHHA Tpadiky, a came AUHAMIYHOTO OalaHCYBaHHS
HABAaHTA)KEHHS B KOMIT IOTEPHUX MepexKax.

3B’f130K po0OTH 3 HAYKOBMMHM NpPOrpamMamMu, IUIaHAMHU, TeMaMH.
Hucepramiiina poOoTa BXOIWTh B IJJaH HAyKoOBOi poOoTH Kadeapu
ob0uucoBanbHO1 TexHiKK KIII im. Iropst CikopchbKoro i BUKOHaHa B paMKax
HACTYIHUX MOITYKOBHUX JOCIIIKEHb (1HIIaTUBHUX TeMaTHK):
«BUCOKONPOAYKTUBHI KOMIT FOTEPHI CUCTEMH Ta MEPEXKI: TEOpiss, METOIH 1
3aco0u amapaTHOl Ta MporpamMHOi peamizaiii» (pakyiabTeT 1HPOPMATUKH Ta
00YHMCITIOBAJIBHOT TEXHIKK — KepiBHUK: Aol. A. M. Bonokura), Ne norosopy:
H/p Ne0121U108261, nata peectparrii: 11.02.2021.

Meta i 3aBaaHHs JaocJaikeHHsi. MeToro aucepTaiiiiHoi podbotu €
MIJBUILEHHA €(QEeKTUBHOCTI MPOUEAYPU JTUHAMIYHOTO KOHCTPYHOBAHHS
Tpadiky B CydacCHHX KOMIT IOTEPHHX MeEpekax 3a PaxyHOK BUKOPHCTAHHS
METO/IIB IITYYHOTO IHTEJEKTY, M0 3a0e3leuye MiABUIICHHS SKOCTI Ta
IIBUJIKOCTI Tepeliadl JaHUX B MPOTrpaMHO-KOH(IrypoBaHuX Mepexkax. lle
JOCATAEThCSI 32 PaxXyHOK 3HMKEHHS CEepeAHbOro 4Yacy IMepefadl MakKeTiB,
MiHIMI3aIlli BTpaT JaHWX, MIABUIIEHHS MPOIYCKHOI 3JaTHOCTI KaHaIB
3B’SI3KYy, ONTUMI3aIlli OalaHCYyBaHHSI HABAHTAXKEHHS Ta MOKPAIEHHSI TOYHOCTI
MIPOTHO3YBAHHS MapIIPYTy nepenadi Tpadiky.

JI1st nocsArTHEHHS! BKa3aHO1 METU NOTPIOHO BUPIIIUTH TaKi 3aBJaHH:

JlocniauTu cydacHi MeToau KOHCTpyroBaHHs Tpadiky B SDN mepexax,

a caMcC 63J’IaHCYBaHH$[ HAaBaHTAaXCHHA.
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JlocniauTi METOau BUKOPHUCTAHHS IITYYHOTO IHTENIEKTY B 3ajadax
KOHCTPYIOBaHHA TpadiKy Ta MiABUIICHHS SKOCTI 0OCITYTOBYBaHHS.

Po3pobutu apxiTeKTypy CHUCTEMHU KEpyBaHHS MEPEKEBUM TpadikoMm 3
ypaxyBaHHSM OCOOJUBOCTEN BUKOPUCTAHHS IITYYHOTO 1HTEIIEKTY.

OOpatu Ta oOpaxyBaTH O3HAaKM MNUIAXY [JI MOAAJBLIOTO iX
BUKOPHUCTAHHSA y Mpolieci 6anancyBaHHs HaBaHTakeHHS B SDN mepexi.

Po3pobuty Mosienb HEMPOHHOI MEPEXi 3 ypaxXyBaHHSM OCOOJIMBOCTEH
il BUKOPUCTAHHS Y KOHTEKCTI MTPOrpaMHO-KOH(ITypOBaHUX MEPEX Ta BUMOT,
BUCYHYTHX IO ITl€i Mepexi, ska Oylae He JUIle aJanTHBHOK 10 3MiH B
MepexkeBoMy Tpadiky, aje W 3JaTHOI0 IUJIaHyBaTU NOTOKHM Ha OCHOBI
IHTErpajbHOTO HABAHTAXKEHHS Ha KOXKHOMY HUISXY.

OO0’ekT JoOCTigKEeHHS — TIpOLlEC KOHCTPYIOBaHHSA Tpadiky B
MIPOrpaMHO-KOH(PITYpOBAaHUX MEPEKaAX.

IIpeamer gocizKeHHs] — METO/IM Ta 3aCO0M KOHCTPYIOBaHHSA Tpadiky
B IIPOrpaMHO-KOH(ITYypOBaHUX MEpexKax.

Metoau nociigxeHHsi. METOIUYHOIO OCHOBOIO JOCHIDKEHHS €
CHUCTEMHE ONpALIOBaHHS Ta aHajl3 TEOPETUUYHOTO MaTepiaiay, IPUCBIUYEHOTO
MIBUIIEHHIO MPOAYKTUBHOCTI Ta €(EKTUBHOCTI KOHCTPYIOBaHHS Tpadiky y
SDN wmepexax, MiABUIIEHHS SIKOCTI oOciyroByBaHHs (QOS) 3a paxyHOK
BUKOPUCTAHHSI METOJIIB IITYYHOTO IHTEJIEKTY, aJanTaili HeMPOHHUX MEPEx
70 3amad OandaHCyBaHHS HaBaHTaXEHHsA. B mpolieci JaHOTO AOCTiIKEHHS
OyJii BUKOPUCTaHI METOJM OajaHCYBaHHSI HAaBAHTAXKEHHS, 1110 0a3ylOThCS Ha
BUKOPHUCTAHHI O3HAK NUISAXY, I MO0YI0BH MapIIpPyTiB.

HaykoBa HOBM3HA OTPMMAaHHUX pPe3yJ/ibTAaTIB.

3anponoHOBaHO  Ta  OOIPYHTOBAHO  MOJAM(PIKOBAHUA  METOJ
KoHCTpyroBaHHs Tpadiky B SDN mepexkax Ha OCHOBI METOMAIB IITYYHOTO
IHTEJICKTY, SIKUW BpaxoBy€e 0co0auBOCTI SDN-apXiTEeKTypH Ta BAMOTH JI0 HET.
Ha Biaminy Bij ICHYHOYMX MiJIXOAIB, METOA 0a3yeTbCsl HA JUHAMIYHOMY
aHaji3l MapaMeTpiB MepeXeBoro Tpadiky Ta MPOTHO3YBaHHI MOTO, IO

JI03BOJISIE€ aTAITUBHO OAJIAHCYBAaTH HaBaHTAXXEHHsI Ta IHTErPyBaTH MEXaHI3MU
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rJIMOOKOTO HaBYAHHS JJIsl BpaxXyBaHHSI KOMIUIEKCHUX METPUK, SIK1 BIUTMBAIOTh
Ha TPOIYKTUBHICTE Mepexi. OCOONMBICTIO 3alpONOHOBAHOTO METONY €
BUKOPHUCTAHHA IHTETPAIBLHOTO MOKA3HUKY BHOOPY ONMTUMAIBLHOTO MapuIpyTy,
0 CHpUsS€ PIBHOMIPHOMY po3moainy Tpadiky Ta e(peKTUBHOMY
BUKOPHCTAHHIO MEPEX)EBUX pecypciB. Ha OoCHOBI 3ampornoHOBaHOTO METOAY
Oys10 po3po0ieHo 3aci6 KoHCTpyroBaHHs Tpadiky B SDN mepexkax.

3anponoHOBaHO Ta OOIPYHTOBAHO YJOCKOHAJIEHY apXITEKTypy
CHUCTEeMH KOHCTPYIOBaHHS TpadiKy B MPOrpaMHO-KOH(ITYPOBAHUX MEpExXax
Ha OCHOBI METOJIIB IITYYHOI'O IHTEJIEKTY, fKa, Ha BIJIMIHY BIJ 1CHYIOUHMX
METO/11B, 3a0€e3Meuy€e MOXKJIMBICTh BUKOPUCTAHHS 1HTETPaIbHOTO MOKa3HUKA
1U1s OalaHCYBaHHSI HABAHTAKEHHS B 3aJIEKHOCTI B1Jl TUITY Tpadika.

OTpuMaB MOJATBIINI PO3BUTOK CIOCIO OOpaxyHKY MOKa3HUKIB JIJIs
BUOOpY NUIAXYy B MIPOTrPaMHO-KOH(ITYpOBaHUX MeEpekax 3 ypaxyBaHHSIM
0COOIMBOCTEN MEpeX Ta BUMOT, BUCYHYTHX JI0 HHX, II0 HAa/Ja€ MOKJIHUBICTh
BUKOPUCTOBYBAaTH KOMIUIEKCHUM METOJ KOHCTpYIOBaHHS Tpadiky, SKUAN
BKJIIOYAaE y cebe MeTo]l 00paxyHKYy IMOKa3HUKIB HUISIXY Ta OallaHCyBaHHS
HaBaHTaxxeHHs. lle, Ha BiAMIHY BiJ ICHYIOYHX MIAXOJIB, J03BOJISIE
aZanTyBaTH MOJIEIb HEHPOHHOT MEPEXKi 0 BUMOT, SIKI BUCYHYTI JI0 MEPEXKI,
Ta BpaXOBYBATH TJI00AJBLHUN CTaH MEPEXK1 [l KOHCTPYIOBaHHS Tpadiky.

I[IpakTuyHe 3HaYeHHs OTPUMAHMX pe3yabTatiB. Onepxani
pe3ynbTaTH  JO3BOJISIOTH  3aCTOCOBYBAaTH  IITYYHMM  1HTEJNEKT  JUIS
KOHCTPYIOBaHHS TpadiKy y IpOrpaMHO-KOH(]IrypOBaHHX Mepexax.

Po3pobnenuii MeTo A03BOJISIE BUKOPUCTOBYBATH KOMITJIEKCHUM MiAX1]T
Ta BpPaxOBYyBaTH MIOOANBHUI CTaH Mepexi Yy 3a7adi OallaHCyBaHHS
HAaBaHTaXXEHHs, 10 3a0e3neuye 3HWKEHHS Yacy mepenayi nakeriB Ha 14%,
3MCHIIICHHSI BTPAT MakeTiB A0 3% Ta MiABUIICHHS MPOIYCKHOI 3JaTHOCTI Ha
17,1% mopiBHSHO 3 TPATUIIIHHUMH aJITOPUTMAMH.

ExcniepuMeHTanbHUM  CIIOCOOOM  Oy/nO  BH3HAYCHO ONTHUMAJbHY
KOH(DIrypaiio Ta HaJAITyBaHHA HEWPOHHOI Mepexi, 110 J03BOJIE

YHUKHYTHU NepEHaBYAHHS Ta JOCSITTH TOYHOCTI MPOTHO3YBAHHS MapUIPyTy Ha
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piBHi 96,4%.

Po3pobnena momens Mae BHCOKY €QEeKTHBHICTh Yy  3ajadi
MPOTHO3YBAaHHS ONTHUMAJBHOTO IIISAXY Mepenayi makeTiB. Bona moxe Oytu
BUKOPHCTAaHa K OCHOBa JUISl MOJANbLIMX JOCIIPKEHb Ta BJOCKOHAJICHHS
MEPEKEBUX AJITOPUTMIB MapLIpyTH3allli, a TaKoX ISl po3pOoOKH HOBHUX
METO/IIB ONTUMI3aIlii epeadi JaHUX y Cy4aCHUX KOMITIOTEPHUX MEpekax.

Ocobuctuii  BHecok 3700yBava. [lucepraiisi € pe3yabTaToM
CaMOCTIMHUX HAayKOBHX JOCIIKEHb, B IKMX BKJIAJE€HO aBTOPCHKUI MIIX1A Yy
METOJT KOHCTPYIOBaHHS TpadiKy y MpOrpaMHO-KOH(IrypOBaHUX MEpexax Ha
OCHOBI METOJIB INTYYHOTO 1HTeNeKTy. HaykoBi mMOJIOXKEHHS Ta OCHOBHI
pe3yabTaTH, SIKI MICTATbCS B JUCEpTallii, OTpUMaHi 3100yBa4eM CaMOCTIMHO
y Tpoleci HayKOBO-IOCHIAHUIIbKOT poboTu. B poOoTax, omyOiKOBaHUX Y
CIIBaBTOPCTBI, AUCEPTAHTY HAJIEKATh:

[1] — po3po0aeHuii KOMIIEKCHUI MeTO1 OaaHCyBaHHS HABaHTAKEHHS
y TpPOrpaMHO-KOH(IrypOBaHMX MeEpexax Ha OCHOBI METOAIB IITYYHOTO
IHTEJICKTY;

[2] — 3ampornoHOBaHO METOA OOpaxyHKY O3HaK JJisl BUOOpY IUISAXY B
MPOrpaMHO-KOH(ITYpOBAaHUX MEPEXKAX 3 YPaXyBaHHSIM OCOOJIUBOCTEN MEpex
Ta BUMOT, 1110 BUHOCSATBCS A0 HUX

[3] — aganToBaHa MOJI€JIb HEHPOHHOI MEpeXi IiJT 3a7a4il OalaHCyBaHHS
HAaBAHTAKEHHS 3 ypaxyBaHHSM OCOOJMBOCTEH MPOTrpaMHO-KOH(PITYpOBAHUX
MEPEX;

[4] — mpoaHali30BaHO BIUIMB SIKOCTI HA0Opy JAHMX JUIsl TPEHYBaHHS
MOJeJIeld Ha TOYHICTh BUOOPY ONTUMAIBHOTO MIJISXY;

[5] — mpoaHai3oBaHO BIUTMB PO3MIPY MOPIli JaHUX HaA 4ac 0OpoOKu
JaHUX HEHPOHHOIO MEPEXKEI0 Ta Ha MOXUOKY B PO3paxyHKaXx;

[6] — mpoaHa1i30BaHO BIUIMB KUJIBKOCTI HEMPOHIB Y MPUXOBAHOMY IIapi
Ha 4ac 00poOKU JaHUX HEUPOHHOIO MEPEKEIO Ta HA MOXUOKY B pO3paxyHKax;

[7] — anami3 mNPOIYKTUBHOCTI Ta e(GEKTHUBHOCTI OallaHCyBaHHS

HABAaHTAXEHHSI HEUPOHHOK MEPEXKEIO.
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Anpobauia pe3yabTatiB aucepraunii. OCHOBHI pe3yiabTaTu PoOOOTH
OIy0JIIKOBAaHO Ta OOTOBOPEHO HAa MIKHAPOAHMX Ta BCEYKPAiHCKMX HAYKOBUX
KoH(epeHiisx, 30kpema Ha: Bulgarian Journal for Engineering Design, 2021,
Mechanical Engineering Faculty, Technical University-Sofia. ISSN 1313-
7530 (M. Codis, 2021), XV Mixnaponna Haykoo-IIpakTuuna
Kondepenmiss, Komm’rorepni Cucremu Ta Mepexni Texnosorii (M. Kuis,
2024).

IMyoaikanii. 3a  pesymbraramu  JUCEPTAIiMHUX  JOCIITKEHB
Ommy0JIIKOBaHO 7 HAyKOBUX cTaTel, 4 3 AKUX BXOAAThH 10 HAYKOMETPUUHUX
0a3 JaHuX 3 MDKHApOJAHUM 1HJEKCOM IMTYBaHHS Scopus, a 3 — ¢axosi
BHUIaHHS KaTeropii b.

Crpykrypa i o6car podoru. /(ucepramiitna poboTa CKJIaJaeThes 31
BCTYIMY, YOTUPHOX PO3JLUIIB, 3arajlbHUX BHUCHOBKIB, CIHCKY BHUKOPHCTAHHX
JoKepen 13 72 HaliMeHyBaHb Ta JOJATKIB. 3aralbHUM oOcCsIT aucepTaii
ctaHoBUTh 180 cTopiHOK, 3 sKkuX 131 CTOPIHKM OCHOBHOI'O TEKCTy, Ta

MICTUTB 62 pUCYHKH, 12 dhopmyd, 5 Tabiullb.

16



PO3/ILI 1

AHAJII3 METOAIB KOHCTPYIOBAHHSA TPA®DIKY Y
HPOI'PAMHO-KOH®IT'YPOBAHUX MEPEXAX

1.1. Amnaui3 BUMor a0 nporpamuoro 3adesnedenns I pus

KOHCTPYIOBaHHS Tpadiky

CydacHa KOMIT'IOTEpHA Mepeka — II€ pO3MOJIiICHa Mepeka 3
KOMYTAIlI€I0 TMaKeTIB, sKa MIAKIIOYEHA Maibke /0 KOXKHOTO IH(POBOIro
OPUCTPOIO Ta JOCTYIIHA B YChOMY CBITi. TpamuliiiiHa Mepeka Mae KilbKa
npo0JeM, SK-OT 3aJIEKHICTh BIJI MOCTAYaJbHUKIB, CKJIAQIHICTh KEPyBaHHS
BEJIMKOI0 MEpexero, JUHaAMIYHa 3MiHA MOJITUKU mnepecwiands Tomo. [1o6
MOJ0JIaTU MPOOJEMHU, BIACTHUBI ICHYIOUIM TpaguLiHIA Mepexi, Oylna
po3po0iIeHa KOHIIEMIis TporpaMHO-KOHPIrypoBaHoi Mepexi [1].

Konruemnisi mporpaMHO-KOH(ITypoBaHUX MepeX Oa3yeTbcs Ha iaei
MPOrpaMoOBaHUX MEpEX 13 I[EHTPAII30BaHUM KepyBaHHAM. Llell miaxin
MIPOTIOHYE CIIPOIICHE PIIICHHS CKJIAJHUX 3aBAaHb, TaKUX SK KEPyBaHHS
tpadiky [2], onTtumizamis mepexi [3] Ta OamaHcyBaHHS HaBaHTaXeHHsS [4].
Kpim Toro, cydacHi mMepexkeBi IOAaTKM BUMararTh OUIbII MacmITabOBaHOI
apXITEKTYpH, IKa MOXE HaJlaBaTH HAJIWHI MOCIYyTd HA OCHOBI MIEBHOTO TUITY
Tpadiky. [Iporo MoxxHa AOCITTH 3aBASIKM BUKOPUCTaHHIO TexHOJOTii SDN,
sSKa TIPOMOHYE KOMIUIEKCHE KEPYBaHHS CTaHOM MeEpeXi Ta TMOJETTIye
KepyBaHHS Ha piBHI oToKy [5]. Llg imest mpusBena 10 KapAUHAIBHUX 3MIH Y
MPOEKTYBaHH1 Ta KOH}Irypauii mepex [6-9].

3actocyBanHs TexHojorii SDN npu moOyaoBi KOMIT IOTEPHUX MEPEK
ngormoMarae  3abe3nmeyuTH Outhlll edeKTHBHE BUKOPUCTAHHS MEPEKEBUX
pEeCypCiB Ta 3HMKY€E BUTPATH Ha KEPYBAHHS MEPEKEIO.

BnpoBakeHHs TPOrpaMHO-KOH(ITypOBaHOI Mepexi Ja€ JOCTYI [0

IIBUIKOI Ta aJanTHUBHOI 3MIHY MEpEeXeBUX KOHQIrypaiii, THM CaMHUM
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MOMITHO CIPOIIYIOYH MPOIEC CTBOPEHHS 1HPPACTPpYKTYpu. 3aBAsSKU I
TEXHOJIOTIl aJMIHICTPaTOpH MOXYTh BIAJAJICHO KEpyBaTH MEPEKEBUM
oOjasHaHHSAM, HAJAIITOBYBaTH Ta ONTHUMI3yBaTH Horo poboty 0Oe3
HEOOX1MHOCTI (P13M4HOi MpUCYTHOCTI Ha 00'ekti. lle 3HayHO migBUIIYE
e(eKTUBHICTb POOOTH, OCKUIBKH JI03BOJISIE OTIEPATUBHO pearyBaTH Ha 3MIiHU B
Mepexi abo BUPINTYBAaTH TEXHIUHI MPOOIEMHU.

Kpim Toro, mnporpamMHe KepyBaHHsS  JI03BOJISi€E  3I1HCHIOBATH
Oe3nepepBHUIl MOHITOPUHI CTaHy Mepexi B pexxumi peanpHoro yacy. lLle
JIO3BOJISIE€ BIJCTEKYBATU AKTUBHICTh MEPEXki, MIBUJKO BUSBIATH 3001 abo
npoOjsieMyd Ta BUIPABIATH MpoOJeMH JO TOro, SK BOHUM MATUMYTh
HETaTWBHUN BIUIMB HAa 3arajbHy MPOAYKTHBHICTh. BrpoBamxeHHS
aBTOMATHU30BAHUX CUCTEM 300py Ta aHali3y JaHUX JO3BOJIAE MIATPUMYBATH
po0OOTy Mepexi Ta MPOTrHO3yBaTH MOTEHLIMHI TPOOJEMU Ha OCHOBI aHaNI3y
MOTOYHUX TMOKa3HUKIB. lle Takox 3abe3nedye BUIIMN pIBEHb OE€3IEKH,
OCKUIBKH JI03BOJIIE ONEPATUBHO 3MIHIOBATH IpaBWIa JIOCTYIY, BHUSBIISATH
aHOMAaJIbHY aKTHBHICTb 1 3aXUIIATH MEPEXKY BiJ MOTEHLIMHUX 3arpo3.

[Tapagurma SDN mnepenbavae BiIOKpEMJICHHS PIBHS KEpPYBaHHS BiJ
piBHS 1HGPACTPYKTYpH, IO J03BOJSE JOCATTH OLIBII ONEPATUBHOTO 1
JUHAMIYHOTO TIIXO0y B MOPIBHSHHI 31 3BUYAHHOIO apXITEKTYPOI MEpEexI.
PiBenb kepyBaHHS MOXe OyTH PO3AUICHUI Ha JIEKUIbKA BIPTYaIbHUX MEPEK,
KOXHA 3 SIKUX peani3dye okpemy nomiTuky [10]. Orxe, 110 mapagurmy Mo>KHa
po3riIgaTi K 1HCTPYMEHT, WO JO03BOJISIE BUPINIYBAaTH PI3HOMAaHITHI
MepexeBl TpodeMH 3 pi3HUX TOUYOK 30py [6]. KpiM Toro, BoHAa MOXe OyTH
BHUKOPHUCTaHA TSI 33/I0BOJICHHSI BUMOT HOBUX TEXHOJIOTIH, TakuX siK [HTepHET
peuert (IoT) 1 5G [11]. Tum He MeHmI, i1 NPUUHATTA 3aJCKUTH BIJ ii
3/TaTHOCTI 3a0€3MEeYUTH BIAMOBIIHE PILIEHHS MPOOJeM, IKi HE MOXYTh OyTH
BUPILIEH] TPAJAULIMHUMHU MEPEKEBUMH MIPOTOKOJIAMH Ta apxiTekTypamu [12].
Psin Bemukux xopriopariiii, Bkirodatoun Microsoft Ta Google, Bxxe mpuitHsm
il mms cBoix meHTpiB 0OpoOku manmx [13, 14]. 3 iHmIOTO OOKY, IMITY4YHHIA

IHTEJIeKT HaJa€ 3HAYHUN MOTEHIIaI Ik pO3BUTKY 1HHOBaIliil B SDN.
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Apxitektypa SDN po3pobiieHa Ha OCHOBI 1/1e1 TOAUTY MK IUIOIIUHOIO

KepyBaHHs Ta miomuHoI0 AaHuX (Control Plane i Data Plane). (puc. 1.1).

Hpuxaagamnii

piBens Jonaten SDN

5

API nieniunoco inmepgetiicy
Pipenn
KepYBAHHA SDN Mepeskesi cepeici
Konmpoaep
: L
Myasmunpomoxoisuuii
nigdennil inmepdedic
{OpenFlow)
PiBeHkb I1pHCTpiit IpHeTpifi [TpucTpiii
I ppacTpyKTYpH MepecIKH || TMepechIKH || Nepechikm

Puc. 1.1 bazona apxitexkrypa SDN [15]

Y  TpamumiiiHuX Mepekax, KepyBaHHS Ta 00poOka TakKeTiB
B1I0YyBalOTHbCSI Ha KOKHOMY MEpPEKEeBOMY HpHCTpoi okpemo. Y SDN w1
GyHKIIT pO3AUIEHI, [0 JJO03BOJIAE 3POOUTH MEpEeXy OLIbII THYYKOIO,
MaciTaboBaHOK Ta MPOCTIIIOK y KepyBaHHI [15].

e Pieens noparkiB (Management Plane): ueil piBeHb BKIItOUa€e pi3Hi
MEpEeXeBl CIIy>)kOM Ta MpOTrpamMu, siKi KePyHOTh MOBEAIHKOI MEpPEXi, SK-OT
OanmaHCyBaHHS HaBaHTaXeHHs, (adiepBonu Tomo. IlnommuHa KepyBaHHS
KOH(DIrypye Ta KOHTPOJIIOE MEPEKEB] MPUCTPOI.

o Pisenr kepyBanus (Control Plane): meit piBenp Beme cebe sk
IHCTPYKTOp 1 € MO3KOM TMporpamMHoO-KoH(}pIrypoBaHoi Mepexi. PiBeHb

KepyBaHHA MpUKMae BCl PIMICHHS NpO MEpPECHIaHHS MaKeTIB Ha OCHOBI
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TOTIOJIOTIi, @ TAKOX KEePY€E PI3HUMH KOHTPOJIEPAMHU.

e Pisenp iH(ppacTpykTypu (Data Plane): meit piBeHbp mnepecuiiae
MaKeTH Ha OCHOBI TaONHIb MapIIpyTu3alii. PiBeHb nepecuinannsa qaHux — 1ie
Gb13UYHUN IPUCTPIN, AKUH OTPUMYE THCTPYKIIIT 3 PIBHS KEPyBaHHS Ta BUKOHYE
MIePECUIIKY BIATIOBITHO HUM.

e API miBHiuHOTO IiHTEepdelicy: 1ei iHTeppeiic B OCHOBHOMY
BUKOPHUCTOBYETHCS JIJIS 3B A3KY MK BEpXHIM 1 CEpeHIM piBHEM, KEPYBaHHIM
1 KOHTpoJeM. [HCTpyKIlii 3 MPUKIAAHOTO PIBHS MEPENalOThCsl KOHTPOJIEpam
yepe3 11ei inTepdeiic

o [liBmenHuii  iHTepdeiic: 1med  iHTepdeiic B OCHOBHOMY
BUKOPUCTOBYETHCS ISl 3B’SI3KY MK PIBHAMH KepyBaHHSA Ta 1HQPACTPYKTYpH.
Jlnst po3’eaHaHHS IUX IBOX PIBHIB BUKOPUCTOBYETHCS MpoTokosl OpenFlow.

[IporpamHo-kOH}IrypoBaHi Mepexi MPEACTaBISIOTh CO00I0 HOBUM
X1 A0 TPOEKTYBAaHHS Ta KEPyBaHHS MEPEX, SKUU BIIPI3HAETHCS Bij
TPagUIIMHOI MEpEeXeBOT MapaaurMu. B OCHOBI KOHIEMIIT JIEKUTh MOHSATTA
[IEHTPAJII30BAaHOTO KEPYBAaHHS MEPEXKEI0, J€ I JIOTIKAa 3HaXOJUThCS Ha
BiJIOKpeMJIeHHOMY KOHTpouiepi. Lle m03BoJisie BUKOPHUCTOBYBATH MPOTPaMHE
3a0e3neveHHs I aJAMIHICTPYBaHHS MepexeBUX (YHKLIA 1 pecypciB, TUM
CaMUM TIOJIETIIYIOUM KOH(Irypalilo, MOHITOPHUHT 1 aBTOMAaTHU3AIIO
MepEeKEeBUX Oleparliil.

OCHOBHUM €JIEMEHTOM B MPOrPAMHO-KOH(MITypOBAaHUX MeEpexax €
koHTposep SDN. Lle#t mporpaMHuii eleMeHT BiIOKpEMIICHUH Bia (I3MYHUX
MEpPEKEBUX TMPHUCTPOiB, TaKUX SIK KOMYTAaTOpPH Ta MapUIpyTH3aTOpH, 1
BIIMOBIZIa€ 32 MNPUUHSATTS  PIIICHHS 100 KOHCTPYIOBaHHS Tpadiky Ta
HaJaIITYyBaHHS MEPEXKEBUX MPHUCTPOIB HA OCHOBI iHGoOpMaIi Tpo CTaH
MEpEexi.

OcHoBHOIO (GyHKIIEr0 KOoHTposiepa SDN e kepyBanHs Tpadikom i
MEpPEKEBUMHU pecypcaMu Ta 3a0e3MeueHHs LIEHTPaII30BaHOTO KOHTPOJIIO HaJ
Bciero Mepexero. KoHTposnep oTpumye BiJ KOMYTAaTOpIB JaHl MPO CTaH

Mepexi, BKITtouatoun iH(opmariiro npo Tpadik, ctan komyraropis, MAC 1 IP-
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aZpec, TOTOJIOTII0 MEpeXKi Ta IHII BaXJMBI JIeTalll, a TOTIM Iepeaae
KOMAaHJIU JJTISI KEPYBAHHS [IUMU TIPUCTPOSMHU.

[Tporokon OpenFlow cnyrye xomyHikamiiiHuM iHTepdencoM Mix
koHTposepamu OpenFlow Ta mnomuuamu nepecunands OpenFlow [16]. Le
NepIIni CTaHAAPTHUH NPOTOKON 3B'sI3Ky 1yt cepeaoBun] SDN. Horo
OCHOBHA IiepeBara IMOJIATaE B TOMY, IO BiH J03BOJsi€E KOH(DIrypyBaTH
KOMYTaTOpU PI3HUX BHUPOOHMKIB 3a JOMOMOIOI0 KOHTpoliepiB. [Iporokon
OpenFlow kepye nBoMa KOMIIOHEHTaMH KOMYyTaTOpa: TAaOIMIICIO MOTOKIB 1
3aXHUIIEHUM KaHaIoM 3B's3Ky. OcTaHHIN OXOIUTIOE sl (QYyHKIIIHN, BKIIOYAI0UU
3amu@poBaHuii KaHaj, MOHITOPUHT TpadiKy Ta aaMIHICTPyBaHHS BX1JIHHX
MAKEeTiB, 3reHEPOBAHUX PI3HUMHU KOHTpoJiepamu [17].

OYHKIIOHAIBHICTh 1 MOXJIMBOCTI KoHTposiepa SDN  MOXyTh
BIJIPI3HATHCS 3aJI€KHO B1J1 0a30BOi IIaTPOPMHU Ta MIAXOLY 10 peanizarii. Bin
3IaTHUA BUKOHYBAaTH HU3KY 3aB/IaHb, 30KpeMa:

1. Posmomin Ttpadiky: Kourponep SDN Bu3Hayae ONTUMAJIbHHI
MapHipyT I TIEPECHJIAHHS TAKETiB, BUKOPUCTOBYIOYM CTATUCTHUKY MEPEXKI.
Bin ananizye HU3Ky MOKa3HUKIB, BKIIOYAIOYN HABAaHTAXKEHHS HA MEPEKY, Yac
nepeaadi, MPONyCKHY 37aTHICTh Ta 1HII BIAMOBIAHI JIaHi, 00 ONTHMAaIbHO
pO3NOAUTIATH TpadiK.

2. KepyBanus monitukamu Oesneku: KoHTponep BCTaHOBIIOE
MOMITUKU U(pyBaHHS JJIsI PI3HUX CETMEHTIB Mepexi. BiH BH3Hauae, siki
npotokosin 1mudpyBanas (TLS, IPsec ToIl0) BUKOPHUCTOBYIOTBCS MIXK
NMEeBHUMH By3JlaMU. TakoK CIiJ 3a3HAYUTU YTNPaABIIHHS cepTUdIKaTamMu Ta
KJIFo4aMu mUQpyBaHHS Yepe3 B3a€MOJIII0 3 CepBiCaMU KE€PyBaHHS KJIHOYaMU
(Key Management Services, KMS) abo cepTudikaiitHuMu IEeHTpaMu
(Certificate Authorities, CA) Ta iHTerpauilo NpUCTPOSIMHU MHUPPYBAHHSI YU
mrdpyBaHHsS Ha PiBHI J0JaTKiB a00 MOTOKIB.

3. JlunamiuyHe KepyBaHHs MepexeBUMH pecypcamu: KoHTposep
JI03BOJISIE  IMHAMIYHO KOH(IrypyBaTH MEpPEXKEBl pPECypcH, BKIIOUYAIOUU

npomyckny 3natHictb, VLAN (Virtual Local Area Network), QoS Ta inmmi
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napametpu. lle 3a0e3neuye epexTrBHE BUKOPUCTAHHS MEPEKEBHUX PECYpPCIB
BIJIOBITHO /10 BUCYHYTHX BUMOT.

Kontponepu SDN 3paTHi 3a0e3meunT MOBHHUMA OTJISIA MEPEXk, 1 IS
BUKOHaHHS QOS y Mepexax AyxKe BaXxIJIHMBO, 100 BOHH OyJiM po3TallloBaHI B
ontuMajgbHOMy Micii. @akTopu, sIKI MOXYTh BIUIUBaTH Ha SAKICTbH
00CITyroByBaHHS 4epe3 KOHTPOJIEpU, MOKHA BITHECTH JI0 pALy oOiacTei,
TaKuX sSK Oe3leka Mepexi, KepyBaHHA MeEpexero, e(EeKTUBHICTh
BUKOPHUCTAHHSA PECYpPCIBIO Ta KEpPyBaHHSA MEPEKEBUMHU MOCITyramu. Brmus
BUIIE3a3HAYCHUX TMPOOJIEeM MOXKHA 3MEHIIUTH MUITXOM 3a0e3neueHHs
HaJIMHOCTI, MacImTaboBaHOCTI, y3roJDKEHOCTI  Ta  OaJlaHCyBaHHS
HaBaHTaxeHHs [18-21].

SDN € npuBabiuBOI 00JACTIO  JOCHIDKEHb Yy  CY4YacHUX
KoMI'toTepHUX Mepexkax. OnHak B i o0iacTi € mpobsiema 3a0e3nedyeHHs
QoS y BigHOmIEHH] 10 KepyBaHHS KoHTpoJjiepamu SDN, sika crocyeTbes
CKJIAJIHOCTI yIpaBliHHS TpadikoM Ta pecypcamu, SKi 3alexarb BiJ
apxitektypu SDN. Po3ropTtaHHsi KOHTPOJEPIB JOBOJI Ba)kka IMpoleaypa y
MamTabHUX Mepekax. HamliHICTh Ta MaciITabOBaHICTh € KIHOUYOBHMHU
XapaKTePUCTHKaMH KOMIT'IOTEPHUX MEPEX, SKi Oe3MocepeHhO BIUIUBAIOTH
Ha QoS. Crnmparounch Ha Iie, 0araTo Cy4acHUX JOCIIPKEHb CIpPSIMOBaHI Ha
MOIIIYK BiJMOBII HA TaKl MUTAHHSA, SIK HEOOX1THA KUIbKICTh KOHTPOJIEPIB /IS
posroptanHss SDN iH(pacTpyKkTypu, pO3MILIEHHS LHUX KOHTPOJIEPIB Ta
3a0e3nedeHHs 3B’ 3Ky MK HUMU Ta MAKITIOYCHUMU Tpuctposimu [15].

Icnye Gararo Binkputux Ta KomepuiiiHux SDN koHTposiepiB. Pi3Hi
0COOJIMBOCTI IUIATPOPM KOHTPOJIEPIB MAXOAATh JIs PI3HUX 3aCTOCyBaHb. B
OCHOBHOMY,  KOHTPOJIEpH  KJIACH(IKyIOTbCSI ~ Ha  PO3MOAUICHI  Ta
neHTpanizoBaHi. LleHTpanizoBaHUll KOHTpOJIEp peani3ye JOTIKY IUIOLUHU
KepyBaHHS 3 OJHOrO Miclsl Ta, SK TpaBWilo, Mae mpobieMu 3
MacIHITa0OBaHICTIO Yepe3 OOMEeXeHY IMOTYXKHICTh KoHTpojepa. HaromicTe
PO3MOJIICHUM KOHTpOJIEp HE Mae MmpoljeM 3 MacmTabOBaHICTIO Ta

3a0e3mneuye BUCOKY MPOIYKTUBHICTH, KOJM HaBAaHTAXEHHS TpadiKy BeEIMKE.
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RYU — 1e xontposiep SDN, sikuii BU3HA4Ya€e MPIOPUTETH KEPYyBaHHS

nporpamoBanuM  MepexeBuM APl Ha piBHl gomatkiB. IIporpamue
3abe3neueHHs Oyino pospoOseHo Ha Python kommaniero NTT. RYU
PO3p00JIEHO JJIsl BAKOPUCTAHHS B XMApHUX CEPEIOBUIIIAX 1 EHTpax 0OpoOKH
nanux (DCC), nponoHyooun rHY4KI MOKIMBOCTI KepyBaHHs Mepexero. RYU
cymicHu# 3 nekinbkoma Bepcisimu OpenFlow, Bmouaroun 1.0, 1.2 1 1.3, mo
cupusie epeKTUBHOMY yrpasiiHHIO TpadgikoM. RYU e nomynsipaum BuOopom
cepen PO3pOOHUKIB 3aBISKM CBOiM apxiTekTypi Python, sika monermye
IHTErpalliro 3 IHIIMMH CUCTEMaMU Ta 3a0e3Mevuy€e BUCOKY MacIITa00BaHICTh Y
BEJIMKMX MEpEXKEBUX cepenosuiax [20, 22].

Floodlight — me SDN-kontposep Ha ocHOBiI Java, po3poOneHuit
Beacon, skuii Mo)ke mpaltoBatH K 3 (PI3UYHUMHU, TaK 1 3 BIPTyaJbHUMU
komyTtaropamu. Cuctema 3aatHa oOpoosiatu a0 1,39 MisibiioHa 3amuTiB Ha
CEeKYH/y 3aBISKH BHKOPHUCTaHHIO OaraTtomoTto4HocTi. Lleii kouTpomep OyB
pO3pOOSIeHUI 1JIT BUKOPUCTAHHS y BEIHMKUX IIEHTpaxX OOpOOKH HaHWX, Je
BHCOKA TPOITYCKHA 3/IaTHICTh € KJIIFOYOBOIO BUMOTOI0. BiH miaTpumMye BiIacHi

niBHIyHI API, gKi moneruryroTh IHTErpauilo psAay MEpPEeKEeBHX pillIEHb.



Bonnouac Floodlight mae nmeBHi pobsiemu 3 6€3MeKOr0, OCKUIBKUA OY/Ib-sIKa
3MiHA JaHUX MOKE MOTEHLIWHO MOCTAaBUTH MiJ 3arpo3y ioro HaaiiHicTh [20,
23].

OpenDaylight — me onun kouTposep SDN Ha ocHoBi Java, Bigomuii
CBOEI0 MOIYJIBHOIO apXITEKTypOI Ta MIATPUMKOIO BIAKPUTHX CTaHAAPTIB.
BuxopucroBytoun OSGi Framework, namae pexumu CLI ta GUI ans
kepyBanHsa. OpenDaylight nintpumye REST API g nmiBHiuHUX iHTepdeiiciB
1 3a0e3neuye B3aeMoito 3 Takumu miBaeHHUMHE API, Takumu sk OpenFlow,
OVSDB, PCEP, BGP ta SNMP. Kountponep BukopuctoBye RESTCONF 1
NETCONF nmna xouoirypamii, mo Ao3Bosisie jerko macmradysatu SDN
Mepexi. Moro apxitekrypa Ga3yeTbcs Ha piBHI ajmanTarii cepsicis (Service
Adaptation Layer), sskuit po3auisie miBHi4HI Ta miBaeHH1 API [1, 24].

Kontponep SDN ONOS (Open Network Operating Systems)
pO3pOo0IeHUI A MATPUMKH Beldukux Mmepexx WAN 1 Mae po3nojuieHy
apXiTEeKTypy Jid HaAIMHOCTI Ta MacmTaboBaHoCTl. BiH 3gaTHUil 00p0o0IsTH
OJM3bKO OJHOTO MUIbMOHA TIOTOKIB 3a CEKyHAy Ta 3a0e3mnedye
[EHTPAJII30BaHE KEpPyBaHHS MPOAYKTUBHICTIO Ta JOCTYITHICTIO MEPEXKI.
ONOS Mae MOXIJIMBICTh IJ100aJbHO KOHTPOJIIOBATH MEPEXKY Ta 3a0e3rnedye
BHUCOKHMI PIBEHb MPOIYKTUBHOCTI HABITH JUISI BEIIMKUX MEPEX 13 BUCOKUMU
BUMOTaMH JI0 IIPOMYCKHOI 3JaTHOCTI, III0 POOUTh MOT0 OJHHUM 13 Kpaliux
pimens s cepeaosuil SDN 13 BUCOKMM HaBaHTakeHHsM [20, 25].

3acHoBanuii Ha Tiatgopmi OpenDaylight, kontponep HP VAN SDN
miarpumye  OpenFlow 1 3a0e3neuye THY4YKy IHTErpamilo 3 IHIIMMHU
MEpEeKEeBUMHU TEXHOJOTIIMUA. BiH miarpumye Taki mporokonu, sik BGP,
SNMP, 1 Bxmouae interpamito 3 OpenStack mns moOynoBU JTaHIIOTIB
mepexxeBux ¢Gynkuiii. HP VAN 3a0e3nedye BHCOKY JOCTYHHICTh 1
0aratro3agayHiCTh 3aBASKH KiacTepu3ailii. BiH TakoX miarpumye pi3Hi
miBnenni API, taki sik L3 Agent i L2 Agent [20, 26].

Takox caig pO3rJISTHYTH TakWW €JEeMEHT, K KomyTatop. BiH €

KIIFOYOBUM €JIEeMEHTOM apxiTekTypu SDN 1 BHUKOHYE pPOJb MEpPEKEBOTO
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MPUCTPOIO, KU 3a0e3meuye nepecuiaHHs MaKeTiB JaHUX B MEPEeXk1 3TiHO 3
pilieHHAMHU, TpUiHATUMU KOHTposiepoM SDN. KomyTraTopu BiApi3HSIOTHCS
Bil TpPaJWIIMHUX MEPEKEBUX TMPUCTPOIB THUM, IO BOHHU MalOTh
nporpamMoBaHuil iHTepdelic, 1o 103Bojsie kKoHTposuepy SDN B3aemonistu 3
HUMH 1 BU3HAYATH TIpaBWIIa nepecuianus Tpadiky. Ak mokaszano Ha puc. 1.1,
KOXeH KomyTatop 13 miarpuMkoro OpenFlow BukopucrtoBye mpoiiec
OPUUHATTS pillleHb Ha OCHOBI MOTOKY, BU3Ha4YeHYy KOHTpojepoM SDN, skuii
BIJIMTOBIIa€ 3a MIATOTOBKY TaOIUIlh nepecuinands komyTtatopa [10]. Tumoswmii
KOMYTaTOp Ma€ KOHBEEp TaOJUIb TMOTOKIB, SIKI CKIJIQJAIOThCS 13 3aIUCIB
MOTOKYy Ta Ma€ Tpu dYacTuHU: (1) TpaBWwiIa BIAMOBIIHOCTI, SIKI
BUKOPHUCTOBYIOTHCS JJIsI BIJIMOBIAHOCT1 BX1AHUX MAKETIB; (11) JIUUIbHUKHU, K1
BEyTh CTAaTUCTUKY Y3TO/PKEHUX MOTOKIB; 1 (iii) mii abo IHCTPYKINi, sIKi
MOXYTh OyTH HaJalllTOBaHI MPOAKTUBHO ab0 PEaKTUBHO I BUKOHAHHS
nicna 36iry [7, 27]. Enementnm mnepecwranHs (ToOTO mepeMuKadi 3
miaTpumkoro OpenFlow) MoxyTh OyTH peani3oBaHi SIK MPOrPaMHUM, TakK 1
anapaTHUM 3a0e3neyeHHsAM. Jleski mporpamHi KomyTartopH, Taki gk Open
vSwitch, MarOTh TMOTeHIIaN Ui HaAaHHS PIINICHb IS LEHTPIB OOpPOOKHU
JaHuX 1 BIpTyalibHHX Mepex [28]. 3 iHmoro Ooky, iHmi API [12, 29]
BUKOPUCTOBYIOTHCS ISl TIEBHUX IIJIEH (HAmpHKIIaa, MPOrpaMu TOJIOCOBOTO
3B’s13Ky uepe3 [nrepuer-nporokon (VOIP) Ta MikI0OMEHHOT MapuipyTr3ariii).
Kpim TOro, icHyroTh 4uCI€HHI MOBHM mporpamyBaHHs SDN, BKItOYarouu
Procera [30], NetCore [31] Ta Frenetic [32], axi nponoryroTs API Bucokoro
piBHSI, IO TMOJErumye po3poOKy pizHOMaHITHHX mporpam SDN y Ouibid
THYYKHI Ta (PYHKIIOHAJIbHUN CTIOCIO0.

OcHoBHa (¢yHkIis komyTtatopa SDN — mnpuiiMati makeTd JaHHUX 1
nepecwsiatd iX BIANOBIJHO JO BCTAHOBJIEHMX TMPaBWI 1 1HCTPYKIH
koHTposiepa SDN. KomyTaTtop 3aaTHUN BUKOHYBAaTH HACTYIIHI 3aBJAAHHS:

1. Tlepecwmanns maketiB. Lle mporec, KoM KOMYTaTOp OTPUMYE
NaKeTH JaHUX 1 MpUHMae piIeHHS Mpo iX MoAablile HAMPABICHHS B MEPEXKI.

Ie pimenHs 6a3yeThcsi Ha THCTPYKIIAX, K1 HATIAIUIH BiJl KOHTposiepa SDN.
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KoHnTponep Bu3Hayae, Kyau NOTPIOHO HANpPaBUTH MaKeT Ha OCHOBI HOTo
3aroJI0BKa, aipeCH MPU3HAYCHHSI, TUITY CITYKOU TOIIIO.

2. BukoHaHHS TONITHK KEpyBaHHS — II¢ TIpoIec, A€ KOMYTaTop
BUKOHY€ TIOJITUKMA KEpyBaHHs, SKI BCTaHOBJIEHI KoHTpoJiepom SDN.
Hampuknazn, BiH 3acrtocoBye mpaBuia QoS, sKi BH3HAYAIOTh IPIOPUTETH
Tpadpiky B Mepexi. KpiM Toro, KoOMyTarop 3acTOCOBYy€ IIpaBUJIa
Mapuipytusaiii, ¢GuibTpaiii abo TyHEIIOBaHHS, SIKI BH3HA4YalOTh CIIOCIO
00pOOKH MaKEeTIB y MEPExi.

3. 30ip 1 nepenaya iHdopmariii. Lle npouec, ae iHPopMallis Npo cTaH
MepexXl Ta MaKeTH JaHUX NMEepPeaaeThCs BiJ KOMYTaTopiB 10 KoHTpoJiepa SDN.
[le BxJtOUa€e AaHi, M0 CTOCYIOTHCS CTATUCTUKU Tpadiky, 3aTpumku, MAC- Ta
[P-angpec, cratycy mopTy Ta iHmIy BianoBigHy iHdopmariito. Konrponep
BUKOPHUCTOBYE 110 1H(OpMAIIO IJisl COPUSHHS ONTHUMAJIbHOMY KEPYBAHHIO
MEPEKEIO.

OYHKIIOHAIBHICTh 1 MOXKJIMBOCTI KomMyTatopiB SDN Biapi3HAIOTHCS
3aJIEKHO BIJI KOHKPETHOI MOJIel Ta peanizauii. BoHM 31aTHI miATpUMyBaTu
pI3HOMaHITHI mpoTokosu, Bkimouaroun OpenFlow, mo go3Bossge im
B3aemonisIiTH 3 KoHTposepoM SDN. KpiM TOro, KOMyTaTopd MOKHA
BIpTyaJli3yBaTH, 1110 JTO3BOJISIE CTBOPIOBATH BIPTyalbHI CETMEHTH MEpEXkKl Ta
KEpPYBAaTU HUMHU 32 JIOMIOMOIOI0 MPOTrPAMHOI0 3a0€3MEeUEeHHS.

B cBoro uepry, nporokona OpenFlow BUKOPUCTOBY€EThCS Ji B3a€MOAIT
MK KOHTpoJepoM 1 komyratopamu B SDN wMepexi. Bin BcTaHOBIIOE
CTaHJIapPTHI TMPOTOKOJM Ta KOMaH/H, 32 JOMOMOTOI0 SIKMX KOHTPOJEpP MOXE
3MIACHIOBATH KOHTPOJb HAJ KOMYTaTOpaMHd Ta HAJAIITOBYBaTH IXHIO
noBeninky. Komyratop OpenFlow wictuth omHy abo Kigbka TaOIUIb

NOTOKIB, TpynoBy Tabmuito Ta API 1o kouTponepa (puc.1.2).
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SDN
KOHTponep
OpenFlow API
OpenFlow KomyTtatop

OpenFlow Group
Channel Table

Flow |y Flow
Table Table

Puc.1.2. Komytatop OpenFlow [10]

OpenFlow BBaxkaeThcsi HAMMOMUPEHIUM 1HTEp(DEcOM MPUKIATHOTO
nporpamyBaHHs Y SDN, sikuil TOCTIHHO PO3BUBAETHCA Ta CTAHAAPTUIYETHCS
Open Networking Foundation. API OpenFlow 3a6e3neuye piBenb adcTpaxiiii,
AKUW Hagae Oe3medHuil 3B’S30K MK KOHTposiepomM SDN 1 emeMeHTamu
nepecusianis 3 miarpumkor OpenFlow [7]. Ilpuctpoi nepecusianHs Ha
ocHoBl OpenFlow po3po0ieHo TakuM YHHOM, 1[0 BOHH MOXYTh
CHiBICHYBAaTH 31 3BM4aitHumMu npuctposimu Ethernet [28]. | naBnaku, ridpuHi
KOMYTAaTOpH CTBOPIOIOTH HOBI MOXKJIMBOCTI 3aBJsKH 1HTErparlii MopTiB
OpenFlow 1 iHmmx moptiB. Sk Oyno cka3aHO paHilie, KOHTPOJEP MOXKeE
nepegaBaTd Hallp KepyrOuMX MOBIAOMIICHB, 00 MIATOTYBAaTU Ta OHOBUTHU
TaOJIMII MTOTOKIB MEBHOTO KOMyTaTopa. THMOBHII KOMYTATOp 13 MiATPUMKOIO
OpenFlow 00po0:sie moOWHO OTpUMAaHI MAKETH BIJAMOBITHO JO IHCTPYKIIiH,
BUKJIAJICHUX Yy HOro Tabmuili moTokiB. PucyHok 1.3 imocTpye CTpyKTypy
npaBuia BiamoBiaHOCTI B pamkax OpenFlow. Ilpomyck Tabnuili BUHHKAE,
KOJIM HOBUM IMaKeT He BIJIMOBIAA€E KOAHOMY 13 3aMKCIB y TaOJUIl MOTOKY. Y
[bOMY BHUIIAJIKy KOMYTaTOp Ma€ MOXIJIMBICTb a00 BIIXWIWTU MaKeT, abo

MepeciiaTi HOTo BiJIMOBITHOMY KOHTpoJiepy uepes mpotokoi OpenFlow [7].
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Match Rules Counters Actions

Switch Ethernet Ethernet Ethernet VLAN VLAN IP P P IP ToS TCP TCP
port src dst type id priority src dst protocol Bits dst src

Puc. 1.3 Ctpykrypa npasun BianosigHocti OpenFlow [7]

Jlo ocHOBHUX acnekTiB npotokoiy OpenFlow Hanexatb:

1. Iosimomnenns (Messages): IIporokon OpenFlow BukopucTOBYE
pI3HI TUNM MOBIAOMJIEHL A Tepefadl iHpopMmaiii MK KOHTPOJIEPOM 1
KOMyTaTopoM. JlesKi 3 HUX BKJIIOUAIOTh 3alIUTH CTaHy, BCTAHOBICHHS TIPAaBHII
NEPECWIAHHS  [aKeTiB, NOBIAOMIIEHHA TMpPO 3MIHM CTaHy MeEpexi,
MOB1IOMJIEHHS [IPO MOMMJIKH TOILIO.

2. Iloroku (Flows): IIpotokon OpenFlow 0a3yeTbcs Ha KOHIEMIIIT
MOTOKIB, 5Kl ONHCYIOTh TIpaBWia mepecusiaHHs makeTiB. KoHTtposep
BCTAHOBIIIOE TIPaBHJIA TOTOKIB, SIKI BH3HAYAIOTh, SIK KOMYTaTOp TOBHUHEH
0OpOOJIATH MMaKeTH 3 IEBHUMH XapaKTEPUCTUKAMH, TAKUMH K BXITHUH TOPT,
azipeca MpU3HAYEHHS, TUII cIy>kK0M Toio. KoMmyTaTop 3acTOCOBYE 111 IpaBUiia
JUISL IPUUHATTS PIlICHb 111010 MOAAJIbIIIOT 00OpPOOKH MMAKETIB.

3. Tabmumi norokis (Flow Tables): KomyraTopu SDN MaroTh Tabmimii
MOTOKIB, B SIKMX 30epiraloThcs MpaBuja NepecuianHs mnakeriB. KonTposep
BCTAHOBJIIOE€ TpaBWjla MOTOKIB, BKa3ylUHM KOMYTaTOpPOBi, AK OOpoOIsATH
MaKeTH, SK1 BIAMOBIMAIOTH IMEBHUM MoKasHUKaM. KomyraTop 30epirae 1
npaBuia y CBOid TaOMWIl TMOTOKIB 1 BUKOPUCTOBYE iX JI TNEPECHIIAHHSA
MaKEeTIB.

4. Tabmumi 31 cratycamu (Status Tables): KomyraTopu Takoxx MaroTh
TaOauIll 31 cTaTycamMu, B SKHX 30epiraerbcs iHGoOpMaIlis Tpo CTaH
KOMyTaTopa, TaKy SK CTaTHUCTHKA TMOPTIB, CTAaTyCH IiJIKJIIOYEHb TOIIIO.
KoHnTtposnep 3anutye 1i TaOauIi AJig OTpUMaHHS aKTyalbHOI 1HPOpMalii mpo

CTaH MEPEeXKI.
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VY wmepexxax SDN icHye Garato MeTOAIB KepyBaHHsS TpadikoMm, sKi
N03BOJISIIOTE  KOHTpoJiepy SDN  eheKTHBHO pO3MOAUISITH, KEpyBaTH Ta
ontuMizyBatu Tpadik. J[aBaliTe po3risHeMO €Ki 3 HUX.

Traffic Routing. Lleit meron no3Bossie koHTpoJsiepy SDN mnpuiimaTu
PIIIIEHHS 010 ONITUMAIILHOTO MapIIPYTY 711 KOKHOTO TTaKeTa, 3aCHOBAHOTO
Ha iHpopmMmalii mpo craH Mepexi. lle mo3Boissie po3moautsaTH Tpadik 1O
PI3HHX NUISIXaX, YHUKAIOYU NIEpeBaHTAKECHHS Ta 3MEHITYIOUH 3aTpUMKH [33].

Bandwidth Management. Ileii Meron mo3Bossie KOHTpPOJIEPY
BCTAHOBJIIOBATH TOJIITUKK KEPYBAHHS MPOMYCKHOIO 3JATHICTIO ISl PI3HUX
tumiB Tpadiky. Hampuknaza, BiH MOXKe NpHU3HAYaTH BUUIUI TPIOPUTET IS
BaXXJIUBOTO Tpadiky [34].

Quality of Service, QoS. Ileii MeTtox A03BOJISIE KOHTPOJIEPY
HaJlalITOBYBaTh MNOMTUKH QOS 1y 3a0e3leueHHs] BUMOI IO SIKOCTI
oOcnyroByBaHHs pIi3HUX JoAaTKiB. lle Mo’ke BKIIIOUATH TapaHTyBaHHS
MIHIMaJIbHOI MMPOMYCKHOI 3AaTHOCTI JJIsI IEBHUX THUIIB Tpadiky [35].

Tunneling. Bin gae 3Mory BUKOPUCTOBYBAaTH TyHEJbHI POTOKOJU IS
CTBOPEHHS BIPTYaJbHUX MPUBATHUX Mepexk abo miig 00'€MHAHHA PIZHUX
MEpEXK y €IUHY JIOTIYHY CTPYKTYpPY [36].

Load Balancing. BignoBimae 3a 0OanaHCyBaHHS HaBaHTaXEHHs Ta
JI03BOJISIE PO3MOAUTATH Tpadik MK PI3HUMH MapiipyTamu abo cepBepamu 3
METOK)  PIBHOMIPHOTO  PO3MOALTY HABaHTaXEHHS Ta  MIJIBUIICHHS
IPOYKTUBHOCTI Mepexi [37].

Anomaly Detection. 3a [10noMOror® m0bOro METOAY MOXKHA
aHai3yBaTu Tpadik I BUABJICHHS HE3BUYHUX a00 MiO3pIIUX MATTEPHIB,
10 MO€E BKa3yBaTH Ha BTOPTHEHHS a0o iHII mpobiemu y mepexi [38].

Dynamic Rule Adjustment. MeTtos 103BoJsi€ JUHAMIYHO 3MIHIOBATU
MpaBuJjia MePEeCUIaHHs MaKeTiB Ha OCHOB1 3MiHU YMOB Y Mepexi [37].

Access Control. Meron 3a60poHn a00 00MeKEHHS JOCTYIY J03BOJISIE
KOHTPOJIEPY BCTAHOBIIIOBAaTH IMpaBujia Juisi OOMEKeHHs abo OJOKyBaHHS

MEeBHUX TUTIB Tpadiky ado kopuctyBadis [39].
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Traffic Prioritization. 3a ngomomororo npioputeTiB Tpadiky MOXKHa
BCTAQHOBJIIOBAaTH TMPIOPUTETH MJiA PI3HUX THUMIB Tpadiky, 3abe3neuyrouu
O11bII epeKTUBHE BUKOPUCTAHHS pecypciB Mepexi [40].

BukopuctaHHs LHUX METOJIB OKpeMO a00 B TMO€AHAHHI JI03BOJISIE
HAJTAIITYBaTH MEPEXKY B 3aJEKHOCTI BiJl KOHKPETHHX BHUMOT Ta el
KepyBaHHS TpadiKoM.

B cBoro uepry, 3actocyBanHs mTydHoro iHTenekty (ILI) y cdepi
1HGOpMaIIHHUX TEXHOJOTINH € OJHUM 13 HAMOUIBIN aKTyaJdbHHX HAIPSIMKIB
po3Butky. Il nae MoXnuBICTH pO3B’sI3yBaTH CKJIAAHI 3ajJadl MIBUAILIE Ta
e(deKTUBHIIIE, 3MEHIIYBAaTU KUIBKICTh MOMUJIOK Ta MiJABUILYBaTH SKICTh
pooOOTH.

Jlnst peanizaiiii mporpaMHoOro 3a0e3MeueHHs MTYYHOTO 1HTEJEKTY JUIs
MPOrpaMHO-KOH(PITYpOBAaHUX MEpEX MNOTPIOHO PO3IIIIHYTH PAl KIIOYOBUX
ACIEKTIB, sIKI BAPTO BPAXOBYBATH IIPHU PO3POOIII.

[lepmoyeproBuM  3aBOAaHHSIM €  PETENbHUN  aHAJi3  1OTped
KopuctyBaviB. Ile Bk/IOYae  BHUBYEHHS  OCHOBHHX  BHMOT  Ta
BUKOPUCTOBYBAaHUX CIIEHApIiB, a TaKOX 1AeHTH(}IKAII0 (QYHKIIIOHAIBHUX
noTped Ta MOXIJIMBHUX MpOOJIEM, 3 SIKUMH 3IIITOBXYIOTHCS KOPHCTYyBaudl y
cBOil po6oTi 3 SDN mepexxamu.

Takox MOTPIOHO  PO3TISHYTH  (PYHKHIOHAJIBbHI BUMOIHM [0
MPOTPAMHOTr0 3a0€3MEUCHHSI IITYYHOr0 1HTEJNEKTY. BOHM BKJIIOYaIOTH HAOIp
byHKIIIM, fKI CUCTeMa TOBMHHA BUKOHYBAaTH JJIA 3aJ0BOJICHHS TOTpeO
KopucTyBauiB. Ile HamamTyBaHHS MOJITHK O€3IMEKH, ONTUMI3Alllsl MEpPexl,
KepyBaHHs TpadikoM, MOHITOPUHI Ta aHaji3 MEPEKEBUX JaHUX,
aBTOMATHU3AIIII0 337a4 KEPYBAHHS MEPEXKEIO TOIIIO.

Takox mporpamMHe 3a0e3MeUeHHs IITY4YHOI'O 1HTEJIEKTY MOBUHHO OyTH
HaaiiiHUM Ta cTabinbHUM y pobOoTi. BoHOo mnoBuHHO 3a0e3mneuyBaTu
Oe3mnepebiitHy poOOTy Mepexi, BUSBISATH MPoOJIeMU y pa3l BUHUKHEHHS, a
TaK0X MaTU MEXaHi3MH pe3epBYBaHHS Ta BiIHOBJICHH.

BaxnuBo, mo6 mporpamHe 3a0e3medeHHs] MTYYHOTO 1HTEIEKTY Malio
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BHUCOKHI piBeHb 0e3nmeKku. BoHO MOBHMHHO 3a0€3MeuyBaTH 3aXUCT MEPEKEBUX
pecypciB BiJ] HECAHKI[IOHOBAHOTO JIOCTYIy, aTak Ta BPa3JIMBOCTEH 3aBISIKU
MOETHAHHIO aHAJI3y BEJIMKUX OOCSTIB JaHUX, aJalTUBHOCTI Ta 3aTHOCTI 70
caMOHaBYaHHS. Bumorum m0 Oe3neku MOXKYTh OXOIUTIOBATH Pl 3aXO/iB,
BKJIFOYAIOYM  aBTCHTHU(IKAI0, aBTOpH3aliio, MUGPyBaHHSI, KOHTPOJb
JOCTYNy Ta 1HIIN 3axoau Oe3meku maHux Ta iHdopmaii. JIo OCHOBHHX
croco0iB  peayizaliii 3axuUCTy BIAHOCATh BHSBICHHS Ta 3amoOiraHHs
BroprHeHasiM  (IDS/IPS), awnami3 Bpa3nuBOCTEl Ta OLIHKA PHU3HUKIB,
MOHITOPUHI Ta TPOTHO3YBaHHS 3arpo3, aJanTHBHI MEXaHI3MH 3aXHUCTy 3a
paxyHOK CaMOHAaBYaHHs, pO3IMOALT pecypciB s 3axucTy Big DDoS-atak Ta
THIII.

BpaxoByroun uacTto poO3NOAIEHY Ta MacliTabOBaHy MPUPOIY
IPOrpaMHO-KOH(ITYpOBaHMX MEPEXK, BKpall BaXKIWMBO, WHI00 MporpamHe
3abesneyenHss I wmano 31aTHICT €(QEKTHBHO NpalIOBaTH B TaKOMY
cepenoBunll. BiH Mae OyTu 31aTHUN KEpyBaTH 3HAYHOKO KUIBKICTIO JAHUX,
MEPEKEBUMHU MIPUCTPOSMHU Ta KOPUCTYBaUaMHU.

Kpim Toro, Bumoru Il BkiIrO9aroTh BIIKPHUTICTH 1 B3aemojiro. Bix
MOBMHEH BUKOPUCTOBYBATH CTaHAAPTHU30BaH1 MPOTOKOJH, Takl ak OpenFlow,
1 OyTM CyMICHUM 3 TPOAYKTaMH PI3HUX BHUPOOHUKIB KOMYTATOpIB 1
koHTpoJiepiB SDN.

KpiMm TOro, IITy4HHI 1HTENEKT TMOBUHEH OyTH OCHAIICHH
MeXaHI3MaMH BUSIBJICHHsS TpoO0jeM 1 JIoryBaHHs. Taka (PyHKIIisS TOTOMOXKeE
aJIMiHICTpaTOpaM MEpPEX1 y BUSBIICHHI, JIarHOCTHUIII Ta BUPILIEHHI TPOOJIEM.

[le numie nekilibka OCHOBHHUX BHUMOT JO INTYYHOTO I1HTENEKTY IS
MpOrpamMHO-KOH(ITYpoBaHUX Mepex. PeanbHI BUMOTH MOXYTh BapirOBATUCS
B 3QJIEKHOCTI BiJ] KOHKPETHUX MOTPEO 1 KOHTEKCTY BUKOPHUCTAHHS MEPEKI.
BaxnuBo mpoBecTH peTeNbHUN aHali3 MOTped 1 3aIy4WTH 3alliKaBJICHHUX

CTOpIH JUTsl BA3HAYEHHS KOHKpeTHHX Bumor ao 1.
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1.2. IlopiBHsLUIbHUI aHAJII3 METOAIB KOHCTPYIOBaHHS TPpagdiky B

SDN mepe:kax

Y xontekcti SDN Mepex kepyBaHHS Tpa(ikoM MOKHA BU3HAUUTH SIK
IPOLEC MPUUHSTTA PilICHb PO MAPIIPYTU3AIIIO MMAKETIB JAHUX Y MEPEKi Ha
OCHOB1 aHami3y pi3HUX (AKTOPIB 1 MEpPEXKEBUX YMOB. Y TpagullIiHUX
Mepekax KepyBaHHS TpadiKoM 3IIHCHIOETBCS HA CaMOMYy MEPEKEBOMY
oOnajiHaHHI 3 BUKOPUCTAHHSAM CTAaTUYHUX ab0 JAMHAMIYHUX MPOTOKOJIB
mapmpyTu3anii. Ha mporuBary mpomy, apxitektypa SDN, 3a momomororo
SKOTO KOHTpPOJIEp, BUKOPHUCTOBYE IICHTPATI30BaHUI MpOILEC KEePyBaHHIM
Tpadikom [33].

Ineero kepyBaHHs TpaiKOM € BHU3HAYEHHS MPIOPUTETIB 1 OOMEKEHHS
MPOIYCKHOI 3JaTHOCTI /IS PI3HUX KaTeropil Tpadiky 3aJIeKHO BiJl IXHBOI
B1JHOCHOI BaXXKJIMBOCT1 Ta BUMOT [34].

J1o OCHOBHUX acCIIeKTIB KepyBaHHs Tpadiky MOKHA BIJIHECTU HACTYIIHI
MyHKTH:

1. Anami3 cTaHy Mepexi — 1€ Mpolec, 3a JOMOMOTOK SIKOTO
KOHTpOJIEp aHalizye pobounii ctan Mepexi. e BKIIIOYE OIIHKY CTaTUCTUKHU
TpadiKy, HaBaHTXXCHHS Ha PI3HI JiHIT 3B'A3KYy, OIJIS] CTaHy KOMYTaTOpIiB,
3aTPUMKH TOIIO.

2. llpuitHATTA pilieHb NP0 MapHIPyT — € MPOIeC BU3HAYCHHS
ONTUMAJILHOTO MapIIpyTy JUIsl HAJCUJIAHHS BIAMOBIIHOTO TMakKeTa Ha OCHOBI
pE3yNbTATIB aHaNi3y CTaHy Mepexi. Taki pillleHHS MOXYTh I'PYHTYBaTUCs Ha
HU3II PI3HUX MMOKA3HUKIB, BKIIOYAIOYN MIHIMAJIbHY 3aTPUMKY, HAWKOPOTIINUN
IUISX, PE3EPBYBAHHS CMYTH MTPOITYCKAHHS TOIIO.

3. Kunacudixkaris tpadiky — 11e nporec po3noaiiay Tpadiky Ha OKpeMi
Kjacu abo Kareropii, sKl BIMOBIJAIOTh CHEHU(BIYHUM XapaKTEPUCTHKAM
nporpamu, Bumoram 10 QoS 1 piBHIO NPIOPUTETHOCTI TpadiKy.

4. BcraHOBNEHHS TMpaBWI NPOIMYCKHOI 3JaTHOCTI — 1€ TIpoIec
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pO3MOALTY MPOMYCKHOT 3AaTHOCTI MAJIE KOXHOI KaTeropii MepeskeBOro
Tpadiky, 10 BUAUISETHCA HA PIBHI KOHTPOJIEPA.

5. KepyBaHHS NpOMYyCKHOIO 3[aTHICTIO mependadae audepeHItiaIlio
KJ1aciB Tpadiky BIAMOBIAHO 10 iXHIX piBHIB mpioputery. Lle o3Havae, 110
OUTBII BaXKIIUBI JAaHi OyayTh 0OpOOISATHCS 1 IIepeaBaTucs B MPIOPUTETHOMY
MOPSIIIKY.

6. Ontumizaiisgs pecypciB — 1€ TPOoIeC PO3MOJAUTY MPOIYCKHOI
3IaTHOCTI BIATMOBITHO 0 BUMOT Pi3HUX KiaciB Tpadiky. Hampukmnan, y pasi
3HAYHOTO 00CATY KPUTHYHOTO TpadiKy B MeEpexl B NMEBHUA MOMEHT dyacy,
KOHTPOJIEp MOX€E MPU3HAYUTH OULIBIIY YAaCTKy pEcypciB IJisl L€l KaTeropii,
rapaHTylO4ud TaKMM YHHOM Oe3repediiiHy nepeaady JaHuX.

7. JluHamiyHa ajanTailisi MpaBuil Ta PO3MOJILT MIPOITYCKHOI 3IaTHOCTI —
1€ NPOLEC, SIKUW 1HINIANI3Y€e KOHTPOJEP y BIANOBI/Ib HA 3MIHH YMOB 1 BUMOT
MEpEK1 IPOTATOM Hacy.

8. BropoBamkeHHS KEpyBaHHS CMYIOKO IPONYCKAHHS  CIPHSE
CIIpaBEIJIMBOMY PO3MOJLITY pecypciB sl pi3HMX KkiaciB Tpadiky. Ile
3arobirae MOHOIIOJI3AIli HAsIBHUX PECYPCIB OAHIEID KaTeropiero Tpadiky,
TAM CaMUM TapaHTylO4d, 110 I1HOI Kareropli He OMNUHATHCA B
HECHPUATINBOMY CTAHOBHUIIII.

[Ipioputesamiss Tpadiky sBiase coO0 METOJIOJOTII0 KepyBaHHS
MEpEeXEeBUM Tpa(ikoM, 3a JOMOMOIOI0 SIKOT pI3HUM TUIAM 1 KjiacaM Tpagiky
MPUCBOIOIOTHCS  pi3HI  piBHI  mpioputery. Ll  KoHuemnmis  103BOJsiE
3a0€3MeUYnTH BULIMI PIBEHb OOCIYrOBYBaHHS Ta JOCTYIY /0 MEpPEKEBHUX
pecypciB st o0paHoro Tpadiky y MOpIBHSIHHI 3 MEHIII BaXXJIUBUM [41].

Jlo OCHOBHMX acmekTiB mpiopuTesaiii TpadiKy MakHa BITHECTH
HACTYIIHI:

1. BusnadyeHHs mpioputeTiB Tpadiky — 1€ MPOIeC, KU nependadae
KaTeropu3aIlito pi3HUX TUIIB TpadiKy Ha OCHOBI iX BIITHOCHOT BaXKJIMBOCTI.

2. Ilpiopuresaliss — 1e Opouec MPU3HAYEHHS BIAMOBIIHOIO PIBHS

HOPIOPUTETY I KOKHOTO Kiacy Tpadiky. Lle Moxe OyTu 10CsIrHyTo Ha piBHI
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MEpEXKEBUX MPHUCTPOIB, TAKUX SK KOMYTATOpU ab0 MapUIPyTU3ATOPH, €
MaKeTH MOXYTh OyTH MO3HAYCHI IEBHUMHU 3HAYECHHSIMH MIPIOPUTETY.

3. Ilpiopure3auist Tpadiky BIUTUBAE Ha KEPYBAHHS YepramMH MaKETIB Yy
MEpEeXEBUX MPUCTPOSIX, TAKUX K KOMyTaTopu abo MapuipyTtuzaropu. [laketu
3 BHUILUM IMPIOPUTETOM OOpOOISIOTHCS 1 MEPEAAIOTHCS MIBUIIE, THM CaAMHUM
3MEHIIIYIOUHW 3aTPUMKY JUIsl KpUTUYHO BaXKIUBOTO Tpadiky.

4. BusznaueHHsS TpiopuUTETiB Tpadiky 3a JIOMOMOIOK KEpyBaHHS
pecypcaMu J03BOJISIE PO3TOIISATH JTOCTYITHI MEPEXKEBI PECYPCH BIAMOBIIHO
JI0 BUMOT pi3HUX KjiaciB Tpadiky. OCHOBHA mepeBara moJisirae B TOMY, IO
MO>XHAa BHJIJIUTH OUIBILY MPONYCKHY 3[IaTHICTh ab0 pecypcu A OulbLn
BAXKJIUBOTO TpadiKy.

5. Cucrema npiopUTETIB MpU3HAYCHA JJI1 BUSBJICHHS BUIAJIKIB, KOJIH
Mepexa 3a3Ha€ TEPEBAHTAKECHHS 4Yepe3 HASBHICTh BEJIMKOI KUIBKOCTI
HU3BKOMPIOPUTETHOTO Tpadiky. Y TakuUX BUIIAJIKaX peajizailis CrelialbHUX
MEXaHI3MIB CIIy’)KUTh JJIsl TOJETHICHHS HaBAaHTa)KCHHS HAa MEHII KPUTHYHI
kareropii Tpagiky. Lleilt MexaHi3M Ha3UBAE€THCS BUSBICHHSAM I1€PEBAHTAKEHb.

6. Ilpiopuresarisi Tpadiky TakKoX € BaXJIMBUM  E€JIEMEHTOM
3a0e3nedeHHss Q0S, OCKUIbKM HaJaHHs OUIbII BHCOKOTO PIBHS MPIOPUTETY
JUTSL BAXKJIMBOTO TpadiKy T0O3BOJISIE TAPAHTYBATH SKICHY TIepeady TaHuX.

banancyBaHHS HaBaHTaXEHHS — 1€ METOJ| PIBHOMIPHOTO PO3MOJLTY
MepexxeBoro Ttpadiky MK Kiibkoma pecypcamu. LI pecypcu MOXyTh
BKJIFOYATH CEPBEPHU, KOMYTATOPH, JIiHII 3B'I3Ky Ta 1HII KOMIIOHEHTH. Meta
OanmaHCYBaHHS HABaHTAXCHHS — TapaHTyBaTH OINTHMAalbHE BHKOPUCTAHHS
pecypciB, MIIBUIIUTHA MPOAYKTUBHICTh, TAPAHTYBaTH BUCOKY AOCTYIHICTH 1
3aro0IrTH MepeBaHTaKEHHIO OKPEMUX KOMITOHEHTIB Mepexi [37].

J1o OCHOBHMX acnekTiB OajJaHCYyBaHHS HABAaHTAXEHHS MOKHA BITHECTH
HACTYIIHI:

1. bamaHcyBaHHS HaBaHTKEHHsS — 1€ MPOIIEC PO3MOAUTY BXIJIHOTO
TpadiKy MK JAEKIJIbKOMa pecypcaMH B 3aJIKHOCTI BiJl iX JOCTYIHOCTI Ta

IIOTOYHOI'O HaBaAHTAaXKCHHSI.
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2. Cucremu  OallaHCyBaHHS  HAaBaHTAXEHHS  MpPU3HAYEHl  JUIs
MOHITOPUHTY Ta aHaji3y HaBaHTaXEHHS Ha Pi3HI pecypcu. lle mo3Bomsie
BUSBUTU TIEpPEeBaHTAKEHI pecypcu abo pecypcH, sKI MaroTh BUIbHI
MOTY>KHOCTI.

3. ¥V Mmepexax 3 AeKUIbKOMA NUISIXaMU OallaHCyBaHHS HaBaHTa)KEHHS
MOke TependayaTd BHOIp ONTUMAJIBHOTO HUISAXY JJIi KOXKHOTO Makera 3
METO0 3a0e3MedYeHHs PIBHOMIPHOTO PO3MO/I1TY HaBaHTAKEHHS.

4. ApantuBHICTH [0 3MIH — 1€ MeXaHi3M OallaHCyBaHHS
HABAHTAXKEHHA, M0 J03BoJisie e€(dEeKTMBHO pearyBaTd Ha 3MIHA Y
HAaBaHTAXXEHHI Ta JOCTYIHOCTI pecypciB. Y pa3i HEAOCTYIHOCTI abo
NEepPEeBAHTAXEHHS IIEBHOTO pecypcy, Tpadik MOBUHEH OyTH MepeHanpaBIeHUI
Ha aJIbTEPHATUBHUMN, TOCTYIIHUI pecypc.

5. bamaHcyBaHHS HABaHT@)XEHHS BUKOPUCTOBYE HAJUIAIIKOBI peCypcH
3 METOI0 3a0e3IeUYeHHsI BUCOKOI JOCTYIHOCTI CEpBICY HaBITh Yy BHUIAIKY
B1JIMOBH OJIHOTO 3 PECYPCIB.

banancyBanus HABaHTAKECHHS — e MEXaHi3M, SAKHAN
BUKOPHUCTOBYETbCA JUIsl ONTHMI3allli BUKOPUCTAaHHS MEPEXKEBUX PECYpCiB,

rapantii cTabuUTbHOT POOOTH, MiABUIIEHHS MPOIYKTUBHOCTI Ta 3a0€3MeYeHHS

QoS.

1.3. Orusj iCHyrOYHX CHCTEeM IITY4YHOrO iHTeaeKkTy y SDN

MepesKax

["amy3p mtyunoro iarenekty (L) mBuako po3BUBAETHCS, OXOILTIOIYH
pI3HOMaHITHI miaramy3i. Jlo HUX Hajexarb, aje He OOMEXKYIThCA,
NpEJCTaBICHHS 3HaHb, MIPKYBaHHSA, IUIAHYBaHHS, MPUUHATTA pIlICHb,
onTuMi3zailis, MamuaHe HaB4aHHsa (ML) 1 meTaeBpucTHuHi anroputMu. Tect
Tropinra [42] ngae moBHE BHU3HAYEHHS 1HTENIEKTY, /i€ KOMII IOTEp MOBHUHEH

BIJIMOBICTU Ha JeAKl 3alWTaHHSA, HAIMWCaHI JIIOJIMHOIO-TOTTUTYBAdYEM.

36



BianosiiHO, KOMIT'IOT€p MPOXOJUTH MEPEBIPKY, SKIIO 3alUTyBady HE MOXKE
BU3HAYHMTH, YW BIAMOBiNb OyJia HamwcaHa JIIOAWHOI 4y MamuHoro. 11106
mpoiTu TecT ThIOpHUHTA, KOMIT FOTEP MMOBUHEH MAaTH PO3IIUPEHI MOKIUBOCTI,
Takl sk 00poOKa NMPUPOJAHOI MOBHU, MPEACTABICHHS 3HAHb, aBTOMATHU30BaHE
MmipkyBaHHs, ML 1 xomm’torepHe OaueHHs [42]. JlocnimKeHHS MITy4YHOTO
1HTeNeKTy mouanucs B cepeauHi 1950-x pokiB, KOJM JITHINM cemiHap,
opranizoBanuii Maptinom Mincki Ta Kinonom lllenHoHOM y JlapTMyTChKOMY
KOJIe/Ki, pu3BiB 10 HapokeHHs ramysi I [43]. Ognak nepmmii BHECOK
OyB 3poOnenuit y 1943 pom MakKamnoxom 1 IliTTcom, konm BOHH
3aMpPONOHYBAJIM TIEPITY MOJETb IS INTYYHUX HEHPOHHUX MEPEXK, y SKIH
KOXEH HEWpOH Mae ABIMKOBUM Buxif (-1, +1) 13 (yHKII€0 akTHBAIii 3HaKa
[43] . Iligxoau IITYYHOTO IHTEJIEKTY 3POCIH, 3aBASKH KJIFOYOBHM BHECKaM,
K1 MPU3BENH 0 TMOSBH HOBUX MIiATaiy3ed, TaKUX SIK €KCIEPTHI CHUCTEMHU,
HeyiTka Jorika (FL) Ta eBomomiiini obuucienns (EC). [omanpmi 3ycumis
COPHSUIA  JIOCHIDKEHHAM Yy cdepl IMMTYYHOTO IHTENEKTY IUIIXOM
YIOCKOHAJIEHHS ICHYIOUMX METOAIB 1 MPOMO3ULIi HOBUX TIOpUAHHUX
IHTENEKTyaIbHUX MiaxoaiB. ML, MeTaeBpUCTHYHI aJIrOpUTMH Ta CUCTEMHU
HEYITKOI1 JIOT1KH IIUPOKO BUKOPUCTOBYIOThCS B mapanurmi SDN [44, 45].

OckiJIbKH y J1aHiii poOOTI BUKOPHUCTOBYETHCS MAIIMHHE HAaBUYAHHS, TO
PO3IIITHEMO HOTO OUIBII JAeTabHO. METOIM MAIIMHHOTO HABYAHHS JUISATHCS
Ha YOTHUPH TPYIIH.

KepoBane naBuanHs. KepoBani MeToAau HaBuYaHHS 3a0€3MEUyIOTHCS
nonepeaHb0 BU3HAUYCHUM HAOOpoM 3HaHb. s UmrocTparllli, HaBYaJIbHUN
Hallp JaHUX, L0 MICTUTh Mapu BBEICHHS-BUBEICHHS, J1a€ 3MOTY CHCTEMI
BUBYATH (DYHKIIiTO, siKa BimoOpaxae 3ajaHUi BX1/ Ha BIANOBIAHUN BUXia [42].
[leit migxim BUMarae HasBHOCTI HAaOOpPYy MaHUX, SKUW TOYHO MPEIICTABIISIE
CUCTEMY, IO PO3TIISIAAETHCS, SIKUW TOTIM MOYKHA BHKOPHCTOBYBATHU [IJISI
OIHKK e(EeKTUBHOCTI BUOpaHoro meroxy [46]. Jlo 1miel rpynmu MoXKHa
BiHecTH HacTynHi Mmetonu: Lltyuni Heliponni mepexi (ANN) [43, 47],

MamuHu miarpumMka BektopiB (SVM) [20], nepesa pimens (DT) [42, 43],
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Metonu aHcamOmo [42, 48], kepoBaHe TriaMOOke HaBuaHHs [49-51],
pexypeHTHi HeliponHi Mepexi (RNN) [51, 52] ta 3ropTkoBI HEUPOHHI MEpExKi
(CNN) [49, 53].

HexepoBane HaBpuaHHsA. MeTo/1M HEKEPOBAHOTO HABYaHHS HAJAIOTHCS
0e3 mornepeaHr0 BU3HAYCHUX 3HAHB (TOOTO 3 HEMapKoBaHUMHU daHuMH) [20].
ToMmy cucrteMa B OCHOBHOMY 30CEPEIKYEThCS Ha TMOUIYKY KOHKPETHHX
maOJIOHIB Y BXITHUX JaHuX. [IpukiagoM MiAXoay 0 HEKEPOBAHOTO
HaBUYaHHS € KJacTepu3allisl, ska BUKOPHUCTOBYETHCS ISl BUSBIICHHS KOPUCHHUX
KJIACTEPIB Y BXIJIHMX JAaHUX Ha OCHOBI MOJIOHMX BJIACTUBOCTEH, BU3HAYCHUX
BI/IMOBIJTHOIO METPUKOIO BIJICTaHI, TaKOIO sIK MeTpuKa BifctaHi EBkiina,
Kakkapa Ta kocunyc [42, 46]. Jlo ui€i rpynu MamMHHOTO HaBYAHHS MOKHA
BiJIHECTH HacTymHI Mmetomu: k-means clustering [54-57], camoopranizyroui
kaptu (SOM) [58-60], npuxoBana moaens MapkoBa (HMM) [61], oOmexeHa
mamuHa boneiiMana (RBM) [S51], crekoBuil aBTOMaTW4YHUN KOTyBalbHUK
(AE) [51, 53], Ta mepexa rnudokoro nepexkonanust (DBN) [51, 53].

Hapuanna 3 migkpimiiennsaM (RL). RL cucrema HaBuaeThca Ha
OCHOB1 HabOpy MiAKPIIUIEHb 13 CBOrO cepenoBuia. Hanpukian, BuHaropomaa
YU MOKapaHHs BHU3HA4aloTh, 4M Jo0pe chpamroBana cucrema [42]. KoxnHa
B3a€EMOJIISI 3 HABKOJMIIHIM CEPEIOBUILEM IOBepTae iHQoOpMaIlio, SKy
CHUCTEMa HaWKpaIMM YWHOM BHUKOPHUCTOBYE JJIi BUBYEHHS Ta OHOBJICHHS
cBOiX 3HaHb [62]. KimouoBum nousarTsiM RL € BnactuBicth MapkoBa (ToOTO
JUIIEe TOTOYHUN CTaH BIUIMBA€ Ha HAacTynmHuiM ctaH) [62]. Jlo 1€l rpymnu
MaIllMHHOTO HaBYaHHS MOKHA BIJIHECTH HACTyIHI MeToau: Q-HaBuaHHS [63]
Ta raubdoke RL [62].

HaniBkepoBane HaBYaHHsl. Y HaIiBKEpOBAHOMY HaBUaHHI CHCTEMa
HABYAEThCS SIK 3 MAPKOBAHUX, TaK 1 3 HEMAapKOBAaHUX JaHUX, JE BIJACYTHI
MITOKHM, a TAaKOXX MapKOBaHAa YacTHMHA MOXE MICTUTH BUNAJAKOBUN IIyM,
YTBOPIOIOYHM CHUTYAIlII0 MK KEPOBAaHUM 1 HEKEpOBaHUM HaB4YaHHsM [42]. Jlns
O0aratbOX peaJbHUX MporpaM OUIBII PEATICTUYHO TOKJIaJaTUCA Ha

HEMapKOBaHI JIaHi, SKIi HE BHUMAararTh >XOJHHUX J0JAaTKOBHUX BHTpaT abo
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MOJAJBIIIOT0 €KCIIEPTHOIO Mpolecy MapKyBaHHs [64]. OCKUIBKU BiH MICTUTb

JesKi  HEeBeNMKI ~ MapKOBaHl  JaHi,  pe3yJbTaTUBHICTh  MIAXOJIB

HaIIBKEpOBAaHOTO HaBYaHHA NepeBeplrye HekepoBane [64]. YV Ttabmumi 1.3

MOKa3aHO MOPIBHSIHHSA OCHOBHUX THITIB MiaxoiB ML.

Tabnuys 1.2. Iopisnsanus nioxodie ML
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ML-miaxia [TepeBaru Henomkn
KepoBane BuxopucroBye MmapkoBaHi [ToTpiben HaOip maHUX,
HaBYaHHS JIaHI. KWW TIPE/ICTABIISIE

Po6uts TouH1 cuctemy. [laHi BpyuHy
y3araJbHCHHS Ha OCHOBI MapKyIOThCS, IO HE
JIOCTaTHHOTO HA0OPY M1XOUTH I 0aratbox
JaHUX. peaTbHUX MPOTpaMm.
HexkepoBane 3HaXOoaUTh NPUXOBaHI Moxe He n1aTi KOPUCHOTO
HaBYaHHS m1abJIoHu, HE PO3yMIHHS TPUXOBAHUX
MTOKJIAJTal04YMCh Ha 3aKOHOMIPHOCTEH 1 TOTO,
MapKoOBaHI1 JaH1 110 HACTIPaBi BOHU
03HAYaloTh
HamiBkepoBa Buntbcs gk 3 Moske npu3BecTH 10
HE HaBYAHHS MapKOBaHHUX, TaK 13 MOTIPIICHHS
HEMapKOBaHUX JAHUX. IPOYKTUBHOCTI, SIKIIIO
[loBMHHI BUKOHYBaTHUCS 00HpaHO HENpPaBUIIbHI
TMIEBHI MPUITYIICHHS 1100 MPUITYIIEHHS
0a30BOro pO3MOJILTY
JAHUX.
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ML-miaxia ITepeBaru Henomkn
HaBuyanus 3 JluHaMidHa aganTairis Ta [ToTpiGHO BKazaTH
M1AKPITIEHH MOCTYIIOBE (YHKIIi10 BUHATOPO/IH,
M BIOCKOHAJICHHS. mapamMeTpHU30BaHy

ATEHT B3aeMOJIi€ 3 MOJIITUKY, CTPATETIIO Ta
HEBH3HAYCHUM MIOYATKOBY MOJITHKY

CEpEIOBUIIEM, 3 METOIO
MaKCHUMi3aIlii BUHAropoiu
areHTa. Mo)xHa
BUKOPHUCTOBYBATH JIJISI
CKJIAJHUX 3a/a4, IKi He
MaloTh aHAJIITHYHOTO

(bopMyITIOBaHHS

[Tinxoau mtydnoro iHTenekty (Al) Ta mammaHOro HaBuanus (ML) B
JAHUW Yac BIAIrpalOTh KIIOYOBY POJIb B PO3B'SI3aHHI IIMPOKOTO CHEKTPY
CKJIaJHUX NpoOsieM, IO BUHMKAIOTh y cydacHUX Mepexax. Cepen mux
3aBJaHb MOKHAa BHOKPEMHUTH MAapHIpyTHU3aliio, Kiacudikaiio Tpadiky,
KJIACTEpU3allll0  MOTOKIB,  BHSBJIEHHS  BTOPrHEHb,  OajaHCyBaHHS
HABAHTAKECHHSA, BUSBIEHHS 300iB, ONTHUMI3allil0 SKOCTI OOCIYrOBYBaHHS
(QoS), momimmeHHs sikocTi KopuctyBaHHs (QOE), xoHTponbs noctymy Ta
PO3IOILT PECYPCIB.

Y koHTEeKCTI mporpaMHO-KoH(pirypoBanoi mepexi (SDN) B3aemomis
Mk I Ta ML ctae oco6amBo BaxkimBow. HenaBui gocnimkenns [35-39, 41]
BKa3yloTh Ha Te, 110 3pocTanHs poui LI B8 SDN e 3Hauymum Ta BimoOpaxkae
HANpsSIMOK PO3BUTKY IMPOMHUCIOBOCTI Ta HAyKOBOIO cHiBToBapucTBa. Llei
TEeHJICHIIINHUN pyX BiJI3HAYAETHCS BIIPOBAKEHHSM PI3HOMAHITHUX MiIXOMI1B
[T B apxitekTypy SDN.

Cepen HallOLIBII MOMIMPEHUX METO/IIB BUPILIEHHS TPOOJIEM B Mepexax

MOXHa BHU3HAUUTH MamiuHHE HaBuaHHs (ML), MeTa-eBpUCTHKY Ta



BubipkoBuii  momyk (FS). Ili migxoau  BiA3HAYAIOTHCS ~ BHCOKOIO
e(EKTUBHICTIO Ta THYYKICTIO Y BUPIIIEHH] PI3HOMaHITHUX 3aBIaHb, TAKUX 5K
amamnTaiis 70 3MiH y Tpadiky, onTuMmizaiis poOOTH MapIIpyTu3ailii, Ta
MIJBUIICHHS 3arajJilbHOi MPOJYKTHUBHOCTI Ta HAAIMHOCTI MEpPEKEBOrO
cepenoBuma. Takuii cum6103 111 Ta SDN BigkpuBae HOBI MOKJIUBOCTI ISt
e(EeKTUBHOTO KEpyBaHHA Ta ONTHUMI3allli MEPEKEBUX CHUCTEM Yy CY4YaCHHUX
1H(QOpMaIITHUX TEXHOJIOT1SX.

CyuacHi gociiKeHHs] 0araToNUIIXOBUX MEPEX aKTHBHO PO3TJISIIAlOTh
NMUTaHHS OajlaHCyBaHHS HaBaHTaXeHHS. [[B1 Bigomi crTparerii po3moairy
HABAaHTAKCHHS, SKI  IMUPOKO  BHKOPHUCTOBYIOTHBCSI B TPAJUIIHHHX
OararonuisixoBux Mmepexax, - e Equal-Cost MultiPath (ECMP) [4, 65] Ta
Valiant Load Balance (VLB) [5]. Konueniiis ECMP nonsirae B piBHOMIpHOMY
pPO3MOLII MOTOKIB JAHUX MK KOMYTaTOpaMu HAaCTYIHOTO MEPEXo1y. Y CBOIO
yepry, VLB posnoginsie Tpadik MK JOCTYMHUMHU IIISXaMU Ta BUOHpae
KOMYTaTOp HACTymHOTO TIepexoAy BHUMAAKOBUM dnmHOM. Ili ctparerii
BUKOPHCTOBYIOTh CTaTW4YHI METOAM 1 HE MOXYTh QJIallTHBHO pearyBaTH Ha
3MIHM B HABaHTAXXEHHI HA IUIAXY B PEKUMI PEATBHOTO Yacy.

OpHak, He3BaXKalOUM Ha iX €QEeKTUBHICTh y NMeBHUX yMoBax, ECMP i1
VLB cunpHo oOMexeHi (hIKCOBAHICTIO BHUKOPUCTOBYBaHMX MeToiB. [lum
CTpaTerisiM HE BHCTAYa€ HEOOXITHOI THYYKOCTI Ta aJdanTUBHOCTI IS
e(heKTUBHOTO BpaxyBaHHSI Ta pearyBaHHsS Ha JWHaMI4HI 3MIHM B CTaHi
Mepexi. Y CBITJII BHIlle3a3HAYEHUX OOMEKEHb ICHYE OYEBHAHA MOTpeda B
po3poOIi  OUIBII  THYYKMX 1 aJanTUBHUX METOAIB  OajaHCyBaHHS
HAaBaHTAKCHHS.

Oco0MMBO BaXKIIMBUM B IIbOMY KOHTEKCTI € PO3pOOKa HOBUX, OLIBII
e(heKTUBHUX METOAIB  OajaHCyBaHHS  HaBaHTaXEHHS, [0 MOXKYTh
alanTyBaTHCS J0 3MIH y TOMOJIOTIl Mepexi, 3a0e3ledyroun ONTHMI3alliio
BUKOPHUCTAHHS PECYpCiB Ta MiJBULICHHS MPOAYKTUBHOCTI 0OaraTOLLISXOBUX
MepeX. MeToo  cydacHMX  JOCHI/DKEHb  Ma€  CTaTH  CTBOPCHHS

IHTEJIEKTYalbHUX METOJIB OajJaHCYBaHHS HABaHTAXKEHHS, SKI BPAaXOBYIOTbH

41



JTUHAMIYHUN XapakTep Mepeki Ta 3a0e3MeuyioTh ONTUMAIbHY PEakililio Ha
3MiHM Tpadiky Ta cTaHy Mepexi. Lle Moxke CIpusITH HE JUIIe MOKPAIIEHHIO
MPOTYKTUBHOCTI MEPEXi, aje ¥ MiJBHUINCHHIO CTIMKOCTI Ta €()EKTUBHOCTI B
KOHTEKCT1 Cy4aCHOTO MEPEKEBOT0 CEpEOBUIIIA.

Y  panl  HayKOBUX  JOCHIIKEHb, TIOB’A3aHUX 3  ONTHUMI3AII€I0
OallaHCyBaHHS MEPEXKEBOrO HABaHTAXKEHHS B  apxiTtektypi SDN, sk
MOTEHIIIMHI ~ pilleHHs OyJauW  3alpONOHOBaHI  PI3HOMAHITHI  CHCTEMH
OamancyBanHd [6-7, 10]. ¥V Takux cuctemax KOHTPOJIEpP BHKOPUCTOBYETHCS
JUTsl aHamizy iHdopMallii, oTpuManoi Bif komyTtaTopiB OpenFlow, Ta BHOCHUTB
3MiHM B TaOMWIl TMOTOKIB BIJMOBIAHO JO cCTparerii OanaHCyBaHHS
HAaBAHTAXKEHHA. Takui MiAXIT [03BOJIsAE €(PEKTUBHO IUIAHYBATH NUIAXU
nepenadl gaHux y mepexi SDN, cnpusitoun ajpamnraiii 70 3MiH TOIOJOTIT
Mepexi abo o0csry Tpadiky.

OpnHak BuIIe3a3HAuYEHI CTpaTerii KIacu(iKyroThCs K CTATUYHI METOIH
OallaHCyBaHHS HaBaHTAXXECHHs, [0 OOMEXye iX 3/aTHICTh aJalTUBHO
pearyBaTid Ha JWHAMIYHI 3MIHUM CTaHy HABAHTAXKEHHS MEpEXl B PEXKUMI
peanbHOTO yacy. BaknmuBo BIJI3HAYUTH, 11O L[l METOAM HE BUKOPHCTOBYIOThH
Bech moteHiianl SDN, OCKUJIbKM BOHU HE BPaxOBYIOTh TJIOOAIbHUN CTaH
MepeXi Ta He B3a€MO/IIIOTh 3 yciMma 11 KOMITOHEHTaMHU.

OmHuM 13 BaXJIMBHUX IUISIXIB MOJAIBIINX JOCTIDKCHb Y 1A Tamy3i €
po3poOKka OuIbII aJanTUBHUX 1 THYYKUX CTparerii OajaHCyBaHHS
HaBaHTaXeHHA B apxitekTypi SDN. Lli crpaTerii noBUHHI BUKOPUCTOBYBATU
BECh MOTEHIIIAJ II€] TEXHOJOri Ta OyTH 3AaTHUMHU €(EKTUBHO BPAaXOBYBaTH
Ta pearyBaTy Ha AMHAMIYH1 3MIHH B MEPEKEBOMY CEpEIOBUIIII.

AJTOPUTM JMHAMIYHOTO OanaHcyBaHHs HaBaHTaxeHHS (DLB), skuit
OyB TipencTaBiieHUN y gociijkeHHi [l11], BUKOPHUCTOBYE CTpaTerito
*aai0Horo BUOOPY [UIsi BU3HAYEHHS HACTYMHOTO KaHAIy 3 HalMEHIINM
HABaHTAKECHHAM. Xou4a el MiIXi] IporoHye OalaHCyBaHHS HABAHTAKCHHSI B
OararonutsaxoBii SDN, BiH OOMEXEHUH pO3IISAOM JUIIE HABaHTAKEHHS

KOXXHOTO HACTYITHOTO CTPUOKA, MPOMYCKAIOYN MTOBHUM CTaH MEPEXK1 B paMKax
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SDN. 1Ileii miaxig MOXKE BHIBHUTHCS CKJIAQIHHUM IS BHU3HAYCHHS
ONTUMAJBHOTO HUIAXY TMepeAadl B TrI00albHOMY KOHTEKCTi, TUM CaMUM
3MEHIIYIOUM WMOBIPHICTh JOCATHEHHS ONTUMAJIbHOTO OalaHCYBaHHS
HABAHTAXKEHHS.

Crparteris po3mojaily HaBaHTKEHHs, MPEACTABICHA Y JOCIIIKECHHI
[12], BUKOpHUCTOBY€E HaOlp 3MIHHHMX, BKJIIOYaloud 1H(OpMaIio Ipo CTPUOKU
JUISL KOXKHOTO MIISAXY, KUIBKICTh IMaKeTIB mMepenadi, HOMEpP KIOUYOBOTO
KOMyTaTopa Ta MIBUIKICTH Mepenadyi Ha KOXKHOMY mopty Komyrartopa. Lli
qoThpu (YHKIIIT IHTETPOBaHI JJI1 OOYMCIICHHS CTaHy HaBaHTaXEHHS KOXKHOTO
HUIAXY Yepe3 HeUITKY KOMIUIEKCHY OLIHKY. Bubip nuisixy nepenayi 6a3zyeTbest
Ha CTaHl HABAaHTAXKEHHSA KOXKHOTO NUIAXYy. TWM HEe MEHI, BUKOPHUCTAHHS
HEYITKOI KOMILJIEKCHOI OI[IHKM BUMAra€ IITYYHOTO CyO €KTHBHOIO IPOLECY
OI[IHIOBaHHSI, N[0 YCKJIAIHIOE OO0’ €KTUBHE BIJIOOPAXKEHHS TOYHOIO CTaHy
HABaHTa)XEHHS KOXHOTO LIUIAXY B peaJIbHOMY Yaci.

Y nocmimxkenHi [13] Oynmo peani3oBaHO €BPUCTUYHUN  METOJ
OalaHCyBaHHS HAaBAaHTAXKEHHS, KM BUKOPUCTOBYE ONTHUMI3allll0 MypPAILIUHO1
KOJIOHIT JJI1 BU3HAUEHHS IUIAXY nepefadi. OgHak 1eil mijIxiJ BUKOPUCTOBYE
npocTuid MeTof 300py 1H(OopMalli Mpo MEpPEeKEBUI NUIAX, OL[IHIOIOYH HOro 3a
OJIHAM TOKa3HUKOM. BiH € oOMexeHMM Ta MOXe OOTSKyBaTH BpaxyBaHHS
0araTo(pakTOPHOrO XapaKTepy MEpEKEBOIO0 CEpPEelOBUINA Ta BHUKIMKATH
HEJIOOLIHKY PEaNbHOTO CTAHY MEPEXI.

Posrnsgatoun BuIe3a3HaueHi NpoOjIeMH, MOKHA CTBEpUKYBaTH, LIO
OUIBIIICTh ICHYIOUMX CTpaTeriii OajaHCyBaHHS HABAHTAXKEHHS IPYHTYIOTHCS
Ha MPOCTUX METOAAaX 3 0OMEXKEHOI ePEeKTUBHICTIO ab0 (yHKIIOHAIOM. 301p
iHopmarli mpo HUIIX OOMEXKEHHH Yy CBOIX MOMIMBOCTSX, OCKUIBKH HE
BpaxoBye CKJIaaHi (akTopu Ta He 3a0e3neuye JOCSATHEHHS ONTHUMaJbHUX
pe3ynbTariB. Y I1[bOMY KOHTEKCTI 3ampONOHOBAHUN MiAXiJT BUKOPUCTOBYE
nepeBaru riao0anbHOrO Miaxoay B apxiTekTypi SDN mis cucteMaTHYHOTO
300py YOTHPHOX TMOKA3HUKIB: KOE(IIIEHT BUKOPUCTAHHS MPOIYCKHOI

3IaTHOCTI, KOe(DIIIEHT BTpAT MaKeTiB, Yyacy Mepeaadl Ta KUIbKICTh XOIB Ha
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KOXKHOMY 1IIsAXY. Lle € OCHOBOIO [UIsi BUKOPUCTAHHS IITYYHOTO 1HTEIEKTY
JUISL PO3PAaxXyHKY 1HTETPATbHOTO CTaHy HaBaHTAXKEHHS KOXKHOTO IIIAXY.
3anponoHOBaHUM MiAXiMd, SIKHH BUKOPUCTOBYE INTYYHUU 1HTEJICKT IJIs
IPOrHO3YBaHHS IHTETPAJIBHOIO CTaHy HABAHTAXCHHS, € €(QEKTUBHILIUM Yy
NOpIBHAHHI 3 TpaJuLIMHUMU MeTogaMHu. BiH BUKOpUCTOBYe TIHMOOKE
HaBYaHHs JJIs BpaxyBaHHs Oe3Jidl aclekTiB, IO CTOCYIOTbCS MEPEKEBOTO
Tpadiky. Lle 3a0e3neuye ananTuBHE Ta THyYKe OaJlaHCyBaHHS HaBAHTAXKCHHS
3 ypaxyBaHHSIM TIOBHOTO [iama3oHy XapaKTePUCTHK KOXKHOTO MUIIXY Ta
JUHAMIYHUX 3MIH Y MEPEXKEBOMY CepeloBHUIl. Takui TMiaxiJ CIpHUsE
€(pEKTUBHOMY BUKOPUCTAaHHIO PECYpPCIB 1 MIJBHUILYE MPOIYKTUBHICTh

nepenayl gauux y SDN mepexax.



BucHoBkmu 10 po3aiay 1

B nmanoMmy po3mii  mpeACTaBICHO aHai3 Cy4acHHUX  METO/IIB
KOHCTpytoBaHHA Tpadiky. Orasa iCHyroouoi pillieHb JEMOHCTPYE, IO
OIMBIIICT,  CTpaTerid, sKi  BUKOPUCTOBYIOThCA IS  OalaHCyBaHHS
HABaHTa)XCHHA, 0a3yIOThCS HA CHPOINECHUX MIAXO0MaxX, SIKI 32 CBOEIO CYTTIO
MaloTh TMEBHI HeAodiku. 30ip i1H@opMalli Mpo HUITX OOMEXKEHUH Yy CBOIU
3IaTHOCTI BpaxoOBYBaTH CKJIaJHI (aKTOpW Ta JEMOHCTPYBaTH OYIKyBaHi
pe3yabTaTH.

[lomanpiie MiABUIIEHHS MPOIYKTUBHOCTI JOCSTAETHCS 32 PaXyHOK
1HTEerpanii TEXHOJOTIT ITYYHOTO IHTEJIEKTY 3 MPOrpaMHO-KOH(IrypOBaHUMU
MepeKaMHu.

3 ormaay Ha BUINE3a3HAYEHI pe3yibTaTH aHali3y, PO3TOPTAHHS
HITYYHOT'O 1HTEJNEKTY B MPOTPaMHO-KOH(ITYpPOBAaHUX MEPEKaX BUMArae:

o JlocmiauTy METOAM BHUKOPUCTAHHA Ta MOXJIMBOCTI 1HTerparii
HITYYHOTO 1HTEJIEKTY Y IPOrpaMHO-KOH(DIrypoBaHiil Mepexi;

e JlpoBectn 30ip JaHUX PO CTAaH MEPEXl, Takl SK KOe(ILieHT
MPOMYCKHOI 3/IaTHOCTI, Yac Nepeaaydi makeTiB, Koe(ilieHT BTpaTH MaKeTiB Ta
xomu. Bukopucratu 1mi gaHi IS aHamizy Tpadiky Ta BU3HAYEHHS
ONTUMAJIbHUX MapIIPYTiB.

e Po3po0Outy MOJEIh HEUPOHHOI MEpEXi JUIsi TPOTHO3YBAHHS CTaHY
MepeXKi Ha OCHOBI 310paHUX JTaHUX;

e BukoHaTH TOAAIBIINNA aHAT3 OTPUMAHUX, BUKOPHUCTOBYIOUH
TECTOB1 CEpENOBUINA JJis TEPEeBIPKM Ta ONTUMI3alll POOOTH IMITYYHOTO

IHTEJIEKTY B peabHUX YMOBaX.
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PO3/ILI 2

METOJA KOHCTPYIOBAHHS TPA®IKY Y IPOI'PAMHO-
KOH®II'YPOBAHUX MEPE/KAX HA OCHOBI ITYYHOI'O
IHTEJIEKTY

2.1. ApxiTeKkTypa cHCTeMHM KOHCTPYIOBaHHs Tpadiky

Y  nucepraniiiHii  poOOTI 3ampPOMOHOBAHO peaji3allilo  CUCTEMHU,
MPU3HAYEHOT IS MABUIICHHS €(EeKTUBHOCTI BUKOPHUCTAaHHS pecypciB SDN
Mepexi. Y I  cucTeMi BHUKOPUCTOBYETHCA MOJYJb OanaHCyBaHHS
HABAHTA)KEHHA Ha OCHOBI IITYYHOTO IHTENEKTY, SKHH pPO3paxoBye
ONTUMAJIbHI ~MapuIpyTH Tepeladl MakeTIB y MEpexi Ha OCHOBI
XapaKTEPUCTUKU MEPEKI.

BnpoBajpkeHHsT MOMIOHMX pIIIEHb MOXE CYTTEBO BIUIMHYTH Ha
BUPIIIEHHS KJIIOYOBHUX apXITEKTYpHUX MPOOJeM, SIKI MOKYTh BUHUKHYTH B
cepenoBuiii SDN. Komyraropu B SDN BimokpemsieHl BiJi KOHTPOJEPIB 1
koMyTaTopiB aamny (dump switches). ¥ Benukux Mepexax yci KOHTpOJIepU
Ta KOMYTaTOPU aKTUBHI 1 II¢ BUMarae peTejbHOro miaxoay 10 iX po3poOKu Ta
po3MimeHHo. Kpim Toro, mpoOieMu MPOIYKTUBHICTI y MEpPEkl TaKOXK
MOB’s13aH1 3 TAKUMU aCNEKTaMHU, sIK THYUYKICTh, MacCIITA0OBaHICTh, OE3MeKa Ta
y3roKkeHicTh [16, 21, 66].

[Hmor0  BakJIMBOIO TPOOJIEMOIO € IIEHTpalli3oBaHe KepyBaHHs. Jlis
JOCSITHEHHsT  30allaHCOBaHOTO HaBaHTakeHHS Tpadiky y SDN wMepexax
BBOJIUTHCSA JIEKUIbKA KOHTPOJEpiB. 31 30UIBIIEHHAM IXHbOi KUIBKOCTI Y
MEpeX1 KOHUEIMIS I[EHTPai30BaHOI0 KEpyBaHHS Mae OyTH TepeolliHeHa.
[IIo6 mocsrtu BUCOKOI sIKOCTI oOciayroByBaHHs (Qo0S) B Mepexi, HEOOX1THO
PO3TOPHYTH KUIbKa KOHTPOJEPIB, OCKUIBKM 1iX CYKYIHI MOMXJIMBOCTI
MEePEBUIIYIOTh MOXKJIMBOCTI OJTHOTO KOHTpoJiepa [66]. OgHak 1eHTpasi3oBaHe
KepyBaHHA TaKUM PI3HOMaHITHUM HaO0OpoMm (QYHKIIM KOHTpoJiepa MOXKe

CTaTH CKJAJHUM 3aBIaHHSM [67].
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Xoua BIIPOBA/I>KEHHSI KUTBKOX KOHTPOJIEPIB MOJIETIIY €
macmradyBanHss SDN mepesk, e Moxe cTBoproBaTH mpooOiemu s QoS
4yepe3 HeoOX1AHICTh OanaHCyBaHHS HaBaHTAKEHHS MK HUMH [66, 67].

Ille omHi€0 CKIAOHICTIO € 3a0€3MEUCHHS Y3rOMKEHOCTI Mixk
KOHTpoJiepaMu. Y Mepexax 3 KUIbKOMa KOHTPOJEPAMU  BaXKIHBO
CHHXPOHI3yBaTH 1H(MOpPMaIIiI0 PO CTaH MEpexi, 00 YHUKHYTH IpoOIeMu
KOHCEHCyCy [66]. Uepe3 ckiagHy peaiizallio Ta 3aTPUMKH, SKI BUHHUKAIOThH
i 9ac IbOTro MPOIeCy, KOHCEHCYCHI MIAXO0AM HE 3aBXKAU MITXOASTh.

Po3mileHHs1 KOHTpoOJiepiB — 1€ OJHA KIIOYOBa apXITEKTypHa
npobiema. Bukopucranss jume ogHoro koHtposiepa B SDN Mepexax mae
Oarato mepeBar, TaKUX K KepyBaHHS, KOHTPOJIb 1 MOHITOPUHT YCI€i Mepexi
LEHTPaII30BaHO 3 OAHOIO By3sa. BogHouac 11e Moxke Ipu3BECTH A0 NMpoOiIeM
3 HAJIMHICTIO Ta MacIITaboBaHICTIO [66]. Y Mipy 3pocTaHHS Mepexi Il
npoOJeMu  MOTIPHIYIOTH  MPOAYKTUBHICTH.  [IpoGiiema  po3milieHHS
KoHTposepa BiioMa 3 2012 poky. 11106 3MEHIIUTH 3aTPUMKH Ta IiABUIIATH
3arajibHy TPOJYKTHUBHICTH MEPEXi, HEOOXITHO ONTUMAIBHO PO3MICTUTH
HEOOX1THY KUIbKICTh KOHTPOJIEPIB HA BIAMOBIIHUX BIACTaHIX y Mepexi [15].
Y BENMKHX Mepekax pO3ropTaHHS KOHTPOJIEPiB TTOBHHHO BPaxOBYBaTH JIBa
OCHOBHI muTaHHs: (1) CKUIBKM KOHTpOJIEPiB MOTPIOHO B Mepexi; (2) me ix
po3minryBatu? Ile NP-ckianni 3amadi, ajge BOHU Ba)JIMB1 JIJISi PO3TOPTaHHS
KUIBKOX KOHTpoJiepiB [15, 66].

Takox Ba)JIMBO BPAaXxOBYBATH MPOTOKOJU 3B'SI3KY MIXK KOHTPOJIEPAMH.
VY posnoaiieHoMy cepeIoBUILl KUTbKICTh KOHTPOJIEPIB Ma€ MPSIMUM BIUIUB Ha
akicTh o0ciyroByBanHs SDN mepexi. g BupilieHHS Li€i OpoOsiemu
BaXUJIMBO BIPOBAIUTH €()EKTHBHY CHCTEMY 3B'A3KY MIDK KOHTpOJIEpamH.
EdexTtuBHUN  3B'SI30K  MDK  KOHTpOJIEpaMU BUMAara€  BIIPOBAKCHHS
CTaHJAPTHOTO TPOTOKOJYy east-west, KU B JaHUN Yac MiATPUMYETHCS
npotokosioMm BGP [21, 66].

Xo4a BUKOPHUCTAHHS KUIBKOX KOHTPOJIEPIB J103BOJIsA€ OKpamuTu QoS,

BUHHUKAE TpoOJieMa NJIAHYBAHHS POOOTH KiIbKOX KOHTPOJepiB, 1100
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YHUKHYTH TI€PEBAHTAXKEHHSI OJHOIO 3 HUX [66]. OCHOBHHUM BUKIMKOM
3aJIMIIAETHCS MIBUIKE Ta €PEeKTUBHE OalaHCYBaHHS HABAHTAXKECHHSI.

[le 0cobmuMBO MOpPEYHO B KOHTEKCTI MPOrPaMHO-KOH(ITypOBaHUX
MEpEeX, SIKI BIIPIZHAIOTHCS PAJIOM XapaKTEPUCTHK, BKIIOYAIOYU MOMIJIHUBICTh
CTBOPIOBATU BIPTyallbHI MEpeXi Ta MiATPUMYBATH JEKUIbKa TaKMX MEpPEX B
onHi ¢BuyHIA 1HQpacTpykTypi. KpiMm TOro, mporpaMHo-koH}pIrypoBaHi
MEpeXK1 4aCTO MarOTh CaMOIIOAI0HUHM Tpadik, a TAKOXK 3AaTHICTb /10 THYYKOCTI
Ta MacIITabOBAaHOCTI, 3a0€3MeUyOur MIBHIKY QJIaNTaIliio 10 3MiH y Oi3Hec-
nporecax. lle 3abe3meuye 3pocTaHHS MEpeXi Ta I1HTErpaiii 3 XMapHUMH
oOuucieHHsIMU. TakoX L€ Jae 3MOTy THYYKO KepyBaTH TpadikoM MIXK
XMapol Ta JIOKadbHHUMH pecypcamu. Ciig BKa3zaTd, IO 1€ OJHHUM
BOKJIMBUM IIyHKTOM € TapaHTisl SKICThb OOCIyroBYBaHHA, I MIATPUMKHU
CTabUTbHOI ~ pOOOTH  KPUTHYHO  BaXJIMBUX  JOJATKIB, TaKhX  SK
BiJIeOKOH(DepeHIli abo cucTeMH yrpaBiIiHHS BUPOOHUYHUMU MTPOIIECaMHU.

PosrnssHemMo O11bII JETaIBHO IO ABJSIE COOOIO BIPTYaJIbHI MEpPEXi Ta
camono10HuM Tpadik.

BiptyanbHi Mepexi MNpeACTaBisOTh COOOI TEXHOJIOTIYHE PIIICHHS,
AK€ JI03BOJISIE CTBOPIOBATH BIPTyaJibHI 130JIbOBaHI MEpPEXI B OJHOMY
bi3U4HOMY ~ MepexeBOoMy  cepeioBumii.  llg  KoHmeniis ~— 4acto
BUKOPHCTOBYETHCSI B KOMIT FOTEPHHUX MepexkKax JJisl MOALTY OJHOTO (Ppi3MYHOTO
MEpEKEBOr0 PeCcypcy Ha KijbKa JIOTIYHO BIAMIHHUX MEPEX, KOXKHA 3 SIKUX
MpaIioe He3aleKHO BiJ 1HIMX. SIKII0 B OJHOMY (DI3MUHOMY MEPEKEBOMY
CEpellOBUIII TPHUCYTHI KUIbKa BIPTYyaJlbHUX MEPEX, MOXHA BUKOHATHU
JUHaMIYHE OajlaHCYyBaHHS HAaBAHTAXXEHHS IUIIXOM PO3MOJAUTY PECYpPCIB MIX
PI3HUMH BIPTYaJbHUMH MEpPEKaMU BIAMOBIIHO JO TMEPEBAXKAIOYMX BUMOT 1
HAaBaHTA)XCHHS KOXKHOI Mepexi. Y TakoMy BHIIAJKy, SKIIO OJHA BipTyaJbHA
Mepe)ka BUMarae OUIBIIOTO PO3MOUTY pecypciB abo TeHepye OiIbImmii 00CsT
Tpadiky, CHUCTeMa BUKOHA€ JAMHAMIYHE OallaHCyBaHHS HaBaHTAXXCHHs Ta
Nepepo3noil pecypciB, MO0 TrapaHTyBaTh ONTHUMalbHE (DYHKIIOHYBaHHS

BCIX BIPTyaJIbHUX MEPEXK.
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VY cBow uepry, camo noaiouuit Tpadik (Self-Similar Traffic) — e Bun
Tpadiky, skuil BracTuBuil OaratboM cyyacHUM SDN mepexkam, 0coOIHMBO
SKIIO 11 MEPEXi MepeaaroTh BEIUKUN 00CAT JaHUX Ta MAalOTh IHTCHCHUBHUI
obmin 1H(opmMmariero. Ile Bum Tpadiky XapaKTEpPU3YEThCS THM, IO HOTO
CTAaTUCTUYHI BIJIACTUBOCTI 3aJIMIIAIOTHCS CXOKUMH Ha PI3HUX Maciradax
gacy, ToOTO Tpadik BHUSBIISIE caMOIOAIOHY a0o0 ¢pakTalbHY CTPYKTYpY.
OcHOBHI TIpUYMHH camomnoAioHoro Tpadiky B Mepexkax SDN BKIIOYAIOTH
aKTUBHICTh KOPHUCTYBayiB, IO NPU3BOJUTH 10 HEPErYISIPHUX MEPioJiB
aKTUBHOCTI Ta O€3disIbHOCTI; 00poOKa JaHWX, HAINPHUKIAA KOMiOBaHHS
(daiimiB; XapakKTepUCTUKH O(ICHUX MporpaM, BKIIOYAOYU EJIEKTPOHHY
noImTy, iHGopMamiiiHl CUCTEMH, YaT 1 COUIbHY poOOTYy HaJ JOKYMEHTaMWu;
IHTEHCUBHICTh BUKOPHUCTAHHS PECypCiB, TaKUX SK JOCTYIl JO CEpBEPiB,
XMapHUX CIyx0, BimeokoH(pepeHuiid tomo. Lli gakropu MOXYyTh CHpHUSATH
KOJIMBaHHAM MepexkeBoro Tpadiky. EdexkTuBHe ympaBiiHHA Ta aHami3
caMmonoAiOHoro Tpadiky Mae BUpIIIATIbHE 3HAYECHHS JIS ONTUMAJIBHOTO
¢ynkuionyBanHa SDN  mepex. Lle BKIOYae MOHITOPUHI MEPEKEBOI
aKTUBHOCTI, ONTUMI3aIII0 PECYPCIB, IJIaHYBaHHS MEPEXeBOi 1HQPACTPYKTYpH
Ta 3aCTOCYBaHHSA Takux TexHoJorik, sk SDN Tta QoS mus miarpumku
Oa)xaHOTO PIBHS 0OCIYyTrOBYBaHHS.

Y nmaniii poOOTI MOKAa3HWKH OIIIHKH CTaHy MeEpexi, BKIIOYAIOYU
BUKOPUCTAaHHS TMPOITYCKHOI 3JaTHOCTI, BTpaTy NAaKeTiB, yacy mepeaayl Ta
KUIBKICTh TIEPEXOIB UIsl Tiepeiadl MaKeTiB, BAKOPUCTOBYETHCS 1T TOYHOTO
B1IOOpakKEHHS CTaHy 3aBAaHTAXKEHHS KOXXKHOro Mapuipyty. Ll mapamerpu €
OCHOBHHMMH JI€T€PMIHaHTaMU €(EKTUBHOCTI MAPIIPYTy Ta HABAHTAKEHHSI, 1110
JI03BOJISIE CUCTEMI aJJalITUBHO pearyBaTH Ha 3MIHM YMOB MEPEKI Ta BUOMPATU
ONTUMAJbHI LUISAXU IS Tepenadl JTaHuX. BUKOpUCTAHHS HUX MOKa3HUKIB
OIIIHKK CIIpUSi€ TIOKPAIIEHHIO CTparterii OaJaHCyBaHHS HaBaHTAKCHHS,
3a0e3Mevyyoun THUM CaMHUM HAJaHHS ONTHUMAJIbHUX PIIIEHb Y PEeXHUMI
pEeaNbHOTO Yacy.

Otpumana ctpateris Oyjia peani3oBaHa 3a JOMOMOTOK aJaNTHBHOTO
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KEpYBaHHsI IOTOKOM JaHMX, 3a JIOIOMOTIOIO SIKOTO MEpEKa, BUKOPUCTOBYIOUU
HaBYCHY MOJIeb, BHU3HAUa€ ONTUMAJIbHUNA HUIAX TMepefadl g KOXHOTO
MOTOKY 3 METOI0 MiHIMi3allll HaBaHTakeHHs. Llel miaxin rapantye mocTiiHy
ajanTalio crparerii 10 KoJuBaHb TpagiKy, 3aBISKHM YOMY CHUCTEMa CTa€
BHCOKOC(EKTUBHOIO Yy BHUPIMICHHI MOTEHIIHHUX NpoOsieM, sIKi MOXKYTb
BUHUKHYTHU B Mepexax SDN.

Xoya TpagulliiHI MapUIPYTU3aTOPH TMPAIOOTh 13  TaOIUISIMU
MapuIpyTU3allii, IXHI MOXJIMBOCTI 0OMexkeH1 uepe3 Henoik iHgopmariii. Kpim
TOr0, OOYMCIIEHHSI BHUKOHYIOTbCS BHUKIIOYHO B KOHTEKCTI HACTYIIHOIO
nepexony 0e3 ypaxyBaHHSI CTaHy Ta XapaKTepUCTUK Mepexi. Ha BiqMiHy BiJ
UpOro Miaxony, KoHTposiep SDN nae 3MoOry MpeACTaBUTH KOMIUIEKCHE
YSIBIICHHS [IPO MEPEXKY 3 CAMOI0 IOYATKY ii poOOTH.

AKTHUBHO OHOBIIOOYM 1H(OpMaIII0 TPO TOMOJIOTID  MEpexi,
koHTpoJiep SDN Bu3Hayae BCl MOTEHIIHHI MapuIpyTd MK By3iamu. lle nae
3MOTy aHali3yBaTM Ta KIAacU(]iKyBaTH CTaH 3aBAaHTAKEHHS KOXKHOTO
I00aNBHOTO NUIAXY, 10 TAKMM YHHOM CIpPHsi€ OUTbII TTMOOKOMY PO3YyMIHHIO
MEpPEKEBOT0 cepefoBula. Takox I J03BOJIsIE 00’€KTHBHO OLIIHIOBATH Ta
KepyBaTH HABAHTAKEHHSM Ha PiBHI KOKHOTO OKPEMOTO LUISIXY, THM CAMHM
M1BUIIYI0YH €(EKTUBHICTH 1 CTAOUIbHICTh MEPEXKI B LIIJIOMY.

Apxitektypa SDN  Mepexi Il 3alpolOHOBAaHOT  CHUCTEMHU

OalaHCyBaHHS HABaHTa)XKEHHS 300pakeHa Ha PUCYHKY 2.1.
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KoHTponep

banaHcyBaNbHUK
HaBaHTaXeHHsA

MNoTik AaHUx

BuxigHuia xoct XocT npu3HayeHHA

KomyTaTopu OpenFlow

Puc. 2.1. Apxitektypa SDN Mepexi

3 MeTOI e(PEeKTUBHOTO 3MEHIIICHHS! HABAaHTAKEHHSI Ha KOHTposiep SDN
Ta ONTHMI3alli KepyBaHHS pecypcamMH MeEpexi, 3alpolIOHOBAHA apXiTEKTypa
BIIPOBA/DKY€  CHEl[lalbHUM  cepBep Yy  BUIJISAl  OajaHCyBaJbHHUKA
naBantakeHHs (Load Balancer). Bin BignoBigae 3a OalaHCyBaHHS
HABAHTAKEHHA HAa KOXXKHOMY HUISIXY Mepexi uisi €eKTUBHOTO PO3MOJLITY
TpadiKy Ta HOKpAIIEHHS MPOTYKTUBHOCTI.

[Io6 BM3HAUMTH HAWMEHII MEPEeBAaHTAXKECHHUH MIIAX Y pealbHOMY Haci,
Load Balancer BUKOpUCTOBY€E CTaH HaBAaHTAXKECHHS, KU OOYUCITIOETHCS Ha
OCHOBI 1H(OpMalii, I PI3HUX LUIAX1B, OTpUMaHUX BiJ KoHTposiepa SDN. V
JTAHOMY BHUNAJKy KOHTPOJIEp Uepe3 PEeryssipHi MPOMDKKH Yacy Iepeaac JaHi
PO HABAHTAXKEHHSI HA KOKHOMY LIISAXY /10 OalaHCyBalbHUKY HAaBAHTAKEHHS.
[le no3BOJISIE ONIEPATUBHO pearyBaT Ha 3MiHU B CTaHI MEPEXKi.

VY OUIBIIOCTI ICHYIOUMX CHCTEM KOHTPOJEP OTPUMYE JlaHi MPO CTaH
Mepexi BiJ KOMYTaTOPiB 3a IOOMOTOI0 IPOTOKOMIB, Takux sik OpenFlow abo
IHIMX TpoTokomiB kepyBanHs SDN. Ha ocHOBI oTpuMaHUX JaHHX
KOHTpOJIEp MpUKMAae PIMICHHS IIOAO0 KEepyBaHHA MepexeBUM TpadiKoM Ta

pecypcamu. Koutposiep reHepye mnotokoBi mnpaBuia (flow rules), sxi
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BU3HAYAIOTh, IKUM YAHOM KOMYTATOPH MIOBUHHI OOPOOISATH MAKETH Y MEpexi
[8, 9]. CranmapTHa mporeaypa MO0 KepyBaHHS MEPEXKEBUM TpadikoMm Ta
pecypcamMu 300pakeHa Ha pUCYHKY 2.2. Y naHiii poOOTI TPOMOHYETHCS
BUHECTH JIOTIKY TeHepalli mpaBuWi TOTOKIB y  OalaHCyBaJbHUK
HABaHTAKCHHS, PO3POOJICHUI HA OCHOBI IITy4HOro iHTenekTy. lle mae
MOJKJIMBICTh pOOUTH BUCHOBKHU PO CTaH MEPEXi HE TUTLKU MO0 OKPEMOTO
CeTMEHTa, ajie¢ ¥ y 3arajbHOMY IUIaHi, BUXOASYH 3 OCOOJIMBOCTEH MeEpex

SDN, 110, y CBOIO 4epry, cpuse O1IbI1 ePeKTUBHOMY KEPYBaHHIO TpadikoM.
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Puc. 2.2 bnok-cxeMa CTaHIapTHOTO AJITOPUTMY KEPYBAHHS MEPEKEBUM

Tpadikom



[Tpu HEOOX1MHOCTI BUKOHATH OallaHCYBaHHS HAaBaHTAKCHHS, HEHPOHHA
Mepeka IMOoBepTae KOHTpojepy iHdopMallito mMpo HAWMEHII 3aBaHTAXCHUN
[UIAX, BPAaXOBYIOUM CTaH HaBaHTAXEHHS KOXKHOTO HUIAXY. OTpUMaBIIM IO
iHpopMmartito, koHTposiep SDN mpuiimMae oOrpyHTOBaHI pilIEHHS OO
ONTUMAJIBHOTO HNUISIXY Mepeiayl JaHUX.

BusHauuBIIM ONTUMANBHUN LUISIX, KOHTPOJEP CTBOPIOE MOTOKOBI
Tabnuii 11t komytatopiB OpenFlow, ams peanizarii many nepenadi moToKy
nanux. Lledt miaxig J03BOJIIE peali3yBaTH IHTENEKTyallbHE Ta €(QeKTHUBHE
kepyBaHHs1 Tpadikom y SDN mepexi, TUM caMUM CHPHUSIOYU ONTUMI3AIli
MPOMYCKHOI 3IaTHOCTI Ta 3a0e3MeYeHHI0 HAAIMHOCTI Nepeaadi JaHuX.

[Ticns anami3zy ICHYIOUMX pillieHb Oyja po3poOjieHa apxiTeKTypa
cucTeMH OallaHCYBaHHSI HaBaHTa)XCHHsI HA OCHOBI HeWpoHHOI Mepexi Load
Balancing Based on Neural Network (LBBNN). Cucrema BKkitodae
komytatopu OpenFlow, SDN koHTposep 1 OamaHcHMp HaBAHTAKEHHS.
OcTtaHHIi BIANOBIZAa€E 3a OOYHCIEHHS HaBaHTA)KEHHA [UII KOKHOIO
MEpEXKEBOr0 NUIIXY Ta BUOIp HAWMEHII 3aBaHTaXEHOTO /IS Mepeadl MOTOKY
TAHUX.

Po3pobneno HacTymHy mOpoleaypy poOOTH CHUCTEMH 3 YpaxyBaHHSIM
0COOJIMBOCTEH apXITEKTypU MPOTPaMHO-KOH(PITYPOBAHUX MEPEK.

[Ticnst mepegadi HOBOro MOTOKY JaHUX 10 JAoMeHy SDN, komyratopu
OpenFlow BUKOHYIOTH TIpolieC TOPIBHSHHS 1H(GOpPMAIIil 3ar0J0BKa MaKeTa 3
JaHUMHU, 1[0 30epiraloTbCsi B TaOMUIAX TOTOKIB. Y pasi 30iry Mix
1H(opMalIi€ro 3aroJoBKa MakeTa Ta JaHUMU B TaOJIUIIl MTOTOKIB, MOTIK JaHUX
nepemaeTbes yepe3 noje Action y BuIe3ranaHii Tabiui. Y BUMAIKY, SKIIO
BIAMOBIHA TaOMMIl TOTOKY He ineHTudikoBana, OpenFlow mnepenae
iHdopmariito 3aronoBka makera a0 SDN KkoHTposiepa sl BHU3HAYCHHS
ONTUMAJILHOTO NUISIXY Tepeaadi.

[Ticnst BU3HAUGHHS NUISAXY Tepenadl gaHux, koHTposjep SDN reHepye

HOBI TIOTOKOBI Tabnuili 1 nmepeaae ix komyraropam OpenFlow , Takum unHOM
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aKTUBYIOUH Iepeavdy JaHuX.

VY pasi HasIBHOCTI JEKUIBKOX HUIAXIB Mepeadi AJaHux, KoHTposuep SDN
nepemae iHGoOpMaIliio Tpo I NUIIXiB 10 OamaHCyBalbHUKAa HaBAaHTAKEHHS
(Load Balancer). Load Balancer oGuucitoe HaBaHTaXeHHS ISl KOXKHOTO
HUIAXY Ta nepeaae oOpaHui ONTHUMAIBHUNA NUIIX A0 KoHTpoaepa SDN s
MOJIaJIBINOT TIepeaadi JaHHX.

Kontponep SDN otpumye oOpanuii msx Bijg OamaHCyBaJbHUKA Ta
CTBOPIOE MOTOKOBI TaOmwIi 1715 iepenadi komyratopam OpenFlow.

Ha puc 2.3 300paxena po3po0iieHa mpoieaypa KepyBaHHSI MEPEKEBUM

TpagiKOM.
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PosrnsHemMo  QyHKIIOHANBHICTh KOXHOTO HOBOTO  OJIOKY  OLIbII
netanbHO. Ha BiAMIHY BiJl 3BUYAMHOTO alrOpUTMy KEpPYBaHHS MEPEKEBUM
TpadikoM, y BHUIMAIKax, KOJIU Ui Mepeaadl MOTOKY JaHHX JOCTYITHO KiJIbKa
MapHIpyTiB, KOHTPOJIEp Iepe/lac HEUpOHHIM Mepexki iH(opmarlio mpo Bci
NOTEHIIWHI ~MapUIpyTH, BKJIIOYAIOYM METPUKH  HABAaHTAKEHHS, IS
MOJAJIBIIOTO aHaMI3y.

Jani HeillpoHHa Mepeka o0poOssie OoTpuMaHI JaHl Ta OOYHCIIOE
MOTOYHE HABAHTAXCHHS HA KOXKEH 3 MOXKIMBHUX MUIAXIB, BUKOPHCTOBYIOUU
pO3po0JIeHY MOJIENb Ta aJITOPUTM HaBYaHHS.

Jlami, Ha OCHOBI pIIIEHHS HEWPOHHOI MEpeXi OOMpAEThCS NUIAX 3
HAalMEHIIMM  IHTETPaJbHUM 3HAYEHHSIM HABAaHTAXXCHHS, SKUH TMOTIM
BBAXKAETHCS ONTUMAJILHUM JJIA Iepeadl MOTOKY JIaHUX.

Jlani HelipoHHa Mepexa mnepefae IH(QOpMaLll0 Mpo OOpaHWUN ILIAX
koHTpoJiepy SDN, saxuii, Ha 6a3i 11i€1 BIMOBII1, OHOBIIOE CBOI JaHi.

[loTiM KOHTpoOJIEp TE€HEpye HOBI 3amuMcu B TaOJMIX MOTOKIB
koMmyTtaTopiB OpenFlow B310Bk O0OOpaHOro u0UISIXY, SIKA BHU3HA4YE€HO
HEUPOHHOIO MEPEXKEIO.

KomyTtaropu, oTpuMmaBIIM OHOBJIEHI TaOJMIll TOTOKIB, BUKOHYIOTh

HEOOX1TH1 Jii AJIsI mepenadi MOTOKY JaHUX Yepe3 MEPexKy.

2.2. OOpaxyBaHHS NIOKA3HHUKIB BHOOPY LIIAXY

OCHOBHOIO METOIO0 CTpaTerii OalaHCyBaHHS HABaHTAXECHHS €
BU3HAYECHHS HAalMEHII 3aBAaHTaXEHOTO MapIIPyTy 3 ypaxyBaHHSAM BUMOT /10
QoS misa mepenaui mannx B SDN mepexi. [ oTpuMaHHs BUYEPITHUX TaHUX
IpO HABAaHTAXEHHS HA KOXXEH MapUIPYT BHKOPHUCTOBYETHCS MPOTOKOI
OpenFlow, sxuii no3Bossie koutposiepy SDN oTpumyBaT iHpopmalio npo
HABAHTAKCHHS HA KaHAJIl MK JBOMa KOMyTaTOPaMHU.

VY 3anponoHOBaHIN KOHUEIMLII CHUCTEMH TpoLeC Mepeaadl IMOTOKY

JMaHuX 1HIMIETCS SDN-KOHTpoOJepoM, KM 3aMuTy€e TAOIHII0 TMOTOKIB 1
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30Mpa€e CTAaTUCTUKY MO KOXHOMY mopTy 3 komyrtaropiB OpenFlow,
PO3TAIIOBAaHUX Y3/IOBXK 3aJaHOTO MapIIpyTy mepenadi. 3i0paHi AaHi Mpo
HABAHTAKCHHA HA KOXEH KaHaJI BHUKOPHUCTOBYIOTHCA IS PO3PAXyHKY
3arajbHOT0 CTaHy HaBaHTAXKEHHS Ha JaHOMY MapuHIpyTi 3a JIOMOMOIOIO
HEHPOHHOI MEpexi.

[Tporec 360py Ta mojanbinoi oOpoOKHU JaHUX BiJIOYBAE€THCS B PEXKHUMI
peajbHOro 4acy, 110 JI03BOJIAE€ aJallTUBHO pearyBaTh Ha 3MiHH MEPEKEBOTO
Tpadiky Ta 3abe3meuye BpaxyBaHHS MOTOYHOT'O CTaHy HaBaHTaxeHHs. [[ms
OCTaTOYHOI Tepeaayl JaHuX OOUpAETbCS MapuIpyT 3  HallMEHIIUM
HAaBAHTAXKEHHAM. BUKOpHCTaHHS HEUPOHHUX MEpEX B LI cTpaTerii nae
3MOTy BpPaxXxOBYBaTH CKJIaJIHI B3a€MO3B'SI3KM MK €JIEMEHTaMU MEpEekKi, TUM
CaMUM TOJIETIIYIOUM BU3HAYEHHS ONITUMAJIbHOTO MapIIpPyTYy.

Y kontekcti mnporokony OpenFlow, xontponep SDN moxe
OTPUMYBATH CTAaTUCTUKY IMOPTIB 3 KOokHOro komyrtaropa OpenFlow 3a
nonomororo nosigomaenb OFPT _STATS REQUESTS. 3i06pana inpopmaris
BKJIIOYAETHCSI B TaOJUIl TOTOKIB, $IKI BU3HAYAIOTHCS CAMUM IIPOTOKOJIOM
OpenFlow.

Tabnuil TOTOKIB € OCHOBOIO [Jisi KEPYBAaHHS IOTOKAaMHU JlaHUX B
komyTaTopax OpenFlow, mpuyoMy KOXeH KOMYyTaTop MOXKE MiATPUMYBATH
OJHy a00 OlIbIlle TaKUX TaOIHUIh. TaOaUIld MOTOKIB CKIAMAETHCS 3 3aIlMCIB,
SIK1 MOYKHA BBaYKaTW OCHOBHUMHU OJIMHUIISIMHU 301TYy.

VY npotokoni OpenFlow 3amuc TabnauIll MOTOKIB CKIAAAETHCS 3 IIECTH
KOMIIOHEHTIB, a caMe TOoJisi BIAMOBIJHOCTI, MPIOPUTETH, JIYUIBLHUKH,
IHCTpyKIii, TaiiM-aytn Ta Kyki (Cookie) [13]. Ilons BiAmoBiIHOCTI
MOPIBHIOIOTHCS 3 1H(OpPMAIIIE€I0 3arojioBKa MakeTa, BKItouatoun [P-ampecy
mxepena, I[P-ampecy mnpusHadeHHs, NOPOTOKOJ, TOPT 1, 3a HASBHOCTI,
metanani. [Ipu mepenayi makeTiB HA KOMYTaTOp BUKOHYETHCS TIOPIBHSIHHS
MDK 1H(GOpMAIli€l0 3arojioBKa TMakeTa 1 TMOJSIMH  BIAMOBIAHOCTI, IO
30epiraloThCs B TaOIUIAX MOTOKIB. Y BHUMAAKY, SIKIIO 3aluc y TaOJMIl

MOTOKIB BIJTOBIJAE MAKETY, JIYMJIBHUKHA OHOBIIOIOTHCS CTATHCTHKOIO, IO
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BIJIHOCUTKCS JI0 MOTOKY JTAHUX, PO KK i1e MoBa. CroAu BXOJUTh KUIBKICTh
MaKeTiB, KUIbKICTh MepeAaHnux OaiT, TpUBAIICTh Nepeaadi Tomo. [licus uporo
MakeT MepPexXoIuTh O BUKOHAHHS Jil, 3a3HAUYEHUX B IHCTPYKUIAX. TaiiM-ayTu
BHU3HAYAIOTh MAKCUMAJIbHO JOMYCTUMHUN Yac MPOCTOIO JIJISl JAHOTO €JIEMEHTa
Tabnuil moTokiB. s UMrocTparii, mpukiag kKoHdirypamii Tabiuii MOTOKIB
st komyTtatopa OpenFlow npeacrasieno B tabnuii 2.1. Konu sikuit-neOyab
MOTIK JaHuX nepenaerbcs B komyratop OpenFlow Ta mictuth iH(MOpMaIliito,
taky sk: ip _src=10.0.0.1, ip_dst=10.0.0.2, 3anucu Tabauili MOTOKIB OymyTh
MOPIBHIOBATHCS 3 IMi€l0 1H(MOpMaliero mociioBHO. CrodaTky BiAOyAEThCS
NOPIBHSAHHSA 3 3aKUCOM TaOJUIl MOTOKIB 13 MpiopuTeTOM 1. OCKUIBKU MO
BIJIMOBITHOCTI B IIbOMY 3alMCl HE BIAMNOBIAAIOTH 1HQOpPMALIi 3arojIOBKY
MOTOKY JaHUX, 1151 iHpopMailis Oyje MOPIBHIOBATUCA 13 HACTYITHUM 3allMCOM
TaOJIUIll MOTOKIB. 3pEIITOI0, BOHA Oyje piBHA 3amuCy TaOJUIll MOTOKIB IiJl
HomepoM 3, 1 Tomi komyrtatop OpenFlow BukoHae fii, BU3HAUEHI IOJEM
iHeTpykuik (Instructions), mo mnaketTu OyayTh mepenaHi uepes portl, 1

OHOBHUTB JIIYMJIbHUKH.

Tabnuys 2.1. Ilpuknao mabauyi nomoxy 6 komymamopi OpenFlow

Ne | Match Fields Priority | Instructions | Timeouts | Counters

1 |ip src=192.168.1.* 1 Drop 60s n_packet
s=30

n_bytes=
2893

2 | mac dst=AA:BB:CC:D |2 Output: 60s n_packet
D:EE:FF port2 s=60

ip_dst=192.168.3.101 n_bytes=
3730

3 | ip_src=10.0.0.1 2 Output: 60s n_packet
ip_dst=10.0.0.2 portl s=10




Ne | Match Fields Priority | Instructions| Timeouts | Counters

n_bytes=
169

20 | mac_dst=AA:BB:CC:D | 10 Output: 60s n_packet
D:EE:FF port3 s=25
n_bytes=
2450

Hami SDN koHTpoiiep nepenae 3i0pany mMapuipyTHy iH(opmarlito, Ky
oTpuman uepe3 npotokoa OpenFlow, 10 HeMpOHHOI MEpexki IJis MOAATBIIOT
00poOku. Takuii miaxia NPUBOJUTE aPXITEKTYPY CUCTEMHU Y BIJIMOBIIHICTD JI0
cranaapTHoi Mozaeni SDN, TUM caMuUM 3MEHIITYIOUM HaBaHTaxeHHS Ha SDN
KOHTpOJIED.

Bubip BIANOBIAHMX MOKA3HUKIB 3aJIEKUTH BiJ] LIILOBOTO MPU3HAUYCHHS
Mepexi. Y 1[bOMY JOCHI/DKEHHI MJisi aHajizy Oyjo o00paHo dYOoTUpHU
XapaKTEPUCTUKU HUIAXY: KOE(ILIEHT BUKOPUCTAHHS TMPOMYCKHOI 34aTHOCTI,
Koe(DilieHT BTpaT MakKeTiB, yac mepefadl Ta KIIbKICTh XOIMB HAa KOXHOMY
nuiaxy. Bonu Oynu oOpani SK BXI1JIHI apameTpu JJis HaBYAHHSA HEHPOHHOI
Mepexi.

KoedimieHT BHKOpHUCTaHHS MPOMYCKHOI 3JaTHOCTI € BaKIUBUM
dakTopoM B OIIHII €(QEKTUBHOCTI Mepenayl JaHuX B MEPEKEBOMY
cepenoBullli. BiH fae ysBIE€HHS MPO CTYMiHb HABAHTAKEHHS HA KOHKPETHY
JIHIIO 3B'SI3Ky. 3HAUYEHHS, 1110 HAOJIMXKAEThCS 10 OJMHUIIL, BKa3y€e Ha BUCOKUI
CTYIIHb BUKOPUCTAHHS AOCTYITHOI MPOMYCKHOT 3JaTHOCTI, 1110 MOKE€ CBITYUTH
PO NOTEHIIHHY MEePeBaHTAKEHICTh ILJISAXY.

Hns Toro, mo6 po3paxyBaTu 1ei koedimieHT - Ky, koHTposiep SDN
MOBUHEH CIIOYaTKy 310paTv KIIbKICTh MepeIanux OalTiB, mo3HadeHy - Ny, Ha
BinnoBiguux moptax OpenFlow-komyrtaropiB. BigHimaroun 3HaueHHs Ny, Ta

Np.1 (momepenHiii mepiof), MOXKHA OTpUMATH OOCAT MEpeAaHUX JaHUX 3a
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NEeBHUM TMepioj, SKUH MpeAcCTaBiIse BUKOPUCTAHY MPOIYCKHY 3IaTHICTh
KaHay 3a 1er yac. OcTaHHIM KPOKOM € JUIEHHS BUKOPUCTAHO! IMPOMYCKHOT
3IaTHOCTI Ha MaKCUMAaJIbHY TPOIMYCKHY 31aTHICTh (Bpyax), IO 103BOJISIE
OTPUMAaTH OCTAaTOYHE 3HAYeHHS Koe(illieHTa BHUKOPUCTAaHHS MPOMYCKHOI

3paTHocTl. Moro MokHa po3paxyBaTH 3a JTOMOMOIOI0 HACTYMHOTO PiBHSIHHS

(2.1):

Kp =~ @.1)

Byax

, 1e Ny -o0caru mepemanux OaiTiB, Byax-MakcuMaibHa MPOIyCKHA
31ATHICTD.

SKIIO KOHKpPETHUM MapmipyT BKJIOYaE B ceOe HU3KY 3B'SI3KIB,
no3HaueHux sk Ly, Ly, L3 ... L, y KOXKHOr0 3 IKMX 3HAYCHHS XapaKTEPUCTUKU
BUKOPUCTAHHS MPOoMycKHOi 31aTHOCTI - Kg, Kg;, Kgs, ..., Kp, BiNOBiAHO, TO
CHBBIIHOLIEHHSI BUKOPUCTAHHS MPOIMYCKHOI 3aTHOCTI ISl [HOTO MapLIpyTy

MOXxe OyTH o0uucieHe 3a ¢popmyioro (2.2):

1
Kg = - ?:1 Kpi , (2-2)

n

, e Kp; — KoeiIieHT mpomyCcKHOT 3JaTHOCTI HMUISXY.

BrpaTn nmakeTtiB € HEBI'€éMHOIO XapaKTEPUCTHKOIO Tepeaadi JaHuX.
[le BinmOyBa€eThCs, KOJM KUIBKICTh TTAKETIB, K1 OOPOOJISIOTHCSI KOMYTATOPOM,
MIEPEBUIIYE€ HOTO MPOIYCKHY 3aTHICTh, IO MPU3BOIUTH 10 BTPATH JCSIKUX
nakeTiB. BiamoBinHo, koedilieHT BTpaT makeTiB (Kp;) CIYyXUTh BAXKIUBUM
MOKA3HUKOM JIJIsI BUMIPIOBaHHS HABAaHTA)XEHHS HA KOMYTATOp 1 3arajibHOroO
crany Mapmipyty. [1lo0 ominutu 1eit mapametp, koutposiep SDN 30upae
1H(pOopMaIlio Mpo KUIbKICTh nepeaanux (Pr) 1 miaTBepaKeHHUX nakeTiB (Pg)
Ha BIAMOBIAHUX moprax KomyrtaTtopiB OpenFlow. BianosinHo, 1ei

KOe(DIMIEHT 11 KOHKPETHOTO MapIIpPyTy MOKHA PO3paxyBaTH 3a (HOPMYJIOr0
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(2.3):
Pr—Pp
Kp, =2 23)
T
, 1€ Pr - KUTBKICTD TIepeAaHuX MaKeTiB, Py - KUTBKICTD MiATBEPHKCHHUX
ITAKETIB.

Yac nepenaui — 1e XxapakTepruCcTHKa, 1110 MPEACTABISIE Yac, HEOOX1 THHIMA
BY3Jly KOMyTaTopa i mnepeaadl AaHuXx. Lleil mokazHUK TICHO KOpEJIoe 3
IPOJYKTUBHICTIO KOMYTaTOpiB, PO3MIPOM IMAKETIB, IO MEpearTbes, 1
CTaHOM 4epr nepefadi. Yac nepenayi MokHa BUKOPUCTOBYBATH SIK 1HIAUKATOP
YMOB II€PEBAaHTAKEHHS Ta 3araJIbHOTO HABAHTAXEHHSI KOMYTaTopa.

[Ilo6 ouwinuTH wyac mnepenayi, koHTposnep SDN MOBHHEH aKTHUBHO
30upatu iHGOPMAIlIIO 100 KUIBKOCTI OalTiB, MepeaaHuX 3a BU3HAUYCHHI
nepios, 1 IMIBUAKOCTI IMepeAadl Ha BIANOBIJIHUX MOPTaX KOMYTaTOPiB
OpenFlow. Yac nepenaul MoXHa po3paxyBaTH Ha OCHOBI BHIIE3a3HAYEHUX
JTaHuX 3a ¢popmyoro (2.4):

B

, 1¢ B - KimpkicTh mepenanux OauTiB, TS - MBUIKICTH Mepenadi Ha

. . . . . B .
BIJIOBITHUX nopTax komyTtaTopiB OpenFlow, BinnoBigHO 7~ dac nepejau.

SKI110 OMH MapUIPyT CKIATAETHCA 3 KUTbKOX 3B'si3KiB Ly, Lo, Ly ... L, 3
BiAMOBiAHUM YacoMm nepepaui TD;, TD,, TD; ... TD,, To 3araapHmii 4ac

FOTO MapIIPYTy OOpPaXOBYETHCS K CyMa 3aTPUMOK Ha KOXKHOMY 3B'A3KY

(2.5):

TD =% n_TD, (2.5)
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, e TD; —yac mepenadi Ha IEBHOMY HUIAXY.

KinpkicTh mepexolliB y Mepexi € BaXIUBUM (PaKTOpOM, SKHUH
BPaXOBYETHCS CTPATETIE0 MapuIpyTu3arii. 301IbIICHAS KITBKOCTI TIEPEXOIiB
MOKE MPU3BECTU JO MiJABUIICHOI WMOBIPHOCTI MEPEBAHTAXKEHHS, IO MOXKE
BINTHHYTH Ha TPOAYKTUBHICTh Mepeki. Mo)kHa MPUITYCTHTH, IO 3a THX
caMUX YMOB Iiepefiadya IMakeTy IO MapHipyTy 31 3MEHIICHOI KIJIbKICTIO
nepexoAiB NpHU3BEIE /0 3HIWKEHHA HWMOBIPHOCTI BTpaTh TMaKeTa Ta
3MEHIIICHHSI 4acy Tepemadi. 30epirarour TOMOJIOTII0 MepeXi B 0a3i JaHux
koHTpoJiepa SDN, KITbKICTh MEpPeXoAiB MK JBOMa KOMyTaTOpaMH MO>KHA
BU3HAYHTH IIIIXOM 3alMUTY 0a3W JaHUX 3a JOTIOMOTOI0 KOMyTaTopa JKepelia
Ta KOMyTaTopa Mpu3HAYCHHS.

[e#t miaxia 103BOJIsiE BpaxoBYBaTH (PI3UYHI XapaKTEPUCTUKU MEPEXi,
TUM CaMHM TIOJIETHIYIOYM OMNTUMI3AI0 MapHIpyTH3alli Ta COPUSIIOUU
eeKTUBHIN Tepenadl JaHUX 13 MIHIMAIBHOK KIUIBKICTIO II€PEXO/IiB.
BianoBigHO, MOKa3HUK KUIBKOCTI MEPEXOJIB MAa€ BAXKIUBE 3HAYEHHS JJIs
BU3HAYCHHS ONTHUMAJIBHOTO MApIIPYTy 3 TOYKHA 30pYy MPOAYKTHBHOCTI Ta

HAJIIHHOCTI MEPEXKI.

2.3. banaHcyBaHHSl HABAHTAKEHHSI HA OCHOBI IITYYHOI HEHPOHHOL

Mepexi

[IIo6 BM3HAYMTH Kpauuid MapuIpyT 13 HAWMEHIIUM HaBaHTAXEHHSM,
BQXUIMBO BU3HAYUTH CTAaH 3aBaHTAXEHHS LUIAXY 3a JOIMOMOrOK aHajizy
iH(popmarii npo usax. g iHpopmanis BU3HaYaeThCs K HAOIp NaHUX, SKHUM
3a0e3nedye MOBHE YSBJICHHS MPO CTATYC MUISAXY B MEpexi. Y NaHii poOoTi
JUISL Ii€]l METH BUKOPUCTOBYIOTHCS TaKl XapaKTEPUCTHKU: KOEPIIIEHT
MPOMYCKHOI 3/TaTHOCTI, KOe(IIlieHT BTpaT MAKETIB, Yyac mepeaadi Ta KUIbKICTh
XOITB. AHaJi3yl0ud BCl Il aClEKTH pa3oM, CHUCTeMa Ha OCHOBI HEHpPOHHOI
Mepexi MpuiMae pileHHs o040 BUOOPY MapIipyTy Uisl epenadi JaHuX.

OriHka Ta MPOTHO3YBaHHS MapaMeTpiB TpadiKy BIAIrpalOTh BAKIUBY
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poJib Yy MiABUIIEHHI MPOJYKTUBHOCTI Ta SIKOCTI MepekeBUX mociyr. s
BUPIIICHHS Ii€] MPOOIeMH BUKOPUCTOBYETHCS MiX11 MAIIMHHOTO HaBYaHHS.
Ockinbku BUOIp METOy ab0 XapaKTEpUCTHUKU MOXKE BIUIMHYTH HA TOYHICTD 1
palllOHANBHICTh OLIHKU CTaHy HAaBAaHTA)KEHHS Ha IUIAXY, BAXKIMBO BUOpATU
BIJIMTOBITHUN METOI.

[lItyyna HelpoHHa Mepexa — 1€ OOYHMCIIOBaJIbHA MOJEINb, SKa
MpeJICTaBIIsA€ HEJIHIMHY Ta caMOaJalTUBHY CHCTeMy o0poOku iHdopmaiii,
IO CKJIAJa€eTbCcsd 3 B3a€EMOIOB’SI3aHUX OOYMCTIOBAIbHUX OJOKiB. BiH
JIEMOHCTPYE HENIHIAHI BJIACTUBOCTI Ta BJIACTHUBOCTI CaMOHaBYaHHS. Y
MOPIBHSIHHI 3 aJIbTEPHATUBHUMH METOJAaMHU MAlIMHHOTO HaBYaHHS HAa OCHOBI
AMOBIPDHOCTEM, TAKUMHU SIK JIOTICTUYHA pErpecis, ITyYyHa HEHMpOHHA Mepexa
HEe OOMEXEHa BXIJIHUMHU BEKTOpPaMH, 10 POOUTH 1i €hEeKTUBHUM 3acO00M
0OpOoOKM HEBU3HAYEHHUX NaHUX MepexeBoro tpadiky. dopmyBaHHS HAOOpy
JAHUX, 110 MICTUTh 3HAYHY KUIBKICTh JaHUX, JO3BOJSE MOJETl €(hEeKTUBHO
IPAIIOBATH 31 CKJIAJHUMU Ta HEBU3HAYEHUMHU PO3MOI1JIAMUA KMOBIPHOCTEM.

Buxopucranns OaratopiBHeBoro mnepcentpona (MLP) 3 wmeroro
OanaHcyBaHHs HaBaHTaxeHHS B SDN Mepexi npeacTanisie 6araToo01sr0mii
HaAIMpPsMOK JOCIIPKEHHSI, BpaxoByoun 31aTHICT MLP BupimyBaTu ckiaaHi
npobnemu kepyBaHHsa Tpadikom. [Ipupoma mepexeBoro Tpadiky B Takux
MepeXaxX XapaKTepU3YEThCA HENIHINHICTIO, 3aBISKH YOMY 3B’SI30K MiX
pPI3HMMH TIapaMeTpaMH, TAKUMHU SIK TPOMYCKHA 3/aTHICTb, 4Yac Nepenayl
MaKeTiB, BTpaTa TMAaKETIB 1 IMEPEBAHTAXKEHICTh MAapHIPYTy, HE 3aBXKIU €
JiHIAHOIO. bararomapoBuil nepcenTpoH 3JaTHUM €PEeKTUBHO OOpOOISATH I
HEIHINHI 3aJIeXHOCTI 32 JOMOMOTOI0 BUKOPHCTAHHS HENHIMHUX (DYyHKIIIHI
aktuBarlii, Takux sk ReLU ab6o Sigmoid. Ile mae 3mory OaraTtopiBHEBOMY
MepCENTPOHY MOJICITFOBATH CKJIaJTH1 3B’ SI3KU MIDXK BX1JTHUMH
XapaKTEPUCTHKAMU MEPEX1 Ta BU3HAYATH ONTHUMAJbHI PIIICHHS B KOHTEKCTI
KOHCTPYIOBaHHS TpaQiky.

KitouoBoro mnepearoro MLP € i#oro BiIacTUBICTh YHIBEPCATLHOIO

anpokcumatopa. lle o3Hagae, 1m0 BiH 37aTHEH HAOIMKATH OyIb-IKYy CKIIQTHY
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dbyHKI10. Y KOHTEKCTI OanaHcyBaHHS HaBaHTa)xeHHsS B SDN Mepekax 1ie aae
3MOTY TPOBOJWUTH MOJICIIOBAHHS PI3HOMAHITHUX CIEHapiiB Ta mpuiiMaTu
pIlICHHS Ha OCHOBI MIMPOKOTO CIEKTPY MapaMeTpiB. 3aBASKH ILbOMY
OararomrapoBUil MEPIENTPOH ATANTTYEThCS JI0 PI3HOMAHITHUX YMOB y
Mepexki Ta o0upae HalOLIbII eheKTUBHUM IIIAX Tepeaadi NOTOKY JaHHUX, IO
€ BaXXJIUBUM MyHKTOM B SDN Mepekax 3 BUCOKOIO IHTEHCUBHICTIO Tpadiky.

Takoxx cmig 3a3HaYMTH, IO MPOTrPaMHO-KOH(ITypoBaHI Mepexi
noTpeOyIOTh TOCTIHHOTO MOHITOPUHTY Ta OOpOOKH BEIMKOTO 00csTy
0araToBUMIpHUX JaHUX, TaKWX K MPOMYCKHa 3/IaTHICTh KaHAaJiB, MOTOYHE
HAaBaHTa)XCHHSA, 3aTPUMKH Ta BTpaTH MakeTiB. Yac MpHHHSATTA pilieHHS MPO
OallaHCyBaHHS HaBaHTaXEHHS € OaraToakTOpiaIbHOIO (PYHKIIEH Ta
3aJIeKUTh BiJI Oararbox (HakTOpiB, 30KpeMa KIIBKOCTI BY3JIIB CHCTEMH,
IHTEHCUBHICTh Tpaiky Ta CKIAQAHOCTI CaMoOi CHCTeMH. baraTomapoBuil
neprenTpoH o0pobiyisie 11 OaraTOBUMIpPHI JaHI Ta BpPaxoByE€  BCl
B3a€MO3AJIE)KHOCTI MK HHUMH. Lle 103BoJiss€e MpuiiMaTh 3BaKEHE PIIICHHS
BIIHOCHO OallaHCyBaHHs HaBaHTaxeHHs1 B SDN Mepexi Ta 103BOJSE
ONTHUMI3yBaTU TMpPOIEC OOpPOOKM JaHHUW MJIi NPUUHSATTS PIIMICHHS PO
MaplIpyTH3aLlii0, 3BUTbHUBILIN KOHTPOJIEP BiJ OOpOOKH LMX AaHUX. [ HyUKICTh
MLP no3Bossie oMy BUMTHCS Ha ICTOPUYHHUX Ha0Opax MaHUX 3 BIIOMHUMH
ONTUMaJIbHUMM MapUIpyTaMH Mepeaadl, THM CaMUM J03BOJISIOUN aJaNTyBaTH
CBOI Baru [Jisi OUIBII TOYHOTO MPOTHO3YBAaHHSA ONTHUMAJIbHUX LUISIXIB Yy
MaiOyTHHOMY.

Kpim Ttoro, MLP cnpusie mBuakiidi Ta epexkTuBHI 0OpoOIl AaHUX Y
peXKUMI peasIbHOTO yacy. Po3mapasiesitoBaHHs MIPOIIECIB Aa€ 3MOTY HEUPOHHIM
MepeXi MIBUIKO 00poOssiTH 1H(OpMAI0 3 PI3HUX CErMEHTIB MEpexi Ta
OLIIHIOBATH aJbTEPHATUBHI MapuIpyTH mnepenadi nanux. Lle ocobnuBo
BOXJIMBO B MPOTPAMHO-KOH(ITYpPOBAHUX Mepexax, Ae Tpadik JMHAMIYHO
3MIHIOETbCS, 110 BHUMara€ IIBUJKOTO MNPUUHATTS  pIIIEHb  IIOAO
MapuipyTtu3auii. Bapro 3a3HauuTu, mo OaraTomapoBHil MEPCENTPOH MOXKE

NEepeHaBYaTUCS y BIAMNOBIIb Ha 3MIHM B CTPYKTypi TpagikKy, TUM CaMUM
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MIJBUIIYIOYM 3/IaTHICTb CUCTEMH €()EKTHUBHO aJanTyBaTHCS 1O YMOB, IO
3MIHIOIOTHCSI.

ToMmy BUKOpHCTaHHA O0araTtomrapoBOro MEpPCENTpOHa B KOHTEKCTI
cucteM OanaHCyBaHHS HaBaHTaKeHHsS Uil SDN mepex € nepcrneKTUBHUM
HANpPSMKOM, BPaxOBYIOUM BHIIE3TaJaHi MOxJIMBOCTI MLP, a came 31atHicTh
BpaxOBYBaTH CKJIQJHI HENIHINHI 3aJeKHOCTI, THYYKICTh Yy HaBYaHHI Ta
MaciTaboBaHicTh. Lle poOuTh OGararomapoBuil MEPCENTPOH ONTHUMAIbLHUM
IHCTPYMEHTOM [UJIsl BUPIIIEHHS TMpoOjeM B 0OJAacTi 1HTENEKTYaJIbHOTO
KepyBaHHS MEPEKEBUM TpadikoM, /e ePeKTUBHICTh, TOUHICTh 1 JOIIJILHICTD
OPUMHATTSA PINIEHb MalOTh TMEPIIOYEProBe 3HAUCHHS ISl 3a0e3MedeHHs
0e3nepeOiiftHOT poOOTH MEpEXKi.

VY CBIiTIII BHIIIECKA3aHOTO, OaraTonapoBuil epcenTpoH OyB 0OpaHuil sk
OCHOBHHMIM KOMIIOHEHT HEWpPOHHOI Mepexl, fKa po3poOJseThCs y JaHIi
nuceptatii (puc 2.4). lle HelipoHHa Mepeka TPSIMOTO TMOIIMPEHHS, B SKIH
CUTHAJI IEPETBOPIOETHCS Y BUXIAHUHN, MPOXOIIYU MOCIIIOBHO Yepe3 ACKIIbKa
mapiB. el mepuenTpoH ckianaeTbcd 3 JEKUIBKOX IMIapiB — BXIAHHUM IIap,

OJIMH a00 JIeK1JIbKa MPUXOBAHUX IIAPiB Ta BUXITHUH 11ap.

Bxinui mapx

IIpExoBaHi MapH

Puc 2.4. ApxitekTypa 6araromapoBoro neprenTpoHa
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Jis  HaBYaHHS MeEpEeXi BUKOPUCTOBYETHCS METOJI  3BOPOTHOTO
MOMMpeHHs  ToMWiIkd. Lle#d  anropuTM  HaB4YaHHS ~ OaraTorapoBUX
MEPIETITPOHIB 3aCHOBAHMM Ha OOpaxyHKYy TpamieHTy (YHKIN MOMMIKH. Y
Ipoleci HaBYaHHS Bard HEHPOHIB KOPETYIOTHCS 3 YpaXyBaHHSM CUTHAJIIB, 110
HATIMIUIA 3 TIOTIEPEHBOTO Iapy, 1 3CyBiB KOXKHOTO IIapy, M0 O0YHCITIOETHCS
PEKYPCHUBHO Y 3BOPOTHOMY HAIPSIMKY BiJl OCTAHHBOTO IIIapy A0 MEPIIOTO.

VY nanoro BHUIy Mepexi € Jaekinbka BXxoaiB v; (i =1, ..., n), onuH abo
JIeKiJIbKa BUXOIB Ta JACKUIbKa BHYTPIIIHIX HEHpoHIB. Uepes w;;, mo3HaYaeMO
Bary, 110 3HaXOJAUThCs Ha pedpi, 10 3’ €Hye 1-if Ta k-if HelipoHu, a uepes 0; —
BUX1J 1-TO HelpoHa. BHUKOpHUCTOBYIOUM METOJ] HaWMEHIIUX KBaJpaTiB, y
BUIAJIKY, SKIIO BIJJOMO HaBUYaJbHUW TpHKIaA, (QyHKIIS TOMWIKH (2.6)

MaTHUMC HaCTyrIHI/Iﬁ BUI'JIAL

E(wWid) =5 Zm(tm — 0m)? (2.6)

, 1€ t,, - IPaBWIbHI BIAMOBIAI MEPEXKI, a M — BUXITHUN HEHPOH.

Jns moaudikyBaHHST Bar MeEpeXl BUKOPUCTOBYETHCS CTOXACTHUYHMIMA
rpagieHTHU# crycK. ToOTo, MiCas KOKHOTO HaBYAJIBHOTO MPUKIIATY Barv Ha
pebpax KOperyrThcs 1 MepecyBaloThCcsl y OaraTOBUMIPHOMY IPOCTOpPI Bar.
OckiJIbKU TOTPIOHO IOpaTUCh 1O MIHIMYMY MOMUJIKU, TO KOPETyBaHHS Bar
B1IOYBA€ThCSA Y CTOPOHY, MPOTHUIICKHY TrpajieHTy. ToOTO, ONMMparduch Ha

KOXHY TPYITy IPaBUJIBHUX BIAMOBIIEH, 10 KOKHOT Bard JOJAETHCS Wiy,

Awy, = —na—E (2.7)

6wik’

, 1e 0<n<1 — MHOKHUK, 1110 33]Ia€ MBUAKICTb «PYXY».
CrpykTypa IUTy4HOi HEMpPOHHOI MEpexi, sKa CKJIAIaeTbCa 3

OaraToiapoBOro mnepuenTpony, Gopmyerbcs Ha ocHOBI dopmyn 2.8 - 2.11.
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Takuiét migxig Jg03BoJjise  Mojeial e(peKTUBHO BpaxoBYBaTU CKJIAJHI
B3a€MO3B'SI3KM B JIaHUX Tpadiky Ta 3a0e3nedye BHCOKHUN PiBEHb aHaNi3y Ta

nepeadavueHHs CTaHy 3aBaHTAXCHHS IUTSIXY B MEPEXKI.

Up = Dieq Wik V; (2.8)

,ae v; (i =1, ..., n) BigoOpaxkae BEKTOpH BBeJeHH, a Wy, (i=1, ...,
N) TIPEACTABIISIE Bary HEMpoHa K.

VY piBHsHHI (2.8) BU3HAYAETHCS BaroBUi KOEQIIIEHT, SIKUHA BKa3ye Ha
CTYIIHb BIUIMBY BBEJICHHS Ha 10 HeWpoHa. 3okpema, AKmo w;, > 0, me
BKa3ye Ha CTaH 30y/UKEHHs, TOAl K Wy, < 0 BKazye Ha CTaH CTPUMYBaHH.
TyT n mo3Hadae KUIbKICTh BEKTOPIB BBEJIECHHS, 110 BUKOPUCTOBYIOTHCS IS
HAaBYaHHSA HeWpoHHOI Mepexi. [lapameTp u; BH3Ha4YaeTbCcs SK JiHINHA
KOMO1HaIlis BEKTOpA BBEJACHHS Ta Bard HEWpOHa.

[Toximna (2.9) y Takomy BHUIAJIKy, JJii HEHPOHY OCTaHHBOTO PIBHA,

PO3pPAXOBYETHCA HACTYITHUM YUHOM:

0B _ OE  ow _ . OF (2.9)

awik o auk awik iauk

Ha 3arambHy DOMWIKY U, TaKOX BIJIUBAE TIJIbKU B paMKax

BUX1JTHOTO HEMpPOHA BCI€T Mepexi:

JdE  OFE do Jd 1 dy
= = EZ(tm - Om)z (_k) =
m

du, 0oy Quy 00y, duy,
0
= (3=t = 00?) (0x(1 = 0)) = 0, (1 = o) (tx = 0) . (2.10)

, 1€ Vi — 1€ PYHKIIIsI aKTUBAITI].
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Vi = f(ux + by) (2.11)

®yukis aktuBarii f(x) (2.11) BU3HaYae peakiliro HEHpOHa HA BXIJ,
BpPaxoOBYIOUM Baru Ta MOporoBe 3HaueHHs. [loporoBe 3HaueHHs HeWpoHa
(3cyB) TO3HA4Ya€ThCA SIK b, 1 BUKOPHUCTOBYETHCS MJIsi KEPyBaHHS BXOJIOM
dbyukiii aktuarii. Llei mapameTp BuU3HAYae, Y Ma€ CTaH 30Yy/KEHHS a0o
CTpUMYBaHHS TIeBHUH HeWpoH. Buxin HeWpoHa, MO3HAYCHUH SK Yy, €
pesynbratoM (YHKIII akTUBaIii Ta TpeacTaBiisie co00r0 (iHATBHUA BHXIT
HelipoHa. Bci i mapameTpu 1 CTPYKTYpHI €JI€MEHTH INTYYHOI HEHpPOHHOI
MEpeXl BH3HAYAIOTh 3/ATHICTh aJaNTyBaTUCS 1 BHUPIIIYBaTH 3aBJAHHS
HaBYaHHs a00 MPOTHO3YBAaHHS B MEPEKEBOMY CEPEJIOBHIIII.

Jns iHTerpauii iHdopmalii npo HUIIX BUKOPUCTOBYETHCS TPUIIAPOBA
MTy4YHAa HEHPOHHA MepeXxa, SKa BHKOPHCTOBYE METOJ 3BOPOTHOTO
nommpenHs. [Iporec HaBUaHHA HEHUPOHHOT MeEpexi CKIANAEThCS 3 JBOX
ocHoBHUX (ha3. [loyaTkoBa ¢aza - ne Paza npsamoro HaBuanHs. [1ig yac 1iei
da3u  BXiHI HEHUPOHU OOpOOJIAIOTH BXiAHI BEKTOPU 3 MOIMEPEAHBO
BCTAHOBJICHUMH Baramu 3a JIonomMororo ¢yHKIlli aktusaiii. Jlamai pe3yibrar 3
MPUXOBAHOTO APy TEPEAAEThCSl HA BUXIIHMHA IIap, NI TEHEPYIOTHCS
OCTaTOYH1 pe3yJbTaTH.

[Ticns 3aBepuieHHs ¢da3u HaBYaHHS HEHPOHHA MEpeka MepPeXOoauTh 10
¢da3u HanamryBaHHs Baru. Ha nboMy eTani HEeBIAMOBIIHICTh MK KIHIIEBUMU
pe3ynbTaTaMu Ta OYIKYBAaHMMH pPE3yJIbTaTaAMH BHUKOPUCTOBYETHCS IS
YTOYHEHHS Bar. Y BUNAJAKY, SIKIIO Pe3yJbTaTH, OTPUMAaHI BUXITHUM IIapOM, €
HAJMIPDHUMH, TOMHJIKA BUKOPUCTOBYETHCS HJii 3BOPOTHOTO TOIIMPEHHS,
TaKUM YUHOM II€ JIO3BOJISI€ 3MIHIOBATH Baru HEHPOHIB y KOKHOMY Tapi. lei
MPOIIeC HAJIAMTYBaHHS HEHPOHHOI MEPEXi TPUBAE 0 THX ITip, TOKA ITOMHUJIKA
HE J0CATHE IPUIHSATHOTO PiBHSI.

VY nuceprariii BUKOPUCTaHO 4 XapaKTCPUCTUKH Ui OallaHCyBaHHS
Tpadiky y MPOrpaMHO-KOH(MITypOBaHUX MEPEkKax SK BXIJHUWA BEKTOp, IO

BIJINOBIJIa€ HASIBHOCTI 4 BXIJIHUX HEUPOHIB y HEHPOHHIN Mepexi. Tum He
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MEHI, Ui JOCATHEHHS ONTHMAaJbHHUX pPe3yJbTaTiB BaKJIMBO BU3HAYUTH
KUTBKICTh HEHpPOHIB y mpuxoBaHoMy mapi. g mporo Oyna BUKOpHCTaHA

dbopmymna (2.12):

Ny = (Npyr + Nin + a, (2.12)

, 1e Ny, - 11e KITbKICTh HEMPOHIB Y MPUXOBAHOMY IIapi, N;p, - KUIBKICTh
HEWPOHIB Y BX1IHOMY IIap1, N,y - KUIBKICTh HEHPOHIB Y BUX1THOMY IIapi, a -
koHcTtaHTa Bix 1 mo 10.

Jns mpoBeleHHS EKCIEPUMEHTY BCTaHOBJIEHO 3HaueHHs 1000 sk
KIJTBKICTh HaBYaHb, a M1 HaB4aHHS BcTaHOBIICHO 5K 0,001. I{omo xiapKOCTI
HEHPOHIB y MPUXOBAHOMY IIapi OyAyTh BUOpaH1 pi3HI 3HAYEHHS] KOHCTAHTH a:
a=1, a=3, a=5, a=7 ta a=9. BignosigHo, oTpuMaHi KUJIBKOCTI HEHPOHIB Y

IPUXOBAHOMY IIapl AOPIBHIOKOTH 3, 5, 7,9 ta 11.
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BucHoBkmu 10 po3aiy 2

1. B mamoMy po3aim 3ampormoHOBAHO METOJ  OalaHCYBaHHS
HaBaHTaxkeHHd LBBNN, skwii, 3a paxyHOK BHUKOPUCTAaHHS CHUCTEMU
HITYYHOTO 1HTEJIEKTY, CIPSAMOBAHMM Ha BUOIpP ONTHUMAIBHOIO MapUIpyTy 3
HallMEHIIMM HABaHTA)XCHHAM [UIsl Tepeaayl MOTOKY JaHUX y MpOrpaMHO-
KOH(}ITypOBaHilt Mepexi 3 ypaxyBaHHSIM 1X 0COOJMBOCTEH.

2. 3anporoHOBaHO METOJI PO3PaXYHKY 1HTErpajibHOTO HABaHTAKCHHS
KOKHOTO MapuIpyTy Ha OCHOBI YOTHPU KJIFOYOBI XapaKTEPUCTUKH MEPEXKI -
Koe(]illieHTY BUKOPHUCTAHHS IIPOMYCKHOI 3JaTHOCTI, KOEQIIiEHTy BTpaT
MAKeTIB, yacy Iepeaadl Ta KUIBKOCTI CTPUOKIB JUIsl MepeAadl MakKeTiB, sKl
JO3BOJISIIOTH OOpaTH ONTHMAallbHI MapuIpyTH JUIsl MepeAadl HOBOTO IMOTOKY
JTAHUX.

3. 3ampomoHOBaHO Ta  OOIPYHTOBAaHO  METOJ  BUKOPUCTaHHS
MOAM(IKOBAHOI HEHPOHHOI MEpeki 3BOPOTHOTO TMOMIMPEHHS IS peaizallii
OaslaHCyBaJbHUKA HABAHTAXXEHHS Y TPOTrpaMHO-KOH(PITYpOBaHiN Mepexi.

3acToCyBaHHSI ~ 3alpOMOHOBAHOI  CXEMHM  CIpHUS€E€  MIJBUIIECHHIO
e(eKTUBHOCTI BUKOpPUCTaHHS pecypciB Mepexi SDN Ta 3abe3neuye
ONTUMAaJbHE PO3MOJITCHHS HAaBaHTAKEHHS, IO B pe3yldbTaTi CHOpUsE
MIJBUIIEHHIO TMPOAYKTHUBHOCTI Ta SKOCTI OOCIYroBYBaHHS y CHCTEMax

nepeaayi JaHuX.
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PO3/ILI 3

3ACOBU KOHCTPYIOBAHHS TPA®IKY Y IPOI'PAMHO-
KOH®II'YPOBAHUX MEPE/KAX HA OCHOBI ITYYHOI'O
IHTEJIEKTY

3.1. Bubip 3aco0iB po3po0ku cucTeMn GaJTaHCYBAHHS

HaBaAHTAYKCHHSA

Jnis po3poOku cucteMu OallaHCYBaHHS HaBaHTaXEHHS Tpadiky y
IPOrpaMHO-KOH(IrypoOBaHMX MEpEKax OCHOBHOIO MOBOIO MpPOrpaMyBaHHS
oopano Python. Ile MoBa BHCOKOro piBHS, $IKa JIOTPUMYETHCS CYBOPOI
JWHAMIYHOI THUMI3aIlii Ta 00'€KTHO-OPIEHTOBAHOIO MIAXOY, IO MOJErIIye
IHTEpIpETALIiIO Ta aHaJII3 KOIY.

Ki1t0ouoBo10 mepeBaroro 1i€i MOBH € i1 CyMICHICTb 3 BEJIMKOIO KUIBKICTIO
010J110TEeK, 110 BHUKOPUCTOBYIOTHCS JUIsl peanizallli aJlrOpUTMIB MAaIIMHHOTO
HaBuaHHsA. Lle poOuTh i 4yJJOBUM IHCTPYMEHTOM JIJIsl PO3POOKU CHUCTEM, SIK1
NoTpeOyIOTh BUKOPUCTAHHS HEUPOHHUX MEPEX I aHamizy Tpadiky Ta
OalaHCyBaHHS HaBaHTaXXEHHSA. Bylo BHKOpHUCTaHO HAcTymHI Oi0JTIOTEKH Ta
inTepdeiicu: TensorFlow, Keras ta Scikit-learn (Sklean).

TensorFlow - ne iHCTpyMeHT Juisi TJIMOOKOrO0 HAaBYAaHHS Ta PO3POOKH
HEHPOHHUX MeEpeX, MPU3HAYCHHUM NJii CTBOPEHHS Ta HABUYAHHS CKIJIATHUX
Mozeneld 3 Oe3nmiuuyy mapiB Ta napamerpiB. BiH NponoHye KOMIUIEKCHY
GYHKIIOHATBHICTh, BKJIIOYAIOYM  MIATPUMKY 3BOPOTHOTO  MOIIUPEHHS
NOMWIKK -  (QyHIAMEHTAJIBHOTO aJNTOPUTMY [IJIsi HaBYaHHS HEHPOHHUX
mepex. TensorFlow Ttakox Hamae TtHyukuit API, saxuii 103Bojsie Jierko
CTBOPIOBATH 1 HAJaroJ)KyBaTH PI3HOMAHITHI MOJENI HEUPOHHHX MEPEK, a
TaKOX MaHIIMYJIIOBATH PI3HUMHU TUIIAMH JTAHUX.

Keras - ue inTepdeiic BUCOKOro piBHS, SIKUA BUKOPHUCTOBYETHCS IS
po3po0KM Ta HaBYaHHS HEWPOHHHX Mepex. BiH TpormoHye mNOpocTHil i

MPO30pUi MiAXiJ A0 CTBOPEHHS Ta omTuMizalii monenei. Keras monermrye
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noOy/I0By HEHPOHHUX MEPEX 3 PI3SHOMAHITHOK apXITEKTypol Ta iXx
HAaBYaHHS Ha BJACHIA oOYMCIIOBaNBHIN  1aTdopmi  KOPHUCTyBaua,
Bkimtouatoun TensorFlow ta PyTorch. Bin Takox 103BoJisie MIBUIKO
MPOBOJAUTH EKCIEPUMEHTH 3 PI3HUMH apXITEKTypamMHu Ta KOH)Iryparismu,
THUM CaMHM CIIPOIIYIOYH MPOLIEC PO3POOKH HEHPOHHUX MEPEK.

Pandas - e nmporpamna 6106;110Teka, 10 MpU3HAYeHa JJi1 0OpoOKU Ta
aHajizy JaHux. BoHa Hajgae I1HCTPYMEHTH IS pPOOOTH 3 PI3HUMH
CTPYKTYypaMH JaHMX Ta BHUKOHAHHS OIepalii HajJ HUMH, BKJIIOYAIOYU
GbibTpaliio, COpTyBaHHSA, TpymyBaHHsA Ta arperamito. I{i 1HCTpyMeHTH
MOJICTITYIOTh MAHIMYJISIT 3 YUCIOBUMH TAOJUIIMHA Ta YaCOBUMH PSIIAMHU.
Takox 151 610;110T€Ka HaJJa€ MOXJIMBICTh YATATH 1 3aIIMCYBATH JIaHl 3 PI3HUX
oxeped, Bkiouaroun daitnu CSV, 6a3u nanux SQL ta daitnu Excel.

Scikit-learn — me 010710TEKa MANIMHHOTO HAaBYaHHSA, SAKa HaJae
IIUPOKUM CIIEKTP aNTOPUTMIB [IJIsi BUPINICHHS pI3HUX THUITB 3aBJIaHb,
BKJIIOYAOYM KJacu(ikaliio, perpecito, Kjiacrtepusaniro Ta iHmi. bidbmioTeka
BUKOPUCTOBYEThCS I pO3poOKH Mojeneil knacugikanii tpapiky B SDN
Mepexxax. Bona mporionye 3py4yHuil iHTepdeiic ans poOOTH 3 JTaHUMH Ta
BUKOPHCTAHHS aJTOPUTMIB MAITMHHOTO HABYaHHS.

Mininet - 1€ 1HCTPYMEHT, SIKH BUKOPUCTOBYETHCS JUIsl CTBOPEHHS
Bipryaibhnx SDN wmepexx Ha ocHoBi OpenFlow. Bin Hamae poctymHe
CepeIoBHILE I PO3POOKH, TECTYBaHHS Ta €KCIIEPHUMEHTIB 3 MEpEKEBHUMHU
MPOTOKOJIAMHU Ta ainropuTMamMu. Mininet J03BOJIsiE CTBOPIOBATU BIPTYyasbHI
MEpexXi, 10 CKJIaMalThCid 3 BY3JIB, MapIIPyTH3aTOPiB, KOMYTaTOPIB Ta
XOCTIB, Kl MOXHa KOH(IrypyBaTH Ta KepyBaTu 3a gomnomororo Python abo
IHIITUX MOB MPOTPaMyBaHHS.

Mininet 7a€ MOXJIMBICTh MOJICJIFOBATH CKJIAJIHI MEPEXKEB1 TOMOJIOTIT Ta
OIIHIOBATH Pi3HI aJTOPUTMHU MapUIPYTU3aIil Ta KEpyBaHHS MEPEKEI B
pErIaMEeHTOBAaHOMY CEpEIOBUIIT. en THCTPYMEHT IUPOKO
BUKOPUCTOBYEThCSI Yy c(epl OCBITU Ta AOCHIKEHb Yy Taly3l MEpEeKeBHX

TEXHOJIOT1H, OCKIJIbKU BiH JI03BOJISIE IIBUIKO CTBOPIOBATH Ta TECTYBAaTH HOBI
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KOHIIeNIi Ta i71e1 0e3 HassBHOCTI (h13UYHOTO 00J1aTHAHHS.

ONOS - me mporpamsHe 3a0e3MeyYeHHs 3 BIAKPUTHM KOJOM. BoOHO
pO3po0JieHE CHUTBHOTOIO JJii CTBOPEHHS Ta KEPyBaHHS pPO3MOAIICHUMHU
mepexxam SDN. ONOS 3a0e3neuye 1EHTpali30BaHy CUCTEMY KepyBaHHS
Mepexkero, sika J03BoJsie e(EeKTHUBHO KepyBaTh TpadikoMm Ta pecypcaMu B
Mepexi. Bin Hagae psa GyHKIN, BKIIOYAIOUW MapIIPyTH3aIlii0, KOMYTAIIio,
MOHITOPUHI Ta KepyBaHHS MeEpekeBUMH mociayramu. Cucrema Mmae
pPO3MOMAUICHY apXITEKTypy, IO 3aJ0BOJBHSE BHMOTH BEIUKHX MEPEXK 1

CEpENOBHII 3 BUCOKOIO IHTEHCUBHICTIO Tpadiky.

3.2. ®opmyBaHHH Ta nonepeaHss 00podKa HABYAJIBLHOI0 HA00PY

JaHUX

BusHauuBImM mapaMeTp s MOOYyAOBH MOEINI INTYYHOI HEMPOHHOT
Mepexi (dhopmyna 2.12), MoxHa rpapiyHO 300pa3UTH CTPYKTYpPY IITYYHOT
HEHPOHHOI MEpEeXkl 31 3BOPOTHUM MOIIMPEHHSM MOXHOKM Ha puc. 3.1. Bona
CKJIa/Ia€ThCs 3 BXIAHOIO LIapy 3 YOTUPMa HEMpPOHAMHU, IPUXOBAHOIO LIApy 3

Nh HEHpOHIB Ta BUXIHOIO 1IAPY 3 OJHUM HEHPOHOM.
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BxigHwit wap MpuxoeaHi wapwu BuxiaHwid wap

Koediuient
BHMHOPHCTAHHA
NponNyCHHOI
3AaTHOCTI

OnTrManbHWA

BrpaTa nakeTie
LWAAX

Hac nepegaui

Honu

Baru zmiweHHA

Puc. 3.1. CtpykTypa HEHPOHHOI MepexXi /1Jisi OaTaHCyBaHHS HABAHTAXKEHHS

OpHuMm 13 eramiB y po3poOlli CUCTEMH IITY4YHOI HEHPOHHOI MEpexi € ii
HaBYaHHS Ha 3HAYHOMY HAOOpPi JaHUX IS TOCATHEHHS HAaWMEHIIIOT MOKITUBO1
MIOMUJIKU TIPOTHO3yBaHHS.

VY 1mpoMy po3aiii 3MIACHIOETHCS TMOMEpeaHs 00poOka HabOpy daHuX
00 TMOJETITUTH HOTO TOAAJIbIIe BUKOPUCTAHHS JJII HaBYaHHS HEUPOHHOI
Mepexi g OanaHcyBaHHs HaBaHTakeHHS B SDN. Crnoudatky HaOip gaHuX
YTOYHIOETHCS MUISXOM BHJIYYCHHSI IOMUJIKOBHUX 1 JEe(PEKTHUX TPUKIIAJIIB.
HactynHum etanom € po3aijieHHs HA0opy JaHMX Ha JIB1 OKPEMI MiIMHOXKUHU:
HaBUYaJbHYy Ta TECTOBY BUOIpku. Jlami mpoBOAWTHCS BiAOIp O3HAK, IO
nependavyae  imeHTU]IKAIiI0 TIAMHOXKXWHM  BIJMOBIAHUX  O3HAK IS

IMOoJaJIbINIOIO BUKOPHUCTAHHA B MOI[GJ'IIOBEIHHi.
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[Ipouiec ouunmieHHsi naHux rnepeadayvae BUAaNeHHs ab0 BHUMPABIICHHS
3aIMCIB, K1 MICTSATh TOMUJIKU Y A€(PEKTH, 10 MOTEHIIITHO MOXKE MMOCTaBUTH
mij 3arpo3y MPaBUJIBHICTh MPOTHO3YBAHHS PO3POOIEHOI MOJIEl MAIIMHHOTO
HaBuaHHA. [lomin AgaHMX Ha HaBYAIbHUM Ta TECTOBUN HAOOPH 103BOJISIE
OLIIHUTH MPOIYKTUBHICTH MOJIEJI HAa JaHMX, SKI HE BUKOPHUCTOBYBAIUCA IIiJI
yac (a3u HaBYaHHs, 3a0€3Meuyroun 00’ €KTUBHICTH OIiHIOBaHHS. Bubip o3Hak
€ BXKIMBHUM €TaloM, OCKUJIBKM BiH CIPSIMOBAHMM HAa BU3HAUYCHHS 3MIHHHX,
K1 M1 IBUIYIOTh €(PEKTUBHICTh 1 TOYHICTH MOJIETII.

Jlns HaBuaHHS HEUPOHHOI Mepexi Oyno oOpaHo HaOip manux IP
Network Traffic Flows Labeled with 75 Apps. [IpeacraBneni TyT nani Oynu
310paHi Ha qUISHII Mepexl B YHiBepcuteTi [Jenb-Kayka, [lonasn, KoxymoOis,
IUIIXOM 3aXOIUIEHHS MMAaKETIB Yy PI3HUM dYac, BpaHLl Ta BJECHb, MPOTITOM
mecTy AHIB (26, 27, 28 kBiTHsA Ta 9, 11 1 15 Tpasns) 2017 poky. Habip ganux
ckiagaeTbes 3 87 xapakrtepuctuk. KoxkeH OJok MicTUTH 1H(OpMaIlito, 110
crocyerbest [P-noToKy, cTBOpeHOro Mepexesum npucrtpoeM. Lle Bkirouae IP-
aZpecH JpKepelia Ta ajapecara, MOpPTH, Yac 3BOPOTHOTO 3B’S3KY Ta IHII JIaHi.
binbmicte atpuOyTiB Ma€e YUCIOBUM THITY, aje TaKOX MPUCYTHI HOMIHAJIbHI
TUNA Ta TUN AaT, BUPAKEHI K MITKH 4Yacy. [[OIIbHICTE BUKOPHUCTAHHS
3alpOIIOHOBAHOTO HA0OpPY JaHMX I8 IMOOYJAOBH MOJEIl MAIIWHHOTO
HaBuYaHHs 00rpyHTOBaHO B [40, 68, 69].

JIns BUKOpHCTaHHS 1LbOTO Ha0Opy JaHUX NOTPIOHO BHUKOHATH
nonepeaHo 00pooky. Crouarky Oy0 BUKOHAHO BHIQJICHHS TTOMHUJIKOBHX Ta
neekTHUX JaHux 3 Habopy. Jami Oyno BimiOpaHo BUOIpKY Uid
BUKOPUCTaHHS B HaB4YaHH1 Mojenl. [licis etamy oOpoOku Oynu BUaalieHi BCl
HEIOBHI 3aIHCH.

Kpim ToOro, micisi monepeaHboi NMEpeBIpKA Oyl0 BHUSABICHO IIE OJIHY
HEBIJIMOBIIHICTh y CTOBMYMKax oO3HaK. Halip maHux ckmamaerbes 3 87
CTOBMIIIB, SIKI BU3HAYAIOTh XapaKTEPUCTUKU MOTOKY, BKItouatoun Flows.ID,
Source. P Ta  Source.Port. OpgHak  cToBOelb, IIO3HAYCHUM  SK

«Fwd.Header.Length», npucyTHiil y Tppox Bunaakax, a came y 40-my, 41-my
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Ta 61-My croBnumkax. [[f0 HEBIAMOBIAHICTH, OyJO BHUIIPABJICHO IIUISIXOM

BUJIAJICHHS CTOBMIIIB, IO MOBTOPIOIOTHCS (pHC. 3.2).

# 3uumyeaHHA 0aHuUx
pd.set_option('display.float_format', '{:.2f}.format)
dataset = pd.read_csv("../input/ip-network-traffic-flows-labeled-with-

87-apps/Dataset-Unicauca-Version2-87Atts.csv")

# BuodasieHHA 0yb110HYUX KOTOHOK

dataset = dataset.loc[:, ~dataset.columns.duplicated()]

Puc. 3.2. Bunanenus 1y01r0r0unux KOJIOHOK

VY ubomy koji meton dataset.columns.duplicated() noBepTae JOrTYHUN
MacuB, SIKMA BKa3zye, sKi CTOBII B Habopi nmanux € gyoOmikatamu. 11lo6
1HBEpPTYBATH JIOTTYHUIA MacuB, HEOOX1JHO BUKOPHUCTATH OINEPATOp JOTIYHOTO
3anepeueHHss  "~". Ilicis  BukoHaHHs ~ MmeToay  datasetloc[:, ~
dataset.columns.duplicated()] 3anuiiaroThCs JIUIIE YHIKAIbHI CTOBIIIII.

[Ile oaHMM BaXJIMBHM €TalloOM THONEpPeaHbOI OOpOOKM JaHUX €
MEPETBOPEHHA O3HaK 3 KAaTerOpiaJIbHUMH Ta TEKCTOBUMU 3HAYCHHSIMU
(takumu sik Timestamp, Label ta ProtocolName) y uncnosi dopmatu, mist ix
MOJAJIBIIIOTO BUKOPUCTAHHS B aJTOPUTMax MAalIMHHOTO HaBuyaHHA. Lle
MEePETBOPEHHS MOJKHA 3IMCHUTH 3a jomoMorow kiacy LabelEncoder 3
o0i0motekn Sklearn. OTxe, TEKCTOBI 3HA4YEHHS, SKi OE€3MOCEPEIHBO HE
3aCTOCOBYIOTBCS B  QITOPUTMI MAIIMHHOTO HABYaHHS, 3aMIHIOIOTHCS

YUCJIOBUMH 3HaYeHHSMH B Aiana3oHi Bia 0 1o n-1. [{e BuUKopucTOBY€ETHCS IS

MIJBUIICHHS iX TPUAATHICTD JIJIs1 TOAANBINOI 00poOKkH (puc. 3.3).
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# CmeopeHHs 06'ekmy LabelEncoder

le = LabelEncoder()

# [NlepemeopeHHA Kame20piasbHUX O3HAK 8 YUC/108i
for column in ['Timestamp’, 'Label’, 'ProtocolName’]:

dataset[column] = le.fit_transform(dataset[column])

Puc. 3.3. [lepeTBOpeHHs 03HAK

Y upomy BUMAAKY CTBOpPrO€ThCS 00’€kT LabelEncoder(). 3romom
BUKOPUCTOBYETHCS IIUKII JIJIsl IEPETBOPEHHS KOXKHOI KaTEropiaibHOI O3HAKHU 3
BUKOPUCTAHHAM fif transform() nns koxHoro ctoBmi. lle mo3Boise
NEPETBOPIOBATH TEKCTOBI 3HAYEHHS HA YUCIIOBI.

KpiMm TOro, croBmii MepeBIpSIIOTECSA Ha HASIBHICTh 3HAYCHD
HecKkiHueHHOCTI Ta NaN, siKi BUIpaBisitoTbesl HA -1 Ta 0 BIAMOBIAHO, 00

rapaHTyBaTH TOYHY OOpOOKY TaHUX.

# MNepemesopeHHA 3Ha4yeHsb Infinity Ha -1 ma NaN Ha 0

dataset.replace([np.inf, -np.inf, np.nan], [-1, -1, 0], inplace=True)

Puc. 3.4. IlepeBipka Ha HasBHICTH 3Ha4eHb Infinity Ta NaN Ta ix

BUIIPABJICHHSA

Tyt BHUKOpUCTOBYEThCS BOynoBaHa (yHKiiss Oi0mioTexkn pandas —
replace. Bona ontumizoBaHa st poOOTH 3 BEIUKUMHU OOCSATaMU JTaHHUX 1
ebexTuBHIIA 3a iTepariiiHi MeToau. li MOXKHA BHKOPUCTOBYBATH JUIS
OOpoOKM BEJMKUX HAOOpPIB JAHMX, BUKOHYIOUM 3aMiHYy 3a OJHMH MPOXII.
OpHak 11eil MeTo MEHII THYYKUH JJIs1 CKJIQJHUX TIEPETBOPEHD.

Oyukuis replace([np.inf, -np.inf, np.nan/, [-1, -1, 0], inplace=True)
3aMIHIOE BC1 3HAYCHHS np.inf, -np.inf Ha -1, a Bc1 3Ha4eHb np.nan Ha 0 y oquH

IIPOXI/I.
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Kpim toro Oyma momana dyukiis pd.set option('display.float format’,
"1 21} format). Bona no3Bossie KoHpIrypyBaTtu opMaT BiTOOPaKCHHS YHCEIT
3 1UIaBarouoo kKomoro B pandas DataFrame. Ile oco6imBO KOpPHCHO, KOJIH
METOI0 € BiJOOpak€eHHsSI YMCIOBUX 3HAYCHb 13 3aJaHOI0 KUIBKICTIO 3HAKIB
MIiCTIsl KOMU, HAIPHUKIIA/, 1B 3HAKH TTICIIS KOMHU.

OOpo06ieHnit 1aTaceT MpeICcTaBICHU Ha PUCYHKY 3.5.

[17]: Source.lP  Source.Port Destination.IP Destination.Port Flow.Bytes.s Total.Fwd.Packets Total.Backward.Packets Flow.Duration Flow.lAT.Mean TTL
0 172.19.1.46 52422 10.200.7.7 3128 242835480 22 18 45523 598.99 5
1 10.200.7.7 3128 172.19.1.46 52422 12000000.00 2 0 1 1.00 g
2 50.31.185.39 80 10.200.7.217 38848  674000000.00 ) 2 1 0.50 7
3 50.31.185.39 80 10.200.7.217 g 0.00 1 0 217 7233 7
4 1921687243 55961 10.200.7.7 3128 5 0 78068 19517.00 13
5 10.200.7.6 3128 172.19.1.56 50004 136 46 105069 77829 17
6 192.168.7243 55963 3128 5 2 104443 13
7T 192.168.1047 51848 3128 4117 2 2 11002 24
8 6867178197 443 10.200.7.217 57300 5629.25 10 9 108503 723353 19
9 192.168.7243 55977 10.200.7.7 3128 18663.18 7 2 118415 973583 13

10 10.200.74 3128 192.168.180.51 57740 46860.83 2 24 205118 586051 21
1 10.200.74 128 192.168.180.51 57740 3330333333.33 g 3 3 075 21
12 10.20074 128 192.168.180.51 42832061.07 3 1 131 6550 21
13 10.200.7.4 128 192.168.180.51 577 935166666.67 3 2 6 300 21
14 10.200.7.6 3128 172.19.1.45 50227 1779818.72 123 120 108338 88802 22
15 212124124584 443 10.200.7.194 44447 16348.67 4 0 202096 2245511 10
16 10.20074 3128 19218818051 57741 2463010 31 30 202151 504562 21
17 10.200.7.4 3128 192.168.180.51 5 998000000.00 2 1 1 100 21
18 1020074 28 19216818051 998000000.00 2 0 1 0 21
19 1722173013 442 10.200.7.217 0.0( 2 0 1 0 7
+ Code + Markdown

Puc. 3.5. BuBig naracety micisi oOpoOKu

Ha pucynky 3.5 mpeAcTaBiieHO NECSITh O3HAK, Ikl BUKOPUCTOBYIOTHCS
a came: Source.IP, Source.Port,
Destination.IP, Total. Fwd.Packets,

Total.Backward.Packets, Flow.Duration, Flow.IAT.Mean Ta TTL.

JUISL  aHajizy MepexeBoro Tpadiky,
Destination.Port, Flow.Bytes.s,
e Source.IP (Source Internet Protocol Address) — IP-aapeca npucTporo,

AKUU 1HIIIOE Tepenadyy JaHuX y Mepexi. Bkadye Ha Te, 3BIAKU
HaJICHUJIAIOTHLCS JaHI.
e Source.Port (Source Port Number) — HOMep BUXIZHOTO MOPTY, IIO

MO3HAaYya€e MOPT HA MPUCTPOI JpKepesa, yepe3 SIKUM 3A1MCHIOEThCS Tepenaya



JAHUX.

e Destination.IP (Destination Internet Protocol Address) — IP-agpeca
OPUCTPOIO, Ha SKUM HAACUJIAIOThCS JaHl. Bka3zye Ha KIHIIEBY TOYKY, 1€
MarTh OyTH OTpUMaHI JaHi.

e Destination.Port (Destination Port Number) — Homep mnoOpTYy
npusHaueHHs. [lo3Hauae mopT Ha MPHUCTPOi MPU3HAYCHHS, KyAH HAaTXOISATh
JTaHl.

e Flow.Duration (Flow Transmission Duration) — yac, mpoTsToM sIKOTO
TPUBaB MEpEKEBUI IMOTIK, 3a3BUYail BHUMIPIOETbCA B MimicekyHaax. Lle
PI3HUIIST MK 4acOM HaJCHJIaHHS MIEPIIOTO Ta OCTAHHBOTO MAKeTa B MOTOIII.

o Total.Fwd.Packets (Total Forward Packets) — 3arampHa KiJgbKICTb
MAKEeTIB, sIKI OyJIM BIANPaBIIEH] BIJI J)Kepesa 10 TPUCTPOst MTPU3HAYEHHS.

e Total.Backward.Packets (Total Backward Packets) — 3arambhna
KUIBKICTh MAKETIB , HAAICIAHUX 13 MPUCTPOIO MpHU3HAYEHHS 110 jpkepena. Lli
MaKeTH UAyTh Y 3BOPOTHOMY HAMPSMKY — BiJl OTpUMYBaua J0 BiIIpaBHUKA.

e Flow.Bytes.s (Flow Bytes per Second) — meTpuka, sika Bka3ye Ha
KUIBKICTh OaiTiB, NepedaHuX y IOTOIll JaHUX 3a OJHY CEeKyHAy. BoHa
JI03BOJISIE BUMIPSATH MIBUAKICTh Tepeaadi TaHUX AJisi KOHKPETHOTO TMOTOKY B
peanbHOMY 4aci.

e Flow.IAT.Mean (Flow Inter-Arrival Time Mean) — cepenniii 4ac
MDK NMpUOYTTAM TNocaigoBHUX mnakeriB y notoui. IAT (Inter-Arrival Time)
BUMIPIOE Yac MK JBOMA MiAPS] OTPUMaHUMHM MakeTamu. CepeiHe 3HaYeHHs
I[OTO Yacy JI03BOJISIE OILIHHUTH PETYISPHICT, a00 BapiabenpHICTh y dYaci
npuOyTTs MmakeTiB. Bucoke 3HAUE€HHS MOXKE BKa3yBaTH Ha 3aTPUMKH abo
HEPIBHOMIPHICTH B TIepeaaui.

e TTL (Time to Live) — mone B 3aronoBky [P-makera, sike BU3HAYae
MaKCUMaJIbHYy KUIBKICTh MapuipyTu3aropiB adbo "ctpuoOkiB" (hops), yepes ski
MOKE€ TPOWTH TMaKeT, Mepmr HDK #Horo Oynme Bumaneno. TTL 3a3Buyait

SMCHIIYETHCA Ha OAWMHHIIO KOXHOI'O0 pPa3y, KOJIM ITAKCT IPOXOIUTH 4YCPC3
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mapuipytuzatop. Komu TTL 3umxkyetscs no 0, makeT BHUIAISEThCA, 1100
YHUKHYTU O€3KIHEUHOTO LIUKITY B MEPEXKI.

JlJ1s1 HamOBHEHHS JaTaceTy OyiM BUKOPUCTaH! CUHTETHYHI JIaHi, a came
TTL ta maxBandwidth. JIns TTL Oyno 3reHepoBaHO 3HaYCHHS JJIs1 KOXKHOTO
3anmucy B Tabmumi Big 0 mo 63, B Toi wac Ak g maxBandwidth
BUKOPHCTOBYBAIOCH JIe(hoiaTHE 3HAUEHHS B | rirabaift.

Jns yenimHoro (GyHKIIIOHYBaHHS aJIrOPUTMIB MAIIMHHOTO HaBYaHHS
HEOOX1IHUN HaBUaJbHUM HaAOIp AN HaBYaHHS MOAeENi. Y CBOIO depry,
TECTOBHH HaOIp HEOOXITHUW JJII OCTaTOYHOI OIIHKKA MPOJYKTUBHOCTI
AITOPUTMY Ta NEPEBIPKU aI€KBATHOCTI MOJIEJ1 HAa HEBIIOMUX JaHuX. Jlaracer
"IP Network Traffic Flows Labeled with 75 Apps", skuii 3acTOCOBY€EThCS Y
JnaHii poOOTi, HE MICTUTh OKPEMHUX CICIliaJbHUX HAOOpIB JaHUX IS
HAaBYAHHS Ta TECTYBaHHs, a HAJA€ JUIIE €IUHUI pO3MiYeHUN HaOIp JaHUX.
Tomy HEOOXiAHO BpPYYHY PO3JUIMTH JaTaceT HAa HABYAIBHUM Ta TECTOBUU
HabopH.

Jns 1boro BUKOPUCTOBYEThCA (YHKIIA frain test split 3 010110TeKH
Sklearn, sika m03BOJISI€ PO3IUIATH JaHI Ha JBI YaCTMHHM BIAMOBIAHO M0
BKa3aHOTO KOPHUCTYBayeM po3Mmipy. 3a3Buyaii ONTUMAJIBHUM
CHIBBIAHOIIEHHSM 1711 oAy € 80% maHuxX s HaBYaJIbHOrO HAOOpy Ta
20% maHux 7S TeCTOBOTO HaOopy. Taka K Mpomopilisi BAKOPUCTOBYETHCA 1 B

11 poOOoTI.

# Bubip 03HaK 0515 mooeni
features = ['Bandwidth’, 'Packets.Lost’, 'Transmission.Delay’,
'Hop.Count']

dataX = dataset[features]

# lNepemeopeHHA yinbosoi 3MIHHOI Ha Yucno8y

#le_optimal_path = LabelEncoder()
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dataY = dataset['Bandwidth']

#le _optimal_path.fit_transform(dataset['Flow.ID'])

# odin 0aHux Ha Has4YasLHY mMa mecmosy 8ubipku
trainX, testX, trainY, testY = train_test_split(dataX, dataY,

test size=0.2, random_state=42)

Puc. 3.6. [TligroroBka maHux

B mpomy koal BinOyBaeTbcs BHOIp O3HAK Ta MOALI JaTaceTy Ha
HaBYaJbHUMN Ta TECTOBHI HAOOPH.

Jl1st oOpaxyBaHHS 03HAK MOTPIOHO CTBOPUTH HOBI KOJIOHKH, Ky1u Oye
3anucyBaTh oOpaxoBaHi oO3HakW. i1 oOpaxyHKYy MpPOIMYCKHOI 3JaTHOCTI
BUKOPUCTOBYEThCSI 3HaueHHS 3 Flow.Bytes.s sike TpeACTaBisi€ KUIbKICTb
0alTiB, 10 MEpPEeAalOThCs 32 CEKYHAY B MOTOI MOAIEHY Ha MaKCUMAaJbHY
MIPOITYCKHY 3/IaTHICTh IUISAXY:

dataset['Bandwidth'] = dataset['Flow.Bytes.s'] / maxBandwidth

Jns  oOpaxynky koediuienty Brpatu mnakeriB  (Packets.Lost)
00paxoByeEMO PI3HUITIO MIXK KUTBKICTIO nepelaHux MaKeTiB
(Total Fwd.Packets) 1 KUIBKICTIO M1ITBEPIKCHHUX MaKeTiB
(Total.Backward.Packets) moniieHy Ha KUIbKICTh TMEpeJaHuX I[aKeTiB
(Total Fwd.Packets):

dataset['Packets.Lost'] = (dataset['Total Fwd.Packets'] -
dataset['New.Total. Backward.Packets']) / dataset['Total. Fwd.Packets']

Jlist 06paxyHKy 4acy mepenadi 00paxoByeEMO CyMy TPUBAJIOCTI MMOTOKY
Ta CEPEIHBOTO 3HAYCHHS Yacy Iepeaadi MOTOKY:

dataset['Transmission.Delay'] = dataset['Flow.Duration'] +
dataset['Flow.IAT.Mean']

Jnst 00paxyHKY KIIBKOCTI MEPEXOAIB J0 KIHIIEBOIO By3ja MOTPIOHO

Bil mouatkoBoro 3HadeHHs TTL, sike 3amexuts Binm OC Ta KoHiryparrii
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CHCTEMH, BIIHATH KiHIeBe 3HaueHHs TTL.

dataset['Hop.Count'] = initial_ttl - dataset['TTL']

Hani  motpiOHO o0o0paTh TIMBKA Ti  KOJOHKH, SIKI  OyIyTh
BUKOPUCTOBYBATHUCS SIK BXIJHI O3HAKW It Mojenl. OOupaeMo 4OTUPHU HOBI
KOJOHKU: Bandwidth, Packets.Lost, Transmission.Delay ta Hop.Count 1
30epiraeMo ix y 3MiHHY dataX:

features =  ['Bandwidth',  'Packets.Lost’, 'Transmission.Delay’,
'Hop.Count']

dataX = dataset[features]

Jlani BUKOPUCTOBYETBCS KOJIOHKA 'Bandwidth' niia hopMmyBaHHS psaka,
[0 TMpeACTaBisie MapumipyT mnepenadi mnakeriB. [loTiM 1 KoJOHKa
30epiraerbcsi y 3MiHHY dataY, sika Oyne BUKOPUCTOBYBATHCS $K ILIbOBA
3MiHHA!

dataY = dataset['Bandwidth']

Ha ocranok, BuxkopuctoByemMo GYHKIIO train_test split(), sxa
po3AUIse AaHl HAa HaBYaJIbHUM 1 TECTOBUU HAOOpH. Y HAIIOMY BHIIAJIKY
3amaeMo test size=0.2 - 20% naHux Oyne BHUKOPUCTAHO JJIS TECTyBaHHS, a
80% 1151 HaBYaHHS.

[Ticns mporo paHi HEOOXiMHO HopMmamiizyBaTu. lle BaxmuBuit
nomepeIHIA KPOK, 0COOJIMBO SKIIO HAOIp JaHUX CKIIAAETHCS 3 PI3HUX THITIB
O3HaK Ta PI3HUMHU Jiana3oHaMu 3HadyeHb. Hopmamizailis JaHuX HeoOXiaHa
JUISL TOro, 100 AOCATTH OLIBII 30a7aHCOBAHOIO PO3MOALTY Bar o3Hak. Lle
JI03BOJIUTH BUPIIIKUTHA MPOOJIEMY O3HAK 3 PI3HUMU Jlana30HaMU 3HA4Y€Hb, 110
JACTh 3MOTY CHCTEMI PO3Mi3HABATH Ta KEPyBaTH JIMIIE TUMU O3HAKaMH, SIKI
MaloTh OIIbIN Jllalla30HM 3HAYCHb, ITHOPYIOYM 1HINI, Ta CIPHUATH
MIPUCKOPECHHIO TIPOIIeCy HaBYaHHSI.

CranmapTHa  HOpMamizamisi, a0o cTaHmapTu3aiis, nependadae
MEePETBOPECHHS 3HA4Y€Hb O3HAK Y CTAaHAApPTHUM HOPMAJbHUW PO3MOALT 13
cepenHiM 3HaueHHsM 0 1 cTaHgapTHUM BiaxuiieHHaMm 1 (puc. 3.7).

®opmyia 3.1 BUKOPUCTOBYIOTHCS JIJIsl HOpMaJli3allii KO)KHOI 03HAKH Xi.
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x] =28 (3.1)

, A€ U - CCPCOAHE 3HAYUCHHA O3HAKM B HABYAJIBbHOMY Ha6opi, o -

CTaHJapTHE BIIXWJICHHS O3HAKW B HABYAJILHOMY HA0ODI.

# Hopmanizauyia 0aHux
scaler = StandardScaler()
X_train_scaled = scaler.fit_transform(trainX)

X_test_scaled = scaler.transform(testX)

Puc. 3.7. Hopmani3arisi JaHux

VY wmiif yacTuHi KOAYy CTBOPROEThCA ek3zemiursip StandardScaler, sikuit
CTaHJAPTU3YE O3HAKH LUISTXOM BIAHIMAHHS CEPEIHbOTO 3HAYCHHS Ta JIJICHHS
Ha CTaHJapTHE BIIXWJICHHS.

[ToTiM HaBuYanbHI JJaHI MiATAHAIOTHCS Ta TPAHCHOPMYIOThCS. DYHKIIIA
MIJTOHKU fit O0OYHCIIOE CepeHE 3HAUCHHS Ta CTAHJAPTHE BIIXWUJICHHS IS
KOXXHOI1 O3HAKM B HaBYAJIbHOMY Ha0Opi naHuX. Po3paxoBaHi 3HAUEHHS MOTIM
BUKOPUCTOBYIOThCA (YHKUIEIO fransform i CTaHAApTU3Allll HaBYAJIbHOTO
Habopy. Jlam KoOXHE 3HAYCHHS O3HAKM BIJHIMAETHCS BIJI BIAMOBIIHOTO
CEepPeAHBOTO 3HAYECHHS 1 JUIMTHCA HAa CTaHAApTHE BIAXWICHHSA. Mertoa
fit transform Hamae 3pydHe PIIICHHS, MOETHYIOYH IIONEPEIHI JIBa KPOKH B
OJIHOMY BHKJIUKY (DyHKIIIi. Pe3ynpTaToM € cTaHmapTH30BaHI HaBUYaJbHI JIaHi,
K1 30epiratoThcs y 3MiHHIN trainX _scaled.

Jlami  BimOyBaeThCs  TEPETBOPEHHS  TECTOBHX JaHWX. MeToj
scaler.transform(testX) peanizye cTaHAapTH3allil0 TECTOBOTO HAaOOpPY JaHHUX
testX, BUKOPUCTOBYIOUM OOYHUCIICHI CEpelHE 3HAYEHHS Ta CTaHAapTHE
BIJIXWJICHHS 3 HA0OPY JMaHuX trainX.

Takum uuMHOM, oOuJBa HaOOpH NaHMX (HABYAIBHUI 1 TECTOBHIA)
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MICTSTh HOPMAJII30BaHI 3HAYEHHS, IO TOJIETIIYE HaBYaHHS MOJENl Ta

3a0e3mnedye TOUHEe OPIBHSHHS MK 0O3HAKaMH 3 PI3HUMH MaciiTabamu.

3.3. IloOyaoBa Ta HABYAHHS MO/eJIi HEIHPOHHOI Mepexi

[Ticns dpopmyBanHs Ta 00poOku HabOpy AaHHX OyJI0 OTPUMAHO J1Ba
JTaTAaCeTH: HAaBUAJbHUM 1 TeCcTOBU. BOHM BUKOPUCTOBYIOTHCS ISl HABYAHHS
MoOJ1eJI1 HEMPOHHOT Mepexi Ta MePEeBIPKH 1 TOUYHOCTI.

IloGynoBa moaeni. Mojienb HEMPOHHOTI MEpeXl CKIIAIAEThCS 3 TPhOX
KOMITOHEHTIB: BX1JIHOTO IIapy, MPUXOBAaHUX IIapiB Ta BUXIJHOTO IIapYy.

Bxinawuii map BiJINOBiAa€ 32 OTPUMAHHS BXIJIHUX JIaHUX 3 HaBYAJIBHOTO
HaOopy. KinbkicTh HEMpPOHIB y BXIAHOMY IIapi JOPIBHIOE KUIBKOCTI O3HAK,
NPUCYTHIX y HA0Opl HAaBUAJIBHUX JAHUX. Y HAIIOMY BUINAAKYy HaBYaJIbHUUI
Ha0lp MICTUTh YOTHUPU O3HAKH, OTXKE, BXIAHUI pIBEHb CKIIAJATUMETHCA 3
4oTUphOX HelpoHiB. Ciif 3a3HAYUTH, MO0 BXIAHUM pPIBEHb HE BUKOHYE
KOAHOT OOpOOKM AaHUX; MOro €AUHOI (YHKIE € Tepefadya JaHUX Ha
HACTYIHUU LIap.

[IpuxoBani 1mapu po3TalIOBaHI MDK BXIIHMM 1 BUXIAHHM IIapamu i
BIJINOBIJIAIOTh 32 TMEpPBUHHY 0OpoOKy pgaHuXx. KinbKicTh HEHpOHIB Y
MPUXOBAHUX IIapaxX, a TaKoX (YHKIII aKTUBAIlll MOXYTh 3MIHIOBATHUCH
3aJIEKHO BIJT KOHKPETHOTO 3aBIaHHS Ta CTPYKTypH MOJeIi HEWPOHHOI
Mepexi. Po3po0ieHa Moziesib BUKOPUCTOBYE TPU NMPUXOBAHUX IIAPHU, KOKEH 3
akux peanizye @ynkiio aktuBaiii ReLU (Rectified Linear Unit) Ta
ckiagaeThbes 3 Ny HelpoHiB (dhopmyna 2.12).

Buxignuii map mpu3HAYeHW JIS BUBOJY OCTATOYHOTO PE3yJbTaTy
Mozeni. Y 3amayax perpecii BUXiAHUM map 3a3BUyaidl MiCTUTh OJIMH HEUPOH 3
JiHIMHOI (QYHKIE aKTUBaIllii, sika 3a0e3neuye Oe€3MepepBHE UHCIIOBE
3HAUCHHS SK PE3yNbTarT TependadeHHs. Y HamId MoJeil BUXIIHUN IIap

CKJIaJIa€ThCsI 3 OJTHOTO HEHPOHY, SIKUW BUIA€ MPOTHO30BAHE 3HAYCHHS.
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# MNobyoosa mooesi HelipOHHOI Mepexci

model = Sequential()
model.add(Input(shape=(X_train_scaled.shape[1],)))
model.add(Dense(7, activation='"relu’))
model.add(Dropout(0.5))

model.add(Dense(7, activation="relu’'))
model.add(Dropout(0.5))

model.add(Dense(1, activation="linear')) # BuxioHuli wap 0511 peapecii

# Komninauia mooeni
model.compile(loss='mean_squared_error’,

optimizer=Adam(learning_rate=0.001), metrics=['mean_absolute_error'])

Puc. 3.8. IToOynoBa Mojieni HEHPOHHOT MEpExKi

[TobynoBa mojmeni BiAOyBaeTbcsd BHKIMKOM MeTtona Sequential(). B
JTAHOMY BUIIQJIKy CTBOPIOETHCS MOPOXKHS MOJIEIh IMOCIIJIOBHOTO THIY, sKa
JTIO3BOJISE TOJIaBaTH IIapu OJUH 3a OoJHUM. Jlami JoJaeThcsl BXIIHUM 1Iap 3a
JIOTIOMOT'00 model.add(Input(shape=(X_train_scaled.shape[1],))) Ta
MOBHO3B'SI3HUN 1map 3 7 HeWpoHamu 3a jgomomoroio model.add(Dense(7,
activation='relu’)). ®yukiisa Input() BU3HaAYa€e PO3MIPHICTh BXIAHUX JAHUX,
AKa JIOP1BHIOE KUIBKOCTI O3HaK y HAaBYAJIbHOMY Habopi
(X _train_scaled.shape[1]). ®yukuis aktuBauii relu (Rectified Linear Unit)
BUKOPUCTOBYETHCS IS A0JaBaHHs HemiHiiHOCTI. [ToTiM momaerses Dropout
miap 3 piBHEM BUMNaAKOBOro BuMukanHs 50% HelpoHiB i yac HaByaHHs. e
JoroMarae 3amoOirTi nepeHaB4daHHio (overfitting). AHajoriyHo m07a€EMO
JIpyTui MpuxoBaHuu mwap ta Dropout mapu.

VY KiHII 10Ja€MO BUXIJHHMM IIap 3 OJHUM HEUPOHOM 3a JOMOMOTOIO

Dense(l1, activation="linear’). JInsa 3a0e3neyeHHss 0e3MEPEPBHOTO YHUCIOBOTO
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BHUXOJly BUKOPUCTOBYETHCS (DYHKIIIS akTUBAIlii linear.

Jani mpoxoauTs KOMOUALis moOymoBaHoi Moxeni. Jius 1poro
BKa3yeThCsl (DYHKIIIS BTPAT, ONTUMIZATOP 1 METpUKa [Tt OLiHKK. [l QyHKIii
BTpaT BUKOPUCTOBYETHCS CepeIHbOKBAPATHYHA MOMUJIKA
loss='mean_squared error', mo € cTaHmapTOM IA 3adad perpecii. Ak
onTumizarop, OyB BUkopuctanuii Adam 3 OYaTKOBOIO MIBUAKICTIO HABYaHHS
0.001:  optimizer=Adam(learning rate=0.001). Y  BUTISOl  METPUKHU
BKa3y€eThCs cepeiHs abCOMOTHA TOMIIIKA metrics=["mean_absolute _error'].

HacTtynmHuM KpOKOM MpOBOAUTHCS HaBYAHHS Ta 30epexeHHst Mojeni. Y
npoleci HaBYaHHS BUKOPUCTOBYETbCS METON fif, SKM mNpuUiiMae JaHl
HABYaHHS, KUIBKICTh €M0X, pO3Mip 0aTdyy Ta napamMeTpH MEPEBIPKH.

[Ticnst 3aBepiieHHS MpOLECY HABYaHHS JUIsl MOAEII HEHPOHHOI Mepexi
BOXJIMBO 30€pertTu il mapaMeTpd, BKIIOYAIOYM Baru Ta CTPYKTYpy, IS
NOJIAJbIIOTO BUKOPUCTaHHsS. 30€peKEeHHS MOJENl CIyrye JUisi TOro, oo
YHUKHYTH HEOOXIIHOCTI TNEpEHAaBYaHHS, II0 € BAXKKUM 1 TPYIOMICTKUM
MPOIIECOM, OCOOIMBO KOJIM Ma€EMO CIIpaBy 3 00 €MHUMHU HAaOOpaMH JTaHUX.

[Io6 30epertu Mojenb, BUKOPUCTOBYEThCA GyHKLS model.save(), sika
JI03BOJISIE 3alMCYBAaTH BCl KOMIIOHEHTH MOJIENI, BKJIIOYAIOYM apXITEKTYpY,
3Ba)XEHI MapaMeTpu Ta KOHQIryparlio ontumizatopa, B oaun ¢aiin HDFS.
[e#t popmMar mUpPOKO BUKOPUCTOBYETHCS IJIsi 30€piraHHsl 3HAYHOI KITBKOCTI
JAHUX 1 CKJIQJHUX CTPYKTYpP I €PEeKTUBHOTO 30€piraHHs K JaHUX MOJIEII,

TakK 1 MeTajganux (puc. 3.9).

# HasyaHHA moodeni

history = model.fit(X_train_scaled, trainY, epochs=30, batch_size=32,
validation_split=0.2)

# 36epexceHHA mooeni

model.save('optimal_path_model.h5’)

Puc. 3.9. HaBuanus Ta 30epeXeHHs MOIel

87



B mvomy xogmi trainX scaled 1 trainY - HaB4anbHI JAaHi Ta BIATOBIIHI
ipoB1 3HaueHHs. [lapamerp epochs=50 Bu3HAuYae KIABKICTH 1TEpaliid MO
BCbOMY Ha0Opy HaBYaJIbHUX JaHUX, SIKI Oyle BUKOHYyBaTh Mojeinb. s
BU3HAUEHHS KITBKOCTI 3pasKiB, sIKI OOpOOJAIOTHCS TMEpell OHOBJICHHSM
nmapaMeTpiB  MOJeJi  3ajaeMo  mapameTrp  batch size=32. Ilapametp
validation_split=0.2 Bxazye, mo 20% HaBYaIbHUX JaHUX Oy/J€ BUKOPUCTAHO
JUTS TIEPEBIPKH.

Buknuk  ¢yskuii  model.save() 306epirae  monenb |y daim 3
posmpeHHsam .A5. llelt mpouec 30epirac He TUIBKKM MapamMeTpu HeWpoHa
(Baru Ta 3MILIEHHS), a ¥ apXITEeKTypy MOJIENl, BKJIIOYAOUH KUIbKICTh LIApiB,
ix Tunu, ¢GyHKOIl akTHBaIli Ta iHII HapaMmeTpu. KpiM Toro, BHYTpIIIHI
HaJallTyBaHHs HaBYaHHS, TaKl K ONTUMI3aTOp 1 HOr0 MOTOYHUNA CTaH, TAKOK
30epiratotbed. Le nae 3Mory, 3a moTpedu, MpoIoBAKYBATH HaBUAHHS MOJIENI 3
TOTO CAMOTO MOMEHTY.

[licns eramy HaBYaHHS MOJENb OLIHIOETHCS Ha TECTOBOMY HalOpi
JaHUX 3a JOMOMOror Meroay evaluate. IloTiM BOHa 3aCTOCOBYETBHCS [0
TECTOBOT0 HAOOPY JaHUX, KWW BKIIIOYAE SIK TECTOBI JaHl, TaK 1 BIAMOBIIHI
IJTOB1 3HaYeHHsA. Ha OCHOBI IMX JaHUX OOYMCIIOIOTHCS OTPUMaHI BTPATH 1

cepenns abcomoTHa noxuoka (MAE) (puc. 3.10).

# OuiHka mooeni
loss, mae = model.evaluate(X_test _scaled, testY)

print(f'Mean Absolute Error: {mae}')

Puc. 3.10. Owiuka moeni

[Ticns HaB4aHHA MOZEN1 MOXKHA Bi3yalli3yBaTu 3MiHY (DyHKLII BTpaT 3
TUTMHOM 4acy sIK JUIsl HAaBYAJIBHUX, TaK 1 JUIs BaTiMaitHIX HaOopiB manux. e

Jla€ 3MOTy BHW3HAQUUTH CTYIIHb HAaBYaHHS MOJIEJl Ta BUSBUTH OyIb-sKi
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BUMNAJAKU NepeHaBdyaHus (puc. 3.11).

# Bisyanizayia Kpusux Ha84YAaHHA
plt.plot(history.history['loss'])
plt.plot(history.history['val_loss'])
plt.title('Model Loss')

plt.ylabel('Loss’)

plt.xlabel('Epoch’)

plt.legend(['Train’, 'Validation'], loc="upper left')
plt.show()

Puc. 3.11. Bizyanizauis pe3yiabTaTiB

3.4. Peanizauniss KOpUCTYBalbLKOIO iHTEpdeiicy

Y pamkax guceprauiiiHoi poOoTH Oyiio po3pobiieHO iHTepderic
kopuctyBaua (GUI) ang monermieHHs B3a€MOJli KOpHUCTyBaya 3 MOJCILIIO
HEUpPOHHOT Mepexi Ta KoHTposiepoM SDN 3 MeTO0 NPOrHO3YBaHHS
ONTUMAJIBHOTO MepekeBoro MapuipyTy. OcHoBHI (yHKINT iHTepdeiicy
KOPHUCTYyBaya Takl: MO-TEpIIe, KOPUCTYBad MOKE BUOpATH MPIOPUTETH CEpe
MOKA3HUKIB MapuIpyTH3allii (TakuX K MPOIYCKHA 3/1aTHICTh, BTpaTa MaKeTIB,
yac nepeaadi Ta KUTbKICTh XOIIIB); TIO-JIpYyTe, KOPUCTYBAY MOXKE M1 IKIFOUUTHCS
1o koHTposiepa SDN, mo0 oTpuMaTH MOTOYHI XapaKTEPUCTUKU LUISAXY; 1 MO-
TpPETE, KOPUCTYBAY MOXKE PO3PAXyBaTH ONTUMAJIBHUN HUISIX HAa OCHOBI ITUX
XapaKTEPUCTHK 32 JOTIOMOTOI0 MO/JIE1 HEMPOHHOT MEPEKI.

3 ornsay Ha BaXIUBICTH €(QEKTHUBHOI B3a€MOJIII MiXK MEpEkKer Ta
KIHIIEBUM KOPHUCTyBadeM, PO3POOJICHUN TOAATOK BUKOPUCTOBYE TMPUHIIUAIIN
MOJYJIBHOTO JU3aiHYy, /1€ KOKEH KOMIOHEHT BUKOHYE CBOIO CrielU(piuHy poJib
y 3arajpHId apxiTekrypi cucteMu. KirodoBuMu  (QyHKIIOHATEHUMHU
eJIEMEHTaMHU JIOJIATKy € MEHEKEp Ceciil, AKUH Kepye MIAKIIOYEHHSIM 0

koHTposiepa SDN, ta GUI, mo 3a6e3nedye iHTYiTUBHO 3po3yMinuii iHTepderic
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JUISL B3aEMOJIIT KOpHUCTyBada 3 cucteMoro. Lleit miaxia nae 3mMory 3abe3neunTu
THYYKICTh y JI0/JIaBaHHI HOBUX (YHKIIIM, TakuX K BHOIp IMOKa3HUKIB Iis
BU3HAUEHHS ONTHUMAJIBHOTO LUIIXY, €KCIIOPT JKYpHAJIB CEaHCIB 1 KepyBaHHS
NOTOYHHUMH 3’ €JHAHHSIMH.

Knac PathOptimizerGUI 3a6e3neuye 3py4unuii inTepdeiic kopuctyBaua,
KU 7103BOJIsiE KepyBaTu ceaHcaMu SDN KOHTposiepa Ta HalalllTOBYBATH
NOKa3HUKU BHOOpY HuLsixy. Llei kinac BUKOHye poJib OCHOBHOTO KOMIIOHEHTa
JUIs CTBOpeHHsI TpadiuHoro intepdeiicy kopucryBada (GUI), mo 3abe3neuye
B3aemojiito 3 SDN KoHTposiepoM, Kepye cecisiMu Ta HiAKIOYeHHsSIMU. BiH
BIJINIOBIJIA€ 32 1HII[IANI3aLII0 BCIX €JIEMEHTIB IHTEp(EiCy, IXHE HaNalITyBaHHS

Ta KEpyBaHHS JISIMA KOPUCTyBaya.

class PathOptimizerGUI(ctk.CTk):
def _init__(self):
super().__init_()
self.session_manager = SessionManager()

self.active_sessions_checkboxes = {}

Puc. 3.12. Inimiami3anis kinacy PathOptimizerGUI

Kiac mounHaeThes 3 iHimiami3allii, 1€ CTBOPIOETHCS €K3EMIUIAP Kiacy
SessionManager. lleli exk3eMIUsip BIAMNOBIAA€ 3a KEPYBAHHS CECIIMU MIXK
nonatkoM 1 SDN  KOHTpoJepoM, 30KpeMa iX CTBOPEHHs, BHJAJIEHHS Ta
noryBaHHsi. OKpIM 1IbOTO, CTBOPIOETHCSI CIIOBHUK active sessions checkboxes,
KU BUKOPUCTOBYETHCS [IJIsi 30€pEKEHHS CTaHy aKTUBHUX ceciii. Bin
JoroMara€ KOpPUCTyBauy BIJACTEKYBAaTU AaKTUBHI MIJAKIIOUECHHS T 4ac
KEepyBaHHS CECISIMH 3a JOMOMOTO0 iHTep(deiicy uekOokciB (puc. 3.12).

[nTepdeiic kopucTyBaua MOAUIEHUA HA JIBI OCHOBHI YaCTUHHU: OOKOBa
naHedb Ta TOJIOBHE BIKHO. bokoBa maHenb BUKOHYE pPOJIb HaBIraliiHOIro

IHCTpYMEHTa Uil TIEPEMIIEeHHsT MDK pI3HUMH BKiIagkamu mporpamu. Lli
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BKJIQJKA BUIMOBIJAIOTh 3a Pi3HI (QyHKINI, Taki SK CTBOPEHHS HOBHX
nigkIroYeHb 10 SDN KoHTposepa, meperiisiyi akTUBHUX CECiii Ta OTpUMaHHS
iHpOopMaIlii mpo mporpamy.

Jlns  cTBOpeHHs ~ OOKOBOiI  MMaHEN  BUKOPHCTOBYETHCS ~ METO/I
create_sidebar, sixuii renepye enemeHt iHTepdeiicy CTkFrame Ta KHOIKH.
Ko’xHa 3 KHOMOK BIJNOBIJIa€ 3a 3MiHY BKJIaJ0K a00 BUKJIMK MEBHOI (DYHKIIT
JUISL TIOJICTIIIEHHS JTIOCTYI 10 OCHOBHUX MOXJIMBOCTEH mporpamu. Hampuxnan,
Hatuckands kHomku "New Connection" BigKpuBa€ BKIAIKY, SKa JT03BOJISIE
KOpPHCTYBauy CTBOPUTH HOBE IMAKIIOUEHHs 10 KOHTpoJjepa, BBiBIIU IP-aapec

Ta nopt (puc. 3.13).

def create_sidebar(self):
self.sidebar_frame = ctk.CTkFrame(self, width=140, corner_radius=0)
self.sidebar_frame.grid(row=0, column=0, rowspan=4,

sticky="nsew"

Puc. 3.13. CtBopeHHs1 O0KOBOI MaHei

VY Brimamii "New Connection" peamizoBana (opma ajis BBEACHHS
napaMeTpiB miakiaoueHHs 10 KoHTposiepa SDN. Ilons ans BBenenns IP-
aJipecy Ta OPTY CTBOPEHI 3a JOTIOMOTOI0 METOAY create labeled entry, sikuii
J0/1a€ MIANUCaHI TEKCTOBI MOJs Uil 3a0€3MeUeHHs 3p03yMIJIOro Ta 3pyYHOro

iHTepdeiicy kopuctyBaua (puc. 3.14).

self.ip_entry = self.create_labeled_entry(new_connection_frame, "IP
Address:", 1, 0)
self.port_entry = self.create_labeled_entry(new_connection_frame,

"Port:", 2, 0)

Puc. 3.14. Kondiryparis nonis s BeeaeHs [P-aapecu ta mopty SDN

KOHTpoJepa
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KpiM ToOro, kopucryBau Mae MOXIHUBICTh BUOpAaTH TMOKAa3HUKH IS
ONTUMI3allii MapIIpyTiB, a caMe MPOMYCKHY 3JaTHICTh, KUIBKICTh BTPau€HUX
MaKeTiB, Yacy Iepenadi Ta KUIbKICTh XomiB. L{i mapameTpu mpeicTaBiieHl Y
BUTJIAJII BUMANAI0OUUX MEHIO, KOXKHE 3 SKUX HAJAIlITOBYETHCS 3a JOMOMOTOIO

MacuBy optionmenu_vars (puc. 3.15).

option_values = ['Bandwidth’, 'Packets Lost', 'Transmission Delay', 'Hop
Count']
self.optionmenu_vars = [ctk.StringVar(value=val) for val in

option_values]

Puc. 3.15. Kondirypaiiis BuOOpy moKa3HUKIB MIIAXY

KepyBaHHSI akTUBHUMU CECISIMU 3/1MCHIOETHCS uepe3 BKIAAKY "Active
Sessions", ne BiIOOpa)karOThCS BCl MOTOYHI MIJKIIOUYEHHS JO KOHTpoJiepa
SDN. Jlns 11010 BUKOPUCTOBYETHCS KOMIOHEHT CTkScrollableFrame, sxuii
JI03BOJISIE BITIOOpakaTH CIIMCOK CeCiii y BUIJISAI YEKOOKCIB, IO J03BOJISIE
KOPHUCTyBady 0OMpaTu Ti cecli, 3 AKUMU BIH xoue npaitoBatu. Kpim Toro, ieit
KOMITOHEHT TIOJIeTIIye BHIAJIEHHS CeaHCy abo eKCIOpTyBaHHs JOTiB. Moro
BUKOPUCTAHHS € 3PYYHUM JUJIsl BiAOOPaKEHHsSI BEJIMKOI KUJIBKOCTI aKTHMBHUX

niaKIr04YeHb (puc. 3.16).

self.active_sessions_scrollable _frame =
ctk.CTkScrollableFrame(self.active_sessions_frame)
self.active_sessions_scrollable_frame.grid(row=0, column=0, padx=10,

pady=10, sticky="nsew"

Puc. 3.16. Kondirypartis BKJIaaKu JIJ1s1 KEpyBaHHS aKTUBHUMH CECISIMHU

J1J1st moKpalieHHs B3aEMO/IIi 3 KOPUCTYBAYEM JIOJIATOK MICTUTh CUCTEMY
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J1aJIOTOBUX BIKOH JUIS BIJOOpaXEHHS PIZHOMAHITHUX TMOBIIOMIEHB. Js
MPUKJIAAY, SKIIO KOPHUCTYBad BBOJIUTH IMOMUJIKOBI JIaHI TiJ Yac JOJaBaHHS
HOBOTO 3’€qHaHHs (Hampukiana, HenpaBwibHy [P-ampecy), cucrema resepye
MOBIJOMJICHHS TIpO TIOMHJIKY 3a JOINOMOIOI0 JIiajioroBoro BikHa. Ile
3a0e3neyye CBOEYACHUN 3BOPOTHHUN 3B'SI30K 1 JOMOMAara€ KOPUCTyBady

YHUKHYTH TTOMHJIKOBUX 111 (puc. 3.17).

if not self.validate_ip(ip):
messagebox.showerror("Error", "Invalid IP address.")

return

Puc. 3.17. HanamrryBanss AiajgoroBoro BikHa

Knac SDNControllerSession ciyuTh OCEPEAHUKOM MIXK 1HTEp(hericoM
KopuctyBaua Ta kKoHTposiepoMm ONOS SDN. Bin 3abesneuye cTaOlabHUIMA
3B’s13k0K uepe3 REST API gnsg oOpoOku 3anmuTiB Ha MapUIpyTU3aLll0 B
peanbHOMY yacl. Lleii kiac aBToMaTr3ye BUOIp ONTUMAIBHOTO MAPUIPYTY MK
XOCTOMHU BIJIIPaBHUKA Ta OTpuMyBauda. BuOip BimOyBaeThCcs Ha OCHOBI
1H(opMaIlli Ipo AOCTYNMHI MAPLWIPYTH Ta OOpaHUX KOPHUCTYBaye€M IPIOPUTETIB
XapaKTEePUCTHK.

Ilen1 kmac BUKOPUCTOBYE HEUPOHHY MEPEXKY, SIKa 3aBAHTAXKYEThCS Ha
eTari 1Himamizamii. Mojenb MonepeIHbO HaBU€HAa HAa OCHOBI OOpaHUX
XapaKTepUCTUK MEPEkKEBOT0 IUIAXY Ta 37aTHA MPOTHO3YBATH ONTHUMAaJIbHUMN
MapuIpyT Ui nepeaadi qanux. Lle m03Bossie He TUIBKU BpaxOBYBaTU OCHOBHI
MOKa3HUKHK, ajie ¥ ajanTyBaTh BUOIp BIANOBIIHO OO0 AWUHAMIYHUX 3MIH Y

Mepexi.

class SDNControllerSession:
def _init__(self, ip, port, logger, priority _vars):

self.ip =ip
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self.port = port

self.logger = logger
self.priority _vars = priority_vars
self.paths_data =[]

self.active = True

self.model = tf.keras.models.load_model('optimal_path_model.h5’)

Puc. 3.18. Inimamizarnis kmacy SDNControllerSession

VY mpouect cTBopeHHs ek3emiuiipa kinacy SDNControllerSession,
3aJ1al0ThCsl HACTYIIHI MMapaMeTpu:
e p — IP-aapeca koHTpOJIEpA.
® port — NOpT, HA IKOMY KOHTPOJIEP CIyXa€ 3alUTH.
e Jogger — 00'ext kiacy Logger, ssikuil BiNOBIJIa€ 3a JIOTYBaHHS
BCIX 3alUTIB 1 BIAIIOBIAEH.
e priority vars — 3MiHHI, 110 BHU3HAYalOTh IOKa3HUKU BHOOPY
ONTHUMAJIBHOTO HUISXY.

Takox 1HILIANIZYEThCA CIHMCOK paths data, SKU MICTUTH 1HPOPMALIIO
PO NUISIXU, TA 3MIHHA active, iKa BUBHAUAE CTaH CEaHCy.

Mogenb HEUpOHHOI  Mepexi 3aBaHTAXKYETHCS 3 Gaitny
optimal_path _model.h5 y 3miany model (puc. 3.18).

[Tinkmrodennss 10 koHTposiepa SDN BCTaHOBIIOETHCA 3a JIOMOMOTOIO
Meronaa connect, skuii Bukonye HTTP-3anuT 1o koHTposepa, mod oTpuMaTi
JIaHl MO0 JTOCTYIMHUX MapIIPYTIB. Y pa3l YCHIIIHOTO IMTiAKIIOUYCHHS BiIITOBIIb
BIl KOHTpojepa  o0OpoOnseTrbcsi Ta  30epiraethcss.  I[loTiM  nmaHi
TpaHchopmytoThes y ¢popmat JSON, 110 mosernrye noganbinry oopooky. ami
mpolec TMIAKITIOUEHHS JIOTYEThCS IIUIIXOM BHKIMKY MeETOoAy log request
o0’ekta Logger. YcniniHe MiKIIOUEHHS TAKOXK 1HIIIIOE OKPEMUM TOTIK, KU
BIJINOBIJIa€ 3a TIOCTIMHE OTPUMAaHHS OHOBIICHO1 1H(pOpPMAIIli TPO MapIIPyT Bif

KOHTpOJIEpa B PEXKUMI peabHOI0O 4acy.
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def connect(self):

try:
url = f'http://{self.ip}:.{self.port}/onos/v1/route/getPaths’
response = requests.get(url)
response.raise_for_status()
self.paths_data = response.json()
self.logger.log_request(self.ip, "Initial Request”, self.paths_data)
threading.Thread(target=self.continuous_requesting,

daemon=True).start()

return True

except requests.RequestException as e:
self.logger.log_request(self.ip, "Connection Error", str(e))

return False

Puc. 3.19. Monayns miakmtoueHds 10 SDN kKoHTposepa

3’€THAHHSI BCTAHOBIIIOETHCS 32 JOTIOMOTOI0 METOAY requests.get, KU
nepenae HTTP-3anut no konTposepa 3a Bkazanoro [P-agpecoro ta moptom. Y
pa3i yCHINIHOTO 3alUTy JaHl NUIAXy 30epiraioThesl B 3MIHHIN paths data, a
BIJIMOBIIb JIOTYETHCS 32 JIOTIOMOT0I0 METONY log request.

Y BuNagKy BUHUKHCHHS TIOMWJIKHA TIAKIIOYCHHS (HAMPUKIIA,
HEJIOCTYITHUN cepBep ab0 MepeKeBi MpoOJIeMH), BIATIOBIIHE ITOBIIOMIICHHS
TaKO0X 3aIMUCYETHCS 10 KypHaiy (puc. 3.19).

Meron continuous requesting BIINOBITA€ 32 MOHITOPHHT KOHTpOJIEpa
SDN 3 wmetor 3a0e3medeHHs] JOCTYMHOCTI OHOBJICHOI i1H(oOpMaIlii om0
MapuipyTiB. Bin mpairtoe y oHOBOMY pexumi, 3a0e3neuyroun 0e3nepepBHUN
MOTIK JJAHUX B1J] KOHTpOJepa. Y pa3i BAHUKHEHHS ITOMUJIKH IT1]1 Yac 3aluTy J0
KOHTpOJIEpa, HANpHUKIaJ, BHACIIAOK 30010 Mepexi abo HempaBUIbHOI

BIIMOBI/I, BIAMOBIAHA 1H(OpMAIlil HAJICKHUM YHUHOM Joryerbesa. OTXe,
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BEJICHHS JIOT1B JIO3BOJISE BIJICTEKYBATH BC1 BAXKJIMBI MOl Y pOOOTI CUCTEMHU

(puc. 3.20).

def continuous_requesting(self):
while self.active:
try:
url = f'http://{self.ip}:{self.port}/onos/v1/route/getPaths’
response = requests.get(url)
response.raise_for_status()
self.paths_data = response.json()

self.logger.log_request(self.ip, "Path Request", self.paths_data)

# Po3paxosyemo onmumasnbHUl Wnasax
optimal_path = self.predict _optimal_path(self.paths_data)
self.logger.log_request(self.ip, "Optimal Path Sent",

optimal_path)

post_url =
f'http.//{self.ip}:{self.port}/onos/v1/route/setOptimalPath’
requests.post(post_url, json={"pathld": optimal_path['pathid']})
except requests.RequestException as e:

self.logger.log_request(self.ip, "Error", str(e))

time.sleep(1)

Puc. 3.20. OTpuMaHHs TaHUX NP0 XapaKTEPUCTUKH HUIAXiB Bl SDN

KOHTPOJICpa AJIA IIOAAJIBIIOTO BI/I60py Xy

I[J'ISI BU3HAYCHHA ONTUMAJILHOI'O IMIIIAXY BHKOPHUCTOBYETHLCA MCTOL



predict optimal path. Jlani ipo BC1 JOCTYIHI MapUIpyTH MEPETBOPIOIOTHCS Y
dbopmar, cymicHHN 3 HEHpoMepekeBor Mojaeo. Ha mouarkoBomy erari
30MparOThCs J1aHl MPO Pi3HI MapaMeTpH, BKIIOYAIOUU MPOIYCKHY 3/AaTHICTD,
KUTBKICTh BTPAUEHHUX IMAKETIB, Yacy mepeadi Ta KIIbKICTh XOIB JJIsI KOYKHOTO
MapmpyTy. IloTiM 1aHi BHOPSIKOBYIOTBCS BIAMOBITHO JO BH3HAYCHUX
KOPHCTYBa4eM TIPIOPHUTETIB I BPaxOBYBaHHS BIJHOCHOTO TIPHUOPITETY

KOXKHOT'O MOKa3HUKY (puc. 3.21).

def predict_optimal_path(self, paths_data):
input_data = np.array([[path['Bandwidth'], path['Packets.Lost'],
path['Transmission.Delay'], path['Hop.Count']]
for path in paths_data])

selected_priorities = [self.priority _vars[i].get() for i in range(4)]
priority_mapping = {

'‘Bandwidth': O,

'Packets Lost': 1,

'Transmission Delay': 2,

'Hop Count': 3

reordered_input_data = np.array([
[path[priority_mapping[selected_priorities[0]]],
path[priority_mapping[selected_priorities[1]]],
path[priority_mapping[selected_priorities[2]]],
path[priority_mapping[selected_priorities[3]]]]
for path in input_data
1)
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predictions = self.model.predict(reordered_input_data)
optimal_index = np.argmin(predictions)

return paths_data[optimal_index]

Puc. 3.21. Moaynbs BU3HaAYEHHS ONTUMAJIBHOTO LIJIAXY

ITicnst BU3HAYEHHS ONTHUMAJIBHOTO MapuIpyTy HeoOXigHa iH(opmarris
nepenaeTbes Hazad Ha KoHTpousep. Lle mocsraeTbcsi 3aBISIKM BUKOPUCTAHHIO
HTTP POST-3anuty, skuii moJieTiiye mnepeaady CTPYKTypu MapuipyTy Ha
KOHTpPOJIEp JJI1 MOro BUKOPUCTaHHS y TEPECHJIaHHI HOBOT'O TMOTOKY JaHUX.
Kpim Toro, mporiec JoryeThes, 1Mo T03BOJIIE BIICTEKYBATH BUOIp MapuIpyTy
Ha KOKHOMY eTarll.

Jlyist 3aBepIIeHHs] CeaHCy 1 MPUIMHEHHS MOB'S3aHOI 3 HUM JISUIbHOCTI
nependayeHuit  meron  disconnect.  3aBEpUICHHsS  ceaHCy  3amoobirae
Oe3nepepBHOMY OTPUMAHHIO JJAHUX, a cama Iis MoJis Joryerbes. Lleit enemenT
rapaHTy€e HaJeXHE 3aBEpIICHHA 3B'SI3KYy 3 KOHTpOJIEpOM 1 3amoOirae

NOMMWJIKOB1M 00poO1Il JaHUX Yy pa3i 3aBeplleHHs cecii (puc. 3.22).

def disconnect(self):
self.active = False
self.logger.log_request(self.ip, "Disconnected", "Session

disconnected")

Puc. 3.22. 3aBepuienns cecii

Kmac SessionManager OyB po3poOJieHMI 3 METOI0 HaJaHHS
[EHTPAII30BAaHOTO  PIIICHHS JII1  KEPyBaHHS CEaHCAaMH 3  PI3HUMU
koHTponepamu SDN. Ile no3Bosisie kKopucTyBayaM BUKOPHUCTOBYBATH IEBHUM
HaOlp (QyHKIIM, 30KpeMa J0JaBaTd, BUJAISITH Ta EKCHOPTYBaTH JIOTH.
OcHOBHa MeTa Kjacy IOJsra€e B TOMY, 100 IHKAlCyJIIOBaTH MEXaHI3M

KepyBaHHA MIAKIIOYEHHSIMU [0 KOHTpPOJEpiB, 3a0e3nedyloud HaJliHe
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KCpyBaHHA CCaHCaMH Ta X JoramMm, OJHOYACHO HaJAar04H KOpHCTYBaqui

THCTPYMEHTH I 3pYYHOTO KEPYBaHHS MEPEKEIO.

class SessionManager:
def _init__(self):
self.sessions = {}

self.loggers = {}

Puc. 3.23. 3aBepmenns cecii

[Ticnss cTBOpeHHs 00’ekTa Kiacy SessionManager 1HIIIAM3YIOTHCA JB1
NOPOXKHI CTPYKTYpH JaHuX: sSessions Ta loggers. CIOBHHUK SeSSions
BUKOPUCTOBYEThCS Il 30€piraHHd aKTHUBHUX CEAHCIB IIJKIIIOYEHb 10
koHTposepiB SDN. Kitouem € psiiok y dopmati ip:port, SKUN CIyKUTb JJIs
yVHIKaIbHOT 17eHTU(]iKalll KOoXKHOro ceaHcy. [pyruil cioBHuUK, loggers,
30epirae o0'ektu kiacy Logger, KOXeH 3 SIKMX BIJNOBIAA€ 3a JIOTYBaHHS
KOHKPETHOTO ceaHcy. lle nae 3mory BiJcTeXyBaTdU BCi 3allWTH, BIJAMOBIAL Ta
1HII 1111, TOB’sA3aH1 31 BCTAHOBJICHHSAM 3’€IHAHHSAM 3 MEBHUM KOHTPOJIEPOM
(puc. 3.23).

OCHOBHOIO (PYHKIIIE€IO KJIaCy € MOXJIMBICTH J0AaBaTd HOBI cecli. Lle
peanizyeTbes depe3 MeTon add session, SIKMA BUKOHYE KiIbKa Ba)KJIIMBUX
nepeBipok 1 Aii. CrnoyaTky METOJl IEPEBIPsIE, YU ICHYE BXKE CeClsd 3 BKa3aHOIO
[P-aapecoro Ta moptoM. SIKIO Take MiAKIIOYEHHS BXKE aKTUBHE, HOBA CECls HE
CTBOPIOETHCS, 1 MeTo/ moBepTae False. Lle mo3Bosie YHUKHYTH TyOJIFOBAaHHS
3'enHaHb. SIKIO X cecist BIACYTHS, CTBOPIOETHCSI HOBUH KypHa (00'€KT Kiiacy

Logger), sixuii 30epiraTume JIOTH 11711 HOBOI cecii (puc. 3.24).

def add_session(self, ip, port, priority_vars):
if f'{ip}:{port}" in self.sessions:

return False
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logger = Logger(f"{ip}:{port}")
session = SDNControllerSession(ip, port, logger, priority_vars)
if session.connect():
self.sessions[f"{ip}:{port}"] = session
self.loggers[f"{ip}:{port}"] = logger
return True

return False

Puc. 3.24. 3aBepuienns cecii

HacTtymHuM  KpoKOM €  CTBOpEHHS HOBOro o0'ekTa  Kiacy
SDNControllerSession, sxuW 1HKANCyIIO€ BCl JIeTall MIAKIIOYEHHS [0
KoHTposepa. O0'ext cecii oTpumye [P-anpecy, noprt, orep Ta IpiOpUTETH AJIs
MONIYKY ONTHUMAJIBHOTO NUISXY B MEpexi (11l MPIOPUTETU MEPEAAIOTHCS Yyepes
3MIHHY priority vars). Ilicns bOro METOJ| connect HAaMaraeThCsi BCTAHOBUTH
3'€THaHHA 3 KOHTPOJIEPOM. SIKIIO MIAKIIOYEHHS MPOXOAUTH YCHINIHO, HOBA
CECisl IOJAEThCS JI0 CIOBHUKA Sessions, a BIJIMOBIIHUAN JIOTep — JI0 CJIIOBHUKA
loggers. SIkmo cecis goaaHa YCIIIIHO, METOJ ToBepTae 7True, B I1HIIOMY
BUMNAIKY — False.

Kpim nonaBanHs ceciii, knac SessionManager TakoX T03BOJISE
BUJAIATA AaKTHBHI 3'€JHaHHS Yepe3 MeEToN remove session. Jlis 1bOTO
CIIOYATKY MEPEBIPSAETHCS, UM ICHYE CECisl 3 BKa3aHUM KItoueM (session_key, y
dopmari "ip:port"). SIxuio Taka cecist iCHy€, BUKIUKAETbCS MeTO disconnect,
110 BIAMNOBIAA€ 32 KOPEKTHE 3aBEpUICHHsS MiAKItoueHHd. [licig mporo cecis
BUJIAJIIETHCS 3 000X CIIOBHHKIB (sessions 1 loggers), 110 03Ha4Yae, M0 OLIBIIE
HEMa€ aKTUBHOTO MIIKJIIOYEHHS J0 I[bOTO KOHTPOJIEpa, a JIOT TaKOX OUIbIIe

He BeaeThes (puc. 3.25).

def remove_session(self, session_key):

if session_key in self.sessions:
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self.sessions[session_key].disconnect()
del self.sessions[session_key]

del self.loggers[session _key]

Puc. 3.25. 3aBepiienns cecii

Onniero 3 peanizoBaHuX (YHKINN KJacy € MOXJIHUBICTb €KCIIOPTYBaTH
JIOTH B3a€MOJIl 3 KOHTpoOJepoM y TekcToBui dain. Ll dyHkiis goctynHa
yepe3 MeTo export logs, aKuii 103BOJIsIE KOPUCTYBaueBi 30epiratu octanHi N
3allMCIB 13 3a3HAUEHOro XypHaiy ceaHcy. Ilepen excnopToMm nepeBipseThes,
YU ICHYIOTh JIOTH JJISI BIJMOBIJHOTO CE€aHCy. Y BHUMIAJKY, SIKIIO JIOTH BXKE
ICHYIOTb, BUKJIMKA€TbCA MeToJl export logs 1 octanHi N 3amnuciB 30epiratoTbes

y (¢aiin 3a BkazaHuM nuisixom (puc. 3.26).

def export_logs(self, session_key, file_path, last n=100):
if session_key in self.loggers:

self.loggers[session_key].export_logs(file_path, last_n)

Puc. 3.26. 3aBepienns cecii

Knac Logger BiamoBimae 3a 3amuc Ta 30epiraHHs JIOTIB aKTHBHOCTI
KOXXHOTO OKpEeMOro ceaHcy B3aemojii 3 koHTposiepoM SDN. OCHOBHOMO
(GYHKLIEIO € 3amuc JaHuX, 0 CTOCYHOThCS BCIX 3alUTIB, MEPEAaHUX 0
KOHTpoOJiepa, Ta BIIMOBIJAEH, OTpUMAHUX Y BIAMOBIAL. KOXKeH JOT MICTUTH
1H(pOopMaIliIo PO Yac 3amuTy, caM 3aluT 1 BIANOBIAL HA HHOTro. Lle no3Boiise
BIJICTEXKYBATH Jii Ta CTaH MEpPEXl B KOKEH KOHKpeTHHM MoMeHT yacy. llle
OJTHIEIO KIIFOUOBOIO OCOOJIMBICTIO KJIACy € MOXJIMBICTh KOHTPOJIIOBATH
KUIBKICTh 3allMCIB, IO JI03BOJISIE YHUKHYTH TEPEBAHTAXEHHS CUCTEMHU Ta

HAJMIPHOTO BUKOPHUCTAHHS 1AM’ SITi.
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class Logger:
def _init__(self, session_key):
self.session_key = session_key

self.logs =[]

Puc. 3.27. 3aBepiienns cecii

[Ticnst cTBOopeHHs1 00’ekTa Kiacy Logger BUKIUKAETHCS KOHCTPYKTOP,
AKUW TpuiiMae K BXIAHI JaHl igeHTHdIKaTOp ceaHcy session key. Bin
BUKOPUCTOBYETHCSI 3 METOI 17eHTH(IKAIl BIAMOBIIHOI JISJIBHOCTI, SKa
NOB’s13aHa 3 IEBHUM MIAKIIOUEHHAM 10 KoHTposiepa SDN. Jloru 36epiratorbest
y BUIJISI/II CIUCKY, SIKMM CHOYaTKy BCTAHOBJIEHUU y MOPOXHIN cTaH. CrMcoK
CIIYKUTh JUIsl 30€piraHHs BCIX 3alMCIB 3alUTIB 1 BIAMOBIIEH BiJ] KOHTpoJEpa
(puc. 3.27).

OnHuM 13 OCHOBHUX METOJIB KJacy € log request. Bin 30epirae KoxeH
3aIUT, SIKUi OYB TIEpeIaHuii KOHTPOJIEPY, Pa30M 13 BIAMOBITHOIO BIATOBIIIIO.
KpiM TOro, KOeH 3amuc CyNnpoOBOJKYETHCS MITKOIO 4acy, sfika TOYHO (PIKCYye
MoMeHT B3aemojii. Ile mocsraerbcst 3a gomomororo (GpyHKIi datetime.now(),
sKa TOBepTae MOTOYHMM 4ac, 1 Merony strftime("%Y-%m-%d %H:%M:%S’),
kUi (popmarye vac sk gaTa il yac 13 TOUHICTIO 10 ceKyH. Lle 103Bosie TOUHO
BU3HAYUTH MOMEHT 4acy, KOJM OyJo 1HII[IHOBAHO 3alWT, 110 MA€ BaXKIIUBE
3HAUEHHA JUIsl MEPEBIPKM poOOTH MEpeXi Ta BHSBJICHHS MOTEHLIMHUX a0o

ICHyr0uHX pobiiem (puc. 3.28).

def log_request(self, session_key, request, response):
timestamp = datetime.now().strftime('%Y-%m-%d %H:%M:%S')
if len(self.logs) >= 100:
self.logs.pop(0)

self.logs.append(f"{timestamp} - {request}: {response}")

Puc. 3.28. 3aBepmenns cecii
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Jlis  yHUKHEHHS HAKONMUYEHHS HaaMIPHOI KUIBKOCTI 3amucCiB 1
HAJMIPHOTO BHUKOPHUCTAHHA NaM'siTi y CHUCTeMi, Kjac OOMEXYy€ KUIbKICTh
30epexkeHunx JioriB. Lle peami3yeTbes NMUIIXOM OOMEXKEHHS CIIMCKY JIOTIB JIO
100 3ammciB. Komu KiTbKICTh 3amlHCIB y CIUCKY NEPEBHINYE LEH TMOPIr,
HalcTapill 3 HUX aBTOMAaTHYHO BUJAIISIOTHCA 3a JIOMOMOTOI0 MeToay pop(0).
[le 3abe3neuye 30epeKEHHS JHINE AaKTyaJbHUX JAHUX, IO CTOCYIOTHCS
OCTaHHIX 3alUTIB 10 KOHTpPOJepa, 1 JO3BOJSE 3aMOOITTH CHUTYyallii, KOJIA
YKYpHAaJ JIOT1B IEPETIOBHIOETHCHA.

Kpim 3amucy ioriB y mnam'ste, kiac Logger TakoX J03BOJISE
€KCIIOPTYBATH iX Y BUIJIAII TeKCTOBOro ¢aiiy. Lle poOuThcs 3a 101omMororo
MEeTOny export logs, KUl A03BOJISIE 30€piraTd OCTaHHI 3allMCU JKypHAIy B
okpeMuil (paity. 3a 3aMOBUYBaHHSIM €KCHOPT BkJItouae octaHHl 100 3amucis,
OJTHAK KOPUCTYBAad MOXKE€ 3MIHUTHU L€ 3HAUEHHS, BKAa3aBLIM 1HIIY KUIBKICTb
JoriB Juist 30epexeHHs. DyHKIS eKCIOpTye OCTaHHI 3allMCH 33 JOIMOMOTIOIO
cTaHjapTHOI omepaiii 3amucy y (aitn. Cnouatky mnoTpiOHI 3amucu
00'€IHYIOThCSL B OZIMH TEKCTOBUM PSIIOK LUISIXOM 3'€/IHAHHS €JIEMEHTIB CIIUCKY
3a nonomoror Meroay join. Ilicis mporo Qaitn BIAKPUBAETHCS y PEKUMI
3amucy, 1 jJoru 30epiratoTbes y HboMmy. Daiil aBTOMAaTUYHO 3aKPUBAETHCA
MICTIsl 3aBEPILCHHS Orepallii 3aBAsSKU BUKOPUCTAHHIO KOHCTPYKIl with, sika

3a0e3neuye Oe3neuHe kepyBaHHs (pailiamu 1 3amo0irae BUTOKY pecypciB (puc.

3.29).

def export_logs(self, file_path, last_n = 100):
logs _to_export = ".join(self.logs[-last_n:])
with open(file_path, 'w') as file:

file.write(logs_to_export)

Puc. 3.29. 3aBepmenns cecii
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3.5. Moaudikauis SDN konrposepa ONOS

Hna imrterpamii ONOS 3 iHTepdeiicoM KopucTyBaua, SIKUH
BUKOPHUCTOBYETHCA [UIsl BUOOPY ONTHMAaNbHI MapUIpyTH Tepefadi JaHUuX Y
SDN wmepexi, ctBopeHo gonarok ONOS min Hazsoro LBBNN Application.
Bin BuxopuctoBye REST API ny1s1 B3aemoii 3 KOMIOHEHTaMH MapIIpyTH3allii
ONOS, Hagarouu [AOCTYyH JI0 MOKJIMBUX MapIIpyTiB MIK XOCTaMH Ta
BUOMpAIOYM ONTUMAIIbHUN MUISIX JUIsl epeadl TaHuX.

Po3pobka mepenbdauae crBopeHHss REST API 3 gBoma ocHOoBHUMH
KIHIIEBUMU TOYKaMH: /getPaths niis OTPUMaHHS CIUCKY JOCTYIHUX
MapuIpyTiB MK BKa3aHUMHU XOcTamu Ta /SetOptimalPath njis BCTaHOBJICHHS
ONTUMAIBHOTO NUIAXY HA OCHOBI OTPUMAHMX JaHUX.

Po3pobka mounHaeTbesi 31 CTBOpEHHs MpoekTy aogatka ONOS, skuit
Oyne peanizoByBaTH 3a3HaueHud (QyskuioHan. Komanpa omnos-create-app
CTBOPIOE CTPYKTYpPy MPOEKTy Ta HeoOXigHl KoHdirypariiHi daimm. Im's
MPOEKTY Ta WMOro yHIKaIbHUWU 1aeHTUdikaTop (org.onosproject.lbbnn)
BU3HAYAIOTHCSA MM1]1 Yac 1HIIiami3amli 1as 3py4HOro BIACTEKEHHS Ta KEPYBaHHS

(puc. 3.30).

onos-create-app org.onosproject.lbbnn Ibbnn 1.0.0

Puc. 3.30. CTBOpEHHs CTPYKTYpH ITPOEKTY

Kmac LbbnnResource BiamoBimae 3a 00poOky Bcix HTTP-3amuris,
cupsimoBanux 10 REST API. Knac wmicTuTh MeTonu Ajid TOLIYKY Ta
Moaudikaiii MapupyTiB. 30Kpema, MeTon getPaths BUKOPUCTOBYETHCS IS
MOIIYKY BCIX MOTEHUIMHMX MAapuIpyTiB MK JBOMa BKa3aHMMH XOCTaMH,
BUKOPUCTOBYIOUM 1XHI1 BIANOBIAHI i1eHTH(IKaTOpH (SrcHostld Ta dstHostld).

VY knaci TakoX 1HILIATI3YIOThCS CIIYy>KOW, HEOOXigHI s poOoTH 3
Mepexero, 30kpeMa HostService, PathService Ta PacketService. KoxHa 3 mux

CIIY>K0 Bifirpae BaXXJIUBY poJib y 300pi Ta 00poOIii iHdOopMaLlii TPO MEPEXKY.
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HostService BinnoBigae 3a KepyBaHHI XOCTaMH B Mepexi, PathService nHanae
dbyHKIIIOHAan AJi1 OTpUMaHHS iH(OpMalii Mpo MapUIpyTH MK XOCTamH, a
PacketService nmo3Bomnsie oOpoOIATH TaKeTH IaHUX, SKI MPOXOIATHh Uepe3

Mepexy (puc. 3.31).

@Path("route")
public class LbbnnResource extends AbstractWebResource {

private final Logger log = LoggerFactory.getLogger(getClass());

private final HostService hostService = get(HostService.class);
private final PathService pathService = get(PathService.class);
private final PacketService packetService = get(PacketService.class);
private final PacketProcessor packetProcessor = new

InternalPacketProcessor();

public LbbnnResource() {
packetService.addProcessor(packetProcessor,

PacketProcessor.director(2));

}

Puc. 3.31. CTBOpEHHsI OCHOBHOT'O KJIacy

PosrasinyTrii kinac MICTUTh BHYTpilHINA kiac InternalPacketProcessor,
aKul peanidye iHTepdeiic PacketProcessor. BiH BUKOPUCTOBYETHCS IS
0OpOOKHM HOBUX IMAKETIB, SIKI HAAXOIATh Yy Mepexy. [liciis oTpruMaHHsS HOBOTO
MakKeTy METOJ| process 1boro kiacy Butsarye MAC-anpecu 3 Ethernet-dpeiimy
Ta BCTAHOBIIOE 3HAYEHHS JJId 3MIHHMX currentSrc 1 currentDst, K1
MPEACTaBIAIOTh JDKEpEeIo 1 ajpecaT makery BianoBigHo. Ile mo3Bosisie

3MIIMCHIOBATH MOAAJBITY 00pOoOKy makeTiB (puc. 3.32).
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private class InternalPacketProcessor implements PacketProcessor {
static Hostld currentSrc;

static Hostld currentDst;

@Override
public void process(PacketContext context) {

if (context.isHandled()) return;

Ethernet ethernetFrame = context.inPacket().parsed();

if (ethernetFrame == null) return;

currentSrc = Hostld.hostld(ethernetFrame.getSourceMAC());

currentDst = Hostld.hostld(ethernetFrame.getDestinationMAC());

log.info("New packet processed - Source: {}, Destination: {}",

currentSrc, currentDst);

}

Puc. 3.32. CTBOpEHHSI OCHOBHOI'O KJIacy

Merton getPaths, peanizoBanuii y BuIlle3a3Hau€HOMY KJ1aci, po3po0JIeHO
cnermiaabHo a1 00poOku 3anmutiB GET s mapmipytiB Mk xoctamu. Bin
nepeBipsie, 4yu € src Ta dst ineHtudikaropamu xocrta. Ilicas wmporo
BUKIIUKA€ETHCS METOJ pathService.getPaths nnst OTpUMaHHs CIIUCKY AOCTYTTHUX
MapmpyTiB. JIJIS  KOXXHOTO ~ MapuipyTy MeETOJ OOYHCIIOE  HACTYITHI
XapaKTEPUCTUKU: TMPOIYCKHA 3AaTHICTh, KIUIbKICTh BTPAY€HUX IAKETIB, 4ac
nepeaadi Ta KubKicTh xomiB. Ili 3HaueHHs moBepTaroThes y Gopmarti JSON,

0 JI03BOJIAE KOPUCTYyBaueBI a00 KIIEHTCHKIM TMporpami OTpUMYBAaTH
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CTPYKTypOBaHy iHGopMaIliro mpo MapupytH (puc. 3.33).

@GET
@Path("/getPaths")
@Produces(MediaType.APPLICATION_JSON)
public Response getPaths() {
try {
// src ma dst, 36epexceHi npu obpobui nakemy
Hostld src = InternalPacketProcessor.currentSrc;

Hostld dst = InternalPacketProcessor.currentDst;

if (src ==null || dst == null) {
log.warn("Source or Destination Hostld is null.");
return
Response.status(Response.Status.BAD REQUEST).entity("Source or

Destination Hostld is null.").build();
}

List<Path> paths = pathService.getPaths(
hostService.getHost(src).location(),

hostService.getHost(dst).location());

List<Map<String, Object>> pathsData = paths.stream().map(path -

Map<String, Object> pathData = new HashMap<>();
pathData.put("pathld", path.id());
pathData.put("Bandwidth", calculateBandwidth(path));

pathData.put("PacketsLost", calculatePacketsLost(path));
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pathData.put("TransmissionDelay",

calculateTransmissionDelay(path));
pathData.put("HopCount”, path.links().size());
return pathData;

}).collect(Collectors.tolList());

log.info("Paths with characteristics between {} and {}: {}", src, dst,
pathsData);
return Response.ok(pathsData).build();
} catch (Exception e) {
log.error("Failed to retrieve paths”, e);
return

Response.status(Response.Status.INTERNAL SERVER _ERROR).build();
}

Puc. 3.33. Meron getPaths

Po3paxyHOK XapakTepuUCTHUK MapIIpyTy peani3oBaHO 3a JOMOMOTOI0
BUKOPUCTaHHA NMPUBATHUX METOMIB calculateBandwidth, calculatePacketsLost,
calculateTransmissionDelay Ta calculateHopCount. Meron
calculateBandwidth ~ BUKOPUCTOBY€ThCA JJII  BU3HAYEHHS  KOEQIIIEHTY
MPOITYCKHOI 3JaTHOCTI BIANOBIAHOTO Mapupyty 3a popmyioro 2.1. [ToniOnum
gyuHOM, Metomm  calculatePacketsLost 1 calculateTransmissionDelay
BUKOPUCTOBYIOTh (DOpMyIH, po3riisHyTI y 2 po3auti (popmynu 2.3 Tta 2.4),
mo0 OOYMCIWTH KIUTBKICTh BTpPAaYeHMX TAKeTIB 1 4Yacy mepejadi,
BUKOPHCTOBYIOUH 310paHi JaHi MPO CTaH MEPEKI.

Meron calculateBandwidth BinnoBiae 3a 00paxyHOK KoedillieHTa

MPOIYCKHOI 37aTHOCTI MapmipyTy. OCHOBHOIO METOI IIBOTO METONY €
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BU3HAUYCHHs KUIBKOCTI JaHUX, SIKi OyJIO MepelnaHo 4epe3 ycl CKIAJ0Bl1 JIAHKU
BKa3aHOro wmapupyty. Meron mnpuiiMae aprymeHt Ttuny Path, saxkui
npefcTaBisie coOO0I0 MapuIpyT, IO CKJIAJa€ThCs 3 JAEKUIBKOX JIaHOK.
BayTpiniHs jgorika MeToy nepeadadae iTepalliro 1Mo BCIiX KaHajax MapuipyTy,
P IIbOMY KIJTBKICTh OAWTIB, IEPETaHUX MO KOKHOMY KaHATy, OTPUMYETHCS
3a JIOTIOMOTOI0 BUKIHMKY Merony getBytesTransferred(link). Ilicma uporo
METOJI OTPUMYE CTATUCTUKY JJI KOXKHOTO KaHally 1 OOYMCIIOE 3arajbHy
KUTBKICTh TMepeaHnx OalTIB 3 po3paxyHKy Ha OIT B cexyHny. [loTiM 3arambHa
KUIBKICTh OalTIB JUIMTHCS HA MaKCHUMaJbHY IPOMYCKHY 3JaTHICTh, TaKUM
YUHOM OTPUMYIOYM HOpPMajli30BaHE 3HAYCHHS TMPOIYCKHOI 3JaTHOCTI B

niama3oni Big 0 go 1 (puc. 3.34).

private double calculateBandwidth(Path path) {
double totalBytes = 0.0;
double maxBandwidth = path.maxBandwidth();

for (Link link : path.links()) {
double bytes = getBytesTransferred(link);
totalBytes += bytes;

}

return totalBytes / maxBandwidth;

private double getBytesTransferred(Link link) {
Deviceld srcDeviceld = link.src().deviceld();

Deviceld dstDeviceld = link.dst().deviceld();

Load load = statisticService.load(link);

double bytesTransferred = load.rate();
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log.debug("Bytes transferred on link {}-{}: {}", srcDeviceld,
dstDeviceld, bytesTransferred);

return bytesTransferred / 8.0;

Puc. 3.34. Merox calculateBandwidth

Merton calculatePacketsLost BUKOPUCTOBYEThCS IS  OOYMCIICHHS
IIBUIKOCTI BTpaTH TAKETIB Ha 3aJaHoMy MapmipyTti. Merox mnpuiimae
aprymeHT Tuny Path 1, ik 1 y BUNIQJIKy 3 TIOTIEPEIHIM METOJIOM, BUKOHY€E 00X1]1
BCIX JIAaHOK Mapuipyty. Jisi KOXKHOT JIJaHKHM OOYHMCITIOETHCSI KUTbKICTh TAKETIB,
0 TPOUNUIM B MPSAMOMY 1 3BOPOTHOMY HamNpsIMKax, IIJISTXOM BHKIHKY
meroniB getForwardPackets(link) ta getBackwardPackets(link) BinmoBimHoO.
KinbKkicTh BTpau€HUX MaKETIB OOUUCIIOETHCS BIAMOBIIHO 10 dhopmynu 2.2. Ile
JI0O3BOJIIE KOPUCTYBAaueBl OTPUMATH TMOKA3HUK, SIKMM BiloOpakae BiJICOTOK
BTpaT TMakeTiB. BaxiInMBo  OCOOJNMBICTIO METOJIy €  MOKJIUBICTD
MpeCTaBJICHHS MOKa3HUKa B AianasoHi Big 0 mo 1, e 0 o3Havae BIACYTHICTh

BTpAaT MaKeTiB, a | - MOBHY BTpaTy BCix makeTiB (puc. 3.35).

private double calculatePacketsLost(Path path) {
double totalForwardPackets = 0.0;
double totalBackwardPackets = 0.0;
for (Link link : path.links()) {
totalForwardPackets += getForwardPackets(link);

totalBackwardPackets += getBackwardPackets(link);

return (totalForwardPackets - totalBackwardPackets) /

totalForwardPackets;

}
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private double getForwardPackets(Link link) {

Deviceld srcDeviceld = link.src().deviceld();

return flowRuleService.getFlowEntries(srcDeviceld).stream()
.mapToDouble(FlowEntry::packets) // 3a2anbHa KinbKicmeo
naxkemis snepeo

.sum();

private double getBackwardPackets(Link link) {
Deviceld dstDeviceld = link.dst().deviceld(),

return flowRuleService.getFlowEntries(dstDeviceld).stream()

.mapToDouble(FlowEntry::packets).sum();

Puc. 3.35. Mertox calculatePacketsLost

Merton calculateTransmissionDelay BUKOPUCTOBYETHCS TSt
BU3HAUEHHS 3arajJibHOTO Yacy nepenadi JaHux yepes Mapuipyt. Llei mokasHuk
Ma€ BaXXJIMBE 3HAYEHHS IS OLIHKK 3arajibHOi MPOJYKTHBHOCTI MeEpExi,
BpaxoOBYIOUM, IO Yac IMepeaayl MOXKe MaTh 3HAYHUM BIUIMB Ha SIKICTh
nepeaadi AaHux. Sk 1 B MOMEpeaHIX BUIAIKAX, METOJ MPUHMA€E apryMEHT
tuny Path 1 BUKOHY€ 1TEpalliio 1Mo KaHajaM Mapuipyty. s KOXKHOro KaHaiy
PO3PaxOBYETHCS 3arajbHa TPUBAIICTh Mepeaadi JaHuX 3a JOMOMOTOI0 METOTY
getFlowDuration(link), a Takox cepenniii wmikmaketHuir dvac (IAT) 3a
nonomoroo  Merony getFlowlATMean(link). 3aranpbHuii 4ac mnepeaadi

PO3paxoBYEThCS NOAaBAaHHAM 3arajbHOI TPUBAJIOCTI Ta CEPEAHBOI 3aTPUMKH,
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10 J1a€ TOYHY OLIHKY 4acy Iepeadi Mo BCbOMY MapuipyTy. Y pe3yibTari
OTPUMAEMO TIOKa3HUK, KWW BimoOpakae dvac, HEOOXIAHMU A JOCTaBKH

JTAHUX BiJ JDKEpea 10 MicIls mpu3HadeHHs (puc. 3.36).

private double calculateTransmissionDelay(Path path) {
double totalDuration = 0.0;
double meanlAT = 0.0;

for (Link link : path.links()) {

totalDuration += getFlowDuration(link);

meanlAT += getFlowlATMean(link);

return totalDuration + meanlAT;

private double getFlowDuration(Link link) {
Deviceld deviceld = link.src().deviceld();

return flowRuleService.getFlowEntries(deviceld).stream()

.mapToDouble(FlowEntry::life)
.average().orElse(0.0);

private double getFlowlATMean(Link link) {
Deviceld deviceld = link.src().deviceld();

return flowRuleService.getFlowEntries(deviceld).stream()
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.mapToDouble(flow -> {

double packets = flow.packets();

double duration = flow.life();

return packets > 0 ? (duration / packets) : 0.0;
}).average().orElse(0.0);

Puc. 3.36. Merton calculateTransmissionDelay

Meron setOptimalPath, y cBorwo uepry, npuiimae JSON-zanut 3 ID
ONTUMAJIBHOTO MAapuIpyTy, OTPUMAHOTrO 3 iHTepdeicy KopucTyBaya, Ta
BUKOPHUCTOBYE BHYTpIIIHIN MeToN applyOptimalPath nyis ioro BCTaHOBJICHHS.
CroyaTky Lied MeTOJ 3HaXOAUTh 0O0paHWii MapmipyT Ha ocHOB1 ID, a motim

3acTocoBye Horo y mepexi uepe3 ONOS API (puc. 3.37).

@POST
@Path("/setOptimalPath")
@Consumes(MediaType.APPLICATION_JSON)
public Response setOptimalPath(OptimalPathRequest request) {
try {
Path optimalPath = findPathByld(request.getPathld());
if (optimalPath != null) {
applyOptimalPath(optimalPath);
log.info("Optimal path {} applied.”, request.getPathld());
return Response.ok().build();
telse{
log.warn("Optimal path not found: {}", request.getPathld());
return Response.status(Response.Status.NOT_FOUND).build();
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} catch (Exception e) {
log.error("Failed to apply optimal path", e);
return

Response.status(Response.Status.INTERNAL _SERVER _ERROR).build();
}

Puc. 3.37. Meron setOptimalPath

Knac  OptimalPathRequest peani3oBaHo sl  OOpoOKM  JaHUX,
orpuManux y ¢Gopmati JSON npu moOyJoBI ONTUMAIBHOTO MapUIPYTY.
€nuHuM aTpuOyTOM LIBOTO KIJACY € pathld, sixuii ciayrye st ineHTtudikarii
oOpanoro Mapuipyty. Kouctpykropu Tta Mmeromu getPathld ta setPathld
MOJIETIIYIOTh OTPUMAHHS Ta MPUCBOEHHS 3HAYCHHS MapameTpy, TUM CaMUM
rapantyiouun Oe3nepeOiitHy mnepenady pganux y Qopmari JSON  Mix

1HTEepdeiicom kopuctyBada Ta foaatkom ONOS (puc. 3.38).

package org.onosproject.lbbnn;
public class OptimalPathRequest {
private String pathld;
public String getPathld() {
return pathld;
}
public void setPathld(String pathld) {
this.pathld = pathld;

Puc. 3.38. Knac 06po6ku nanux
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B ronoBHomy knaci gonarka, LbbnnApp, BUKOHAHO HaJlalUTyBaHHS
KOMITOHEHTIB 1t peectpanii  LbbnnResource sk REST  APL
BukopucTOBYI0OUM METOAM JKUTTEBOrO LMKy activate Ta deactivate,
3a0€3IeuyeThCs  IMOYATKOBE  1HIIIANI3yBaHHS  JIoJaTKa Ta  KOPEKTHE
BIJIKJTFOYCHHS HOTO (DYHKIIOHATBHOCTI TP 3yNuHIl. LbbnnApp peecTpyeThcs
B ONOS 3a nonomoroto coreService.registerApplication, mo 3abe3neuye Homy
yHiKanpHUN 1D 1 103Bossie 00po6asaTH 3anuTy Bl 1HIIKX MoayiB ONOS, a

TaKoX BiJ 30BHIMHIX KaieHTIB yepe3 REST API (puc. 3.39).

@Component(immediate = true)
@Service
public class LbbnnApp extends AbstractWebApplication {
private final Logger log = LoggerFactory.getLogger(getClass());
private Applicationld appld;
@Override
protected Set<Class<?>> getClasses() {
return getClasses(LbbnnResource.class);
}
protected void activate() {
appld = coreService.registerApplication("org.onosproject.lbbnn”);
log.info("Started LBBNN Application with ID {}", appld.id());
}
protected void deactivate() {
log.info("Stopped LBBNN Application");

}

Puc. 3.39. HanamryBaHHsl KOMIIOHEHTIB JyIsl peectparlii LbbnnResource sik

REST API
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o6 3abe3neunTu onTuManbHe (HYHKIIOHYBAaHHS IMPOTPaMU, BaXKIHBO
BKJIFOUUTH 3aJCKHOCTI y (ailn pom.xml 3 METOIO MOJETUICHHS B3aeMOJIi 3
HostService, PathService Ta inmumu ciayxx6amu ONOS. Ile 3a0e3neuuthb
MOBHY 1HTETPAIlif0 3 OCHOBHIMH KOMITOHEHTAMHU MEPEXi, BKIIOYAI0YH XOCTH
Ta TOTMOJIOTIIO.

[Ticns HamamTyBaHHS HEOOX1THUX 3aJICKHOCTEH MPOEKT KOMITUTIOEThHCS
Ta 30UpaEeThCad 3a JIONMOMOTOI KOMaHAM mvn clean install, sxa reHepye
HeoOx1aH1 apredaktu i BcraHoBieHHs nporpamu ONOS y dopmi nakera
.oar. Jlam nmporpama BCTaHOBIIOEThCS Ta akTUBYeThbest B ONOS 3a nomnoMororo

onos-app localhost install!, 110 103BOJIAE€ POrpamMi B3aEMOIATH 3 ICHYIOUUMHU

ciyx6amu ONOS.
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BucHoBkmu 10 po3ainy 3

B nmanomy po3gim Oyno po3poOieHO MOJeah HEUPOHHOT MEpexi s
IPOTHO3YBaHHSI ONTHMAJBHOTO WUIAXY IMepenayl MakeTiB y MpOorpamMHO-
KOH(}IrypoBaHiii Mepexi. byno M0CSIrHyTo psj BaXIMBHX €TamiB Ta
pe3ybTaTiB:

1. 3i0panHo 1 momepenHbO OOPOOIEHO peanbHI MEPEKEBl JNaHi, SIKi
MICTATh 1HGOpPMAIIIIO MPO PI3HI MapaMeTpu MEPEKEeBUX IOTOKIB, TaKl SK
MPOITyCKHA 3/IaTHICTh, BTpaTa MAaKeTiB, Yac Tepeaadi MakeTiB Ta KiIbKICTh
MIePEXO/IiB,;

2. Ha ocHOBI HasBHHUX JaHUX PO3PAXOBAHO OCHOBHI O3HAKH, Kl
BIUIMBAIOTh Ha SIKICTh Mepenayl JaHux y Mepexi. [IpomyckHa 31aTHICTB,
BTpaTa TMAakKeTiB, 3arajlbHUi 4Yac Tepenaydl Ta KUIBKICTh XOMHiB Oynu
BUKOPHUCTaHI K KJIOYOBI 3MiHHI;

3. Jlani Oynu po3AiIEHI Ha HaBYalbHYy Ta TECTOBY BHUOIPKU Y
cniBBigHOmEeHH1 80:20. /{1 xoxHOi BUOIpKH Oy HOpMasi30BaHI 3HAYEHHS
O3HaK, 10 3a0e3me4mio iX MaciTa0yBaHHS Ta MIJABUIICHHS €()EKTUBHOCTI
HaBYaHHS MOJIEI;

4. Po3po0iieHO MOJIesb HEUPOHHOI MEpPEeXki 31 CTPYKTYpOlO, IO
BKJIIOYA€ BXIJIHUA pIBEHb, JBAa MPUXOBAHUX IMapu 3 (DYHKIIEH aKTHBAIli
ReLU Tta BuxigHu piBeHb 3 JiHIHHOW (QyHKIIEO akTuBaIii. JlogaTkoBo, mys

3ano0iraHHs IepeHaBYAHHIO, BUKOPUCTOBYBascs Dropout mapu.
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PO3/ILI 4

TECTYBAHHSA TA AHAJII3 METOA1Y KOHCTPYIOBAHHA
TPADIKY Y IPOI'PAMHO-KOH®IT'YPOBAHUX MEPEKAX HA
OCHOBI IITYYHOI'O IHTEJIEKTY

Y ngaHomy po3mini amcepranii  TPOBOJAWTHCS aHAi3 TECTYBaHHS
METOAY KOHCTPYIOBaHHS TpadiKy y HpOrpamMHO-KOH(]IrypoBaHUX Mepekax,
3aCHOBAHOTO Ha INTy4yHOMY iHTeNeKTl. [IpoBoauThCs OlliHKAa €PEeKTUBHOCTI
BIIPOBA/KEHHS IITYYHOTO 1HTENEKTY B KOHTEKCTI omTuMizalii Tpadiky Ta
KEpYBaHHSI MEPEXKEBUMH pecypcamu. AHali3 3aCHOBYETHCS Ha pe3yJsibTaTax
eKCIIEPUMEHTAIBHUX JOCHIDKEHb Ta CHMYJSIIN, TPOBEACHUX 3 METOIO
BU3HAUEHHS BIUIMBY 3alPOIIOHOBAHOTO METOJly Ha 3arajibHy IPOAYKTUBHICTb

Mepexi.

4.1. Po3poOka TecTOBOI0 ceperoBHUIIA

Jlst Toro, o6 OUIHUTU €(PEKTUBHICTH pO3pO0JIEHOT HEHPOHHOT MEpEXI
HAa CHCTeMI, sKka HaOIWKeHa /0 pealbHUX YMOB eKCIUTyaralii, Oyio
BUKOPUCTAHO IHCTPYMEHT MOJIENIIOBaHHS Mepexi Mininet.

[Ilo6 rapanTyBaTM oONTUMajdbHE  (YHKIIOHYBAaHHS  TECTOBOIO
cepenoBuia B Mininet, BA)KJIMBO HaJAIITyBaTH K TOIMOJOTII0 MEPEXi, TaK 1
napameTtpu koHTposiepa SDN. Tononoris Mepexi modygoBaHa 3a I0NOMOTOI0
MOBU mporpamyBaHHsi Python, mo mo3Boiise koH}ITYpyBaTH KOMIIOHEHTH
Mepexi Ta X B3aEMOJIIIO.

TecToBuil HaOip JaHUX TEHEPYETHCS HA OCHOBI CTBOPEHOT TOIOJIOT, 5K
MoKa3aHo Ha MaoHKy 4.1. ¥V 1iif Tomosorii XocTH BHMAJKOBO TMEpeaaroTh
MepexeBuil Tpadik oguH ogHoMy. Takuii minxin 3abe3nedye MOACTIOBaHHS
MepexeBoro Tpadiky, HAOMMKEHOTO 0 peaJbHUX YMOB, JI03BOJISIOUU
IMITYBaTH PI3HOMAHITHI CIleHapii HaBaHTaKeHHsS. [ eHepallisi BUITaJKOBOTO

Tpadiky 3abe3nedye AMHAMIYHICTH MEPEKEBOTO HABAHTAKEHHS, TaKUM
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YUHOM HaOMMKaloud yMOBH, Siki O BHHHUKIM IIiJI 4ac poOOOTH Mepexi B

peaTbHOMY CEPEIOBHIIT.

Puc. 4.1. Cna0ko 3B’s13aHa TOMOJIOT1A

Kontponep SDN, y cBorw uepry, BUKopuctoBye mnpotokona OpenFlow
JUIsL BU3HAYEHHS XapaKTEPUCTUK MEPEKEBOTO HABAHTAKEHHA. [IpoTokoi
OpenFlow 103BOJIsIE KOHTPOJIEPY BIACTEKYBAaTH HABAHTAXKEHHS HA MEPEKEBI
NUIAXW, [0 € BaXJIMBUM KPOKOM Yy TIPOIECi aHajizy Ta ONTHMI3aIli
MapmipyTiB mepemadi Tpadiky nanux. lle mo3Bosisie aHamizyBaTH MOTOKHU
JaHUX 1 BHU3HAYAaTH MPOAYKTUBHICTH MEpeXl B yMOBaX 3MIHHOTO
HABAHTAKEHHS.

JI71s1 CTBOpEHHSI TECTOBOIO HA0OPY JaHUX JJisi TECTyBaHHSA HEMPOHHUX
MEpEeX, XapaKTEPUCTUKU HABAHTAXKEHHS NUBIXIB 30upanuch mpoTsirom 180
cexyHn. Lleit mepion yacy n03BOJIMB 310paTH JOCTATHIO KUIBKICTh JAaHUX, IO

OXOILTIOIOTh Jlana3oH yMOB HaBaHTAXEHHS, $SKI MOXXHa CIIOCTEpIraTu B
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pealbHMX Mepekax. Hallp maHuX MICTUTH pPsJl KIHOYOBUX IMapaMmeTpiB,
BKJIIOUAIOYH Yac Mepeiadi, MPoImyCcKHy 3/aTHICTh 1 BTpary nakeTiB. [lani Oynu
BUKOPDHUCTAaHI Ui OIIHKKA €(QEeKTUBHOCTI HEUPOHHOT Mepexi s
OanmaHCyBaHHS HaBaHTA)KCHHS.

PosrnsHemMo po6OTy 3amporOHOBAHOTO METOAY Ha IOBHO3B SI3HOMY
rpadi, peacTaBIeHOMY Ha pUCYHKY 4.2, Ta rpadi ne bpyitHa (puc. 4.3), skuii

posrisigaBcs B podorax [70-72].

Puc. 4.2. TloBHO3B s13HA TOMOJIOTISA

["enepariist TecToBOro HabOPyY AJIA TOMOJOTIH, 300pakeHUX Ha puc. 4.2-
4.3 BigOyBasach aHajoriyHo o tomousiorii  4.1. XapakTepucTuku
3aBaHTaXEHHS NUBIXIB 30upanucs mnpotsroM 180 cekyHA Ta BKIIOYAIOTh

KITFOUOBI XapaKTEPUCTUKU MEPEKI.
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Puc. 4.3. I'pad ne bpyiina

Ha ocHoBi 310panux gaHux st oOpanux Ttomnosiorid (puc. 4.1 - 4.3)
MPOBOJUTHCA aHami3 €(PEeKTUBHOCTI PO3POOJICHOTO METOAy OanaHCyBaHHS
HABAHTAKECHHA Y TIOPIBHSHHI 3 IHIIMMU METOJAaMH, a TaKOX 3aJIeKHICTb

e(EeKTUBHOCTI KOHCTPYIOBaHHS Tpadiky BiJ 00paHOi TOMOJIOTII.

4.2. AHaJi3 pe3yJbTaTiB TeCTyBaHHS

Jloist orinku €(heKTUBHOCTI PI3HUX KOHQITypaliii HeWPOHHOI Mepexi, 1
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HaBYaHHS TIPOBOJMIIOCA 3 PI3HOIO KUIBKICTIO HEWPOHIB y MPUXOBAHOMY IIapi
(3,5, 7,9 ta 11). Ix 6yn0 06pano A1 TOIIYKY ONTUMAIBHOI KOH(Iryparii
JUIs 3a/1a4 OajaHCyBaHHS HABAHTAKCHHS.

Pucynok 4.4 umoctpye cepeiHio aOCONIOTHY MNOXUOKY HJis I SITH
HEHPOHHUX MEPEX 3 PI3HOI0 KUIBKICTIO HEHPOHIB y MpUXOBaHOMY miapi. Sk
MOXHa TTOOAYUTH, KOJIM KUIBKICTh HEHPOHIB y MPUXOBAHOMY IIapi 3aHAJTO
Maja (a came 3), moxuOka HaBYEHOI HEHPOHHOI MEpEeXi € BIJHOCHO
Haiioupmow0. [lpu 30UTbIIeHHI KUTBKOCTI HEHPOHIB y MPHUXOBAHOMY IIapi
3MEHIIYETHCA 1 MOXMOKAa HABUEHOT HEMpPOHHOI Mepexi. 3a pe3ylibTaTaMu
IIPOBEICHOIO €KCIEPUMEHTY, HaOUIbIIy BIJHOCHY MOXUOKY JEMOHCTPYIOThH
HEHpOHHI Mepexi 3 HaiWMeHmow (3) Ta HaiOubmow (11) KiIbKICTIO
HEHpOHIB y mpuxoBaHoMmy mapi. s 7 HEWpOHIB y NPUXOBAHOMY Iapi,

3HAQYE€HHS NOXHOKHU € BITHOCHO HAMMEHIIINM Ta 3aJIUNIA€THCS CTAaOIbHIM.
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Puc. 4.4. Cepenns abcomoTHa moxuOKa Ijist pi3HUX HEHPOHHUX MEPEK

BpaxoByroun pe3ynapTaTd EKCIepUMEHTy, Oylo oOpaHO HEHUpOHHY
MEpeXXy 3BOPOTHOTO TOIMIUPEHHS 3 7 HEWpOHAMH B MpHXOBaHOMY Imapi. Lls
KOH(irypallis € HalO1IbIIT ONTUMATILHOIO JIJ1s1 OaaHCYBaHHSI HABaHTAXXEHHSI B

mepexxi SDN. Lle mosicHIo€ThCsI TUM, IO HEMPOHHA Mepexa 3 7 HeHpoHaMu B
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MPUXOBAHOMY Iapi 3abe3nedye HaWMEHIIy Ta CTallIbHY CEpeaHIo
a0OCOJIIOTHY MOXUOKY, M0 € BaXJIMBUM NYHKTOM [JII  TOYHOTO
MIPOTHO3YBAHHSI.

Jns omiHKKM e(peKTUBHOCTI po3po0sieHOi cTpaTerii OallaHCyBaHHS
HABAHTAKCHHS HA OCHOBI HEWUPOHHOT Mepexi, OyJi0 BHKOPHCTAHO IS
MOPIBHSHHS TpU 1HII cTparerii OajlaHCyBaHHsA HaBaHTaxeHHs. lle meton
JTWHaMIYHOTO OalaHcyBaHHsA HaBaHTaxkeHHs (DLB), 3anpononHoBaHuii y
poboti [10], momudixkoBanmiit ECMP [65] Ta crpareris CcTaTUIHOTO
OanancyBanHs HaBaHTakeHHS Round Robin.

[Ipotsirom nmepmux 90 cexkyHJ €KCHEpHUMEHTY BCl XOCTH B TECTOBIH
TOMOJIOTIi, 32 BUHATKOM hl, BUMAIKOBO MepenaBaii JaHl OJIUH OJHOMY,
TaKUM YHWHOM CTBOPIOIOYM Tpadik MO KUIbKOX Huigxax y wmepexi. lle
JIO3BOJIWJIO IMITYBAaTH PEANiCTUYHE HABAHTAXXEHHS HA MEPEXKY Ta MEPEBIPUTH
3IaTHICTb KOXHOI cTparerii edekTuBHO KepyBaTtu Tpadikom. Jlam hl
nepenasaB Tpadik Ha h8 g iMiTarii HOBOro BXIJHOTO MOTOKY AaHuX. Lle
OyJ0 3po0JIEHO ISl OLIHKHM pEeaKIlii MEpexi Ha panToBE 30UIbIICHHS MOTOKY
JTAHUX.

Jns monermeHds: poOOTH 3 PO3pPOOJIEHUM METOAOM OYJIO peani3oBaHO
iHTepdeiic KopucTyBavya. BiH mpusHaueHuUW Il 3pydHOi B3aeMOii 3
HEHPOHHOIO MEPEKEI0, HANAlYM KOPUCTyBady JOCTyn A0 (PyHKITH
HaJAIITyBaHHS MapaMeTpiB HOBUX MIJKIIOUYEHb Ta BiAOOPAXKEHHIO aKTUBHUX

CECIH.
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LBEBNN GUI - o x
Menu
Configure SDN Controller Configure Path Characteristics
IP Address: Priority 1 Bandwidth ~

About
Port: Priority 2 Packets Lost ~

Priority 3 Transmission Del -~

Add Connection L ER Hop Count

Appearance Mode:

Ul Scaling:

Puc. 4.5. IlouyaTtkoBa cTOpiHKa KOPUCTYBAILKOTO 1HTEpdEcy

JlJis BCTaHOBJIEHHS HOBOT'O CEAaHCY B CHUCTEM1 KOPUCTyBad IOBUHEH
BBecTu [P-aapecy Ta HOMep mopTy KOHTpoJepa, 3 SKUM BiH X0U€ BCTAHOBUTH
3’€qHaHHA, MO0 po3movyaTy B3aemojito. [licis BcTaHOBIEHHS MapaMeTpiB
MIKITIOUYEHHS KOPUCTYBa4 MOKE MEPEHTH 0 BUOOPY MOKA3HUKIB MUIAXY, 32
SKUMH OyZle BHU3HAUEHO ONTHMAJIbHUM NUIAX. Buie3zasHaueHi MOKa3HUKU
OXOIUTIOIOTH PsiJi TTapaMeTpiB, BKIIOYAIOUU MPOIYCKHY 3aTHICTh, KUIBKICTh
BTPAYEHUX IAKETIB, Yac Mepejavi Ta KUIbKICTh XOmiB. BuOpaHi MokazHUKH
Oe3nocepelHbO  BIUIMBAIOTh HA QJITOPUTMIYHMNA MPOLEC  PO3PAXyHKY
ONTHUMAJIBHOTO MNUISIXY, HAaJalouud KOPUCTYBAadeBlI MOXKIIUBICTH PETyJIIOBaTH
PIBHOBary MiX MPOAYKTUBHICTIO Ta HAAIMHICTIO MapuIpyTy BIANOBIIHO 0
KOHKpETHUX BUMOT 70 QoS.

3a 3aMOBUYBaHHSM, SIK TOKA3aHO HA PUCYHKY 4.5, KO)KHOMY TMOKa3HUKY
MIPUCBOIOETHCS TIOTIEPEAHHO BHU3HAUYCHE 3HAYEHHS TPIOPHUTETY, SKE MOYKHA

3MIHUTH BIJMOBITHO 0 KOHKPETHHUX BHUMOT JOCTIIKyBaHOi Mepexi. Lle
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noJjierurye BUOIp NUIAXIB JUIsI TONEPEAHBOTO TECTYBaHHS, 3a0€3MeHyIOUH
MIBUAKY KOH(QITypamiio mporecy OnTuMizamii Ta (QyHIaMeHTadbHYy OIHKY
(GYHKIIIOHATEHOCTI HEHPOHHOT MEPEXKi.

Y pa3i  BBEACHHI KOPHUCTyBaueM TIOMUJIKOBHUX  TapaMeTpiB
MIIKITIOUCHHS, TaKuX SK HempaBwibHa [P-ampeca (puc. 4.6) abo moprt
KoHTposiepa (puc. 4.7), cucrema BigoOpa3uTh [1aJIOTOBE BIKHO 3
MOBIJIOMJICHHSIM TIPO MOMIJIKY. [[iajoroBe BIKHO Momepekae KOpHCTyBava
PO HEOOXITHICTH MEepeKoHaTucs B npaBuwibHOCTI [P-anpecu abo mopry, m06

HiI[KJIIO‘{I/ITI/ICB A0 KOHTpOJICpA.

Configure SDN Controller

IP Address: 192168.10.2
Port: 6900
Error x

@ Invalid IP address.

Puc. 4.6. HenpaBunbsHo BBeaeHuit [P-anpec koHTposiepa

Configure SDN Controller Ct
IP Address: 192.168.10.2 Pr
Port: test Pr

Error X b

Port must be a number
between 1 and 65535. Pr

Puc. 4.7. HenpaBuiibHO BBEICHUI TOPT KOHTPOJEpa
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Y Bumaaxky, SKIIO BHOpaHI TMOKAa3HUKH ONTHMI3AIlli HUIAXY MaroTh
OJTHAKOBl TPIOPUTETH, TAKUM YHMHOM MOPYIIYIOYM MPUHIMUI YHIKaJTbHOCTI,
NPUMKUCYBAaHUN KOXHOMY MOKa3HUKY (puc. 4.8), Oylne CTBOpEHE [iajoroBe
BIKHO 3 MOBIJIOMJICHHSIM IIPO IMOMMJIKY, SIKE BKa3y€ Ha KOH(IIKT IPIOPUTETIB.
[le mNOBiIOMIJIGHHSA JO0MOMAarae KOPHCTYBauyeBl 3MIHIOBATH IOCIHIJOBHICTb
MPIOPUTETIB TAKUM YMHOM, IIOO KOKHOMY MOKa3HHUKY MPU3HAYABCS OKPEMHUIA

NPIOPUTET, IO MA€ BAXKIMBE 3HAUYCHHS JUIsl (DYHKIIOHYBAHHS aJITOPUTMY

MOIIYKY MapuIpyTy.
Configure SDN Controller Configure Path Characteristics
IP Address: 192.168.10.2 Priority 1 Packets Lost v
Port: 6900 Priority 2 Packets Lost -

Prioritv 3 Transmission Del
Warning x
Hop Count

A Duplicate options selected.
Please choose different
options.

Puc. 4.8. JlyOonroBaHHsS 00paHKUX MOKA3HUKIB MIISXY

Axmo Bci mapamMeTpu MIAKIIOYEHHS BBENEHI NPAaBWIBHO, CHCTEMa
nepeiie 10 CTBOPEHHS HOBOTO CEaHCY 3 KOHTPOJIEPOM. Y CIIIIHE 3’ €JHaHHS
BKa3yeTbcsl Ha BKiaami «Active Sessions», Je€ KOPUCTyBau MOXKE
MEePErITHYTH BIAMOBIAHY 1H(GOPMAIIIIO MO0 aKTUBHUX CEAHCIB, BKIIOYAIOYU
IP-agpecy Ta mopT KOHTpOJIepa, 3 SKAM BCTAHOBIIOETHCS 3’€nHaHHA. Llg
BKJIaJIKa JTO3BOJISIE KOPUCTYBAUEB1 CIIOCTEPIraTh 3a CTAHOM CEaHCY B PEXHUMI
peaNbHOTO Yacy, 1o MOJETTIye MOHITOPHUHT 3’ €qHaHHs (puc. 4.9).

Kpim Toro, inTepdeiic BimoOpaxae MIATBEPIKEHHS YCHIIIHOTO
3’€HAHHS, TAKUM YMHOM HAJal0YM KOPUCTYBA4YEBI 3BOPOTHHH 3B’S30K 1010

CTaOUIBHOCTI ~ BCTAHOBJIEHOTO 3’€HAHHA. Y pa3l pO3pUBY 3B SI3KY
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iHopMmalris, 1o BiOOOpakaeThbcs Ha BKIAAI «Active Sessionsy, Oyne

aBTOMATUYHO OHOBJICHA BIIMOBITHO JI0 TIOTOYHOTO CTaTyCy CEaHCy.

LBEBNN GUI = O X
Menu New Connection = Active Sessions | About

New Connection
192.168.10.2:6900

New Session

192.168.20.2:6901

Active Sessions
192.168.30.2:6903 Remove Session

About Export Logs

Appearance Mode:

I

System

Ul Scaling:

100%

I

Puc. 4.9. AxtuBHI cecii

Po3pobnienunii  iHTepdeiic kopucTyBaua 3abe3nmedye  MOMIHUBICTh
BCTAHOBJICHHSI OJIHOYACHUX 3’€JJHAHb 3 KUIBKOMa KOHTPOJIEpAaMU B PI3HHUX
TOMOJIOTIAX, TUM CaMHM TIOMITHO pO3IIMpIOIoun cdepy ekcrepuMeHTiB. Lle
Ja€ 3MOTy KOH(ITypyBaTH HE3alle)KHI CEaHCH 3 KOHTPOJIEpAMH, SIKI KEPYIOTh
PO3pI3BHEHHUMH MEpEXKEBUMU KOH(DITypalisiMi, BKIHOYAIOYU CIA0KO3B'SI3HUIMA
rpad, moBHO3B's3HUIN Tpad Ta rpad ne bpyitHa. ['HyukicTh HamamrTyBaHb
3a0e3nedye MOXKIIUBICTh MPOBEICHHS €KCIIEPUMEHTIB JJISI PI3HUX TOTOJIOTIMH,
[0 HEOOX1HO JJISI KOMIUIEKCHOI OLIHKH PO3POOJEHOr0 METOay MoOya0BU
TpadiKy Ta WOTro 3aTHOCTI aJanTyBaTUCS 10 KOHKPETHUX YMOB MEPEKEBOTO
CepeIOBHUILIA.

[loyaTkoBUM  €KCIIEPUMEHT  TMOPIBHIOE  cepeaHid  KoeilieHT
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BUKOPUCTAHHS MPOIYCKHOI 3/aTHOCTI MIXK 3alpOlOHOBAaHUM METOJIOM 1
ATPTEPHATUBHUMH METOJaMu OanaHcyBaHHs Tpadiky, a came Dynamic Load
Balancing (DLB) [10], mogudikoBanuii Equal-Cost Multi-Path (ECMP) [65]
ta Round Robin. ExcrepuMeHT aeMoHCTpye poOOTy KOXKHOTO METOJy B
OanmaHCyBaHHI HaBAaHTa)KEHHA 3a PI3HUMU TOIOJIOTISIMH Ta HWOTO BIUTUB HA
CepellHe BUKOPUCTAHHS NPOIYCKHOI 37aTHOCTI B Mepexi. lle mae 3mory
OI[IHUTH TEepeBaru po3poOICHOr0 METOTY Ta HOTO KOHKYPEHTOCIIPOMOKHICTh
3 ICHYIOUMMH aJTOpPUTMaMHU.

[lim wdyac ekcrepuMeHTy Oysio 310paHO cepenHiil  KoedilieHT
BUKOPUCTaHHS IMPOITYCKHOI 3/IaTHOCTI Ta cepeAHid vac nepepadi gaHux. L
MOKa3HUKA BUKOPUCTOBYIOTBCA JUISI OLIHKM cTpaTerii OajaHCyBaHHS
HABAHTAXKEHHA, OCKUJIBKH B1AOOPaXarOTh PIBHOMIPHICTH PO3MOALTY Tpadiky
Ta IMBUAKICTh MEpenadl AaHuX MO0 Mepexl. Pe3ynbTaT eKCIepUMEHTIB

npenacTaBiieHi Ha pucynkax 4.10 - 4.13.

i
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Puc. 4.10. Cepenniii koediIieHT BUKOPUCTAHHS MIPOITYCKHOI 3/IaTHOCTI JIJIst

ctparterii Round Robin

Ha pucynky 4.10 mokazaHo eKCIEepUMEHTalbHI pe3yJbTaTh CTpaTerii
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Round Robin. BpaxoByrouum cratuuyHuid XapakTep Ii€i  cTpaTerii
OanmaHCyBaHHS HaBaHTAXXCHHs, BOHA HE MOXE BpaxyBaTH CTaH 3'€JHAHHS B
peanpbHOMY daci. OTxke, Juisl mepenadi HOBOTO IMOTOKY JaHUX OOHMPAEThCS
nuisix 1, sIKuil 1IEMOHCTpY€E BUCOKUN KOE(]ILIEHT BUKOPUCTAHHS MPOMYCKHOI
3JIaTHOCTI.

Crpateris Round Robin mpaioe Ha OCHOBI 4YepryBaHHS IUISXIB,
HE3aJIeKHO B1J IX IOTOYHOTO cTaHy a00 HaBaHTakeHHs. Lle o3Havae, 110 BoHa
HE 37]aTHA pearyBaTH Ha 3MIHU CTaHy MEpPEXi, Taki K MepeBaHTaXEHHS a0o
oOMeKeHa MPOMYCKHA 3aTHICTh. | Ik BUAHO 1O pe3yibTaTaM €KCIEPUMEHTY,
JUIsl Tepefadyl HOBOTO MOTOKY JaHUX OOMpaeTbes HUIIX 1, KU Bxke OyB
MEPEBAHTAXKECHUM.

[le npu3BOIUTH A0 HEraTUBHOIO BIUIMBY HAa CTaH HaBaHTaKEHHsA |
HUIAXy, THM CaMUM  30UIBIIYIOYM  HMOBIPHICTh  IE€PEBAHTAKEHHS.
[lepeBaHTa)keHHS Ha OJHOMY 3 OCHOBHUX UUISIXIB HETaTUBHO BIUIMBAE HA
3arajbHy NPOAYKTHUBHICTh MEPEXI1, 0 MPU3BOJUTH 10 30UIBIIEHHS 3aTPUMOK
1 MiABUIIEHS WMOBIPHOCTI BTpaTh AaHUX. OCHOBHUM HEHOJIKOM CTpaTerii
OamancyBanHs HaBaHTaxkeHHS Round Robin € Te, mo B HIii BiACYTHIM
MEXaHI3M JUHAMIYHOIO pearyBaHHs Ha MepexeBl yMoBU. llell Hemomik
poOuTh ii MeHII e(QEeKTUBHOI, HDK AMHAMIYHI cTpaTerii OajaHCyBaHHS

HABAHTAXKEHHS, K1 aHAII3YIOTh CTaH MEPEXKI B PEKUMI PEATHHOTO Yacy.



130

” W
0.8 *Nv
NGRS

0,6

w=f==|lInAx 1

0,5 Syl == 1lInax 2
LWnax 3

0,4 = |lInAx 4

0,3

0,2 =l

Cepeaniil koedilieHT BHMKO[HCTAHHA TPOMYCKHOI 33aTHocTi

0,1

0 15 30 a5 60 75 a0 105 120 135 150 165 1gp Haclc

Puc. 4.11. Cepenniit koedilieHT BUKOPUCTAHHS MTPOITYCKHOI 3IaTHOCTI JIJIs

ctparerii DLB

Ha pucynky 4.11 mokazano, 1o npu mepeiadi HOBOTO MOTOKY JaHUX
METOJI IMHAMIYHOro OanaHcyBaHHsS HaBaHTakeHHs (DLB), 3ampononoBaHuii
y poboti [10], BpaxoBye nuIie CTaH MiJKJIIOYEHHS HacTynmHoro xomy. lle
MPU3BOJUTH 10 MOMUJIKOBOTO BUOOPY HIISAXY 4 1Jid Miepeiadl HOBOTO MOTOKY
JAHUX.

Uepe3 oOMexeHy MakCUMalbHY MPOMYCKHY 3JaTHICTh IIHOTO KaHAIYy,
HIBUJKO B1I0OYBA€ThCS MepeBaHTaxkeHHd 4 nuisaixy. KoediieHT BUKopucTaHHs
IPOIMYCKHOI 3/1aTHOCT1 Ha HbOMY LIBUIKO 3POCTAE, 1110 HETaTUBHO BILIMBAE Ha
AKICTh mepenayl gaHux. OIHOYACHO MEepeBaHTAKEHHS Ha HUIAXY 4 TaKoX
BIUIMBAE HA HUIIXM 2 Ta 3, sAKI MawTh CHOUIBHI KaHamu 3B's3Ky. lle,
BIJIMTOBITHO, 301IBIITYE HMOBIPHICTH MEPEBAHTAXKEHHSI MEPEXKI1 B IIJIOMY.

OCHOBHOIO MPOOJIEMOIO IBOIO METOJy € T€, 10 BiH HE BPaXOBYE

IO0ANTBHUIN CTaH MEpEeXki, IO MPU3BOJIUTH 0 HEONTUMAJIBLHOTO PO3MOILTY
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Tpadiky. Lle € cyTTeBUM HEMOJIKOM, OCKUIBKH MPU3BOIUTH J0 30UIBIICHHS
3aTPUMOK 1 BTpaTH JaHUX. SIK HACHIJAOK, 3HUKYETHCS €(DEKTHUBHICTh MEPEXKI 1

36iJII>H_Iy€TBC$I PU3HUK IICPCBAHTAKCHHA B KPUTUIHUX 30HAX.
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Puc. 4.12. Cepenniii koedilieHT BUKOPUCTAHHS MTPOIYCKHOI 31aTHOCTI JIJIs

ctparerii MmoaugikoBanoro ECMP [65]

Ha puc. 4.12 mokaszaHo, 110 OpHU Tepenayl HOBOTO IMOTOKY JaHUX
MoAM(IKOBAaHUI METOJ| TUHAMIYHOTO OaniaHcyBaHHs HaBaHTaxkeHHs ECMP,
mo OyB 3almpoNOHOBAHHMK y poOOTI [65], peamizyeTbes IIEHTpaIi30BaHO B
koHTposiepi SDN. Ile 103Bojsie ONEpaTMBHO KOPUTYBATH MapIIPYTHY
1H(DOopMaIrito, BpaxoByIOUM B3a€EMHHM BILUTUB MEPEKEBUX MOTOKIB, Ta CYTTEBO
3MeHITye oocsr ciayx00Boi iHpopMmaiii. Kpim Toro, MmoaudikoBaHui ImiIxis
BpPaxoOBYy€ HAAIMHICTh NUIAXY, BKIOYAIOYM HMOBIPHICTH BIAMOBHU JIs BCIX
BY3J1IB Ha KOXXKHOMY HUIAXY. Tomy OIbIIa KIJIBKICTh MaKETIB NEPeNaeThCs
OTBII HAAIMHUM NUISIXOM, IO, BIAMOBIJHO, 3MEHIIYE BIJICOTOK BTpaTH

iH(dopmarrii, sika BiIOyBa€eThCsA B Mporieci mepenadi. TUM He MEHI, TaKui
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posnoin Tpadiky Moke OyTH HEJOCTAaTHBO PIBHOMIPHHM.

Y mopiBHSHHI 31 CTaHAApTHUM MeTonoM, MoaudikoBanuii ECMP
3MEHIITy€ Yac, HeOOX1AHUI A mepeMapuIpyTu3allii, 1 BTpaty nakeTiB Ha 10-
15%. Onnak 1ed miaxijg He BPaxoBY€E INIOOATBbHHUM CTaH MEPEXi, 10 MOXKE
npu3BecTH A0 HeedekTHBHOro posnoaury tpadiky. lle € cyrreBuM
HEIOJIIKOM, OCKUJTBKH MOXE TMPHU3BECTH 10 HEe(PEKTUBHOTO BUKOPHUCTAHHS
pecypciB cucteMu. K HacCHiIOK, 3HMKYETbCS €(PEKTHBHICTH MEpPEXKl Ta

301IBIIYETHCS PU3UK NTEPEBAHTAXKEHHS B KPUTHYHUX 30HAX [65].
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Puc. 4.13. Cepenniii koe]ilieHT BUKOPUCTAHHS MIPOITYCKHOI 3/[aTHOCTI JIJIst

po3pobisienoro metony LBBNN

Ax mokazaHo Ha pucyHKY 4.13, mpu mepemadi HOBOTO MOTOKY JaHUX,
po3pobiieHa cTpateris 6anancyBaHHs HaBaHTakeHHss LBBNN o6upae nuisix 2
K OCHOBHUH muIsix mepemadi. lledl numsix oOpaHo dYepe3 HOTo 3HaTHOCTI
3a0€e3MeYNTH ONTHUMaJIbHE HAaBaHTA)KCHHS Ha MEPEXKY, L0 JO3BOJISIE JOCATTH
BHUCOKOI €(DEeKTUBHOCTI Nepeiayil JaHUX.

Meron LBBNN aHnamizye mNOTOYHHMN CTaH MEpeXi g BUOOPY
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ONTUMAJBHOIO MapLIpyTy I Inepenadl JaHuX. BiH BpaxoBye Taki
MOKAa3HUKH, SIK KOE(IIIEHT MPOMYCKHOI 3JaTHICTI, Yacy mepenadl JaHHX,
KUTBKICTh XOMIB Ta KOEQILI€HT BTPATH MAKETIB. 3a IIUMH TMOKa3HUKaMU 2
nuUIsiX OyB BUBHAYEHUH ONTUMAJIbHUM JJIs1 BX1THOTO TIOTOKY JaHUX.

Kpim Toro, ans BCiX aabTepHATUBHUX IUISAXIB MIATPUMYIOTHCS YMOBH
ONTUMAJIBHOIO BUKOPUCTaHHS pecypciB. Lle o3Hauae, M0 HaBiTh y BUNAAKY
MepeBaHTAXEHHA Ha MNUIAXY 2, IHIN IUIIXH MOXYTh OyTH 3aisHl s
oe3nepebiitol podoTu Mepesxi 6e3 3HaYHUX 3aTPUMOK 1 BTpaT JaHUX.

Takuit miaxig J03BOJISSE HE TUIBKM  €(PEKTHUBHO  PO3MOAUIATH
HAaBAHTA)KEHHA B MEpEXi, aje ¥ 3MEHIIMTH KMOBIPHICTh BHUHHUKHEHHS
NEPEeBAaHTAXEHb, 110 TO3WUTHBHO BIUIMBA€ HA 3arajbHy MPOIYKTHBHICTH
Mepexi. Pe3ynbraTé eKCIepUMEHTY JIEMOHCTPYIOTh, LIO 3alpollOHOBaHa
cTparerii  chnpuse cTaOUIbHOMY Ta  €(pEeKTUBHOMY  OallaHCYBaHHIO
HAaBAaHTa)XCHHA, THUM CaMUM JO3BOJIAIOYM JOCATTH BHUIIOI  SIKOCTI
obciyropyBanHs B SDN mepexax.

Ha Biaminy Big meroniB DLB, Round Robin ta mMomudikoBaHoro
ECMP, 3amnpomnoHoBaHuii MiAXiJ J03BOJSE €(OEKTUBHO  PO3MOJLISATH
HAaBAHTA)KEHHA B MEpeXi Ta 3MEHIIye WMOBIPHICTh BHUHHUKHEHHS
NEPEeBAHTAXEHb, 1110 MO3UTHUBHO BIUIMBA€ HA 3arajbHy HPOIYKTHBHICTb
Mepexi. Pe3ynapTatu eKCHepUMEHTIB JEMOHCTPYIOTh, IO 3alpOlOHOBaHA
cTpareria  crnpuse cTaOUIbHOMY Ta  €(pEeKTMBHOMY  OalaHCYBaHHIO
HAaBaHTa)XCHHA, THUM CaMUM  JO3BOJIAIOYM  JOCATTH  BUIIOI  SIKOCTI
ob6ciyropyBanHs B SDN mepexax.

Tabmuus 4.1 1mocTpye  cepenHid  KOe(ileHT  BHUKOPHUCTAHHS
OPOMYCKHOI  3AaTHOCTI Ta  CEpeAHBbOKBAJApPATUUHE  BIAXWIECHHS IS

PO3TJSTHYTUX CTpaTeriil OalaHCyBaHHS HABAaHTAKCHHS.



134

Tabnuys 4.1. Cepeonvoxeadpamuytne GiOXUNeHHs 0 CLAOK038 SI3HO20

epagha

nax 1 |Mnax 2 [nsx 3 |[nsax 4 |CepeaHbOKBaApaTUIHE

BIAXUJIECHHSI
LBBNN 0.616 0.214 0.329 0.319 0.172
DLB 0.804 0.175 0.391 0.485 0.262

MopaudikoBanmii | 0.799 0.567 0.366 0.392 0.2
ECMP

Round Robin 0.832 [0.143 |0.29 0.284 |0.307

Sx mnokazaHo B Tabmuui 4.1, cepeaHbOKBaJIpaTHUYHE BIAXUIICHHS
Merony LBBNN € HailHWKUMM cepel yCiX pO3IJISIHYTUX CTpAaTerid, 1o
CBIJUUTH PO TE, 110 BUKOPHUCTAHHS IMPOIYCKHOI 3AATHOCTI BCIX LUISXIB €
BIJIHOCHO OJIHAKOBUM. 3aBISKH BHUKOPHUCTAaHHIO CTparerii OajaHCyBaHHS
HAaBAaHTa)XCHHA Ha OCHOBI IITY4YHOI HEHPOHHOI MEpexi JOCATAETHCS
CIPUATIINBUI pE3yJIbTaT.

Ockuibku  crpateris  DLB  He BpaxoBye TJIOOQJbHHMI  CTaH
3aBaHTAXEHHS KaHaly, 110 MPU3BOAUTH O BUOOPY HEONTUMAIBHOIO LUISIXY
nepeaayl Ta MOTIPIICHHS CTaHy albTepHAaTMBHMX HUIAXIB. Lle Takox crae
MPUYUHOIO HEPIBHOMIPHOTO PO3MOJLTY HaBaHTAXEHHS, 110 MOXKE MPU3BECTH
JI0 TIOTEHIIWHUX TepeBaHTaXKEHb B Mepexi. TWM He MEHIN, Il CTpaTeris
OalaHCyBaHHS HAaBAHTAXKEHHSI JIOBOJII aKTUBHO BUKOPHCTOBYETHCS, X04a 1 3
MEHIIOK €(PEeKTUBHICTIO, HIXK 3ampornoHoBaHa crpaterissi LBBNN Ha ocHOBI
HEHWPOHHIN MepexKI.

Crpateris Round Robin - mne cratuuna crparerisi OajlaHCyBaHHS
HAaBaHTa)XCHHSA, TOMY BOHa HE MOXK€ BpaxOBYBaTH CTaH HABaHTa)KEHHS Ha
HUIAIXW B peanbHOMYy udaci. lle mpu3BoAuTH A0 BUOOPY HEONTUMAIBHUX
NUSIXIB ~ [epenayl  JaHuX, 1[0  3HA4YHO  30UIbllye  WMOBIPHICTH
nepeBaHTaxeHHs . OTxe, I CTpareris € HalMeHI e(pEeKTUBHOW 3

BUILE3raJaHuX METOIIB.
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MopaudikoBanniit ECMP peani3yeTrhcsi HIEeHTpaTi30BaHO B KOHTPOJIEpi
SDN, mo f1ae 3MOry onepaTHBHO KOPHUTYBaTH MapUIpyTHY iH(OpMaliio Ta
CYTTEBO 3MEHIIUTH OOCIT cayk00Boi iHdopmarii. Bin 3menmye wdac,
HEOOXITHUM ISl epeMapiipyTHh3allii, 1 BTpary nakeriB Ha 10-15% ane He
BpaxoBy€e TJOO0ATbHUM CTaH MEpPEeXki, 0 MPU3BOIUTH O HEEPEKTUBHOTO
BUKOPHUCTAHHS PECYPCiB Ta PO3MOLITY TpadiKy.

Pucynok 4.14 1imocTpye BIUIMB PI3HUX CTpaTerid OajmaHCyBaHHS

HAaBaHTAXXCHHA Ha 4acC Hepez[aqi HOBOTI'O IIOTOKY OAaHHX.

@00

S sl
'.'H == BBN N

300 ==[0LB
MogudikoBaHui ECMP

=== Round Robin

200

Cepemmnil vac nepefati/ s

100
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Puc. 4.14. Cepenniii yac nepeadi HOBOTO BX1IHOTO TIOTOKY JTAHUX JJIS

PI3HHUX CTpaTerii

CepenHiii yac 1mepenayl HOBOTO BXIJTHOIO TIOTOKY JaHUX TIpH
BUKOPUCTaHHI PO3pO0JIEHOT cTparerii OanmaHCyBaHHsA Tpadiky Ha OCHOBI
HEHWPOHHOI Mepexi cranoBuTh 291 mc. lle HaliMeHmmii yac mepenadi cepen
yCIX PO3MJISTHYTUX CTpaTeriii, M0 CBIAYUTh MPO BUCOKY €(PEKTUBHICTH Ta

MIBUJIKICTh PEAKII1 Ha 3MIHA B YMOBaX MEPEKI.
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Cepenniit yac crparerii DLB cranoButh 385 Mc. Hesaxkarouu Ha Te,
IO 1151 CTPATETis BKIIIOYA€E B ceOe MEeBHI MWHAMIUHI aCTIEKTH, BOHA PO3IIISLIae
BUKJTFOYHO CTaH HACTYIHOTO 3’€JHAHHS MPU BUOOpI NUIAXY Mepenadi, 1o
NPU3BOAUTL 70 OUIBIIOr0 dacy TMepenadi MakeTiB IMOPIBHSIHO 13
3alpPOIOHOBAHOIO CTPATETIETO.

Cepenniii yac mepemaudi naketiB MoaudikoBaHoro ECMP craHoBuTH
349 mc. g cTparteris, Xo4 1 BpaxoBye IEBHI JUHAMIYHI acCTIEKTH MEpexi, B
OCHOBHOMY 30CEpEePKeHHMH Ha 3MEHILIEHHI BIJICOTKY BTpaTH IaKeTiB Ta
MIBUIKOCTI Tmepeaapecanii. Y pe3ynbTari Ouibllla KUIBKICTh IAaKETIiB
HAJCWJIAEThCS OLIbII HAAIMHUM IIISAXOM, IIO0 3MEHIIY€ BIJCOTOK BTpPATU
iH(popMarlii mij 4ac nepenavi AaHux. Asie, B TOW K€ 4ac, TAKUH PO3MOJLIT
Tpadiky HE € JIOCTaTHHO PIBHOMIPHUM IO MPHU3BOJIUTH JI0 OLIBII BUCOKOTO
yacy nepefayi NOpiBHAHO 3 3aIIPOIIOHOBAHOIO CTPATETIENO.

Cepenniii yac mnepenmadi Round Robin cranoButh 469 wmc. lle
HalOUIBIIMKM Yac cepel yciX pO3MVISIHYTUX CTpaTerid, Mo BKa3ye Ha
HEe(DEKTUBHICTh CTaTUYHOIO MIAXOAY 10 OallaHCyBaHHS HABAHTAKECHHS Ta
BIJICYTHICTh BpaXyBaHHsI peaJbHOTO CTaHy MEpExKI.

PesynbraTn, mnpeactaBieHi Ha PUCYHKY 4.14, HAEMOHCTPYIOTh, WIO
3allpOIIOHOBAHA CTpaTeris Ha OCHOBI HEWPOHHOI Mepexi 3abe3nedye
HaWMEHINMK dYac Tmepefadl JaHuX. 3JaTHICTh PO3pOOJIEHOT CcTparerii
aJanTyBaTUCS O MIHJIMBUX YMOB Yy PEXHUMI PEaJbHOTO 4Yacy Ta €(PEeKTUBHE
BUKOPUCTAaHHS HASBHUX PECYpPCIB O3BOJSIOTH 1M JIOCATATH 3HAYHO KpPAIIUX
pe3ynbTaTiB, HLK 1HIII METOAu. Pe3ynbTaTH 3acTOCYBaHHS PO3POOIEHOro
METOZy J€MOHCTPYIOTh IMiABUIIIEHHS MTPOAYKTUBHOCTI MEPEXK1 Ta 3MEHILICHHS
yacy mepenaiui makeriB 'y Mepexi Ha 14% y mopiBHSHHI 3 MOIU(]iKOBaHUM
ECMP ra Ginbin Hixk Ha 20% y nopiBHsiHHI 3 DLB.

Jlyst mepeBipKy po3poOIICHOI crucTeMu OalaHCyBaHHS HaBAaHTAKCHHS Ha
TOMOJOrIAX, 300pakeHHX Ha pucyHKax 4.2 Ta 4.3, OyB BUKOpHUCTaHUU
IIEHTUYHUNA anropuT™, mo 1 ana nepmoi tonojorii. Ilepui 90 cekynn

EKCIIEPUMEHTY BCl XOCTHU JAPYToi TOMoJIorii, okpiM hl, BuUnmaakoBo mepenaBaiu
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JlaHl OJUH OJHOMY, IIO0 CTBOPUTH MACSIKUM Tpadik KUIbKOMa IUISIXaMu B
mepexi. Lle 103Boamiio iMITyBaTH peaicCTUYHE HABAaHTAXKEHHS Ha MEPEXKY Ta
NEPEeBIpUTH 3JATHICTh KOXKHOI CTpaTerii e(QeKTHBHO KepyBaTh Tpadikom.
[Torim hl mepenaBaB Tpadik Ha h8 s imiTarii HOBOTO BXiJHOTO IOTOKY
nanux y gomeni SDN.

Jpyruii excrnepuMeHT NPOBOAUTHCS IJIsi BUBUYEHHS €()EKTUBHOCTI
poboTH PO3POOJEHOTO0 METOAY KOHCTPYIOBaHHS Tpadiky aJjid Pi3HUX THIIIB
TOTIOJIOT1H, BKJIFOYAIOUN CI1aOK03B'sI3HUN Tpad, MOBHO3B'sI3HMUE Tpad Ta rpad
ne bpyitHa. [[ns 1pbOr0 BHUKOPUCTOBYETHCS MOKIIMBICTH MapajieiabHOTO
NIJKIIOYEHHS J0 KOHTPOJEpPIB y KOXKHIA 3 3a3HAUYEHHUX TOMOJIOTIM Ta
3M1MCHEHHSI BUMIPIOBAHHS 3a MEBHUMHU MOKa3HUKAMU: IIBUAKOCTI Mepenayl
JTAHUX Ta BTpaTU MakeTiB. Bubip pi3HUX TOMOJIOTIM J03BOJIIE BUSBUTU
nepeBard Ta HEJIOJIIKM METOJly B YMOBax pi3HOI CTPYKTYpH 3B'S3HOCTI Ta
MIITBEPAUTH HOTO €(DEKTUBHICTD Y IIMPOKOMY CIIEKTP1 MEPEKEBUX YMOB.

XiJ1 eKCTICpUMEHTY BKJIFOYAB TTOCTAITHE i AKITFOYCHHS 0 KOHTPOJIEPIB 3
KOXKHOIO 3 oOpanHux TonoJiorid. Ilicist BCTaHOBJIEHHS 3’€IHaHHS 3
KOHTpOJIepoM 1HTep(deiic aBTOMATUYHO aKTUBYBAB CECil0, MOYUHAIOYH 3aITUC
CTAaTUCTUKH, 1110 BiIOOpaXkayia cepeIHE 3aBaHTAXKEHHS KaHaJiB, CepeaHIN yac
nepeaayl Ta MOKa3HUK BTpAT MakeTiB. Y KOXKHIN 3 MEPEkK PO3PaxoBYBAIHUCH
4acoBl ~ XapaKTePUCTUKH  JUJII  METOMIB  OajaHCyBaHHS  Tpadiky:
3alpONOHOBAHOIO0 MeTony KoHcTpytoBaHHs Tpadiky LBBNN, a Takox
meroaiB DLB, moaudikoanoro ECMP ta Round Robin. Take mopiBHSHHS
JTIO3BOJIUTH OILIIHUTH HE TUIBKH €()EKTHUBHICTH 3alPOMIOHOBAHOTO METONY, a U
HOTO TPOAYKTHUBHICTh MIOJ0 Yacy KOHCTPYIOBAaHHS, IO € KPUTHYIHO
BKJIMBUM JISI MACIITA0OHUX MEPEKEBHUX TOIOJIOTIH.

JI71s1 KOXKHOT TOMOJIOT1i KOHTPOJIEpH OYyJIM HAJIAIITOBaHI HA MOHITOPUHT
yCiX HEOOXITHUX XapaKTepUCTUK 3 €HAHHS B PEXKUMI peaJbHOTO dacy.
[IBuaKicTh TIEpeayi MaHuX 1 BTpaTa MakeTiB OyJu KUTbKICHO BU3HAYCHI JJIS
KOXXHOTO METOJy po3mojauly Tpadiky 3a MHOAIOHMX YMOB HaBaHTa)KEHHS.

ExcniepuMeHT MpOBOJMBCS IUISXOM BCTAHOBJICHHS ITOYATKOBOI Ta KIHIIEBOT
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TOYOK Tepe/iayl JaHUX y MEPExi, MICHsl YOro peecTpyBAIMCS 3HAYEHHS LIMX

napaMmeTpiB. Takuil miaxig Ao3Bojisie 30UpaTH JaHI 3 METOI0 aHami3y

e(EKTUBHOCTI 3aPOINIOHOBAHOTO METOY B MOPIBHSAHHI 3 1HIIMMU METOJAMH,

a TaKOX JJIsSI OLIHKU MPOJAYKTUBHOCTI SIK ISl BUIIQJIKOBUX IIISAXIB, TaK 1 JJIsI

00paHOro ONTUMAJIBHOTO HUIAXY.

Huxye HaBezeH1 pe3ysibTaTh €KCIEPUMEHTY, SIK1 MOKa3ylOTh CEPEIHIO

MPOMYCKHY 3/IaTHICTh, BTPATH MAKETIB 1 Yac mnepeaadi A KOXKHOTO 3 METO/IIB

KOHCTPYIOBaHHSA TpaiKy Ta A KOXKHOI TOMOOTii (Tabnuis 4.2).

Tabnuys 4.2. Cepeoniti koeghiyienm 8uUKOPUCMAHHS NPONYCKHOL

30amHOCmi ma empama naKemie

Tomnomnoris Merton [IpomyckHa Brpara
31aTHICTD nakeTiB (%)
(6i1/c)
Cnabko3B’sI3HUN LBBNN 4974 4
rpad DLB 3715 9
MonaudikoBanuit 4247 5
ECMP
Round Robin 1782 14
[ToBHO3B’ s13HUI LBBNN 277 2
rpad DLB 220 7
MonaudikoBanuit 269 4
ECMP
Round Robin 178 10
I'pad ne bpyitna LBBNN 1416 2
DLB 1027 12
MonaudikoBanuit 1339 4
ECMP
Round Robin 995 10




['padiune mopiBHSIHHS,

300pakeHe

Ha  PHUCYHKax
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4.154.16,

JIEeMOHCTpYe cTalinpHy nepeBary meroay LBBNN y BciX TphOX TOMOJOTIfAX.

30KpeMa,  CIOCTEpIraeTbes

1 ABUIICHHS

IIPOIYCKHOI

31aTHOCTI

Ta

3MCHIIICHHS BTpPAaT TAKETiB, OCOOJWBO Ha CIAa0KO3B’sI3HUX rpadax, e

po3po0ieHuit MeTo]1 3a0e3neuye HaBUIy MPOMYCKHY 31aTHICTh 4974 6iT/C,

3HAYHO BUIIEPEIKAIOYM 1HIII MeToAu. B ymMoBax MoOBHO3B’si3HOrO Trpada Ta

rpada me bpyiiHa MeTon TakoXX IEMOHCTPYE 3HIDKCHHH dYac Tmepeaadi

MOPIBHSHO 3 IHIIUMHM PO3MVIAHYTUMH METOJAMH, IO BKa3zye Ha

e¢(eKTHBHICTh y OajaHCyBaHHI HABAaHTAKCHHS Ha CKJIATHUX TOIOJIOTISX.

G000
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(6ir/c)
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IIponyckna 33aTHICTE

LBBM N
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MogudikoBaHWA
ECMP

Round Robin

M Cnabrose ASHWA rpad

4974

3715

4247

1782

M MoBHOSE ASHWA rpad

277

220

269

178

Ipad ge BpyiHa

1416

1027

1339

995

Puc. 4.15. Cepeanst mpomnycKHy 3/1aTHICTh JJIsl pI3HUX CTpaTerii

KOHCTPYIOBaHHSA Tpadiky

17 () X0)
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16

14
12
10

Brpara makeTis (%)

[ T E T S O]

MogudikosaHHiA B
LBBMN DLB
ECMP Round Robin

M Cnabrkose'AsHKi rpad 4 g 5 14

M MoBHO3E ASHKUA rpad 2 7 4 11

Ipad ae BpyiHa 2 12 4 10

Puc. 4.16. BincoTok BTpaTu MakeTiB I PI3HUX CTpaTeriidi KOHCTPYIOBAaHHS

Tpadiky

[Ilo crocyeTbCcs  MEPEBAHTAKEHOCTI  MapUIPYTy,  PE3YJIbTAaTH
EKCIIEPUMEHTIB MMOKa3aJii, [0 KOHCTPYIOBaHHS TpadiKy B 3alPONOHOBAHOMY
anroputmi LBBNN, sk 1 y moaudikoanomy ECMP, BpaxoBe mapamerpu
HagiiHOCTI  Mapuipyty. Ile gae 3Mory 3a0e3meuuTd  piBHOMIpPHE
3aBaHTAXXCHHS KaHAIIB 1, BOJHOYAC, 3HU3UTH WMOBIPHICTh BTPATH IMAKETIB ITi]T
yac mapupytuzanii. Y tpamuuiiiaux anroputmax DLB Ta Round Robin 1
BTpaTa TAKeTiB, 1 T[EPEBAHTAXKCHHS  MApIIPYTIB  BUII, HDK Yy
3anmpornoHoBaHomy anroputMi LBBNN. Ha migcraBi HaBeneHUX BHIIE
pE3yNbTaTiB MOJACTIOBAHHA MOYKHA 3pOOWTH BHCHOBOK, IIIO 3aIPONIOHOBAHUMN
METOJI KOHCTPYIOBaHHA Tpadiky 3a0e3reuye BiJMOBIIHI MapaMeTpu SKOCTI
00CITyrOBYBaHHS.

Takox, uyepe3 BENUKY KUIbKICTh MOMJIMBUX MLUISAXIB, OCOOJMBO Yy
NMOBHO3B'sI3HMX Tpadax Ta rpadax ne bpyitHa, cTaHmapTHI METOIU
KOHCTpytoBaHHs Tpadiky, Taki sk DLB Ta Round Robin, nemonctpyroth
BHUCOKY YacoBY CKJIaJHICTh. lle mpu3BoauTh 10 30UIBIICHHS 3arajbHOl
BapTOCTI MJIAaHYBAaHHS Ta CTBOPEHHS MapIIPyTIB y MEPEeXki, MO0 MOxke OyTu

3HAYHOIO MPOOJIEMOIO B KOHTEKCTI BeIMKUX SDN Mepex.
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3anpononoBanuii MmetoJ LBBNN 103Boisie CyTTEBO CKOPOTUTH YaCOBY
CKJIQIHICTh MapIIPyTU3aIlii, HE3aJIEKHO BiJl TOIOJIOTIT Mepexi Ta piBHS
MiTKITI0UYeHHs By3miB. Takum uymHOM, Meton LBBNN migxomute st
peanizauii B mepexkax SDN 3 BUCOKUM piBHEM 3B’SI3KY, /1€ KIIOUYOBUMHU €
BIIMOBOCTIHKICTh, €(EKTUBHE OalaHCyBaHHS HaBaHTAXKEHHS Ta BHCOKA
akicTe obcimyroByBanHs. Otmxke, LBBNN 3matauii rapantyBaTH piBHOMIpHE
3aBaHTAXKCHHS KaHAIIB MEPEXKI Ta CKOPOUYBATH Yac 1 pecypcu, HeOOX1aH1 I
KOHCTpPYIOBaHHS TpadiKy, THM caMUM 30epiraloud 3aJlaHi TOKa3HUKH
MPOJYKTUBHOCTI HAaBITh 3a HAsIBHOCTI BHCOKOI IIUIBHOCTI MEPEKEBUX

3’¢IHAHB.
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BucHoBku 10 posainy 4

Y nmaHHOMY PO3MiIl MPEACTABICHO aHaJi3 pe3yJbTaTiB 3aCTOCYBAHHS
po3pobiieHoro MeToay OanaHcyBaHHs HaBaHTaxkeHHs1 LBBNN.

EdexTuBHiCTh po3po0iieHOr0 MeToay Oyjia OliHeHa Ha OCHOBI
pe3ynbTaTiB MOro TecTyBaHHS Ha HabOpax MaHUX, 310paHUX 3 PI3HUX THUIMIB
TOMOJIOTIMA, Ta TIOpiBHSHA 3 IHIIUMH MeToJaMHu. Po3poOiieHuit MeTon
0a3yeTbcsi Ha BUKOPUCTAHHI HEMPOHHOI MeEpexi Il  BHU3HAYCHHS
ONTUMAJIBHOTO TUIAXY IMepefadl HOBOTO TMOTOKY JaHWX 3 ypaxyBaHHSIM
nuHaMiyHUX 3MiH cTtany SDN mepexi. Lle no3Bosisie mokpamuty pe3ysibTaTu
OallaHCyBaHHS HAaBaHTAXXEHHS IMOPIBHAHO 3 ICHYIOUMMH CTpATETISIMHU.
TectyBaHHs PO3POOJIECHOrO METONYy OalaHCYBaHHS HABAaHTAXXECHHS Ha TPHOX
PI3HUX TOMOJIOTISIX A0 HACTYIHI PEe3yJIbTAaTH:

® 3MEHILIEHHS CEPEAHBOr0 KOE(ILIEHTY BUKOPUCTAHHS IMPOITYCKHOI
3JIaTHOCTI

® 3MEHIICHHA HWMOBIPHOCTI TMEPEBAHTAXKEHHA NUIIXY Y BHUIAIKY
nepeaaydl HOBOTO NOTOKY JaHUX

® JIOCATJIOCS ONTHMAaJIbHE BHKOPHUCTAHHS PECYpPCiB 3 ypaxyBaHHSIM
JUHAMIYHOTO CTaHy Mepexi

PesynpTaT  aHamizy ToKaszaid, IO  3alpONOHOBAaHUN  METOJ
OanancyBaHHd HaBaHTakeHHS LBBNN Ha OCHOBI ILITy4HOTrO IHTENEKTY
MIPOJICMOHCTPYBAB Kpallli pe3yJbTaTH Ccepell YCiX MPOTECTOBAaHUX CTpaTEriy.
HaiiMeHIe 3Ha4eHHs cepeTHLOKBAIPATUIHOTO BiIXWJICHHS CBIIUUTH TIPO TE,
0 HABAHTAXKEHHS  PO3MOJUISETHCS  PIBHOMIPHO 3  ONTUMAJIbHUM
BUKOPUCTAHHAM JOCTYITHUX MepexkeBUX pecypciB. lle cBiquuTh mpo Te, 110
KOe(]illlEHT BUKOPUCTAHHS TMPOIYCKHOI 3/IaTHOCTI € OJHOPIAHUM ISt
KOXXHOTO MapHIpyTy, 10 3a0e3reuye Kparly TpOoayKTUBHICTh Mepexi. Kpim
TOrO, CEpPEelHIM dYac Tmepeaadl HOBUX TMOTOKIB JaHUX IPU BUKOPHUCTAHHI
LBBNN i1 ¢i1a003B’I3H01 TOITOJIOT1T CTAHOBUTH 315 Mc, 110 € HAaWHWKYUM
MOKAa3HUKOM CepeJl YCIX MPOTECTOBAHMX METOJIB JJIsi ITIE] TOMOJIOTiI, TUM

caMUM MIATBEPAKYIOUM BUCOKY IIBUAKICTh PEAKIIii HA 3MIHU B MEPEXKI.
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KpiM TOro, pesynpraTé TECTyBaHHS IPOJEMOHCTPYBAJIM IIEpeBary
JUHAMIYHUX ~ CcTparerii  OajaHCyBaHHS HaBaHTAKEHHS TMOPIBHSAHO  3i
cTaTuyHUMHU aHajoramu. CrTparerisi Ha OCHOBI IITYYHOTO IHTEIEKTY
(LBBNN) He Tinpku 3abe3reuye pPIBHOMIPHHH PO3MOALT HaBaHTaXKCHHS 1
MIHIMI3Yy€ Yac mepenayi makeTiB, aje i eeKTUBHO pearye Ha 3MiHH B CTaHi
Mepexi. Lle ocobmuBo BaxkmuBo aiis SDN Mepex, e MBUAKICTh 1 HAAIHHICTD
nepegadl JaHUX € KJIF0YOBUMHU NMOKa3HUKAMU MTPOTYKTUBHOCTI.

TakumM  yMHOM,  3ampoONOHOBAaHAa  CTparTerisi  OamaHCYBaHHS
HAaBAaHTa)XCHHA Ha OCHOBI IUTYYHOTO IHTEJNEKTY SIBHO IE€pEBEpIIyE 1HIII
METO/IM, OCOOJIMBO B AMHAMIYHOMY MEpEXEBOMY cepenoBuill. Peamizaris
LBBNN no3Bosisie ONTUMaibHO BUKOPUCTOBYBATH IMPONYCKHY 3HATHICTH 1
3MEHIIUTH Yac Tepeaadi makeTiB y Mepexki Ha 14%, mo poOuTh e miaxis
e(eKTUBHUM 3acO00M KepyBaHHA TpadikoM B MPOrPaMHO-KOH()IrypOBaHHX

MCpCIKax.
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BUCHOBKHA

B nawucepramiiiHiii poOOTi po3B’si3aHE aKTyalbHE HAyKOBE 3aBJaHHS
BUKOPUCTAHHS IITYYHOTO IHTEJIEKTY B OCHOBI METOJy KOHCTPYIOBaHHS
Tpadiky B MporpaMHO-KOH(]irypoBanux mepexax. [Ipu mpomy, oTpuMaHo
HACTYITHI HAYKOBI Ta MPaKTUYHI Pe3yIbTaTH:

1. IlpoBeneHo aHaji3 ICHYHOYMX METOJIIB KEpyBaHHS TpadikoM Yy
MPOrpaMHO-KOH(ITYPOBaHMX MepexaxX, 30KpeMa CTaTUYHUX Ta JUHAMIYHHX
CTpaterii OallaHCYBaHHS HABAHTAXKEHHSI, IO JO3BOJIMJIO BUSIBUTH OCHOBHI
HEJIOJIIKU Ta MEePeBarv KOKHOTO 3 MiAXO/IIB.

2. JlocmipKeHO BIUIMB — JAWMHAMIYHUX  CTpaTerii  OanaHCyBaHHS
HAaBAaHTa)XCHHSA, BKIIIOYAIOYM CTpaTerito OajaHCYBaHHS HaBAHTAXCHHS
LBBNN Ha OCHOBI IITY4YHOTO IHTENEKTY, Ha €(EKTUBHICTb MpPOLEIYypH
KOHCTPYIOBaHHS Tpagiky.

3. 3ampomoHOBaHO Ta OOIPYHTOBAHO MOJAU(PIKOBAHUNH  METOA
KOHCTPYIOBaHHA TpadiKy Ha OCHOBI IITy4HOro 1HTeNeKTy y SDN mepexax 3
ypaxyBaHHAM iX OCOOJIMBOCTEHl Ta BHMOI [0 HHX, SKHH BpaxoOBYe
rJI00AJIbHUIM CTaH Mepexi Ta J03BOJIAE JOCIITH OUIbII PIBHOMIPHOTO
po3noauTy Tpadiky MK KaHaJIaMH Mepeaadl TaHuXx.

4. 3ampornoHOBaHO Ta OOIPYHTOBAHO YAOCKOHAJIEHY apXITEKTypy
CUCTEMHU KOHCTPYIOBaHHS TpadiKy B MPOrpaMHO-KOH(DITypOBaHUX MeEpe)kax
Ha OCHOBI INTYYHOTO I1HTEJNEKTY, fKa, Ha BIAMIHY BiJl ICHYIOUHMX METO/IB,
3a0e3neyye MOXKIMBICTb BUKOPHUCTAaHHS IHTErpajbHOTO TIOKa3HUKA IS
OaJlaHCyBaHHS HABAaHTA)KCHHS B 3aJIEXKHOCTI Bij TUITY Tpadika.

5. OtpumaB nojanblInil pO3BUTOK METOJ OOpPaXyHKY MOKA3HUKIB JUIS
BUOOpPY LUISIXY B MIPOrpaMHO-KOH(ITypOBaHUX MEpPEkax 3 ypaxyBaHHSIM
0COOJIMBOCTEN MEpeX Ta BUMOT, BUCYHYTHX 1O HHX, II0 HAJAa€ MOXKIUBICTDH
BUKOPHCTOBYBaTH KOMIUICKCHUII METOJl KOHCTPYIOBaHHS Tpadiky, SKHii
BKJIIOUae y cebe Meroj 0oOpaxyHKY TMOKa3HHUKIB IUIAXYy Ta OallaHCyBaHHS

HaBaHTaXeHHA. lle, Ha BiAMIHY BiJ ICHYIOUMX MiAXOJIB, J03BOJISE
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aJanTyBaTH MOJIeJIb HEUPOHHOI MepeXi O BUMOT, SIKi BUCYHYTI JO MEPEXi,
Ta BPaxOBYBATHU TNI00ATBHUIN CTaH MEPEXK1 I KOHCTPYIOBaHHS Tpadiky.

6. IlpoBeneHO TECTyBaHHSA 3alpPONOHOBAHOTO METOAY KOHCTPYIOBAHHS
tpadixy LBBNN y mnopiBusaH1 3 iHmmMu Merogamu (DLB, Round Robin,
monupikoBanuit ECMP), mo migTBepauio ioro mepeBard y MiHIMi3amii
3aTPUMOK Ta 30aJaHCOBAaHOMY BUKOPUCTAaHHI MEPEKEBUX PECYPCIB.

7. IlpoBemeHo aHami3 peE3yJNbTaTiB TECTYBaHHS, IO MiATBEPIUB
nepesary 3arnporonoBaHoro merony LBBNN 3a k1t04oBUMH MOKa3HUKAMH:
CepeaHIM YacoM Tiepejadi MaKeTiB, pPIBHOMIPHICTIO PO3IO/I1Ty HaBaHTKCHHS
Ta MiHIMI3alll€l0 WMOBIPHOCTI MEPEBAaHTAXEHHSI Mepexi. 3a pe3ylibTaTaMu
3aCTOCYBaHHS PO3pOOJICHOrO METoAy OyJI0 JOCSITHYTO  IiJBUIICHHS
MPOYKTUBHOCTI MEPEXI1 32 PaXyHOK OUIBII PIBHOMIPHOTO PO3MOALTY Tpadiky
Ta ONTUMAJIBHOTO BUOOPY MapUIpPyTiB. 30KpeMa, CepeHid yac mnepenadi
MaKeTiB y Mepexi 3MeHImMBcS Ha 14% TOpIBHSIHO 3 TpajauIliiHUMHU
aNropuTMaMHu MapiipyTtusamii. 1le cTano MOXIUBUM 3aBISKA JHHAMIYHOMY
aHamizy mnapamerpiB  Tpadiky, 30KpeMa MPONYCKHOI 3JaTHOCTI Ta
3aBaHTAKEHOCTI MEPEKEBUX BY3JIB, 0 JO3BOJIIO IMIBHJIIE aJalTyBaTH
MapIIpyTU3aLI0 10 3MIH Y peaJIbHOMY 4acl.

Po3pobnena wmomens Mae  BUCOKY e(EKTHMBHICTH Yy  3amadyi
MPOTHO3YBAaHHS ONTHUMAIBHOTO NUISAXY Tepenayl makeriB. Bona moxe Oytu
BUKOPHCTaHA SIK OCHOBA JUISl TOMAJBIIUX JOCTIIHKEHh Ta BIOCKOHAJICHHS
MEpEXKEBUX AITOPUTMIB MapUIpyTH3allii, a TaKoX i PO3POOKHM HOBHX

METO/I1B ONTUMI3aLli TepeAadl JaHUX Y Cy4acHUX KOMIT'FOTEPHHUX MepexKax.



146

JIITEPATYPA

1. Nunes, B. A. A., Mendonca, M., Nguyen, X.-N., Obraczka, K., &
Turletti, T. (2014). A survey of software-defned networking: Past, present,
and future of programmable networks. IEEE Communications Surveys &
Tutorials, 16(3), 1617-1634.

2. Raza, S., Huang, G., Chuah, C.N. et al: ‘Measurouting: a framework
for routing assisted traffic monitoring’, IEEE/ACM Trans. Netw., 2012, 20,
(1), pp. 45-56

3. Heorhiadi, V., Reiter, M.K., Sekar, V.. ‘Simplifying software-
defined network optimization using SOL’. Proc. of the 13th Usenix Conf.
on Networked Systems Design and Implementation, California, USA,
March 2016, pp. 223-237

4. Martini, B., Adami, D., Sgambelluri, A. et al: ‘An SDN orchestrator
for resources chaining in cloud data centers’. Proc. of 2014 European Conf.
on Networks and Communications (EuCNC), Bologna, Italy, June 2014,
pp. -5

5. Akyildiz, L.F., Lee, A., Wang, P. et al: ‘A roadmap for traffic
engineering in SDN-OpenFlow networks’, Comput. Netw., 2014, 71, pp.
1-30

6. Feamster, N., Rexford, J., Zegura, E.: ‘The road to SDN: an
intellectual history of programmable networks’. ACM SIGCOMM
Comput. Commun. Rev., 2014, 44, (2), pp. 87-98

7. Nunes, B.A.A., Mendonca, M., Nguyen, X.N. et al: ‘A survey of
software-defined networking: past, present, and future of programmable
networks’, IEEE Commun. Surv. Tutorials, 2014, 16, (3), pp. 1617-1634

8. Kulakov, Y., & Korenko, D. (2021). Modified Method of Traffic
Engineering in DCN with a Ramified Topology. International Journal of

Advanced Computer Science and Applications, 12(12).



147

9. Korenko, D., Cherevatenko, O., Rusinov, V., & Kulakov, Y. (2022).
Creation of the method of multipath routing using known paths in software-
defined networks. Technology audit and production reserves, 4(2/66), 19-
24,

10. Jain, R., Paul, S.: ‘Network virtualization and software defined
networking for cloud computing: a survey’, IEEE Commun. Mag., 2013,
51, (11), pp. 24-31

11. Bera, S., Misra, S., Vasilakos, A.V.: ‘Software-defined networking
for internet of things: a survey’, IEEE Internet Things J., 2017, 4, (6), pp.
1994-2008

12. Lin, P., B1, J., Wolff, S. et al: ‘A west-east bridge based SDN inter-
domain testbed’, IEEE Commun. Mag., 2015, 53, (2), pp. 190-197

13. Jain, S., Kumar, A., Mandal, S. et al: ‘B4: experience with a
globally-deployed software defined WAN’, ACM SIGCOMM Comput.
Commun. Rev., 2013, 43, (4), pp. 3—14

14. Hong, C., Kandula, S., Mahajan, R. et al: ‘Achieving high
utilization with software-driven WAN’. Proc. of ACM SIGCOMM Conf.,
Hong Kong, China, August 2013, pp. 15-26

15. Singh, A. K., & Srivastava, S. (2018). A survey and classifcation of
controller placement problem in SDN. International Journal of Network
Management, 28, 1-25.

16. Masoudi, R., & Ghafari, A. (2016). Software defned networks: A
survey. Journal of Network and Computer Applications, 67, 1-25.

17. Alshnta, A. M., Abdollah, M. F., & Al-Haiqi, A. (2018). SDN in the
home: A survey of home network solutions using Software Defned
Networking. Cogent Engineering, 5, 1-40.

18. Karakus, M., & Durresi, A. (2017). Quality of Service (QoS) in
Software Defned Networking (SDN): A survey. Journal of Network and
Computer Applications, 80, 200-218.

19. Wang, W., Tian, Y., Gong, X., Q1, Q., & Hu, Y. (2015). Software



148

defned autonomic QoS model for future Internet. The Journal of Systems
and Software, 110, 122—-135.

20. Diego, F. M. V., Rothenberg, C., & Azodolmolky, S. (2014).
Software-defned networking: A comprehensive survey. Proceedings of the
IEEE, 103(1), 14-76.

21. Wibowo, F. X. A., Gregory, M. A., Ahmed, K., & Gomez, K. M.
(2017). Multi-domain software defned networking: Research status and
challenges. Journal of Network and Computer Applications, 87, 32—45.

22. Nippon Telegraph and Telephone Corporation. (2012). Ryu
Network Operating System. http://osrg.github.com/ryu/

23. Floodlight is a Java-based OpenFlow controller. (2012).

http://foodlight.openflowhub.org/
24. OpenDaylight. (2013). OpenDaylight: A Linux Foundation

Collaborative Project. http://www.opendaylight.org

25. Krishnaswamy, U., Berde, P., Hart, J., Kobayashi, M., Radoslavov,
P., Lindberg, T., Sverdlov, R., Zhang, S., Snow, W., & Parulkar, G. (2013).
ONOS: An open source distributed SDN  OS.  http:/

www.slideshare.net/umeshkrishnaswamy/open-network-operating-system.
26. HP VAN SDN Controller Software.
http://h20195.www2.hp.com/v2/getpdf.aspx/4AA4-9827ENW.pdf

27. Sheinbein, D., Weber, R.P.: ‘Stored program controlled network:
800 service using spc network capability’, Bell Labs Tech. J., 1982, 61, (7),
pp. 1737-1744

28. Kreutz, D., Ramos, F.M., Verissimo, P.E. et al: ‘Software-defined
networking: a comprehensive survey’, Proc. IEEE, 2015, 103, (1), pp. 14—
76

29. Ferguson, A.D., Guha, A., Liang, C. et al: ‘Participatory
networking: an API for application control of SDNs’, ACM SIGCOMM
Comput. Commun. Rev., 2013, 43, (4), pp. 327-338

30. Voellmy, A., Kim, H., Feamster, N.: ‘Procera: a language for high-


http://osrg.github.com/ryu/
http://foodlight.openflowhub.org/
http://www.opendaylight.org/
http://www.slideshare.net/umeshkrishnaswamy/open-network-operating-system
http://h20195.www2.hp.com/v2/getpdf.aspx/4AA4-9827ENW.pdf

149

level reactive network control’. Proc. of the first workshop on Hot Topics
in Software Defined Networks, Helsinki, Finland, August 2012, pp. 43—48
31. Monsanto, C., Foster, N., Harrison, R. et al: ‘A compiler and run-
time system for network programming languages’, ACM SIGPLAN Not.,
2012, 47, pp. 217-230
32. Foster, N., Harrison, R., Freedman, M.J. et al: ‘Frenetic: a network
programming language’, ACM SIGPLAN Not., 2011, 46, (9), pp. 279-291
33."RESDN: A Novel Metric and Method for Energy Efficient

Routing in Software Defined Networks". IEEE Transactions on Network

and Service Management. 17 (2): 736—
749. arXiv:1905.12219. doi:10.1109/TNSM.2020.2973621. S2CID 199442
001.

34. AppNeta. "Rate Limiting Detection: Bandwidth and

Latency". Appneta. Retrieved 2020-07-23.

35. Zhai, Yahong, Yong Lv, and Longyan Xu. "Optimized QoS
Routing in Software-Defined In-Vehicle Networks." INTERNATIONAL
JOURNAL OF COMPUTERS COMMUNICATIONS & CONTROL 19.1
(2024).

36. Mouhoub, Noureddine, Mohamed Lamine Lamali, and Damien
Magoni. "A Transitive Closure Algorithm for Routing With Automatic
Tunneling." IEEE/ACM Transactions on Networking (2024).

37. Alhilali, Ahmed Hazim, and Ahmadreza Montazerolghaem.
"Artificial intelligence based load balancing in SDN: A comprehensive
survey." Internet of Things 22 (2023): 100814.

38. Al-Dunainawi, Yousif, Bilal R. Al-Kaseem, and Hamed S. Al-
Raweshidy. "Optimized artificial intelligence model for DDoS detection in
SDN environment." IEEE Access (2023).

39. Abdi, Abdinasir Hirsi, et al. "Security Control and Data Planes of
SDN: A Comprehensive Review of Traditional, Al and MTD Approaches
to Security Solutions." IEEE Access (2024).


https://doi.org/10.1109/TNSM.2020.2973621
https://doi.org/10.1109/TNSM.2020.2973621
https://en.wikipedia.org/wiki/ArXiv_(identifier)
https://arxiv.org/abs/1905.12219
https://en.wikipedia.org/wiki/Doi_(identifier)
https://doi.org/10.1109%2FTNSM.2020.2973621
https://en.wikipedia.org/wiki/S2CID_(identifier)
https://api.semanticscholar.org/CorpusID:199442001
https://api.semanticscholar.org/CorpusID:199442001
https://www.appneta.com/blog/rate-limiting-bandwidth-latency/
https://www.appneta.com/blog/rate-limiting-bandwidth-latency/

150

40. Rojas, Juan Sebastian, Alvaro Rendén Galloén, and Juan Carlos
Corrales. "Personalized service degradation policies on OTT applications
based on the consumption behavior of users." Computational Science and
Its Applications—ICCSA 2018: 18th International Conference, Melbourne,
VIC, Australia, July 2-5, 2018, Proceedings, Part III 18. Springer
International Publishing, 2018.

41. Masood, Fahad, et al. "Al-enabled traffic control prioritization in
software-defined IoT networks for smart agriculture." Sensors 23.19
(2023): 8218.

42. Russell, S., Norvig, P.. ¢ Artificial intelligence (a modern
approach)’ (Prentice Hall, New Jersey, 1995, 3rd edn.), 1152p

43. Negnevitsky, M.: ¢ Artificial intelligence - a guide to intelligent
systems’ (Addison-Wesley, Essex, 2005, 2nd edn.), 415p

44. Kulakov, Y. O., & Korenko, D. V. Methods of applying artificial
intelligence in software-defined networks. Problems of Informatization and
Control, 1(73), 2023, 23-27.

45. KymakoB 0. O., Kopenko JI. B. Meron OamaHcyBaHHS
HAaBaHTAXKEHHA B Mepexax SDN 3 BUKOPUCTaHHSM IITYYHOTO 1HTEJIEKTY.
[TpoGnemu indopmaTu3aiiii Ta ynpasmiinas, 2(78)0 2024.

46. Nguyen, T.T., Armitage, G.: ‘A survey of techniques for internet
traffic classification using machine learning’. IEEE Commun. Surv. Tutor.,
2008, 10, (4), pp. 5676

47. Zhang, G.P.: ‘Neural networks for classification: a survey’, IEEE
Trans. Syst. Man Cybern. C, Appl. Rev., 2000, 30, (4), pp. 451462

48. Rokach, L.: ‘Taxonomy for characterizing ensemble methods in
classification tasks: A review and annotated bibliography’, Comput. Stat.
Data Anal., 2008, 53, (12), pp. 4046—4072

49. LeCun, Y., Bengio, Y., Hinton, G.: ‘Deep learning’, Nature, 2016,
521, (7553), pp. 436444

50. Deng, L.: ‘A tutorial survey of architectures, algorithms, and



151

applications for deep learning’, APSIPA Trans. Signal Inf. Process., 2014,
3, (e2), pp. 1-19

51. Mohammadi, M., Al-Fugaha, A., Sorour, S. et al: ‘Deep learning
for IoT big data and streaming analytics: a survey’, IEEE Commun. Surv.
Tutorials, 2018, 20, (4), pp. 2923-2960

52. Tang, T., Zaidi, S.A.R., McLernon, D. et al: ‘Deep recurrent neural
network for intrusion detection in SDN-based networks’. 2018 IEEE Int.
Conf. on Network Softwarization (NetSoft 2018), Montreal, Canada, June
2018

53. Zhang, Q., Yang, L.T., Chen, Z. et al: ‘A survey on deep learning
for big data’, Inf. Fusion, 2018, 42, pp. 146—157

54. MacQueen, J.B.: ‘Some methods for classification and analysis of
multivariate observations’. Proc. of 5th Berkeley Symp. on Mathematical
Statistics and Probability, Berkeley, USA, 1967, pp. 281-297

55. Khan, S.S., Ahmad, A.: ‘Cluster center initialization algorithm for
K-means clustering’, Pattern Recognit. Lett., 2004, 25, (11), pp. 1293-1302

56. Zhang, C., Xia, S.: ‘K-means clustering algorithm with improved
initial center’. IEEE Second Int. Workshop on Knowledge Discovery and
Data Mining, Moscow, Russia, January 2009, pp. 790-792

57. Pal, N.R, Bezdek, J.C: ‘On cluster validity for the fuzzy c-means
model’, IEEE Trans. Fuzzy Syst., 1995, 3, (3), pp. 370-379

58. Kohonen, T.: ‘The self-organizing map’, Neurocomputing, 1988,
21, (1-3), pp. 1-6

59. Kohonen, T.: ‘The self-organizing map’, Proc. IEEE, 1990, 78, (9),
pp. 14641480

60. Phan, T.V., Bao, N.K., Park, M.: ‘Distributed-SOM: a novel
performance bottleneck handler for large-sized software-defined networks
under flooding attacks’, J. Netw. Comput. Appl., 2017, 91, pp. 14-25

61. Fan, Z., Xiao, Y., Nayak, A. et al: ‘An improved network security

situation assessment approach in software defined networks’, Peer-to-Peer



152

Netw. Appl., 2017, https://doi.org/10.1007/s12083-017-0604-2

62. Arulkumaran, K., Deisenroth, M.P., Brundage, M. et al: ‘Deep
reinforcement learning: A brief survey’, IEEE Signal Process. Mag., 2017,
34, (6), pp. 26-38

63. Watkins, C.J., Dayan, P.: ‘Q-learning’, Mach. Learn., 1992, 8, (3-
4), pp. 279-292

64. Fan, X., Guo, Z.: ‘A semi-supervised text classification method
based on incremental EM algorithm’. WASE Int. Conf. on Information
Engineering, Beidaihe, China, August, 2010, pp. 211-214

65. Artem Volokyta, Alla Kogan, Oleksii Cherevatenko, Dmytro
Korenko, Dmytro Oboznyi, Yurii Kulakov, "Traffic Engineering with
Specified Quality of Service Parameters in Software-defined Networks",
International  Journal of Computer Network and Information
Security(IJCNIS), Vol.16, No.5, pp.1-13, 2024.
DOI:10.5815/ijcnis.2024.05.01

66. Zhang, Y., Cui, L., Wang, W., & Zhang, Y. (2018). A survey on
software defned networking with multiple controllers. Journal of Network
and Computer Applications, 103, 101-118.

67. Karakus, M., & Durresi, A. (2017). A survey: Control plane
scalability 1issues and approaches in Software-Defned Networking.
Computer Networks, 112, 279-293.

68. Rojas, Juan Sebastian, Alvaro Rendon, and Juan Carlos Corrales.
"Consumption behavior analysis of over the top services: Incremental
learning or traditional methods?." IEEE Access 7 (2019): 136581-136591.

69. Rojas, Juan Sebastian, et al. "Smart user consumption profiling:
Incremental learning-based OTT service degradation." IEEE access 8
(2020): 207426-207442.

70. Loutskii, H., Volokyta, A., Rehida, P., Kaplunov, A., Ivanishchev,
B., Honcharenko, O., & Korenko, D. (2021). Topology synthesis method

based on excess de bruijn and dragonfly. In Advances in Computer Science



153

for Engineering and Education IV (pp. 315-325). Springer International
Publishing.

71. Volokyta A., Loutskii H., Rehida P., Honcahrenko O., Korenko D.,
Rusinov V., Ivanishchev B., Kaplunov A. Convolutionary neural networks
regarding problem of monitoring data balancing in de bruijn topology.
Bulgarian Journal for Engineering Design, 2021, Mechanical Engineering
Faculty, Technical University-Sofia. ISSN 1313-7530

72. Volokyta, A., Loutskii, H., Rehida, P., Kaplunov, A., Ivanishchev,
B., Honcharenko, O., & Korenko, D. (2022). Extended DragonDeBrujin
topology synthesis method. International Journal of Computer Network and

Information Security, 9(6), 23.



154

JTOJIATOK A

YacTuHa NMporpaMHoOro Koay

Jlictuar A.1 — Monayns LbbnnResource.java
import org.onosproject.net. *;
import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import javax.ws.rs.*;
import java.util. HashMap;
import java.util.List;
import java.util. Map;

import java.util.stream.Collectors;

@Path("route")
public class LbbnnResource extends AbstractWebResource {

private final Logger log = LoggerFactory.getLogger(getClass());

private final HostService hostService = get(HostService.class);
private final PathService pathService = get(PathService.class);

private final PacketService packetService = get(PacketService.class);

// Taimamnizarist PacketProcessor st 00poOKY HOBHX MaKeTIB

private final PacketProcessor packetProcessor = new InternalPacketProcessor();
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public LbbnnResource() {

packetService.addProcessor(packetProcessor, PacketProcessor.director(2));

@GET
@Path("/getPaths")
@Produces(MediaType. APPLICATION JSON)
public Response getPaths() {
try {
// src Ta dst, 30epexeH1 npu 00poOIIl maKeTy
Hostld src = InternalPacketProcessor.currentSrc;

Hostld dst = InternalPacketProcessor.currentDst;

if (src ==null || dst ==null) {
log.warn("Source or Destination Hostld is null.");

return
Response.status(Response.Status. BAD REQUEST).entity("Source or Destination
Hostld is not set.").build();

b

// OTpuMaHHS BCiX MapHIPYTiB MIXK JPKEPETIOM Ta MPU3HAYEHHSAM
List<Path> paths = pathService.getPaths(
hostService.getHost(src).location(),

hostService.getHost(dst).location());

// Tenepartist JSON 3 xapakTepuCTUKaMU KOXHOTO IUISAXY
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List<Map<String, Object>> pathsData = paths.stream().map(path -> {

Map<String, Object> pathData = new HashMap<>();

pathData.put("pathld", path.id());

pathData.put("Bandwidth", calculateBandwidth(path));

pathData.put("PacketsLost", calculatePacketsLost(path));

pathData.put("TransmissionDelay", calculateTransmissionDelay(path));

pathData.put("HopCount", path.links().size());

return pathData;

}).collect(Collectors.toList());

log.info("Paths with characteristics between {} and {}: {}", src, dst,
pathsData);

return Response.ok(pathsData).build();
}+ catch (Exception e) {
log.error("Failed to retrieve paths", e);

return
Response.status(Response.Status. INTERNAL SERVER ERROR).build();

}

private double calculateBandwidth(Path path) {
double totalBytes = 0.0;

double maxBandwidth = path.maxBandwidth()

for (Link link : path.links()) {
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/I getBytesTransferred(link) moBepTae KiIbKiCTh OalTIB, IEPEAAHUX 11O
JHKY

double bytes = getBytesTransferred(link);

totalBytes += bytes;

// OBUHUCITIOEMO CEPETHIO MPOIYCKHY 3AaTHICTD

return totalBytes / maxBandwidth;

private double calculatePacketsLost(Path path) {
double totalForwardPackets = 0.0;

double totalBackwardPackets = 0.0;

for (Link link : path.links()) {

/I getBackwardPackets(link) moBepTae KiJbKICTh MAKETIB, IO MPOUILLITN
Ha3aj

totalForwardPackets += getForwardPackets(link);

totalBackwardPackets += getBackwardPackets(link);

// OOUYUCTIOEMO BTpAaUY€HI MAKETH

return (totalForwardPackets - totalBackwardPackets) / totalForwardPackets;

private double calculateTransmissionDelay(Path path) {
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double totalDuration = 0.0;

double meanlAT = 0.0;

for (Link link : path.links()) {
/I getFlowlATMean(link) moBeprae cepenniit mixknakernuii yac (IAT)
totalDuration += getFlowDuration(link);

meanlAT += getFlowIATMean(link);

// OOUYUCHIOEMO 3araJIbHUI Yac nepeaadl MaKkeTiB

return totalDuration + meanlAT;

// JJonoMi>kH1 METOJM JJI1 OTPUMAHHS JaHHX IO JIIHKaX

private double getBytesTransferred(Link link) {

Deviceld srcDeviceld = link.src().deviceld();

Deviceld dstDeviceld = link.dst().deviceld();

// OTpUMYEMO CTAaTUCTUKY 3aBAaHTAXKEHHS M1 IPUCTPOSIMU
Load load = statisticService.load(link);

double bytesTransferred = load.rate(); // OTpuMyemMo MBUIKICTH Miepeaadl y

log.debug("Bytes transferred on link {}-{}: {}", srcDeviceld, dstDeviceld,

bytesTransferred);

return bytesTransferred / 8.0; // TleperBoptoemo 6it/c B OaiTu/c



private double getForwardPackets(Link link) {

Deviceld srcDeviceld = link.src().deviceld();

// OTpuUMy€EMO BCi MOTOKH Ha IPUCTPOI Ta paxyeMoO MaKeTH
return flowRuleService.getFlowEntries(srcDeviceld).stream()

.mapToDouble(FlowEntry::packets) // 3aranbHa KiTbKICTh MTAKETIiB
BIIEpE]]

.sum();

private double getBackwardPackets(Link link) {

Deviceld dstDeviceld = link.dst().deviceld();

// OTpUMy€EMO BC1 MOTOKH Ha MPUCTPOI Ta PaXyeEMO MAKETH
return flowRuleService.getFlowEntries(dstDeviceld).stream()

.mapToDouble(FlowEntry::packets) // 3aranbHa KiUIbKICTh TTAKETIB
Ha3ajl

.sum();

private double getFlowDuration(Link link) {

Deviceld deviceld = link.src().deviceld();

// OTpUMy€EMO BC1 IOTOKH Ha MPUCTPOi Ta OOYUCITIOEMO TPUBAIICTH MIOTOKY
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return flowRuleService.getFlowEntries(deviceld).stream()
.mapToDouble(FlowEntry::life) // Yac »xuTTs moTOKYy y ceKyHAaX
.average()

.0rElse(0.0); // 3naueHHs 32 3aMOBUYYBaHHSIM

private double getFlowIATMean(Link link) {

Deviceld deviceld = link.src().deviceld();

// OTpumyemo cepenHe MixknnakeTHe 3HaueHHs AT (4dac)
return flowRuleService.getFlowEntries(deviceld).stream()
.mapToDouble(flow -> {
// OOUUCTIOEMO CepeTHIA MIXKITAKETHUH Jac
double packets = flow.packets();
double duration = flow.life(); // y cexynmax
return packets > 0 ? (duration / packets) : 0.0;
5)
.average()

.0rElse(0.0); // 3naueHHs 3a 3aMOBUYBaHHSIM

// BHYTpIIHIN KJac Aj11 00pOOKM HOBUX MMAKETIB 1 BCTAHOBIICHHS Src Ta dst

private class InternalPacketProcessor implements PacketProcessor {
static Hostld currentSrc;

static Hostld currentDst;
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@Override
public void process(PacketContext context) {

if (context.isHandled()) return;

Ethernet eth = context.inPacket().parsed();

if (eth == null) return;

// BuznauaeMmo src Ta dst Ha ocHoBl MAC-anpec 3 Ethernet-¢dpeiimy
currentSrc = Hostld.hostld(eth.getSourceMAC());

currentDst = Hostld.hostId(eth.getDestinationMAC());

log.info("New packet processed - Source: {}, Destination: {}", currentSrc,
currentDst);

}

@POST
@Path("/setOptimalPath")
@Consumes(MediaType. APPLICATION JSON)
public Response setOptimalPath(OptimalPathRequest request) {
try {
// 3Hax0IMMO Ta 3aCTOCOBYEMO OOpaHUil MapIIPyT
Path optimalPath = findPathByld(request.getPathld());
if (optimalPath != null) {

applyOptimalPath(optimalPath);



log.info("Optimal path {} applied.", request.getPathld());
return Response.ok().build();

} else {
log.warn("Optimal path not found: {}", request.getPathld());
return Response.status(Response.Status. NOT FOUND).build();

b

} catch (Exception e) {
log.error("Failed to apply optimal path", e);

return
Response.status(Response.Status. INTERNAL SERVER ERROR).build();

}

Jlictunr B.1 — Mogynps HEHPOHHOI Mepexi

import numpy as np

import pandas as pd

from sklearn.preprocessing import LabelEncoder, StandardScaler
from sklearn.model selection import train_test split

from tensorflow.keras.models import Sequential

from tensorflow.keras.layers import Dense, Dropout, Input

from tensorflow.keras.optimizers import Adam

import matplotlib.pyplot as plt

import tensorflow as tf

# HanamryBanus TensorFlow mis Bukopuctanus CPU
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tf.config.threading.set intra op parallelism_threads(4)

tf.config.threading.set inter op parallelism_threads(4)

# BuBeneHHs criucky ¢ailniB y aupekTopii input

import 0s

for dirname, , filenames in os.walk('/kaggle/input'):
for filename in filenames:

print(os.path.join(dirname, filename))

# 34NTYyBaHHS JAHUX
pd.set_option('display.float format', '{:.2f}".format)

dataset = pd.read_csv("../input/ip-network-traffic-flows-labeled-with-87-
apps/Dataset-Unicauca-Version2-87Atts.csv")

# BupaneHHs 1y00r0YMX KOJIOHOK

dataset = dataset.loc[:, ~dataset.columns.duplicated()]

# IleperBopenns 3HaueHb Infinity Ha -1 Ta NaN Ha 0

dataset.replace([np.inf, -np.inf, np.nan], [-1, -1, 0], inplace=True)

# CtBopenHs 00'exkty LabelEncoder

le = LabelEncoder()

# IlepeTBOpEHHS KaTEropiaIbHUX O3HAK B UHCIIOBI
for column in ['Timestamp', 'Label’, 'ProtocolName']:

dataset[column] = le.fit transform(dataset[column])



# OOuunCIeHHS 03HAK

maxBandwidth = 1000000000

initial ttl = 64

dataset['Bandwidth'] = dataset['Flow.Bytes.s'] / maxBandwidth

dataset['Packets.Lost'] = (dataset['Total. Fwd.Packets'] -
dataset['New.Total. Backward.Packets']) / dataset['Total. Fwd.Packets']

dataset['Transmission.Delay'] = dataset['Flow.Duration'] +
dataset['Flow.IAT.Mean']

dataset['Hop.Count'] = initial ttl - dataset["TTL']

# BuOip o3HaK jyis Mojei
features = ['Bandwidth', 'Packets.Lost', "Transmission.Delay', 'Hop.Count']

dataX = dataset[features]

# IlepeTBOpEeHHS LIIJIBOBOI 3MIHHOI Ha YHUCIIOBY
# le _optimal path = LabelEncoder()
dataY = dataset['Bandwidth']

#le optimal path.fit transform(dataset['Flow.ID'])

# Iloain naHux Ha HABYAJIbHY Ta TECTOBY BUOIPKH

trainX, testX, trainY, testY = train_test split(dataX, datay, test size=0.2,
random_state=42)

# Hopmautizariist JaHux

scaler = StandardScaler()
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X train_scaled = scaler.fit_transform(trainX)

X test scaled = scaler.transform(testX)

# [lobynoBa Mo/ieni HEHPOHHOI Mepexi

model = Sequential()
model.add(Input(shape=(X_train_scaled.shape[1],)))
model.add(Dense(7, activation="relu"))
model.add(Dropout(0.5))

model.add(Dense(7, activation="relu'))
model.add(Dropout(0.5))

model.add(Dense(1, activation='linear")) # Buxignui map st perpecii

# Komnursimiss Moaeiti

model.compile(loss="'mean_squared error', optimizer=Adam(learning_rate=0.001),
metrics=['mean_absolute error'])

# HaBuauus moei

history = model.fit(X_train_scaled, trainY, epochs=25, batch size=32,
validation_split=0.2)

# 30epexeHHs MoJIel

model.save('optimal path model.h5")

# Ominka Mojaenl
loss, mae = model.evaluate(X test scaled, testY)

print(fMean Absolute Error: {mae}')



# Bizyauizallisi KpUBUX HaBYaHHS
plt.plot(history.history['loss'])
plt.plot(history.history['val loss'])
plt.title('Model Loss')

plt.ylabel('Loss')

plt.xlabel('Epoch')

plt.legend(['Train', 'Validation'], loc="upper left')
plt.show()

Jlictunr B.1 — Mopynbs KopuCTyBaIlbKoro inrepdeincy
gui.py

import customtkinter as ctk

from tkinter import messagebox, filedialog

from session_manager import SessionManager

class PathOptimizerGUI(ctk.CTk):
def init (self):
super(). init ()
self.session_manager = SessionManager() # Jlonano meHemkep cecii

self.active sessions checkboxes = {}

ctk.set appearance mode("System")

ctk.set default color theme("dark-blue")
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self.title("LBBNN GUI")
self.geometry(f" {800}x580")

self.configure layout()

self.create sidebar()

self.create tabview()

self.appearance mode optionemenu.set("System")

self.scaling_optionemenu.set("100%")

def configure layout(self):
self.grid_columnconfigure(1, weight=1)

self.grid rowconfigure((0, 1, 2), weight=1)

def create sidebar(self):
self.sidebar frame = ctk.CTkFrame(self, width=140, corner radius=0)
self.sidebar_frame.grid(row=0, column=0, rowspan=4, sticky="nsew")

self.sidebar frame.grid rowconfigure(4, weight=1)

self.add_sidebar label("Menu", 0, "bold")

self.add_sidebar button("New Connection", 1,
self.show new connection_tab)

self.add_sidebar button("Active Sessions", 2, self.show_active sessions_tab)

self.add_sidebar button("About", 3, self.show_about tab)



self.add sidebar options()

def add_sidebar label(self, text, row, font=None):

ctk.CTkLabel(self.sidebar frame, text=text, font=ctk.CTkFont(size=20,
weight=font) if font else None) \

.grid(row=row, column=0, padx=20, pady=(10, 10))

def add sidebar button(self, text, row, command=None):
ctk.CTkButton(self.sidebar frame, text=text, command=command) \

.grid(row=row, column=0, padx=20, pady=(10, 10))

def add sidebar options(self):
self.add_sidebar label("Appearance Mode:", 5)

self.appearance_mode optionemenu =
ctk.CTkOptionMenu(self.sidebar frame, values=["Light", "Dark", "System"],

command=self.change appearance mode event)

self.appearance mode optionemenu.grid(row=6, column=0, padx=20,
pady=(10, 10))

self.add sidebar label("UI Scaling:", 7)

self.scaling optionemenu = ctk. CTkOptionMenu(self.sidebar frame,
values=["80%", "90%", "100%", "110%", "120%"],

command=self.change scaling_event)

self.scaling_optionemenu.grid(row=8, column=0, padx=20, pady=(10, 20))

def create tabview(self):
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self.tabview = ctk.CTkTabview(self, width=250)

self.tabview.grid(row=0, rowspan=3, column=1, columnspan=3, padx=(20,
20), pady=(5, 20), sticky="nsew")

self.tabview.add("New Connection")

self.tabview.add("Active Sessions")

self.tabview.add("About")

self.setup new connection_tab()
self.setup active sessions_tab()

self.setup about tab()

def setup new connection_tab(self):

new_connection frame = self.create frame in_tab("New Connection")

self.add config label(new connection frame, "Configure SDN Controller",
0, 0)

self.ip entry = self.create labeled entry(new connection frame, "IP
Address:", 1, 0)

self.port_entry = self.create labeled entry(new connection frame, "Port:", 2,
0)

self.add config label(new connection frame, "Configure Path
Characteristics", 0, 3)

option_values = ['Bandwidth', 'Packets Lost', 'Transmission Delay', 'Hop
Count']
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self.optionmenu_vars = [ctk.StringVar(value=val) for val in option_values]

for 1, var in enumerate(self.optionmenu_vars, start=1):

self.create labeled optionmenu(new_connection frame, f"'Priority {i}", 1,
3, var, option_values)

ctk.CTkButton(new_connection frame, text="Add Connection",
command=self.add connection).grid(row=4, column=0, columnspan=2, padx=10,

pady=(10, 0))

def setup active sessions_tab(self):
self.active _sessions frame = self.create frame in_tab("Active Sessions")

self.active sessions =[]

self.active sessions_scrollable frame =
ctk.CTkScrollableFrame(self.active sessions_frame)

self.active sessions_scrollable frame.grid(row=0, column=0, padx=10,
pady=10, sticky="nsew")

self.buttons frame = ctk.CTkFrame(self.active sessions frame)

self.buttons frame.grid(row=0, column=1, padx=10, pady=10, sticky="n")

self.add button to frame("New Session", self.show new connection tab,
self.buttons_frame, 0)

self.add button to frame("Remove Session", self.remove session,
self.buttons_frame, 1)

self.add button to frame("Export Logs", self.export logs,
self.buttons_frame, 2)
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def setup about tab(self):
about frame = self.create frame in_ tab("About")

ctk.CTkLabel(about frame, text="This is where you will provide your
instructions.", anchor="w").grid(row=0, column=0, padx=10, pady=10,
sticky="w")

def create frame in_tab(self, tab name):
frame = ctk.CTkFrame(self.tabview.tab(tab _name))
frame.grid(row=0, column=0, padx=10, pady=10, sticky="nsew")
frame.grid columnconfigure(0, weight=1)

return frame

def create labeled entry(self, parent, label text, row, col):

ctk.CTkLabel(parent, text=label text).grid(row=row, column=col, padx=10,
pady=10, sticky="w")

entry = ctk. CTkEntry(parent)
entry.grid(row=row, column=col + 1, padx=20, pady=10, sticky="ew")

return entry

def create labeled optionmenu(self, parent, label text, row, col, var, values):

ctk.CTkLabel(parent, text=label text).grid(row=row, column=col, padx=10,
pady=10, sticky="w")

ctk.CTkOptionMenu(parent, variable=var, dynamic_resizing=False,
values=values).grid(row=row, column=col + 1, padx=10, pady=10)

def add config label(self, parent, text, row, col):
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ctk.CTkLabel(parent, text=text, anchor="center").grid(row=row, column=col,
columnspan=2, padx=10, pady=10, sticky="w")

def add button to frame(self, text, command, frame, row):

ctk.CTkButton(frame, text=text, command=command).grid(row=row,
column=0, padx=10, pady=(10, 0))

def add_connection(self):
ip = self.ip_entry.get()
port = self.port_entry.get()

options = [var.get() for var in self.optionmenu_vars]

if not self.validate ip(ip):
messagebox.showerror("Error", "Invalid IP address.")

return

if not port.isdigit() or not (0 < int(port) < 65536):

messagebox.showerror("Error", "Port must be a number between 1 and
65535.")

return

if len(options) != len(set(options)):

messagebox.showwarning("Warning", "Duplicate options selected. Please
choose different options.")

return

# CTtBOpeHHS cecii
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if self.session_manager.add session(ip, port, self.optionmenu_vars):
self.add active session checkbox(f"{ip}:{port}")
messagebox.showinfo("Success", "Connection established.")
else:

messagebox.showerror("Error", "Failed to establish connection.")

def add active session checkbox(self, session key):

checkbox = ctk.CTkCheckBox(self.active sessions_scrollable frame,
text=session_key)

checkbox.grid(sticky="w")

self.active sessions checkboxes[session key] = checkbox

def validate ip(self, ip):
parts = ip.split(".")

return len(parts) == 4 and all(part.isdigit() and 0 <= int(part) <= 255 for part
in parts)

def change appearance mode event(self, new appearance mode: str):

ctk.set appearance mode(new appearance mode)

def change scaling_event(self, new scaling: str):

ctk.set widget scaling(int(new_scaling.replace("%", "")) / 100)

def show new connection_tab(self):

self.tabview.set("New Connection")
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def show active sessions tab(self):

self.tabview.set(" Active Sessions")

def show about tab(self):

self.tabview.set(" About")

def remove session(self):

selected session = self.get selected session()

if not selected session:
messagebox.showwarning("Warning", "No session selected for removal.")
return

self.session_manager.remove session(selected session)

self.active sessions checkboxes[selected session].destroy()

del self.active sessions checkboxes[selected session]

messagebox.showinfo("Success", f'Session {selected session} removed.")

def get selected session(self):
for session_key, checkbox in self.active sessions checkboxes.items():
if checkbox.get() == 1: # ko yekOokc BUOpaHuit
return session_key

return None

def export logs(self):
selected session = self.get_selected session()

if not selected session:
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messagebox.showwarning("Warning", "No session selected for log
export.")

return

# 3anutyemo nuisix 10 ¢airy
file path = filedialog.asksaveasfilename(defaultextension=".txt",

filetypes=[("Text files", "*.txt"), ("All files",
n*.*n)])

if file_path:
self.session_manager.export logs(selected session, file path)

messagebox.showinfo("Success", f'Logs exported to {file path}.")

sdn_controller.py
import requests
import threading
import time

import numpy as np

import tensorflow as tf

class SDNControllerSession:
def init (self, ip, port, logger, priority vars):
self.ip=1p
self.port = port
self.logger = logger
self.priority vars = priority vars

self.paths_data =[]
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self.active = True

self.model = tf.keras.models.load model('optimal path model.h5")

def connect(self):

try:
url = f'http://{self.ip}: {self.port}/onos/v1/route/getPaths'
response = requests.get(url)
response.raise_for status()
self.paths data = response.json()
self.logger.log request(self.ip, "Initial Request", self.paths data)
threading. Thread(target=self.continuous_requesting, daemon=True).start()
return True

except requests.RequestException as e:
self.logger.log request(self.ip, "Connection Error", str(e))

return False

def continuous_requesting(self):
while self.active:
try:
url = f'http://{self.ip}: {self.port}/onos/v1/route/getPaths'
response = requests.get(url)
response.raise_for status()
self.paths _data = response.json()

self.logger.log request(self.ip, "Path Request", self.paths data)



# Po3paxoByeMO ONTUMAIBHUN ILISIX
optimal path = self.predict optimal path(self.paths data)

self.logger.log request(self.ip, "Optimal Path Sent", optimal path)

post_url = f'http://{self.ip}: {self.port}/onos/v1/route/setOptimalPath'
requests.post(post_url, json={"pathld": optimal path['pathld']})
except requests.RequestException as e:

self.logger.log request(self.ip, "Error", str(e))

time.sleep(1)

def predict optimal path(self, paths data):
input_data = np.array([

[path['Bandwidth'], path['PacketsLost'], path[' TransmissionDelay'],
path['HopCount']]

for path in paths_data
D
selected priorities = [self.priority vars[i].get() for 1 in range(4)]
priority mapping = {

'Bandwidth': 0,

'Packets Lost": 1,

"Transmission Delay": 2,

'Hop Count': 3

reordered input data = np.array([
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[path[priority mapping[selected priorities[0]]],
path[priority mapping[selected priorities[1]]],
path[priority mapping[selected priorities[2]]],
path[priority mapping[selected priorities[3]]]]
for path in input_data
D

predictions = self.model.predict(reordered input data)
optimal index = np.argmin(predictions)

return paths data[optimal index]

def disconnect(self):
self.active = False

self.logger.log request(self.ip, "Disconnected", "Session disconnected")

session_manager.py
from sdn_controller import SDNControllerSession

from logger import Logger

class SessionManager:
def init (self):
self.sessions = {}

self.loggers = {}

def add session(self, ip, port, priority vars):
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if ' {ip}: {port}" in self.sessions:

return False
logger = Logger(f" {ip}: {port}")
session = SDNControllerSession(ip, port, logger, priority vars)
if session.connect():

self.sessions[f"{ip}: {port}"] = session

self.loggers[f"{ip}: {port}"] = logger

return True

return False

def select route and send packet(self, session_key, src_host, dst host):
session = self.sessions.get(session key)
if session:

session.select route and send packet(src host, dst host)

def remove session(self, session key):
if session_key in self.sessions:
self.sessions[session_key].disconnect()
del self.sessions[session_key]

del self.loggers[session key]

def export logs(self, session_key, file path, last n=100):
if session_key in self.loggers:

self.loggers[session key].export logs(file path, last n)
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