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oiLiHOTO OMOHEHTa Ha JucepTauiiiny podory
Cesepina Anjipis IBaHoBHYa
Ha TeMy «AJITOPUTMiYHe Ta IporpaMHe 3a6e3reyeH s 3aXHCTy IIpUBaTHUX HabOPIB
JaHUX y 3a71a4ax knacudikamii»,
IIPEACTaBIeHY Ha 3100y TTS CTyIeHs JoKTopa (inocodil
B raiysi 3HaHb 12 [HpopManiitii TexHomori]
3a crietianbHicTio 121 Imkenepis mporpaMHoro 3abesmnedens

AKTyaJIbHICTh TeMH JucepTaiii.

IIporpamui  cucTeMH — iHTENEKTYanbHOrO aHamizy JAHMX BCE YacTille
3aCTOCOBYIOTBCS Yy pisHMX cepax. Hanpuknam, BoHH T03BOISIOTH pPEKOMEeH1yBaTH
TOBapU KOPHCTYBA4eBi B €JIEKTPOHHIN KOMepIlii, BUSBIATH HebaKaHi [IOBITOMJIEHHS
(cmam) Ta MozepyBaTH KOMEHTapi B COLianbHii ctepi. Takox iCHYIOTB cucTemu s
IEPCOHANILHOrO BUKOPUCTaHHS, Taki sk yar6oru ChatGPT ta Google Bard. Jlani €
HEBI/J’EMHOIO YaCTHHOIO O0YHCIIOBATBHOIO IHTEJIEKTY, TOMY BOHHM € HEOOXITHUMHU JJIs
HaBYaHHS Ta TECTYBAaHHS CHCTEM aHami3y OaHuX. HasBHICTE sSKOMOTra OLTBIII
DI3HOMIIAHOBOTO # MOBHOTO HAGOPY [aHMX JIO3BOISE po3podnaTH  edeKTUBHI
nporpamHi cucteMd. OCHOBHHM [DKEPENOM [aHHX € peabHUi CBIT, OJHAK, BOHH
TaKOXX MOKYTh TCHEPYBATHCh IPOIPAMHUM LLISXOM, BiATBOPIOIOYN HEOOXIAHI 03HAKH
BXIHMX JaHUX. [lOnpy HAasBHICT BENHKOT KiNbKOCTI HAHHX Yy CY4YacCHOMY CBITI,
3HA4HA YacTMHA 3 HMX MICTHTb NPUBATHY iH(QOPMALIO, IO CYTTEBO oOMeKye iX
BUKODHCTaHHS I PO3POOJIEHHS  3arajbHOJOCTYIIHHX — CHCTEM. ITpuxnanamu
NPUBATHUX JAHUX € KOH(DIISHIIHI (1aHi, 0 103BONAIOTS ineHTHdIKYBaTH JIFOJIUHY ),
cekpeTHi (BilicbKOBi, (BiHaHcoBi uu nepixasHi) Ta uyTIuBI (MeAM4HI gani). 36epexents
IIPUBATHOCTI JAHKMX TPH PO3POOIEHHT MPOrPaMHIX CHCTEM € BasKIHBHM 3aBJIaHHSIM.

TakuM YMHOM, aKTyalbHUM HAYKOBO-TEXHIYHWM 3aBIAHHSIM € BIOCKOHAJICHHS
aJITOPUTMIYHOIO Ta IPOrPaMHOI0 3abe3rneyeHHs 3aXMCTY NPUBATHUX HAOOPIB TAHUX Yy

CHCTEMAX 3 BUKOPHCTAHHSM IITYYHOIO IHTENEKTY, IKa BUPIILYEThCS Y AUCepTaLi i i
pobori.

Ouinka  obrpynroBanocri  maykoBmx pesyabTaTiB  aucepranmii, Ix
AOCTOBIPHOCTI Ta HOBH3HH.

HaykoBa HOBM3Ha pe3ylbTaTiB AHCEPTALIHHOTO JOCLKEHHS HOMSrae Y TaKoMYy:

1)  ymepiue 3anpomonoBaHO apXiTeKTypy IIpOrpaMHOI CHCTEMH  Juls

BUpIIEHHA 3amadi knacudixamii ®a OCHOBI IPUBAaTHUX JAHHX, XapaKTepHOIO

OCOOJMBICTIO AKOI € 3aXHCT IIPHBATHHUX HaOOpIB JaHMX, LUUISIXOM (PYHKLIOHAILHONO

WH(pyBaHHS, 10 BiJ0YBa€THCS Ha CTOPOHI KJTi€HTA, i 103BOJSE 3GITBILINTH KiTbKICTE

HaOOpIB JaHMX [IJIsl HABYAHHS 3araJlbHOLOCTYITHUX CUCTEM aHalli3y JAaHHUX i IITY4HOro
IHTEJIeKTY;



2)  ymeplue 3ampornoHOBAaHO MOAHDIKALiO MPOrpamMHol MOJeJI IH(pyBaHHS
JlaHMX, sIK& BIIPI3HAETBCS Bifl ICHYIOO! BUKOPHCTAHHSIM JBOBUMIPHUX 3FOPTKOBUX
HeUPOHHHMX MepexX, 3aMiCTh OJHOBHMIDHHX, | 103BOJISIE 3aCTOCOBYBaTH MOJEIIb
WH(PYBAHHSA 3 BUKOPUCTAHHSM HEHPOHHHX Mepex 10 JaHHX, IO npeacTaBlieHi
HAbOPOM MIKCEITiB, 3 AKUX CKIAJAETHCS 306PaKEHHS;

3)  ymepiue po3pobieHo aJITOPUTMIYHO-TIPOrPaMHHU METOT
(YHKI[IOHAIILHOTO NIK(PYBAHHS HAGOPIB NAHKX, OCOGIHMBICTIO SIKOTO € MOMKIUBICTE
BUKOPUCTAaHHA TIPHBATHUX HAOOpPiB MAHUX B 3arabHOIOCTYIIHHX CHCTEMAX aHaizy
JaH¥X Ta IITYYHOrO IHTENeKTY [UISXOM 3MEHIIeHHsS iX pO3MipHOCTI ¥
(PYHKIiOHAMBEHOTO MMPYBAHHS OTPUMAHHX NAHWX 3 BUKOPHCTAHHSIM TPUBATHOIO
KJTIOYa;

4)  ymepme po3poGreHo AITOPUTMIYHO-TIPOIPAMHMN  METOA  TMOIIYKY
HOPMaIbHUX TIOMIHOMIB Cepell He3BIIHMX, sKUH Bifpi3HAeTBCS Bin ICHYIOYOTO
BUKOPUCTAHHSM MPOCTHX YHCEN Yy JECATKOBOMY IIPEICTAaBIEHHI 3aMiCTh MOJIHOMIB,
IO MO3BOJSE 3MEHIIMTH OOYHCIIOBAIBHI BUTPATH AIrOPUTMY TOLIYKY HE3BiAHHX
MHOrowienis 3 O(n’) 1o O(n log(log n)) 1, K HacmiIOK, CIPOCTHTH Mix6a3zucHi
NEPETBOPEHHS y OIHAPHUX CKIHYEHHHX MOJSAX 3 METOIO NPUILIBHM/ILIEHHS BHKOHAHHSI
onepariil Hax eJleMeHTaMH MOJIS y METOAaX TOMOMOP(HOT0 WH(PYBAHHS JaHKX;

5)  ymepuwe pospoGreHo Monu(piKoBAHHH  COCIH MOOYAOBU  MaTpHIli
ePeXody MK IOTIHOMIABHAM Ta HOPMATbHUM 0a3svcaMy CKIHYeHHOro HOJIsl, KWt

fojArae y BUKOPHCTAHHI PEKYPEHTHOI QopMynu « =7 ="} =({ @ )" 3aMicTh
. . . 3 | . s .

o0umCIIeHHs ocTadi Bij MiieHHs eneMeHTa ' Ha HesBimHUi ITOJITHOM, IO JTO3BOJISIE

3MCHIUMTA KUIBKICTB BHUKOPUCTOBYBaHOT mam’sti 3 #7 1o n - p, a TaKox

OOYHCTTIOBANIBHY CKIIAIHICTB 3 O(m"f) 110 O(m’” )

Otpumani y muceprauiiiniii  poGori HayKOBI pe3y/lbTaTH JOCTOBIpHi Ta
oOrpyHTOBaHi, 10 3a0e3neuyeTses TOKIAMHMM AHATIZOM POOJIEMATHKH, YiTKOO
[IOCTaHOBKOIO  3a/la4 JIOCII/KEHHS, KOPEKTHICTIO 3aCTOCYBAHHS MaTeMAaTHUHOTO
amaparty Ipu JOBEJCHHI HAyKOBMX IOJIOXKEHb AMCEPTALlii, a TAKoK MiATBEPKYETHCS
pe3ylibTaTaMi BUKOHAHUX €KCIIEPUMEHTAIBHUX JIOCIIKEHD.

Omke, B mucepraniiimiii po6oti mocrapnene HAYKOBE 3aBJAHHS BHUKOHAHO
NMOBHICTIO, 3/100yBatY OBHOIO MipOIO OBOJIO/IB METOIONOME0 HAYKOBOI JisUIBHOCTI.

Oninka smicty amceprauii, ii 3aBepwenicts Ta AOTPHMAHHS TPHHUMIIB
aKagemMivHoi 100povecHoCTI.

3a cBoiM 3micToM juceprauiitna poGota 3100yBaua CeBepina A. I. nosmicTio
Binnosinae CraHapry BUIIOT OCBiTH 3i creuiansuocti 121 [rokenepist mporpamuoro
3a0e3leuyeHHs Ta HalpsIMKaMm JIOCTi/DKEHb BIiAMOBIAHO /10 OCBITHBOI [porpamMu
[rKeHepis mporpamuoro 3aesmnedyenus.



Hucepraiiiina poGota € 3aBepUICHO HAYKOBOIO MPALEId | CBiTIHTH [po
HAsBHICTH OCOOMCTOro BHECKY 3100yBadya y HayKOBHMil HampsM  iHKeHepii
IPOTPaMHOIO 3a0e3MeyeHHS.

PosrmsiHyBmm  3BiT momiGHOCTI 3a pesysbratamu TIEPEBIPKU  AMCepTaLliiHOT
pobOTH Ha TEeKCTOBi CITBIAAIHHA, MOXHA 3pOOUTH BHUCHOBOK, 10 JAMCepTalliiiHa
pobora Cesepina Amnzpis IBaHOBMYA € pe3yILTATOM CAMOCTIHHMX HOCTIKEHE
37100yBava i He MiCTUTB elieMeHTIB danbeudikaril, KOMITiIsIii, (Gabpuxauii, niariaty
Ta 3alo3uveHb. BukopucraHi ifei, pesynbraTH i TekcTH iHIIMX aBTOPIB MaioTh
HaJIe)KH] OCHIAHHS Ha BIATIOBINHE JKEPETO.

Moga Ta cTH/Ib BUKJIAJEHHS Pe3y/IbTATIB

Huceprariiina po6ora Hamucana yKkpaiHCHKOI0 MOBOIO.

Texery mucepranii xapaktepHa MocIiMOBHICTE, JOMUHICT Ta JOCTYIHICTD TSI
CIPHAHATTS. CTHIB MOBNEHHS y JauWcepTauiifHiii poGoTi € HAyKOBUM. ABTOp
AOTPUMYETBCS 3aralbHONPUIHATO] HAYKOBO-TeXHIUHOI TepMinosorii. [lpu mpomy y
TEKCTi JiucepTalii MiCTUTBCS JOCTATHS KiNbKicTh rpadikis, aiarpaM Ta Tabiuik, 110
TIOJIETIIYE PO3YMIHHS MaTepiaiy.

Jucepramis  cxmamaeTscst 3 BeTymy, 4 posminis, BHCHOBKIB, CITHCKY
BUKOPHCTAHUX JITEPATypHUX JDKEPEN Ta NOAATKIB. 3arajbHUil oocsr aucepraiii 254
CTOPIHKH.

Y BCTymi PO3IVIAHYTO aKTyalbHICTh TeMH JHUCepTaLlil, HABeIeHO METY 1 3amaui
JOCTIJUKEHHS, a TaKO)X BH3HAUEHO 00 €KT, NpeaMET Ta METOJM JOCIIKEHHS.
ChopmysiboBaHo HaykoBy HOBU3HY Ta MpaKTH4He 3HAYCHHS OJepIKaHUX
pesynsrarie. Haseneno indopmauito momo my6umikariit 3p00yBada ta CTPYKTYpH
AucepTauiiHoi poGoTH.

Y mepmomy po3fini HaBeleHO OCHOBHI €THYHI acIeKTH BUKOPHUCTAHHS CHCTEM
IUTYYHOTO IHTENEKTy, HpOaHaTi30BaHO 3arpo3u MPUBATHOCTI JaHUX Y TaKUX
CHCTEMaxX Ta METOJM 30€peXKEHHS NMPUBATHOCTI B MALUIMHHOMY HABYAHHI, 4 TAKOXK
¢(pOpMyIHEOBAHO BUMOTH [0 IIPOTPAMHOTO 3a6e3IeYeHHS.

Y Ipyromy posmini mpoBemeHO aHali3  0COGIMBOCTEI] BUKOPUCTAHHS
CKIHYEHHHMX TIOJIB B rOMOMOP(MHHMX MeToIax 30epeKeHHsI TIPUBATHOCTI, a TAKOXK
BH3HAUEHO 3aIKHOCTI 4acy BUKOHAHHS OMepaliil Hajx eleMeHTAMH CKIHYeHHMX
MOJIB Bi Gasucy, B SKOMY IPEICTABIEH eICMEHTH. PospoGieno meron momyky
TIOJIIHOMIB, SIKHIi T03BOJISE 3MEHIIIUTH O0YHCIIOBATBHY CK/IaAHICTh MPOLecy TIOLIIYKY
HOpManbHUX MHOTOUYNEHIB. 3amponoHOBaHO MOAMGbiKALii0 CIoco0y mepexomy Mixk
Gasucamu, Ha OCHOBI PeKypeHTHOT Gopmyiu.

Tperiit poszin npucssideHo po3pobieHHO METONY 3aXUCTY NPUBATHUX HAOOpiB
JaHUX, HAa OCHOBI (YHKIIOHAIBHOrO MH(ppPYBAHHS. PosrnanyTo # npoananizosano
MOJie/Ib IH(PYBaHHS NAHUX 3 BUKOPHCTAHHSM HEUPOHHUX Mepex. MoudikosaHo
MOIenb MHUGPYBaHHS JAHWX, 110 JAO3BOJIIE 11 BHKOPUCTAHHS JIs JaHUX,
NIPEACTAaBICHUX  Habopom mikcenmiB. Pospobneno  meron QyHKUiOHANBHOrO



mu(pyBaHHs HaOOPIB JaHUX, AKMH HANAE MOXKIMBICTH BUKOPUCTAHHS [PUBATHHX
JaHUX B 3arajlbHOJOCTYITHMX CHCTeMaX MalIMHHOTO HaBYaHHS. 3MiCHEHO aHaJli3
METPHK OL[IHKA METOAiB 3aXMCTy HabOpiB [aHMX, B pPe3ymbTaTi sKOro 0GpaHo
METPUKH OLIHKH PO3POOJIEHUX METOIIB.

Y 4eTBepTOMY PO3ZLTI 3aIPOIOHOBAHO APXITEKTYPY TPOTPAMHOI CHCTEMH IS
BHPIIICHHA 3a1a4i kiacuikallil Ha OCHOBI NPUBATHUX AAHUX, KA MOEAHYE KI€HT-
CEPBEPHY apXiTeKTypy Ta (yHKIioHambHE mmppyBanHs. Po3po6ieHo mporpamuy
CUCTEMY [UIsl BUKOHAHHS OOYMCIICHHS HAJ eJleMEHTAMM CKIHUEHHUX TIOJIB, a TaKOXK
IPOBENEHHs  MDKOA3HCHMX — IepeTBopeHb. Po3poGiieHO HporpamMHy — cucTemy
BUpIMIEHHs 3amadi knacudikauil Ha NpuBaTHMX HAGOpAx [aHUX, SKA 03BOJISE
30epiraTd IpPUBATHICTh HAOOPIB JaHMX UULSIXOM (GYHKUIOHATBHO [WHPPYBaHHS,
IIpoBeneHo excriepuMeHTabHI JOCIIUKEHHS PO3POOIEHUX METOIIB.

Y BHCHOBKaX HaBeJIEHO OCHOBHI Pe3yJIbTAaTH OJepKaHi B AUCEepTaLii.

Huceprauiiina po6ota opopmiiena BifmosinHo 10 Bumor Hakasy MOH Ykpaitu
Big 12 ciunsg 2017 p. Ne 40 «ITpo 3aTBepIIKEHHS BUMOT 10 0hOPMIEHHS aucepTarii.

Onpumoanenns pesyabTartiB Auceprauiiinoi podorn

HaykoBi pesynsratn auceprauii BucBiTieHi y 4 HaykoBux myGiikawisx
3p00yBava, cepeil SIKMX: 2 CTATTI y HAyKOBUX BHIAHHSIX, BKIIOYEHUX HA narty
OIyONMiKyBaHHsA JIO TIepeliky HayKkoBUX (axoBUX BHAaHb YKpaiHM; 2 cTarTi y
NEePIOMYHAX HAYKOBUX BUIAHHSX, POiHIEKCOBAaHMX ¥ Gazax manux Web of Science
Core Collection Ta Scopus, 3 sxux 1 crarTio Y BUJIaHHI, BiJIHECEHOMY [0 TPETHOro
kpapruimo (Q3) BignosiaHo 1o knacudikarii SCImago Journal and Country Rank.

Pesyinbraty qucepranii anpoGosani Ha 3 Mi>KHAPOIHHX HAYKOBHX KOH(epeHIisX.

OmyGuikoBani  mpari  3700yBaya MOBHICTIO  BimoGpakaioTh pe3yJbTaTH
nuceptaniinoi poGotu. [lybmikauism mpuTaMaHHHE BHCOKMIL HayKOBUH piBeHL H
AOTPUMAHHSI IPUHLUIIIB aKaJeMIYHOI 106pOoYeCHOCTI.

Taxum 4MHOM, HayKOBi pe3ysIbTaTH ONMMCaHi B qucepTawiiiHii poOOTI MOBHICTIO
BUCBITJIEH] y HAYKOBHUX ITyOuTikalisx 306yBaya.

Hepoaixu Ta 3ayBaskenus go auceprauiiinoi po6oru.

1.V mizposmimi 3.1 xpame 6yno 6 npoimoctpysatu 3aIPOIOHOBAHY
MOIM(DIKALIO MPOrpaMHOl MOJE CXeMOIO apXiTeKTypu MoJudikosaHol HEUPOHHOT
Mepexi.

2.V migposaini 2.3 BKasaHo, 110 NeBHA KiNBKICTh HE3BIIHUX MOMIHOMIB Oyne
MpOMyIIeHa IiJ Yac MOUIYyKYy HOPMAIbHHX MOMIHOMIB 3alpONOHOBAHUM METOLOM
MOPIBHSHO 3 TPAUL{iifHIM. [[pHYMHH OO MOSICHEHO, O/IHAK, GAKAHO Oyn0 6 TaKox
JeTani3yBaTy Ha IO 1€ BIIJIUBAE.

3. OOrpyHTYBaHHS JOULIBHOCTI PO3POGIEHHS IBOX [IPOTPAMHUX CHUCTEM 3
BUKOPHUCTAHHSM Pi3HUX TEXHOJIOTi# Gaskaro Oyno 6 chopMyioBaTy GilbIl HiTKO.



Baxkaro, 110 3a3HayeHi 3ayBaKeHHS He € BM3HAYQJIBHUMH, He 3MEHILYIOTh

3arajibHy HayKOBY HOBU3HY Ta NPAKTH4YHY 3HAYUMICTh pe3y/IbTaTiB Ta HEe BILIUBAIOTH
Ha MO3UTUBHY OLIIHKY AWCEPTaIiifHOI pOOOTH.

BucnoBok npo auceprauiiiny poGory

BBaxato, mo mucepraniiina pobora 3100yBaua cTyneHs JOKTOpa ¢inocodii
Cesepina Anjpist [BaHoBHYA Ha TeMy «AJrOpUTMidHE Ta NpOrpaMHe 3abe3neueHHs
3aXMCTY MPUBATHUX HAOOPIB JaHUX y 3a7a4ax Ki1acugikarmii» BUKOHaHa Ha BHCOKOMY
HayKOBOMY piBHI, He MOpYIIye NPHUHIMINB aKageMidHOi J06POYECHOCTI Ta €
3aKiHYEHMM HAyKOBMM JIOCIi/DKEHHSM, CYKYIHICTb TEOPETHYHHX Ta IPAKTHYHUX
pe3ynibTaTiB SKOrO pPO3B'S3y€ HAyKOBE 3aBJaHHS, IO Mae iCTOTHE 3HAYCHHS IS
ranmysi 3Hanb 12 Indopmaniiiai Texrosorii. Jlucepraniiina po6oTa 3a akTyalbHICTIO,
MPaKTHYHOK LIHHICTIO Ta HAayKOBOI) HOBM3HOI MOBHICTIO BiINOBiZae BHUMOram
YMHHOTO 3aKOHOJABCTBa VYKpaiHu, w0 mnepeabaveni B mm. 6-9 «Ilopsaky
NPUCY/UKEHHS CTyNeHs JOKTopa ¢inocodii Ta ckacyBaHHs pillleHHS pa3oBoi
CICILIA/II30BaHOI BYEHOI pajy 3aKjiady BHINOI OCBITH, HAYKOBOi yCTaHOBH PO
NPUCYJPKEHHS CTyIIeHs oKTopa (dinocodiin, 3arBepmreroro [locranosoro Kabinery
Minictpis Ykpainu Big 12 ciuns 2022 p. Ne 44,

3n00yBau CeBepin AHzpiii IBaHOBMY 3aciyroBye Ha NpUCYIKEHHS CTYNEHS
nokropa  dimocodii B ramysi 3mame 12 Iudopmauiiini Texwomorii  3a
crienianbHicTiO 121 [mxeHepist mporpamHoro 3abe3nedeHHs.

Odiuiiinuii onoHeHT:

JIOLIEHT Kapeapy WITYIHOTO iHTENEeKTY
XapKiBCHKOTO HALlIOHAILHOTO

YHIBEpCUTETY pa/lioeeKTPOHIKH, :
KaHUIaT TEXHIYHUX HAYK, JOLEHT Z / 7,
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