BUII'YK O®IIIMHOIO ONIOHEHTA

JIOKTOpa TexHiuHKX Hayk, npodecopa ITAJIAI'THA Bonoaumupa Bacuinbsorta
Ha nucepralliiiny podory MA3YPKA Banentuna Onerosuya
Ha Temy «CTBOpeHHst 3ac00iB 3aXHUCTY ONEepaTUBHOI MmaM’ STl Bijl aTaK THITY
RowHammer», npesictasiieny Ha 37100y TTs HayKOBOTO CTyTIeHs J0KTOpa Pinocodi

3 ranysi 3Hadb 12 [Hpopmaliiini Texnonorii
3a crieiasnbHicTio 125 KiGep6esrieka ta 3axuct indopmarii

AKTyajIbHICTH TEMH AHCepTALIT

YV cydacHMX ~yMOBAax pO3Taly’KeHHX IH(QOpMAaliHHUX CHCTEM  3arposu
kiGepGesrielli Bce wacTille BHUXOAATH 33 MEKi BHUKIIOYHO TMPOrPaMHOTO  piBHS.
IcHyIOUi anapaTHi METOAM 3aXHCTYy BiJl aTak, 30KpeMa Ha ram’siTh 00YMCITIOBaIBHIX
CHCTEM, 4acTo He 3a0e3MedyloTh HYYKOCTi, HeOOXiaHOI Ui ajanTauii 10 HOBUX
THMIB nam’siTi, a00 MalOTh 3HAYHE eHEeProcrnoKuBaHHs. [IporpamMui pileHHs, CBOEIO
4eprolo, 4acTo MPAIoTh i3 3aTPUMKaMHU ab0 He BIANOBIIAIOTH BUMOraM peanbHOro
gacy. Yce Le cTBOpIOE moTpedy B HOBUX IAXONAX, sKI MOENHYIOTH anapartHy
TOYHICTb 13 POrPAMHOIO a1ar THBHICTIO.

Y pasnuBiCTh Cy4acHOT ONepaTHBHOI mam’saTi go arak tumy RowHammer e
Ccepiio3HO0  3arpo3oro Uil Oe3rnekn  OOYMCIIIOBANBHUX —CHCTEM, OCOONHBO 3
ypaxyBaHHsIM CTpIMKOi MiHiaTiopu3aiii KOMIOHEHTIB Ta 3POCTAHHA LILIBHOCTI
posmimenns ganux y DRAM-uinax. B ymoBax, xonu amapaThi 3aco0u He 3aBXKIH
37aTHi 3a0e3rednTy HeoOXIIHUH piBeHb 13015l MK KOMipKam# nam’siTi, no/i0Hi
aTaky CTaloTh Jejali pealbHiKMH | HeOe3rneuHUMU. BOHU 31aTHI 3MIHIOBATH BMICT
ocepelKiB mam’aTi Ge3 MpsMOro JOCTYMY, IO OCOOJMBO KPUTHYHO B KOHTEKCTI
saxuery KoHQimenuinol iHdopmauil, BMKOHaHHsA TNpuBineioBanoro Koy abo
rapanTiit uinicuocri oGuucneHb. 3 orasly Ha Ue, JMCEpTallid, MPHUCBsSYCHA
CTBOpeHHIO e(DeKTHBHUX 3ac00iB BUSBIEHHs Ta 3amnodiranns RowHammer-atakam,
BIAMOBIAAEC CyuacHUM BUKIMKaM Yy cepi Kibepoesnekn.

AKTYaJlbHICTh JOCHIUKEHHS TAKOXK BU3HAYAETHCSI HEIOCTATHBOIO e(DEKTUBHICTIO
HasIBHUX 3aXMCHUX pillieHb, SIKi 4acTo 0a3yloThCs Ha CHPOIIEHUX MOJEJAX Iam’ATi,
MalOTh HaMIpHI €HeprocrnoKUBaHHs Ta 3aTPUMKH. Po3poOka METOIB NETEKTYBAHHS
aTaKk Ha OCHOBI MAaTeMaTHYHOrO MOJIENIOBAHHS Ta MAIUMHHOIO HaBYaHHs, sKi
[pALIOIOTh Y PeajbHOMY 4Yaci, Mae MNPaKTU4YHY LIHHICTE AJS BIPOBAKEHHS Y
cydacHi koMmm’'totepri apxitektypu. OcoOnMBO BakJIMBO, WO JOCHIIKEHHS
Opi€HTOBaHE He JMIIe Ha TEOpeTH4YHI MOoJesi, aje N Ha noldyIoBy TECTOBOT
rnathopMu Ta anpodariio pe3yabTaTiB y pealbHOMY Cepe/lOBHMILI, WO MiABHILYE
IXHIO TIPUKJIaAHYy 3HAYYIIICTH Ta MEPCeKTHUBHICTD Ul MOJANbUIol iHTerpauii y
MIPOMHCIIOBI PiLIEHHSI.



Takum 4rHOM, aKTyalbHICTh TeMU JuceprauiiiHoi podotu MA3YPKA B.O., y
SKIH  pO3IJISTHYTO 3arpo3d 1 BpPa3IMBOCTI Yy Nam’sITi KOMIT IOTEPHUX CHUCTEM,
npeacTaBieHi METOIM Ta MOJIeNi 3aXUCTy MaM’sITi 00UUCIIOBAIBHUX CHCTEM Bijl aTak
tuny RowHammer, He BUKIIMKae CyMHIBIB.

Ouinka  oOrpyHTOBAHOCTI  HAYKOBHX  pe3yJbTaTiB  jgucepramii, ix
JAOCTOBIPHOCTI TA HOBH3HH

HaykoBa HOBH3HA pe3yJbTaTiB JAUCEPTALIMHOro MOCHIPKEHHS [oJiirac B
HACTYITHOMY:

e BIIepilie 3aPONOHOBAHO Ta peani3oBaHo Mozenb 3axucty DRAM-cucreM Ha
OCHOBI HeHpoHHUX Mepex, 3okpema MLP, ska 3abesnedye BUABIEHHS aTak
RowHammer y pexumi peaqbHOro dacy 3 BHCOKOIO TOYHICTIO, BUKOPHCTOBYIOUH
JIOKaJIbHI 0COOJIMBOCTI MATEPHIB JOCTYITY 1O IaM sITi;

e Briepie po3podieHo Moaens 3axucTy nam’sti DRAM cucrem Ha OCHOBI
NYUNBHUKIB  JIOCTYIY, SIKMA BHKJIOYae IpoOJeMy HEpIBHOMIPHOTO OHOBJIEHHS
KOMIpOK mam’siTi, THMOBOT JUIs TPaAULIHHUX METOJAIB Ha OCHOBI MEPIOJUYHOIO
OHOBJIEHHSI, 1 JIO3BOJISIE BUSIBJSITH aTakM 3 BHCOKOK TOYHICTIO NPU 3HUKEHOMY
BUKOPHUCTAHHI PECYpPCiB CUCTEMH.

PoGoTa xoMIIEKCHO BHpillye 3a7ady BHUSIBJCHHS Ta 3aroOiraHHs aTakam TUITY
RowHammer yepe3 mome/roBaHHS, peasizallilo Ta TECTYBaHHs 3aXUCHUX PILIEHb sIK
arrapaTHOro, TakK 1 TMPOrpamMHOro piBHS. 30KpeMa YJIOCKOHAJIEHO METOLOJIOrIIO
TECTYBaAHHSI 32 JIONOMOTOIO TIaT(HOPMHU sl MOPIBHSIHHS PI3HUX MEXaHI3MIB 3aXUCTY
3 ypaxyBaHHSIM TaKuX [apaMeTpiB, SIK TOYHICTh BHSIBJICHHS, MPOJLYKTUBHICTB,
CIIOKMBAHHSI pecypciB Ta aJanTUBHICTb [0 3MiH y TonoJjoril nam’sati. Takuil miaxin
yrepiie 3abe3rnedye sSK THYYKICTb, TakK 1 TIOBHOTY 3axHCTy, L0 pPOOUTH
3aMpOIMIOHOBAHY CUCTEMY TPHUAATHOIO JUIsl BUKOPUCTaHHS y BUCOKOHAAIMHHUX
00YHCITIOBANIBHUX CEpPEIOBUILIAX, BKJKOYAIOYM CepBepH, AaTa-LIeHTpU Ta 00 €KTH
KpUTHUHO BaxknuBol [ T-iH(ppacTpykTypH. '

Otxe, B aucepTauidinHiii poOOTI MNocTaBjIeHE HAYyKOBE 3aBJaHHs BHUKOHAHO
MOBHICTIO, 37100yBay MOBHOIO MIpPOIO OBOJIO/IIB METO/I0JIOTIEI0 HAYKOBOT JISTBHOCTI.

Ouinka 3MicTy auceprauii, ii 3aBepuieHicTbL Ta AOTPUMAHHSI NMPHHIHITIB
aKaJeMiuHOl J100pOo1YeCcHOCTI

3a cBOiM 3MicTOM jaucepraniiiHa pobota 3100yBava Masypka Banentuna
Onerosuya noBHicTIO Bianosigae CtaHaapTy BUIIOT OCBITH 31 crieuiajibHOCTI 125
KiGepOesneka Ta 3axucT iHdopmanil Ta HampsiMaMm AOCHIKeHb BIANOBIIHO 0
ocBiTHBOI nporpamu Kidepbesnexa.

Jlucepraniiina po0ora € 3aBEepILICHOIO HAyKOBOK Ipaleld 1 CBIAYUTH PO
HasiBHICTbL OCOOMCTOTO BHeCKy 3700yBaua y HaykoBuil Hampsm [HpopmauiiiHi
TEXHOJIOTI.



Po3risHyBLIM 3BIT MOAIGHOCTI 3@ pesylbTaTaMu nepeBipKH  HCepTaliiHOT
po0OTH Ha TEKCTOBI CIiBNAIIHHSI, MOXKHA 3poOUTH BHCHOBOK, IO AMCEpTaliiHa
poGora Masypka Banentuna Onerosuda € pesysibTaToM CaMOCTIHHUX JOCIIKEHb
37100yBaya i He MICTHTB elIeMEHTIB danbendikauii, kommisuii, padpukarir, nariaty
Ta 3ano3nuenb. BuKopHUCTaHi ijel, pe3yNnbTaTH i TEKCTH IHLIMX aBTOPIB MAaloTh

HasleKHI TTOCHIaHHS Ha BiAMOBIAHE DKEPEIIO.

MoBa Ta CTHJIb BUKJIAJEHHS Pe3yJbTaTiB

Jluceprauiiina po6oTta HamucaHa yKpatHChKOIo / aHTTIHACHKOK MOBAMM,

Po6oTa HamucaHa 3 AOTPUMAHHSIM aKaJAeMi4HOTO CTHJIO Ta 3 BUKOPUCTAHHAM
TepMiHiB, NPUHHATHX Y CydacHIH KoM’ toTepHill imskenepil Ta iHpopmaifHIH
6esnewi. CTHIIb BUK/IA[ASHHS CTIPUSIE HE JIULIE CIPUHHATTIO, 8 H KPUTHIHOMY aHai3y
3aMpPONOHOBAHUX PilIEHb.

Jlucepralis cknagaeTscs 3 BCTYMy, 4 PO3JiJiB, BHCHOBKIB Ta CIHCKY
nitepaTypu. 3aransHuit oocsr aucepranil 208 CTOPIHOK, Y TOMY uHC]i 167 CTOPIHOK
OCHOBHOT'O TEKCTY.

VY ecmyni po6omu 00IpYHTOBYETHCS aKTYallbHICTE TEMH nucepratiiHoi podor,
HaBeJeHWH OCJIsi[ TOTOYHOrO CTaHy IpoO/ieMHl aTaKk Ha ONEpaTHBHY nam’[Th,
NPOIEMOHCTPOBAHO Ti B&XKJIMBICTh B KOHTEKCTI PO3BUTKY iHhopMaLIiHUX CHUCTEM,
BM3HAUEHO MeTy pOOOTH, 3ajady MOCHIIKEHHS, 3B'S30K pOOOTH 3 HAyKOBHMH
[pOrpamMaMu, MeTy JOCIIIKeHHS, HayKOBY HOBHU3HY POOOTH I MpakTHYHE 3HAYEHHS 11
pe3ysbTarib.

YV nepuiomy po3dini ducepmayii CHCTEMaTH30BAHE 3HAHHS PO OMCPATUBHY
Mam’siTh SIK TIPEAMET JUlsl aTak, AeTalbHO OMHUCAHO apXiTeKTypy ram’sTi, MeXaHI3MH
0GpoGKM JAHMX i poib Kew-nam’ATi pisHUX PIBHIB. 30KPEMa, POKPUTO MPUHIIUIIH
KeLIyBaHHsI, MOSCHEHO PI3HHUIIO MiXK BIYYaHHSM | [POMaxoM MO Kewy, MO €
BaK/IMBMM TpM  anajiizi mosedinku RowHammer-aTaku, a TaKox BBCICHO
MaTeMaTHUYHY MOJ€eNb, sKa J03BOJs€ OMUcaTH MNPOUEeCH JOCTyIy [0 mam’ STl
Gopmanbro. [ami, po3risiHyTO OCHOBHI Hampsimku atak Ha DRAM, cepen skux
okpema yBara mpuuiagerbcs RowHammer, sk HalOIIbI HEOe3NneuHoOMYy THITY.
Hanpukinni HaBeAeHO Cy4acHi METOAU 3aXUCTy — fK anapatii (ECC, niaBuIIeHHS
4acTOTH OHOBJIEHHS, JIYMJIBHUKM JOCTYIY), TaK 1 mnporpaMsi. Y BHCHOBKY
[POAEMOHCTPOBAHO, 1O L MiIAXOAM MalOTh 3HAUHI OOMEKEHH!, I TOMY KJIFOYOBOIO
METOI0 HOBMX pillleHb € PO3po0Ka METO/IB CBOEYACHOTO BHSBJICHHS aTaku J0
MOMEHTY MOLIKOIKEHHsI TaHUX.

Jlpyeuii po30in NPUCBIYEHO MPAKTHIHOMY ACHEKTY BHSIBJICHHSA BPa3JIMBOCTEM
DRAM 1o arak turny RowHammer. Onycano cTBOPeHHs! TeCTOBOI nnathopmu Ha
octoBi FPGA, sika 103BoJisi€ TIOPYILIYBaTH CTaHAapTHI TaWMIHIH Ta KOMaHIU DRAM

TS BUSIBJICHHS He 3aJ0KYMEHTOBAHMX peakiiit Mikpocxem nam’sti. Takuh X1



3abe3rneynB THYYKE CepeloBUIE JUIs JOCIIKeHHsS HeCTaHAapTHOI MOBEIIHKU
MOJLYJIiB, [0 HEMOYKIIMBO peaizyBaTH 3a J0NOMOIOK 3BUUaliHHX KOHTPOJIEPIB.

[pesncraBieHo pe3ysbTaTH MacoBoro TecTyBaHHs 253 uiniB DRAM Bin
[POBIAHUX BUPOOHHKIB, Jie MPOAEMOHCTPOBAHO PiBeHb Bpa3inBocTi Moy iB DDR3,
DDR4 i DDRS5 Ta ocHOBHI BekTOpHw arak s HuMX. Hampukinui posaity Oyio
NPOBEJEHO MPAaKTHUHHI TeCT Ta aHali3 HaHOIIbLI MOLIMPEHUX arapaTHUX METOJIB
saxucty — ECC 1 30i7blieHHS 4acTOTH OHOBJCHHs. BusBieHo iXHI TeXHIYHI
OOMEKEHHS, 30KpeMa HECMpPOMOIKHICTH BHSBISATH Crelu@iuHi naTepHu artak abo
3YMUHATH JaBUHHI 3MIHH, IO MiJKPecItoe noTpedy B HOBUX MIAXOAAX 10 3aXUCTY
nam’siTi.

V' mpemoomy pozoini Oucepmayii pO3INSAAIOTBCS TPU  MIAXOAM IO
JIeTeKTYBaHHs Ta MpoTuil arakaM Ty RowHammer: meTon BunaakoBoi BHOIpKU
pSAKIB, 3acO0M MALIMHHOIO HABYAaHHS Ta BMKOPHUCTAHHS 4YaCTOTHONO MacuBy. VY
niapos3aiai 3.1 nmpoanasnizoBaHo MeTOA BUOIPKU Psi/IKiB, B IKOMY aKTMBOBAHMH psAJIOK
3 Majiolo WMOBIPHICTIO p MOTparise 10 KOHTPOJIbHOI BUOIPKH. 3amnpOroHOBaHO
MaTeMaTUYHHUN TIAXiJ 10 YTOYHEHHs KJIIOUOBOIO Mapamerpa p, IO 3a3BHYaAll €
HETOUHHM 1 MPU3BOAUTE 10 3HWKEHHS PIBHSI 3aXHCTy, @ TAKOXK BBEIEHO IOHATTS
pajiyca Jil ataky JJisi TOYHOT JokaJli3alil arpeCMBHOTO BIUIUBY.

YV nmigposaini 3.2 3anporoHOBaHO IHHOBAUIMHUEI MiAXiJ 13 BUKOPUCTAHHAM
MoJleliell MallMHHOTO HaBYaHHS Ui aHauizy [wadjoHIB JOCTYMy /O [aM’ ATi.
Bukopucrano tpu apxitektypu: LSTM, MLP 1 CNN. Pesynbratn TecryBaHHs
MoKasalu, 110 Bei Moelti gocsariau noHan 99% TouHocTi, a Halkpally e(peKTUBHICTb
IpOJeMOHCTpYBaB OaratopiBHeBHi mnepuentpon (MLP) — 99,7% tounocti npu
IIBUKOCTI BUSIBJIEHHS 6,9 MKC, 110 CBIIYUTH MPO BUCOKY MPaKTHUHY MPUIATHICTb
MoJiedl.

V nmigpos3aini 3.3 onMcaHo MIAXIA 13 BUKOPHUCTAHHSIM 4YaCTOTHOTO MAacHBY,
3aCHOBAHOrO Ha JiynIbHUKaxX akTuBalil psakie DRAM. Xoua Taki cucteMu MaroTh
BUCOKY TO4YHICTH (10 99,8%), BOHM 3alekKdaThb BiJl KOPEKTHOIO HaJalITyBaHH
rapaMeTrpa 4acTOTH 3allUTIB KOHTpoJepa nam’siTi 1 CHHXPOHI3aUll HUKJIIB OHOBJIEHHS
nam’sTi. byno npoaeMoHCTpOBaHO, IO HaBiTh HEBEJIMKI 4HacOBI 3CYBH MOXYTb
3HAUHO 3HWIKYBATH pIBEHb JIETEKTyBaHHs atak. TWM He MEHUI, MpH MPaBUILHOMY
HaJallTyBaHHI [apaMeTpiB, METOA 3&JIHIIAETbCS OJHUM 13 HaHedeKTHUBHILIMNX
3ac00iB BUsIBICHHS Ta NpoTuAil arakam RowHammer.

V Po30ini 4 npencTtaBieHO MPaKTH4YHY peasi3alilo Ta TECTYBaHHS 3aXMCHHUX
MexanismiB mporu RowHammer-atak y peansHux ymoBax. Ha mouaTky posuimy
aKIEHTOBAHO yBary Ha BUOOpPI KOMIUIEKTYIOUMX TE€CTOBOI CHUCTEMM, 110 OIHOYACHO
MOYKE aHajizyBaTH OTpHMaHi pe3yjbTaTh TecTyBaHHss DRAM. 3okpema Bucoka
gacrora jgoctyny LIIT i 06pobka naHux A03BOJIsSE e(EKTHBHO NEPEBIPUTH POOOTY
3aMpONOHOBAHKX MEXaHI3MIB 3aXHCTY B YMOBaX, HaOJIMKEHUX 10 PeaTbHUX.




PO3MISHYTO AUCKPETH3ALI0 apaMeTpiB Yacy, 103BOJIsS€ HANaTyBaTH CUCTEMY
TAKUM UMHOM, W00 3a0e3MeduTH MakCHMajbHy e(DEeKTHBHICTb BHABJICHHS [pPH
MiHIMaTBHUX arnapaTHUX BUTparax. OnucaHo pe3ysibTaTH TeCTyBaHHS IHTeTrPOBAHUX
3aXHCHHX CHCTEM, 30KpeMa HelpoMepeKeBMX MoOjelieil Ta 4acTOTHOTO MacHBy, y
pi3HUX KOH(DIrypawuisx.

V Bucnoekax aucepTauiiinoi poOOTH ONMUCAHO PO3B’s3aHy aKTyalbHy HayKOBO-
MPUKIAAHY 3a7ady pO3pOoOKM METOMIB 3aXHCTY orepatusHoi mam’siti DRAM Biz
cyuacnux atak Ty RowHammer. TIpoaeMOHCTPOBAHO crpoOu AeTeKTyBaHH, 110
3natHi BusBISITH 10 99.8% artak Ha CydacHl THITH nam’siti DDR4 ta DDRS. Takox

OMUCAHO OTPUMAHO TaKi HAYKOBI Ta MPAKTHUYHI Pe3yJIbTaTH.

Jlucepramiitna poGoTa odpopmiieHa BIAMOBIAHO J0 BUMOI HaKasy MOH VYxkpainn
Bin 12 ciuns 2017 p. Ne 40 «[Ipo 3arBepiuKeHHs BAMOT 10 0(hOpMIICHHS aucepTauin.

OnpuiofHeH st pe3yabTaTiB aucepTauiinoi pobdoTu

HaykoBi pesy/braTi Jmceprallii BHUCBITICHI Y 4 maykoBuWx MyOJiKawisx
3no0yBada, cepell SAKHX 4 CTarTi y HayKOBMX BHJAHHAX, BKIIOYCHUX HA JaTy
onyOGiKyBaHHsI 10 MepesliKy HayKOBHUX (GaxoBUX BUIAHb YKpaiHH.

Takok pesybTaTH auceprauii Gyjiu ampo0oBaHi Ha 5 HAyKOBHX daxoBux

KOH(EepeHLIsIX.

Haykosi ny6mikauii 3100yBada cBiauats npo ranboke PO3YMIHHSI TEMaTHKU
JOCLIKEHH S, NOCHiIOBHICT HAYKOBOrO MHCICHHS Ta 3JIaTHICTh 10 (YOpMYBaHHS
BJIACHUX BHCHOBKIB. Y pofoTax MPOCTEKYEThCs MOEHAHHS TEOPETHUHUX TTOJTOKCHE
i3 MpPaKTUYHUMH pe3yJbTaTaMH, 110 AEMOHCTPY€ c(hOPMOBAHICTD AOCIIIHUILIBKHIX
nasnuok. IliroToBrmeHi Mmarepiaid  BiAMOBIIAIOTH —CTAHAAPTaM  aKaJeMIuHOT
106pOUEeCHOCTI.

TakuM 4MHOM, HAYKOBI pe3ysbTaTH, ONHCaHi B JMcepTalliiiHiil, poboTi
[OBHICTIO BUCBITIICH] y HAayKOBHX MyOikalisx 3100yBada.

Heoikn Ta 3ayBaskeHHst 10 AHcepTauiiinoi podoTu

l. B rexcri aucepraliii BiICy THI MOCHIAHHA Ha JIesKi HAaBeACHI B poOOTI PUCYHKH,
3okpema puc.1.1,2.9,2.10 ta in.

b

[ndopmariis, HaBeJleHa Ha JACSIKMX PHUCYHKax HE CliBIIagae Mo 3MICTy 3
HABe/IeHUMH T11PHCYHKOBUM MOSICHEHHSIM, HAaMpUKIa Ha puc.2.12 Ta IH.

(US)

TMepmuit po3ain auceprauii nepeHacHYeHHH HaABEIEHUM aHaJli30M, 4YaCTHHY
gKoro Ge3 BTpaTH SKOCTi poGOTH MOXHA Oylo O MepeHecTH B NOIATKH. Tax
camo stk 1.3.3.1 «Bubip Mozesi MalMHHOrO HaBYaHHs» Ha cTop.138 MICTUTb
LIMPOKO BiZOMY OJISLIOBY iH(popmaLito, a HyMmepallist 1[bOro MiJpo3aLLy
nyosoethbest Ha ctop.151.



e

. B Tpetbomy poszaini muceprauii HaBOAUTHCS aHali3 MAllMHHONO HAaBYaHHS 3
nigkpinaeHHsm (ctop.142-143), ane B poOOTI TakKWH MIJAX1J HE 3aCTOCOBYETHCH.

5. B pobori posrasgaerbesi 00podka JaHUX METOAAMM MAIIWHHOIO HaBYaHHI.
Pazom 3 UMM He OMUCaHWN MeXaHi3M 300py HaHWX, X 0OcCsr, MpernpoLeciHr
JaHuX, BHUOIp O3HAK Ta 1X KiNbKiCTh, BMOIp TOJIOBHUX O3HAK, HE OIMCaHI
nuTanHs OalaHCYBaHHS JaHUX TOLLO, L0 € BaXXJIMBUMM NapameTpamu s
o0y 10BH JIEOOOT sIKicCHOT MOAeJI.

6. B rabuuui 3.3. HaBOAATHCS METPUKM OTPUMAHHUX MOJeliel, aje BIJCYTHIH
Takuil nTerpanbHUil mokasHuk, sk merpuka fl, sika HalOLIbW O0'€KTUBHO
OLIIHIOE SIKICTh OTPUMAaHUX MOZEJIEH.

7. B TpeTboMy po3jiii aucepTauii HaBOAATHCS JICTIHTH IS TPhOX MOJeNeH
MalIMHHOTO HaByaHHs (JicTiHr 3.2-3.4), ajie He HABOAUTLCSI OOIPYHTYBaHHS Ta
aHasiz BUOOpy came TaKuX CTPYKTYp Helpomeperxk, niadip ix rineprnapamerpis,
KIJILKICTB €M1OX HaBUaHHS, aHali3 NepeHaBYaHHs MoJieJIel TOLLO.

8. He mnaBegeHuil MOpIBHSJIBHUN aHaNi3 3aMpoOrNOHOBAHUX METOMAIB 3 BXKe
BIZIOMUMHK pe3yJIbTATAMU [0 JaHOMY HAMpsIMKY IOCIIKeHb, B TOMY YHCJI
METOJaMH MAllIMHHOTO HAaBYaHHH.

9. B Tekcri auceprauii HassBHI AesiKi CTHIIICTUUHI TOMHIIKH.

BBakaro, 110 BHUCJIOBJIEHI 3ayBa)K€HHsI He 3MEHUIYIOTb 3arajbHy HAyKOBY
HOBH3HY Ta MPAKTUYHY 3HAUYMMICTH pe3yJbTaTiB Ta HE BIJIMBAIOTL HA IO3UTUBHY
OLIIHKY AucepTaliiHol poOOTH.

BucnoBok npo auceprauiiiny podory

3mict gucepraniiHol podotn MA3YPKA Banenrtuna Oserosuya Ha Temy
«CTBOpeHHs 3ac00iB 3aXUCTy onepaTUBHOI Nam’sTi Big arak tuny RowHammer» €
3aBEpPIIEHOI0 HAYyKOBO-JIOCIIHOIO TMpalelo, Yy SKii OTpUMaHO HOBI HayKOBI
o6rpyHTOBaHI pe3ysibraTtd. Y nauceprauiiHii poboti B.O.Masypka 3ailicHEHO
BceOiuHe JOCITIDKEHHS MpOOJeMH 3aXMCTy ONepaTUBHOI Mam’siTi BiA aTak THITY
RowHammer, po3po0ieHo maremaTuuHy monedb nam’sati DRAM, 1o Bpaxosye
peaibHi (I3UYHI XapaKTEePUCTHKH MIKPOCXEM, a TaK0K CTBOPEHO e(PeKTHBHI METOIH
JCTeKTYBaHHs aTak HAa OCHOBI MAUIMHHOIO HaBYaHHs Ta OOJIKY YaCTOTH AOCTYIlY N0
pAJIKIB Tam’aTi. ABTOPOM 3allpOIIOHOBAHO MNpOrpamMHi, anapartHi Ta KOMOIHOBaHI
3acO0M 3aXHCTy, sIKI MPOJEMOHCTPYBAJIM BUCOKY TOYHICTH BHSBIEHHS 3arpo3 0e3
CYTTEBOIO BIUIUBY Ha ITPOYKTHBHICTb CUCTEMHU.

Beaxalo, wo aucepraiiiina podoTa BUKOHAHA Ha BHCOKOMY HAyKOBOMY PiBHI,
He MOpyLIy€e MPUHLMIIB akaJeMiuHO! 100pOYeCHOCTI Ta € 3aKIHYeHUM HayKOBUM
JOCII/UKEHHSIM, CYKYTHICTh TEOPeTHUHUX Ta MPaKTHYHUX pe3yJbTaTiB  [KOro
pO3B'sI3y€ HAyKOBE 3aBJaHHS, 0 Mae ICTOTHE 3HAueHHsS JUlsl railysi 3HaHp 12
«ludopmariitni TexHosorii». ucepraniiina podora 3a akTyalbHICTIO, PAKTHYHOIO



(IHHICTIO Ta HAYKOBOIO HOBH3HOIO TIOBHICTIO BIANOBIJA€ BHMOraM YHHHOIO
3aKOHOJMABCTBA YKpainu, o nependavedi B nm.6 — 9 «llopsaky MHpHUCYIUKEHHS
cTyTieHst JokTopa (hinocodii Ta cKacyBaHHs PilllEHHS pa3oBoT crienianizoBaHOl BUECHOI
pajd 3aKnajgy BHILOT OCBITH, HAayKOBOI YCTQHOBH IPO MNPHUCYIUKEHHSA CTYNCHS
noktopa (inocodii», satsepkeroro [Tocranosoio Kabinety MiHicTpiB YKpalHu BiJT
12 ciunst 2022 p. Ne 44, a 1 asrop MA3YPOK Banentun OsieroBu4 3aciayropye Ha
[pUCY UKEHHS oMY HayKOBOrO CTyTeHs jokrtopa (isocodii 3 rajgysi 3HaHb 12
«lHdopmaniiini Texuonorii» 3a crenianbhictio 125 - «KiGepOesneka Ta 3aXucT
iH(popMaLin.
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3aBiayBad Kadeapu poOOTOTEXHIYHUX

| TeJleKOMYHIKAIIHHIX CHCTEM Ta KibepOesneKku

UepKachKOro JepyKaBHOTO TeXHOIOTTUHOTO

yHIBEpCUTETY, 1.T.H., Ipodecop 2. Boaoaumup MMAJAT'TH
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