BIAI'YK

oditiitHOTO OMOHEeHTa Ha JMcepTaliiHy poboTty
[Tonyuuranosoi Bikrtopii IropiBuu Ha Temy «MeTOJ OLIHKU
PU3UMKY Ha OCHOBI aHali3y CTPYKTYpd 3B’SI3KiB 3arpo3 Ta
Bpa3luBOCTel y KibepcucTemax», MpeacTaBlieHy Ha 3700yTTs
cTyneHsi nokropa dimocodii B ramysi 3Hanb 12 [HdopmauiiiHi
TexHoJorii 3a creuianpHicTIO 125 KibGepOe3neka Ta 3axuct
iHpopMmauii

AKTYyaJbHICTb TEMH JHCEpPTANii.

besneka kibepcucreM pi3HUX JAepKaBHUX 1 MPUBATHUX YCTAHOB MA€ BEJIMKE
3Ha4YeHHsI, 0COOJIMBO B YMOBaX BOEHHOT'O CTaHy, OCKIJIbKU Oy/ib-siKe MOPYLIEHHs 1X
HiticHocTi abo aocTymy A0 KoHpiaeHUiHHOI iHpopMalii MoXe NPU3BECTH J0
HeOaxaHux Hacniakis. [TomiOHi cuTyallil TPAIUIAIOTHCS B XMapHUX CePeJOBHUILAX i
CUCTEMax KPUTHUYHOI IHPPACTPYKTypH, € BOHH MOXYTh 3aBJaTH 3HAYHOI LIKOIX
¢inancoBoi cdepu Ta pemyrarii. Yci Taki CHCTEeMH MalOTh IME€BHI THUIIH
BPA3JIMBOCTEH, sIKI CTBOPIOIOTH 3arpO3U Pi3HOTO CTYMEHs CEPHO3HOCTI, MOYUHAKOYM
Bill BTpaTd [IOCTYIy JAAHWX 10 TOBHOTO 3HHIIEHHS CHCTeMH. ATAaKU Ha pi3HI
KibepcucTeMH 10 BChOMY CBITY MiATBEPIKYIOTH LI€.

Ha choromHimmHii [JeHb iCHYIHOYi METOOH Ta METOAMKH, pO3polIieHi
iHbopMalliiiHi TexHojorii Ta mnporpamHe 3a0e3redyeHHs MOJEIIOBAHHS Ta
TOCIiKeHHsT Oe3rekn KibepcrcTeM He 3aBkIH 3a0e3MedyloTh BUCOKI MOKa3HUKH
aJIeKBaTHOCTI Ta sKICHOI OLIHKK pU3HKiB. ToMy mpoOieMu po3poOKH IpOLELyp
OLIIHKM PHU3MKIB, yJOCKOHAJIEHHs Ta BIPOBAKEHHS HOBUX METOJIB KibepOesnexku
MoTpeOyIOTh BUBYEHHS Ta BIPOBADKEHHS Y KPUTHYHIN IHPPACTPyKTYpi.

OuiHOBaHHS PU3MKIB MPH peaizallil Bpa3JIMBOCTEN € aKTyaJbHOIO 3a/1a4eto
IVl CTBOPEHHSI CHCTEM 3axXHCTy KibepcucTeM. 3arpOrOHOBAHUN METOJ BKIIIOYAE
ypaxyBaHHs BIUIMBY CTPYKTYPHHX OCOOJHBOCTEH Yy B3a€MO3AJIEKHOCTI MiK
BPa3IMBOCTSMHU Ta 3arpo3aMu Ta JOToMarae TOYHIlle OLIHUTH piBEHb PH3HMKY Ta
3pO3yMITH HWOro NMpUPOLY Ta XapakTep. ToMmy MoiaHe aBTOPKOK IOCIHIIKEHHS,
CIIPIMOBAaHE Ha CTBOPEHHS e(EeKTHMBHOIO METOAY Ul aHali3y PHU3HKIB, Mae
0e3yMOBHY aKTYyaJbHICTb.

Ouinka o0OrpyHTOBaHOCTI HAYKOBHX pe3yJbTaTiB JAucepramii, ix
JAOCTOBIPHOCTI TA HOBH3HH.

HaykoBa HOBM3HA pe3yJbTaTiB AMCEPTALIAHOrO HOCIIUKEHHs IOJsirae B
HACTYITHOMY:

— Brepme 1no0yJOoBaHO MOJeNb 3B’S3KIB  3arpo3 Ta BpasjIMBOCTEW Y
KibepcucTeMi y BUIUISII CUMIUIELIATBHOTO KOMILIEKCY, Ka IPeACTaBIIse€ CKIaaHy
CTPYKTYPY X B3a€MO3alle)KHOCTeH, Ui Kiacudikamil 3arpo3 i Bpa3sIMBOCTEH Ta
JUTSL OL[IHFOBAHHS MTOTEHIIIMHUX BTPAT 1 PU3HKIB;

— BIEpIIE PO3pO0JEHO AJITOPUTMHU aHali3y CUMIUIEKLIHHOIO KOMILIEKCY Ta
foro cuHTE3y Ha OCHOBI TIOBHOTO HaOOpy CTPYKTYPHHMX XapaKTEpUCTHK
KOMILIEKCY;



— BIIeplIe po3podsieHO MeTo KiacHdikarllii 3arpo3 Ta Bpa3JIuBOCTEH y CKIaIHIN
CUCTEMI 3 YypaXyBaHHSIM XapaKTePUCTHK BIACHOI PO3MIPHOCTI MiacHcTeM, IX
NPUMHMKAHHS Ta HACHiIyBaHHs, HIO J03BOJISE HaJilHIIE OLIIHIOBATH PU3WKH B
K10epcucTeMi B 3aJIe)KHOCTI BiJl BapiaHTIB arTak;

— po3pobiieHO Tmpoueaypy MoOyaoBH OaHeCiBCbKOI OLIHKM PHU3UKY 3
BpaxyBaHHIM CTPYKTYpPH BpPa3JIMBOCTEH CUCTEMH Ta CKJIaleHOl (PyHKIIIT BTpaT.

JIOCTOBIpHICT ~ OTPUMAHUX  pe3yJbTaTiB  3a0e3MeuyeThCs  KOPEKTHUM
3aCTOCYBAaHHSM MOHATH 1| MAaTEMAaTUYHOIrO arapaTy CTPYKTYPHOro aHalizy, Teopii
AMOBIpHOCTEH, Teopil  pHU3HWKY, aIeKBaTHICTb 1  e(EeKTUBHICTh  SKHUX
M1ATBEP/IKYETHCSI BEJIMKUM JOCBIOM iX BHKOPHCTaHHS. AHai3 JOCIIDKEHUX Y
poOOTI NpUKIAAIB MiATBEPIKYE K MOKIMBICTh MPAKTHYHOIO 3aCTOCYBaHHS, TaK 1
e(EeKTUBHICTb PO3pPOOJECHOr0 METOAY OILHIOBAHHS pPH3HKY Ta BiAMOBIAHUX
00YHCIIOBAIBHUX TIPOLIEAYP.

HaykoBi nocnimxenHs Oynu BHKOHaHI  3100yBadyeM Ha  Kadenpi
iHdopmauiiinoi 6e3nexku KIII im. Iropst Cikopcbkoro B pamkax HJIP «Iliatpumka
NPUMHATTS PpilIeHb B YMOBaX HEBM3HAYEHOCTI Ta KOHKYPEHTHOI B3a€MOJii»
nepxxaBHUi peectpauiinuii Homep 0124U001957 mig KepiBHMIITBOM JOLIEHTOM
kapeapu iHdopmaliitHoi Oe3nekd, K.p.-M.H., c.H.c. CwmupHoBuM Cepriem
AHaroJiiioBUYeM.

HayxoBi HanpairoBaHHs AMCEPTALIHOTO JOCIKEHHSI BUKOPUCTAHI i Yyac
NiAFOTOBKK MaTtepiaiiB A0 3acimanHs Paau HauioHanbHOI Oe3nekd i 000pOHU
Vkpainu 3 mnutaHHs «[Ipo craH chnpaB y eHepreTuuHid cdepi», pilieHHs
HauionanbHoro koopauHauiiiHoro neHTpy kidepOesneku npu Pazni HauioHaibHOT
Oe3neku i 000poHN YKpaiHu, a TAKOXK y MpoLeci po3podieHHs 3aralbHUX MPaBUIl
oOMiHy iH(popmarliero npo KiGepiHUMAEHTH, 3aTBepkeHUX pimeHHsM HKLK.
TeopernyHi Ta NpakTU4HI pe3ybTaTH HAYKOBOIO JOCIIKEHHsI BUKOPUCTaH1 JUis
BJIOCKOHAJICHHS JIEP)KaBHOI TMOJITHKK 3 MHWTaHb HAIliOHAJIbHOI Oe3meku y cgepi
3abe3neueHHs KibepOesneku, Hacammepe/ 100 MiJBUILEHHS piBHS Kibep3axucTy
1HpOpMaLiHHO-KOMYHIKAIIMHUX CHUCTEM OO €KTIB KPUTHYHOI 1H(PACTPyKTypH,
30KpeMa MaJTuBHO-€HEPTeTUYHOTO CEKTOPY.

TeopetruHi Ta mNpakTU4HI pe3yJbTaTH 3aCTOCOBYIOTHCS Yy HAaBUYaIbHOMY
npoiieci kadenpu indopmariitnoi 6e3neku HTYY «KIII im. Irops Cikopcbkoro»
NpH MiArOTOBLI Ta BUKJIaJaHHI KypciB «PilleHHs B yMOBaX HEBHU3HAY€HOCTI Ta
pusuKky», «[IpoGiemu kibepOe3neku KpUTUYHOT iHPPacCTpyKTypH», «MaremaTuyHi
Mozei KidepOe3neku.

Orxe, B aucepTalliiiHid poOOTI MOCTaB/IEHE HAyKOBE 3aBJaHHS BMKOHAHO
MOBHICTIO, 3100yBady [OBHOKO MIpOK OBOJIOAIB METOJOJOIIE  HAyKOBOI
I[iSUII)HOCTi
akajgeMidHOl uoﬁpoquHoch.

3a cBoiM 3MicTOM aucepraliiiHa podora 3100yBaua [lomyuuranosoi B. I.
noBHicTio Bignosimae CraHgapTy BHIIOI OCBITH 31 CHELiaJbHOCTI 125
KiGepOesneka Ta 3axucT iHpopMalii Ta HanmpsMKaMm JOCHiPKeHb BIANOBIAHO [0
ocBiTHBROI nporpamu KidepOesnexka.



Juceprauiiina po6oTa € 3aBeplLIEHO HAYKOBOK IPalleld i CBiAYUTH PO
HasBHICTh 0COOHMCTOro BHeCKy 3100yBaua y HaykoBuii Hampsam 12 Indopmauiiini
TEXHOJIOT.

PosrnsiHyBIIM 3BIT MOAIOHOCTI 3a pe3ysbTaTaMu IEPEBIpKU AUcepTaLiiHOl
poOOTH Ha TEKCTOBi CIiBMAAiHHS, MOXHA 3pOOMTH BHCHOBOK, LIO AUCEpTalliliHa
pobora IlonynuranoBoi Biktopii IropiBHM € pe3yabTaToM —caMOCTiHHUX
Jocikenb 37100yBaya i He MICTUTh eneMeHTIB (anbcudikanii, KOMIIALIT,
¢abpukanii, niariaTy Ta 3ano3udeHb. BukopucTaHi izei, pesynbTaTv i TekcTH
IHIIMX aBTOPiB MAIOTh HAJIC)KHI MOCHUIIAHHS HA BiANOBIIHE KEPENO.

MoBa Ta cTH/Ib BHKJ/IAJeHHSI pe3yJIbTaTiB

Hucepraniiina poboTta HanmucaHa yKpaiHChbKOK MOBOIO.

Marepian nuceprauiiiHoi poGOTH IMOBHICTIO BiANOBiZae BMMOraM IOJO
rPaMOTHOCTI Ta CTUJIIO BUKJIAJAEHHS pe3yJibTariB. ABTOp poOOTH NMpPH BUKJIAJEHI
Matepiajy JOTPUMAETHCS Cy4acHOI 3aralbHONMPUMHATOI y naHili cbhepi Hayku
TE€PMiHOJIOTII.

Juceprauis ckiaagaerscs 3 BCTymy, 4 po3aiiiB, BHCHOBKIB, CIIMCKY
JiTepaTypH Ta JOAATKiB. 3aranbHuii o6csr aucepratii 207 cTOPIHOK.

Y BCTymi  MiATBEPIDKYETbCS — aKTyalbHICTh  TEMM  JUCEPTaLiiHOIo
JOCJIIJDKEHHSI, BKAa3Y€ThCsl Ha 3B'SI30K 3 HAYKOBUM ILIAHOM, IPOrPaMoI0 i TEMOIO,
BMKJIQJA€ETbCS METa 1 3aBAaHHS NOCIiKeHHs. Takok OMMUCaHO HayKOBY HOBHU3HY
Ta TPaKTHYHE 3HAYEHHS OTPUMAHUX pe3yJbTaTiB Ta HAaJaHO BIJOMOCTI PO
BIIPOBADKEHHS, 3aTBEP)KEHHS Ta MyOJTiKalilo pe3ysbTaTiB.

Po3zin 1 oxomiroe mOTOYHHM CTaH METOMIB OLIHKHM PU3MKIB, CTPYKTYpPHH
aHali3 CKJaJHUX KibepcucTeM, aHasi3 ypas3/JMBOCTI Ta 3arpo3 B KiGepOesmeli, a
TAKOXX OINHUCY€ IIOTOYHMM CTaH JAOCHI)KeHb IUTaHb, MOMIOHUX 1O THX, IO
OOrOBODPIOIOTBCS B Il CTATTi. Y3araibHEHO OCHOBHI METOAM CTPYKTYPHOI'O
aHanidy, po3poOiieHi B jaucepTamliiHOMy JaoCiifKeHHi, a came Q-aHais,
TONOJIOTIYHUH aHai3 i cuMIUTimianbHuil anani3. [IpoaHanizoBaHo OCHOBHI eTanu
KUTTEBONO LHUKIY BpPa3IMBOCTI KibepcucTteMu. PO3rIsSHyTO OCHOBHI METOAU
OLIIHKM PU3HMKY Ha OCHOBI MeTo/iB Banbaa ta Baiieca.

Po3nin 2 Bu3Hayae Ta aHamizye OCHOBHI TIOKa3HWUKH BPa3IHBOCTEN
KiOepcHCTeMH Ta ONUCYE CTPYKTYpy CHCTEMH 3arpo3. BcCTaHOBIEHO, IO
OCHOBHUMM O3HAKaMH, JIOCTaTHIMM JUIsS OJHO3HayHOI iHaMTedikamii (i
BIJTHOBJIEHHS1) CTPYKTYPH CKJIQIHHX CUCTEM, € JIOKaJIbHI KapTH, CTPYKTYpPHI JepeBa
Ta CTPYKTYpHi rpadu. Y LbOMY pO3/iJii OMKcaHi aJIrTOPUTMH TEPEXOY BiJl MATPHLI
IHUMJEHTHOCTI ypa3IMBOCTE! Ta 3arpo3 10 MoOYyJ0BH MATPHUIli CHMILIELIadbHOTO
KOMIUIEKCY Ta IHIIMX CKJIQJAHUX CTPYKTYPHHX XapakTepucTuk. HaBeneHo
Knacu(iKalilo Ta CTPYKTYpHHI aHalli3 Bpa3IMBUX CHCTEM, IO 3HAYHO JOMOMarae
y 3anmo0iranHi Ta noJoJaHHi HECTIPUATIMBUX HACIIiKiB, BUKIMKAHUX peallizalli€to
3arpo3.. byno crBopeHo amroput™ s Kiacudikaiii THIIB 3arpo3 Ha OCHOBI
CYMICHOCTI BPa3JIMBOCTENA.

Po3nin 3 po3pobnse miaxia Q0 OLIHKA PH3WKYy HA OCHOBI CKJIagHOI
CTPYKTYypoBaHOi iH(opMaLii Mpo 3aJeKHOCTI Bpa3IMBOCTEM, 3arpo3 1 BTpaT Mij
yac IHOMAEHTy. {00 po3rasHyTH BIUIMB iCHYIOYHMX B3a€MO3B’S3KiB  MiX
YyPa3lnMBUMHU MICISIMM, BHUKOPUCTOBYETBCS MOJEIb B3a€MOJii BpPa3JIHMBOCTI Ta
3arpo3U Ha OCHOBI MOOYZOBU CUMILIEKI[IHHOTO KOMIUIEKCY. Y XOMi TOCHiKEeHHS



OyJM yTOYHEHI OLIHKHM BiAMOBIAHKX WMOBIPHOCTEH i BTpatr. Y IbOMY JAOKYMEHTI
pO3po0JEHO METOJ OILIHKM pPHM3MKY, 3aCHOBaHHMI Ha CKJIaJHIH CTpPYKTypi
iIeHTUiKOBAaHUX 3arpo3 1 Bpa3MBOCTEH Kibepcuctemu. BusHaueHo, 1o wneu
METOJl PO3PaxyHKy OyIb-SIKHX aJUTHBHUX BIACTHUBOCTEH KOMILIEKCY 3a HOro
CTPYKTYPHUMH KOMIIOHEHTaMH OyJe KOPEeKTHHM 3a YMOBH JOTPUMAaHHs
MPOLEYPH CUHTE3y KOMIUIEKCY Ta BPaXyBaHHs BKJIIOYEHHS-BUKIIOYEHHS BKIJIAIB
KOMIIOHEHTIB.

Po3nin 4 npoBOAMTH IPHKJIAAHE [OCHTI[DKEHHS Ha OCHOBI MeToay,
po3pobisieHoro y auceprauii. Po3risHyTo 3arpo3u Ta BpaziMBI MicUs UL
iHpopMaliiHUX mijcUcTeM KpUTHYHOI iH(pacTpykTypu. BoHM moB’s3aHl 3
MOTEHIIIHO BPa3IMBUMHU KOMIIOHEHTAMHM, SIKI MOXYTh CTaTH 00 €KTaMu KibepaTak.
JInsi BUSIBJIEHHS MOXJIMBHMX CYMICHMX peaiizamii 3arpo3 Oyj0 MpPOBEIEHO
CTPYKTYPHHUM aHalli3, IKUM TPOSBIISETHCS CKIAJHUMH B3a€MO3AIEKHOCTMU MiX
Bpa3JIMBMMHU MICLSMM Ta 3arpo3aMu. Ypas3iMBOCTI KiIacu(piKOBaHO Ha OCHOBI
napaMeTpiB CHCTEMH 3arpo3 y BHOpaHiii CHCTeMHM KPUTHUHOI IH(PPACTPYKTYPH.
OtpuMaHa oOIiHKA pU3MKYy Oyjla MpoaHaji3oBaHa Ha OCHOBI HMOBIPHOCTI
BUHHUKHEHHS 3arpo3u (BM3HA4Ya€ThCsi OOCTABUHAMM aTaKW Ha CUCTEMY) Ta OLIHKH
BTpaT BiJ 11 peaitizallii 3a IOMOMOTOI0 €KCIIePTiB.

Jluceprauiiina po6ora odopmieHa BianoBiaHoO 10 Bumor Hakazsy MOH
Vkpainu Big 12 ciunst 2017 p. Ne 40 «IIpo 3aTBepakeHHsI BUMOT 10 O(QOPMIICHHS
JUcepTaLiin.

OnpuioaHeHHs pe3yJbTAaTIB JHCepTaliiiHOI po0OTH

HaykoBi pe3ynbraTd aucepraiuii BHUCBiTJIIEHI y 4 HayKOBHX IyOJikamisx
300yBava, cepel SKMX: 4 CTaTTi y HayKOBUX BHUJAHHSX, BKJIKYEHHX Ha JaTy
orny0JIiKyBaHHs JI0 TIepelliKy HayKOBHX (paXxOBHUX BHaHb Y KpalHH.

Takox pesyinbTaTH aucepTaiii Oyau anpoboBaHi Ha 8 HayKoBHX (paXxoBUX
KOH(pepeHIisIX.

Vei ny6aikamii 3100yBaykd MarOTh BHUCOKMH HAyKOBHMH piBeHb. Y HHX
JIeTaIbHO PO3KPUBAIOTHCS OCHOBHI HAYKOBI pe3y/IbTaTH BUKOHAHOTO JIOCTIKEHHSI.
OcobucTuii BHECOK 3100yBadykd [0 MyOumikailiid 3a CriBaBTOPCTBOM BaroMuH,
0COOJIMBO y OMKCI eKCIIEPUMEHTAIbHUX YacTHH poboTH. [IpHHIMMIB aKaneMi4HOl
JMOOPOYECHOCTI Y YKO/IHIM 3 myOJTikalliif He mopyLIEeHO.

TakuM UYMHOM, HAyKOBi pe3yjbTaTH OIMCaHi B JHUcepTaliiHii poboTi
MOBHICTIO BUCBITJIEH] Y HAyKOBUX MyOumikalisx 3100yBaya.

HenoJiku Ta 3ayBajkeHHsl 10 JHCePTALiHOI poOOTH.

1. Tlpu omuci anropuT™iB, po3pobieHnX Ha OCHOBI Q-aHaii3y, He HaBeleHI
XapaKTePUCTHKH X cknaaHocTi. JlouiipHO 6yI0 MPOBECTH aHali3 3alle)kHOCTI
POOOTH aIrOPUTMIB Bifl KiJIBKOCTI €JIeMEHTIB CUMILIEKLIHOIO KOMILJIEKCY.

2. B poGoti neTansHO po3ibpaHO TPUKIA[ OLIHKH PHU3HKY Ha OCHOBI
CUILIEKIIHOTO KOMILIEKCY Bpa3jIMBOCTEH, ajie He PO3IJISHYTO CHUMILIEKLIAHWHA
KOMILIEKC 3arpos. ,

3. BuKOpUCTaHHA CKJIQJHOTO LIOCTPAaTHBHOrO MaTepialy B TEKCTI
JaucepTallii, siKi JopeyHiiue OyJ10 BUHECTH Y JOAATKH.

BBax<aro, 110 BUCJIOBJIEH] 3ayBa)KEHHs HE € BU3HAYAJIbHUMU 1 HE 3MEHILYIOTh
3arajbHy HAyKOBY HOBHM3HY Ta NpPAKTHYHY 3HA4YMMICTh pe3yJlbTaTiB Ta HE
BILUIMBAIOTh HA MO3UTUBHY OLIIHKY JUCepTaliiiHOl poOOTH.



BucHoBOK npo auceprauiiiny po6orty

BBaxato, uio gucepraiiiina po6ota 3100yBaua cTymneHs AokTopa disocodii
[Tonyuuranosoi Bikropii IropiBHu Ha TemMy «MeTOJ OIIIHKM PU3WKY Ha OCHOBI
aHaji3y CTPYKTYpPH 3B’S3KiB 3arpo3 Ta Bpa3iMBOCTel y KibepcucTeMax», BAKOHAHA
Ha BHCOKOMY HayKOBOMY pIBHI, HE TIOpYyLIy€ MPUHIMUMIB aKaAeMiuHOl
N00pOYeCHOCTI Ta € 3aKiHYeHMM HayKOBHM JIOCIHIDKEHHSM, CYKYIHICTb
TEOPETUYHMUX Ta MPAKTUYHUX Pe3yJbTaTiB SKOTO PO3B'A3y€ HAyKOBE 3aBIaHHS, 1110
Mae iCTOTHe 3Ha4yeHHs it [HdopmauiiiHux TexHoJorii. [uceprariitna pobdora 3a
aKTyasJbHICTIO, MPAKTUYHOK IIHHICTIO Ta HAayKOBOK HOBHM3HOK TIOBHICTIO
BIZINOBIla€ BUMOIaM YMHHOTO 3aKOHO/IAaBCTBa Y KpaiHu, 110 rnepeadaveHi B m.6 — 9
«Ilopsanky mpHucyaxeHHs cTyneHs aokTtopa ¢inocodii Ta ckacyBaHHS pillIeHHS
pa30BoIl criewiani3oBaHOl BUEHOI paau 3aKjiaay BHILOI OCBITH, HAYKOBOI YCTaHOBH
Ipo NPUCY/UKEHHSI CTyneHs JoKTopa ¢iurocodii», 3aTeepmkeHoro IloctanoBoio
Ka6inety MinictpiB Ykpainu Bia 12 ciuns 2022 p. Ne 44,

3n00yBau [lonynuranosa BikTopis IropiBHa 3aciiyroBye€ Ha MPUCYIKEHHS
CTymneHs JokTopa ¢inocodii B ramy3i 3HaHb [HopmaliiiHi TexHoOJOril 3a
cneianbHicTIO 125 Kibepbe3neka Ta 3axucT iH(opMaiiii.
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